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EAP 9 IKEV2 @5bas plaziwl, ASA a>gally JlasVl (uleall _J| xiws ;31 IKEV2 sig) LoV 7
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olllaiall
:a Wl guolgall, 48,20 i) GeSs wl Cisco _uogs

IKEV JsS9i91 0 sl lao¥lg duwlwdl (VPN) a @ W)l dwll aSuill as =0 -
RADIUS 48,209 duulwVl (AAA) duvlxally Jasgailly ddslaall -

ASA VPN (65 go il -

(ISE) a9¢)l wloas Jymo (oS i -

doxziwmall &lgSall
AWl dnlall oligSally goldl hluol JI el 138 9 65,lg)] wlogleoll i
Microsoft Windows 7 il plas -

&5Vl olluoYly 9.3.2 5luoYl (Cisco ASA zeb, -
eVl olyluoYls 1.2 lasYl (Cisco ISE -

dwll ologleo

AnyConnect Secure Mobility Client o l,licl

U8 o Leoid Sou il CONF REPLY Glow 3265 V) punsall gaill LoVl Windows IKEV2 e pcay V
wbaxo) ol 49,0 éS,> g9 9@ Microsoft Jioc go Sandl a>9ll zeill Gl Wi (Windows 7 Juac
AnyConnect plaziw| 9 (cp2o pundi (395 dwlbw Jl azl> Jid S 13] .(0/0 ,9,0 aS,>

ols 151 .(Jail dab ool AAA (PEAP o315 e 105lgl piy i)l duwlill EAP Llwi AnyConnect aca, ¥
Microsoft Jiac plasiw] Sasd AAA p3l5 _lc EAP clul> clg) a>l> Jld
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//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

ISE 1.3 (10.62.897.21)
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Ilr I
o &
P *
| Internet ]
! - lI
'-.‘__ lII

o =) A
\'""-\. o ——
e —

Inside: 192,168.1.1

Outside: 10.62.71.177

IF Address assgined by
ASA VPN:
192.168.1.10

ASAv.example.com

Windows 7
MNative lkev2
client

Windows 7 Juae cueSs ais (6slgidl el L aadl | Jsasll zliny) 63lgib plaiawly @85kaall ASA 1655 ai
(EAP (EAP-PEAP plaziwl, a83Laal

o0 EAP dul> iy AAA 03155 ISE Jas, . Jsasdl (o IKEV2 Jac dwl> clgl g, VPN dleS ASA Jas,
05> 9 5 (ASA (IKEV2 5 Jsasdl e Llll 19,0 &, IKE_AUTH pj> 9 EAP pj> o aiy . sasl
ISE 9 ASA o adslaall 49,0 aS,=) RADIUS

obleadl

lelosd pis SJ Solgaid| olllnio LASA J 65lgidl elisy (Microsoft Certificate Authority (CA placiw| i
:® Windows 7 il plad LoVl Jissll dawlg,

139 8 "9 225" B plasiw] p5) pol3] @85kas (EKU) guwgall plisall plasiw] §3xlo Gy ol vy -
(Jball
Jso2ll Jsd oo aslaziw] pisw sV (FQDN) JolSIL JD5all Jxall puwwl £6060)] pusl Gouziy ol oy -
.(ASAv.example.com Jial 13® _8) JlasW
Le>Muolg IKEV2 VPN o Vlail ellas] BliSiwl g1, Microsoft Jwe Jo> Jwoladl (o 2y j0)

RFC bzl 1899 auxall go.090l) Jiadl punVl Lllaiyg lawss LisT Android 4.x Jy2idll ol 2, :dla>No
&o Cisco 10S _JI Android StrongSwan 0 IKEVZ g>1, [Android J wlogleall 0 2 30) .6125
.RSA 9 EAP d9>Las



http://technet.microsoft.com/en-us/library/dd941612(v=ws.10).aspx
/content/en/us/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html
/content/en/us/support/docs/security/flexvpn/116837-config-strongswan-ios-00.html

oSl 13D plasiw] a5 ASA _le 63l gds b cliny

host nane ASAv
donai n- nane exanpl e. com

crypto ca trustpoint TP
enrol | ment term na

crypto ca authenticate TP
crypto ca enroll TP

(ISE) ay9¢ll waisS oloas o

ISE e aSpill 53621 _JI ASA d5Lo| .1 5oyl

ASA Jl o closiwl 088y ol dalS gilw a s .aSuill 8521 < 8)1] Lisl

ol Ojzall S pasiume puwl clisl p8 .2 sglazil
wslas 98 S paziwoll pul clisl a8 . woadiwall < Slggll < 6,1V is

EAP-PEAP g dylgill blas a85kasy ISE pgisy S ol JSuin 5,391 olslacyl 8818 oiSas pigg
(oxall gusioll @83kanll JsSsi9 )

ASA

AKEV2 9 IKEV1 J Ylow a2y & Joogdl (1955 1eSh9

aaa-server | SE2 protocol radius
aaa-server |SE2 (inside) host 10.62.97.21
key cisco

group-policy AllProtocols internal
group-policy AllProtocols attributes
vpn-tunnel -protocol ikevl ikev2 ssl-client ssl-clientless

ip local pool POOL 192.168.1.10-192.168.1.20 mask 255.255.255.0

crypto ipsec ikev2 ipsec-proposal ipsec-proposa
protocol esp encryption aes-256 aes-192 aes
protocol esp integrity sha-256 sha-1 nd5

crypto dynani c-map DYNMAP 10 set ikev2 ipsec-proposal ipsec-proposa
crypto map MAP 10 ipsec-i saknp dynam c DYNMAP
crypto map MAP interface outside

crypto i kev2 policy 10
encrypti on 3des
integrity sha

group 2

prf sha

lifetinme seconds 86400



izl o IKE_AUTH doj> 6 IKE-ID go5 wlsic Juy Windows 7 Jueisdl plias &Y |lasg

(dalo @85Lan) 65lgin ASA $sla, .axall aill dcgazo J| JlasVl Jowy e 25Tl DefaultRAGgroup
a>9 e EAP 69 ulb Jlu,l JJI ASA 2l laS .(asy o, @935Las) EAP paiuy ol Jsasdl o 28519
(EAP (query-identity d,e &,lxiw] plasiwl dlxiwl Jyasl) a5l

tunnel - group DefaultRAGroup general -attributes
addr ess- pool POCL

aut henti cati on-server-group | SE
defaul t - group-policy Al Protocols

tunnel - group Defaul t RAG oup i psec-attributes
ikev2 remote-authentication eap query-identity
ikev2 local-authentication certificate TP

icumall 8slgiil plasiwly IKEV2 (uSs ol (Lo

crypto i kev2 enabl e outside client-services port 443
crypto i kev2 renote-access trustpoint TP

Windows 7 Jsuiull pllns

Bxanll g2 o)l 63lgis gl .1 slail

Lol wxy .4y Lol CA b aadl _Jl Windows e zlix, ASA b oo doiall 6slgadl 5 asdl J>1 oo
Windows Juae pasiuy .(pasimall oo Luds) sisuastl oblei ke Ll 03® draall g all 65lgi
AKEV2 65lgis oo Bizill LigmaSUl o550

obled < ollo] dljl ol adlo] < CA. MMC JI caiol in order to i



ou can select snap-ins for this console from those avallable on your computer and configure the selected set of snap-ins. For

extansible snap-ns, you can configure which sxtensions are enabled,

Avalable snap-ns:

Snap-n
=i ActiveX Control

GV Certificates
(8. Companent Services

&S Device Manager
3&# Management
[8] Event viewer

I Folder

[P Security Monitor

(] Link to Web Address
= N n

T authorization Manager

ﬁcmtﬂ' Managem...

%Grm?ﬂiqrdmﬂ

1P Security Pobcy M...

Vendor

Microsoft Cor...
Micrasoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...

A

Description:

Selected snap-ins:

[ console Roat

Gl Certificates (Local Computer)

The Certificates snap-n allows you to browse the contents of the cerlificate stores for yourself, a service, or a computer,

sonaS)l Glu> clianl 5§99 Ll



Certificates snap-in Send Feedback @

This snap-n will always manage certificates for:
i) My user account
(™) Service account

i@ Computer account

m
(u1]
(]

X
ﬁ
W
{1
(u]]
=
0
i

Lo Bsigall Lazdl elslginl @>1o Il Saaall g all shwly p8



rf-"' Consolel - [Console Root\Certificates (Local Computer)\Trusted Root Certification Authorties\Certificatec]

[ File Action View Favorites Window Help
o 2@ 0= HE
] Console Root || Issued To Issued By Expiration Date |
4 .,,1' Cfrl.:::nt::l.nul Computer] C5) AddTrust External CA Root AddTrust External CA Reot 2020-05-30 ;
-— Tf"T:l:::_:: Spmens s o éf:lhlmore CyberTrust Root glltlmore CyberTrust Root zzggigf;; !
Wi —_— 3l Certumn Trusted Network CA Certum Trusted Network CA 202-12-31 :

7 Intermediate Certification Authoritic
7] Trusted Publishers
7 Untrusted Certificates
» ] Third-Party Root Certification Authg
» | Trusted People
# | Other People
. ] Homegroup Machine Certificates
+ ] Cerificate Enrollment Requests
5 [ Senart Card Trusted Roots
v ) Trusted Devices

[ s L - o
Certificate Import Wizard

o

B

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
kists, and certificate revocation ksts from your disk to a
certificate store.

A certificate, which is isswed by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store i the system area where
certificates are kept.

To continue, cidk Meaxt.

1€ EWVL poi, aild ASA Usd (o doaiall 63lgill dxo oo Gaxill oo Windows Jsac oSai ol 13|

| KE aut hentication credentials are unacceptable :13801

VPN Jlasl 0S5 .2 sglazl

~al5 in order to Jag olSo | by 50 &5lineg aSuidl (o Jwogi VPN JI cdSiv in order to s
wal> Juogi VPN



P 1 . ; : y
Rortrol Pant FE View your basic network information and set up connections

Change adapter settings &I B % 0 See full map

::‘t;':lg‘; it ADMIN-KOMPUTER Sie¢ 143 Internet
{This computer}

View your active networks Connect or disconnect
Sied 143 Access type Internet
= Public netwark Connections: [0 Polaczenie lokalne

Change your networking settings
@ Setup anew connection or network

Set up & wireless, broadband, dizl-up, ad hoc, or VPN connection; or st up a router or access point,

@ @ Set Up s Connection or Network

Choose a connection option

Connect to the Internet
Set up a wireless, broadband, or disl-up connection to the Internet,

Set wp a new network
cagy_ Configure a new router or access point.

Connect to a workplace

Get up a dial-up or VPM connection fo your workplace.

_a.fp.‘ Set up a dial-up connection

- Connect to the Internet using a dial-up connection.

[Nt ][ Concel |

See also

(VPN) o)l Juasl plasiw] ]

How do you want to connect?

< Use my Internet connection (VPN)
Connect using a virtual private network (VPM) connection through the Internet.

@ B

(DNS) Jixall pusl o315 alawly, pumo JSuin lel> oo 15T . ASA FQDN plasiwl oloisll (eSi o8




Type the Internet address to connect to

Your nebwork administrator can give you this address,

Internet address: ASAv.example.com

Destination name: IKEvZ? connection to ASJ&l

[7] Use a smart card

'ﬁ' [ Allow other people to use this connection

This option allows anyone with access to this computer to use this connection.

[¥] Don't connect now: just set it up so I can connect later

Lollao W3 GlS 13] cdwoxall EAP Laslas bl 9 (65lgid] axo (0 gaxill Jio) Laslal lava, 09



Protected EAP Properties El

When connecting:

Validate server certificate

Connect to these servers:

Trusted Root Certification Authorities:

|| AddTrust External CA Root -
"] asa.mga.com [
7] asav

[] Baltimore CyberTrust Root

[F] ca

[[] ca

7] certum Trusted Netwark CA -
4 | 1l [ ¥

|:| Do not prompt user to authaorize new servers or trusted
certification authorities.

Select Authentication Method:

|Semred password (EAP-MSCHAP v2) hd | | Configure...

Enable Fast Reconnect
|| Enforce Metwork Access Protection

|| Disconnect if server does not present cryptobinding TLV
|| Enable Identity Privacy

[ (04 J | Cancel

- " L'),D - __"
2o JSuin ousSil Jac S pud)l 13D paziwl

Jilzi o2 "3Vl a2 io 8151" paiuwl ShOW Lolgl oy (laas culzuualleMasll) 23Vl a2 o S1s] ac
.show LoVl 2,50l

Windows Jiac

&y a3l slasedl obly J3ol (Jlasdl aie



‘: Cisco AnyConnect Secure Mobility ‘: IKEvZ connection to ASA
““~  Client Connection ___!'__M Disconnected
@~ Disabled &> WAN Miniport (IKEv2)

&" Connect IKEv2 connection to ASA m

[lzer name: E
Password: {To change the saved password. click here]

Domain:

Save this user name and password for the following users:

@ Me only
l@l Anyone who uses this computer

[ Connect ” Cancel || Properties || Help

AKEV2 01055 dubas iy cax> Wl d85Laall asy

Connecting to ASA-TKEvZ...

g!, Reqistering your computer on the networl. .

Cancel

Josll dwl> clgl po



Internet » MNetwork Connections »

Fename this connection

-

wi~ Disabled

l Cisco AnyConnect Secure Maobili
Client Connection

View status of this connection

v A

Delete this connection

22 WAN Miniport (TKEv2)

IKEv2 connection to ASA
IKEw2 connection to ASA

aisiall Guldall ol 53,2 dg2ls plasiwl (oYl Hlusll plasiwl, azgdl J9az cuas pi

C:.\ User s\ admi n>route print

Interface List

I KEv2 connection to ASA. ... ... i 41
d2 cb 54 ...... Karta Intel (R} PRO 1000 MI Desktop Adapter 27 00 08...11
Sof tware Loopback Interface 1.......... ... ... ... ...... 1

e0 Karta M crosoft

| SATAP 00 00 00 00 00 00 00...15

e0 Teredo Tunnel ing Pseudo-Interface 00 00 00 00 00 00 00...12

e0 Karta M crosoft

| SATAP #4 00 00 00 00 00 00 00...22

| Pv4 Route Table

:Active Routes

Net wor k Desti nati on Net mask Gat eway Interface Metric
4491  192.168.10. 68 192.168.10.1 0.0.0.0 0.0.0.0

On-1link 192.168.1.10 11 0.0.0.0 0.0.0.0

4236  192.168.10. 68 192.168.10.1 255. 255, 255. 255 10. 62. 71. 177
On-1ink 127.0.0.1 4531 255.0.0.0 127.0.0.0
On-1link 127.0.0.1 4531 255, 255, 255. 255 127.0.0.1
On-1link 127.0.0.1 4531 255, 255. 255. 255 127. 255. 255. 255
On-1ink 192.168. 1. 10 266 255. 255, 255. 255 192, 168. 1. 10
On-1ink 192.168.10.68 4491 255, 255. 255. 0 192.168.10.0
On-1ink 192.168.10.68 4491 255, 255, 255. 255 192. 168. 10. 68
On-1ink 192.168.10.68 4491 255, 255. 255, 255 192, 168. 10. 255
On-1ink 127.0.0.1 4531 240.0.0.0 224.0.0.0
On-1ink 192.168. 10.68 4493 240.0.0.0 224.0.0.0
On-1ink 192.168. 1. 10 11 240.0.0.0 224.0.0.0
On-1link 127.0.0.1 4531 255. 255. 255. 255 255. 255. 255. 255
On-1link 192. 168. 10. 68 4491 255. 255. 255. 255 255. 255. 255. 255
On-1link 192.168.1.10 266 255. 255. 255. 255 255. 255. 255. 255

WA |

:ASA gl ax>Ul a9sLanll a=,

ASAv(confi g)# show vpn-sessiondb detail ra-ikev2-ipsec

Sessi on Type

Ceneric Renote-Access | KEv2 | Psec Detail ed



User nane . cisco | ndex : 13

Assigned IP : 192.168.1.10 Public IP © 10.147.24.166
Pr ot ocol : IKEv2 IPsecOverNatT

Li cense : AnyConnect Prem um

Encryption : I KEv2: (1)3DES |PsecOverNatT: (1)AES256

Hashi ng : I KEv2: (1)SHA1 |PsecOverNatT: (1)SHAL

Bytes Tx 0 Bytes Rx : 7775

Pkts Tx 0 Pkts Rx : 94

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : AllProtocols Tunnel Group : DefaultRAGroup
Logi n Tinme : 17:31: 34 UTC Tue Nov 18 2014

Dur ati on : Oh: 00m 50s

Inactivity : 0h: 00m 00s

VLAN Mapping : NA VLAN : none

Audt Sess ID: c0a801010000d000546b8276
Security G p : none

| KEv2 Tunnels: 1
| PsecOverNat T Tunnels: 1

: 1 KEv2
Tunnel ID ;13,1
UDP Src Port : 4500 UDP Dst Port : 4500

Rem Auth Mode: EAP
Loc Auth Mode: rsaCertificate

Encryption : 3DES Hashi ng : SHA1

Rekey Int (T): 86400 Seconds Rekey Left(T): 86351 Seconds
PRF : SHA1 D'H G oup D2

Filter Name

.1 PsecOverNat T
Tunnel ID ;0 13.2
Local Addr ¢ 0.0.0.0/0.0.0.0/0/0
Remote Addr : 192.168.1.10/255.255.255.255/0/0

Encryption : AES256 Hashi ng : SHA1

Encapsul ati on: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28750 Seconds
Idle Time Qut: 30 M nutes Idle TO Left : 29 M nutes
Bytes Tx 00 Byt es Rx : 7834

Pkts Tx 0 Pkts Rx : 95

w8Vl Gagailly aslasll aclgd plaziwl axx Wl ddslasll | ISE o Mouw wis

R Gt e
Im'?{t:lﬂ;"
elfluan]as B o ey . i -1.-4-'--"::-['r
et e ke e
e L i #i» Hame  Operapons | = Paliey | = GuestAccass - Admrrsiraten | v
E.lm:mﬂ:aﬂnnrg - Ropots @F ndpo i Prodection Sarsza .L"m.l lashopi
Misconfigured Supplicants Miscanrfigured Network Davicas ! RADEIS Drops ! Clignt Stepped
0 0 6 0
E Show Lare Sessene 400 Add or Bemoye Columns = 434 Refrash @ Hazet Hepeat Couris Refrash E..EJ_T-.-,:.;
cratus i e e i ol i e =
Tima v R oot | Regest G dentit Endpaint 1D Autharzation Palicy Authorization Profiles | Metwork Dedce
&l T
2014-11-18 18:31:34.., ﬁ Q A clsco 10.147.24.1686
2014-11-18 17:52:07... a cigde 10,147, 24,166 Defauk == Basic_Autherficated_Access  PRMmMEACCAsS BSAy

PEAP Cglwl _JI Juoladl juis



Authentication Details

Source Timestamp
Recened Timestamp
Policy Server

Event

Failure Reason
Resolution

Root cause

Username

User Type

Endpoint Id

Endpoint Profile

IP Address
Authentication ldentity Store
Identity Group

Audit Session Id
Authentication Method
Authentication Protocol
Service Type

Network Device
Device Type

Location

NAS IP Address

NAS Port Id

MNAS Port Type
Authorization Profile

2014-11-158 08:10:02.819
2014-11-19 08:10:02.821
isel3

5200 Authentication succeeded

cisco
ser

10.147.24 166

Internal Users

c0a8010100010000546¢c4243a
MSCHAPY2

PEAP (EAP-MSCHAPYZ)

Login

ASAY

All Device Types

All Locations

106271177

Yirtual

FermitAccess

ASA e clasVl auas

ol o cllas VI WY |“,_a| o



ASAv# debug crypto ikev2 protocol 32
....nost debugs omitted for clarity>

Diffie-Hellman J zuilaa)l Jskig IKEV2 > jise younii) ASA dawlg lgbsiwl aiy (il IKE_SA_INIT doj>
:(((DH

[ 1 KEv2- PROTO 2: Received Packet [ From 10.147.24.166:500/To 10.62.71.177:500/ VRF i 0:f0
Initiator SPI : 7E5B69A028355701 - Responder SPI : 0000000000000000 Message id: O

, | KEv2 I KE_SA I NIT Exchange REQUESTI KEv2- PROTO 3: Next payl oad: SA

version: 2.0 Exchange type: IKE_SA INT, flags: | N TIATOR Message id: 0, |length: 528
: Payl oad contents

SA Next payload: KE, reserved: 0xO, length: 256

| ast proposal: 0x2, reserved: 0x0, |length: 40

, Proposal: 1, Protocol id: IKE, SPI size: 0, #trans: 4 | ast transform O0x3
reserved: 0x0: length: 8

(651gidl Llbbg DH J zuilanll Jslig (AKEV2 > k80 (pauai) 5oLl IKE_SA_INIT 4wl

| KEv2- PROTO 2: (30): Generating IKE_SA_INIT message
, ( KEv2-PROTO- 2: (30): IKE Proposal: 1, SPI size: O (initial negotiation
Num transforns: 4
3DES( 30) : SHA1( 30) : SHA96( 30) : DH_GROUP_1024_MODP/ G oup :(30)
: 21 KEv2- PROTO 5
Construct Vendor Specific Payl oad: DELETE- REASONI KEv2- PROTO 5: Construct Vendor
: Speci fic Payl oad: (CUSTOM | KEv2- PROTO 5: Construct Notify Payl oad
: NAT_DETECTI ON_SOURCE_I PI KEv2- PROTO 5: Construct Notify Payl oad
: NAT_DETECTI ON_DESTI NATI ON_I| PI KEv2- PROTO-5: Construct Vendor Specific Payl oad
: ( FRAGVENTATI ON( 30
| KEv2- PROTO 2: (30): Sending Packet [To 10.147.24.166: 500/ From
[ VRF i0:f0/10.62.71.177: 500

Ol3a209 cusllaoll eSil ca> yisall Jioxill wlegozs 65lgidl Ll JKE-ID o 5950)l Jwasl) IKE_AUTH
obldl 59,0 ds >

| KEv2- PROTO 2: (30): Received Packet [ From 10.147.24.166:4500/ To 10.62. 71. 177: 500/ VRF
[i0:f0O

Initiator SPI : 7E5B69A028355701 - Responder SPI : 1B1A94C7A7739855 Message id: 1 :(30)
, | KEv2 | KE_AUTH Exchange REQUESTI KEv2- PROTO 3: (30): Next payload: ENCR :(30)

,version: 2.0 (30): Exchange type: |KE_AUTH, flags: INITIATOR (30): Message id: 1
:(length: 948(30

do3)| Gaizis (EAP ohliisl go JoVI dojl) EAP s b cpainis il ASA (o IKE_AUTH élxiuwl
(Jind Jid ASA e dxymo 6olgin JUd oS, o) 13]) 63lgin] Liny]

| KEv2- PROTO 2: (30): Generating EAP request
| KEv2- PROTO 2: (30): Sending Packet [To 10.147.24.166: 4500/ From 10. 62. 71. 177: 4500/ VRF
[i0:f0

(Cisco :algaxl 5 Jolall) ASA dlauwls, lgili pi il EAP &l

REAL Decrypted packet: (30): Dataé&col on; 14 bytes :(30)

EAP( 30) : Next payl oad: NONE, reserved: 0x0, length: 14 :(30)
Code: response: id: 36, |length: 10 1 (30)
Type: identity 1 (30)

EAP dat a&col on; 5 bytes :(30)
rousiloll JI Juw 9 EAP 2l ASA aliy |y .EAP-PEAP 0 ¢35 63azio 5> Joli piy pi



: Payl oad contents
EAP( 30) : Next payl oad: NONE, reserved: 0xO, length: 8 :(30)
Code: success: id: 76, length: 4 1 (30)

rax>U Lulaill a9skas

| KEv2- PROTO-2: (30): Verification of peer's authenctication data PASSED
2o JSuiy (VPN) d@lall ol il Jos dwl> clgl pi9

do ;| (Sqime

pis dgogl Lo go ASA dlawls, IKE_AUTH Send J "asuwgall @8skaall" (5 EAP dgd b aizs ai;
oblgadly IKE_ID Jlu,|

No. | Source Destination Protocol| Length| Info
110.147.24.166 0.62.71.177 [SAKMP 570 IKE SA INIT
2 10.62.71.177 0,.147.24, 166 [SAKMP 501 IKE SA INIT
3 10.147.24.166 0.62.71.177 [SAKMP 990 TKE AUTH

4 10.147.24.166 0.62.71.177 [SAKMP 959 IKE AUTH

[SAKMP 1514

Length: 1440
b Type Payload: Vendor ID (43) : Unknown Vendor ID
> Type Payload: Identification - Responder (36)
= Type Payload: Certificate (37)
Next payload: Authentication (39)
... .... = Critical Bit: Not Critical
Payload length: 1203
Certificate Encoding: X.509 Certificate - Signature (4)
» Certificate Data (is0.2.840.113549.1.9.2=ASAv.example.com)
b Type Payload: Authentication (39)
= Type Payload: Extensible Authentication (48)
Next payload: NONE / No Next Payload (0)
0... .... = Critical Bit: Not Critical
Parload length: 10
- Extensible Authentication Protocol
Code: Request (1)
Id: 36
Length: 6
Type: Identity (1)
Identity:

895 cly (8 Iay (EAP-PEAP) LoLuwdl LJUall 355, ol ay IKE_AUTH _8 aJul EAP o> gua> (uoidi piy
.a95Laoll doxziuwell MSCHAPV2 duwl> o>y sl (SSL) awdl Juogill 33l dslo



.62.71.17 16.147.24.166

onse, Identity
est, Protected EAP (EAP

246 TKE AUTH
220 Client Hello

45 10.62.71.177 110.147.24.166 EAP 78 Success

= Type Payload: Extensible Authentication (48)
Next payload: NONE / No Next Payload (0)
0... .... = Critical Bit: Not Critical
Payload length: 8

- Extensible Authentication Protocol
Code: Success (3)
Id: 101
Length: 4

(eazall IP Glgic Jio pud go oSl 5)) Csleidl oSl 5) 895 a9 (ASA dawlg IKEV2 Jac duwl> JS] i
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45 10.62.71.177 J.147.24.166 78 Success

46 10.62.71.177 9.147.24.166 ISAKMP
47 10.147.24.166 10.62.71.177 ISAKMP
18 10.147.24.166 b T O B ) ISAKMP

g § 5 . SRS L | R Eersy H 1 8L 72 1A | £

26 IKE_AUTH
98 IKE_AUTH

b Type Payload: Configuration (47)

> Type Payload: Security Association (33)

v Type Payload: Traffic Selector - Initiator (44) # 1
Next payload: Traffic Selector - Responder (45)
@... .... = Critical Bit: Not Critical
Payload length: 24
Number of Traffic Selector: 1
Traffic Selector Type: TS _IPV4 ADDR_RANGE (7)
Protocol ID: Unused
Selector Length: 16
Start Port: ©
End Port: 65535
Starting Addr: 192.168.1.10 (192.168.1.10)

Ending Addr: 192.168.1.10 (192.168.1.10)

v Type Payload: Traffic Selector - Responder (45) # 1
Next payload: Notify (41)

@... .... = Critical Bit: Not Critical
Payload length: 24
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