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[!!{]Den’:.-' [y o localky

@IDEW log on through Terminal Services

@Fm’:e shutdown from & remote system
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[ﬁ_ﬂ]lmrmse scheduling priority
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%] Lock pages in memory

|.=__},'_]Ll:l-';l on a5 a batch job

@Lu-g 0N a5 3 service

Lg,gﬂhamgn auditing and security lag

al

@Dm access bo this computer From the retwork

(= M pUE er and user accounts to b= brusted for de |-|'| Fion

Ll_sﬂ[rrpersnnatu a client: after authenkication

Pre-Windows 2000 Compatible Acc, .
Server Operators, Administrators,L..
Adrriristrabars

Mot Defined

Adrinistrabors
KRA-SECVYSUPPORT 38594520

FRA-SEC\SUPPORT 38594550
Mot Defined
Adrrrestrators
Sarver Operators, Administrators
MNETWORE SERVICE,LOCAL SERNICE
Mot Defined i
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B Active Directory Users and Compubers _ [ O] x|

File Mction View Help

, : " | B e | 8 #. A = AL

* !i' | }- ﬁ & I:l | x Raise domain flunctional level l |
| Active Dirackory Usars and Comp .
# ] Saved Queries Diomain namme:
= 3 kra-sec.csco.com kra-sec, cisco,com

& || Builtin

| Commplters Curierd damain funchionsl level
&l (3] Domain Controlers Wiridowes Server 2003

M || ForeignSecurityPrincipals

# [ LostAndFound : . .
8 [ ProgramData Select an available domain funclional level

® ] System [vndow: Severzoe &

] Users
After pou raize the domain lunctional level, it canmot be reversed For more information

@ | NTDS Quobas /ity
on domain functional levelz, click Help.
[ Rase | Cancel | Hep |
B krbegt Lser Korito ustugl centrum dyst. .

E,Surwurr RAS,.. Securiby Group ...  Serwery w grupie moga ...
B3, Twircy-wiag... Securlty Group ... Calonkowse tej grupy mog...
B2 Uszytkownicy ... Security Group ... Wszyscy uzytkownicy do...
B2, Wydawecy ce...  Security Group ... Czlonkowie bej grupy maj...
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Windows ac> wlesl ¢o lej> a2, silly SetSPN.exe go oloVl jlaw dg>ly e Jaysaill 138 Jo> J>1 oo
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Delegation

Delegation = a zecurity-zenzitive operation, which allows services to act on

behalf of anather uzer.

i Do ot trust this user for delegation

™ Trust this uzer for delegation to any service [Kerberos only)

% Trust this uzer for delegation to specified services only

i se Kerberos only

% |se any authentic

ation protocol

Services to which this account can prezent delegated credentialz:

=

Service Type | Uszer ar Computer Fort | Semvice Mame | D

HTTF test kra-gec. cigco. com
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Ok Cancel Ay Help
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B Active Directory Users and Computers
File Achon Wew Help

% H@=| £0(XE 6= HE

: Active Dirackory Users and Compuk | Mame | Ty
® (7] Saved Queries M RA-5-858-05 Co
El G kra-sec.cisco.com 1 KRE-SEC-WINT  Co
# | Builtin
" Computers

# & Domain Controllers
# 7 ForelgnSecurkyPringipals
M 0 LostAndFound
E | Program Data
H | System
_ Users
M | NTD5 Quotas

*kk*k* kcod-

KRA-5-ASA-05 Properties EE

Localion | ManagedBy | Object | Secuiity | Diskin | Atbibute Editor | [
General | Operating System | Member Of Delegation | Password Rleplication | |-
Dedegation iz a secunty-sensitive operation, which allows services to act on B
behalf of anothes uses.
= Do not rust this compuber for delegation
™ Trust this computer for delegation to any service [Kerberos ondy)
% Trust this computer for delegation to specified services only
i Uze Kerberos only
& Use any authentication protocol
Services to which thes accourt can present delegated credentials:

Service Type  User or Computer | Part | Servce Mame | Dc
HTTP st kra-sec. cisco. com

0k | Camesl | i | Hep |

ASA Jl Jle JiSis

interface Vlan21l

nameif inside

security-level 100

ip address 10.211.0.162 255.255.255.0

hostname KRA-S-ASA-05
domain-name kra-sec.cisco.com

dns domain-lookup inside

dns server-group DNS-GROUP
name-server 10.211.0.221
domain-name kra-sec.cisco.com

aaa-server KerberosGroup protocol kerberos
aaa-server KerberosGroup (inside) host 10.211.0.221
kerberos-realm KRA-SEC.CISCO.COM

webvpn
enable outside
enable inside
server KerberosGroup username Administrator password

group-policy Gl internal
group-policy Gl attributes
WebVPN
url-list value KerberosProtected
username cisco password 3USUcOPFUiMCO4Jk encrypted



tunnel-group WEB type remote-access
tunnel-group WEB general-attributes
default-group-policy G1
tunnel-group WEB webvpn-attributes
group-alias WEB enable

dns-group DNS-GROUP

auall o Gaxdl

JLrall I ASA pici,

‘J=xall JI plaiasV ASA Jglx, kcd-server ,oVI ol iw| 2=y

FRxAKxAA*xA* GTART: KERBEROS PACKET DECODE **** %% x&%x
Kerberos: Message type KRB_AS_REQ

Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878674400

Kerberos: Renew until time -878667552

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FRxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&%x%
In kerberos_recv_msg

In KCD_self_ tkt_process_response

KR xAKxAA*xA* GTART: KERBEROS PACKET DECODE **** %% *x#&%x
Kerberos: Message type KRB_ERROR

Kerberos: Error type: Additional pre-authentication required, -1765328359

(0x96c73al9)
(Kerberos: Encrypt Type: 23 (rcd-hmac-md5
Salt: "" Salttype: O

(Kerberos: Encrypt Type: 3 (des-cbc-md5

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
(Kerberos: Encrypt Type: 1 (des-cbc-crc

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type encrypt timestamp

Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type unknown

Kerberos: Server time 1360917305

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

FRxAkkxxkAxkxk* END: KERBEROS PACKET DECODE ******#&%x%

.Attempting to parse the error response from KCD server

"Kerberos library reports: "Additional pre-authentication required
In kerberos_send_request

KR xAKxAA*xA* GTART: KERBEROS PACKET DECODE **** %% *x#&%x

Kerberos: Message type KRB_AS_REQ

Kerberos: Preauthentication type encrypt timestamp

Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM



Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878667256

Kerberos: Renew until time -878672192

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal
FhxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&%x%
In kerberos_recv_msg

In KCD_self_ tkt_process_response

FRx Ak I xAA*xA* GTART: KERBEROS PACKET DECODE *** %% %% #&%%
Kerberos: Message type KRB_AS_REP

Kerberos: Client Name KRA-S-ASA-05S

Kerberos: Client Realm KRA-SEC.CISCO.COM
Fhxkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*x%
INFO: Successfully stored self-ticket in cache a6588e0
.RKCD self-ticket retrieval succeeded

In kerberos_close_connection

remove_req 0xcc09adl8 session Ox1 id 0

free_kip Oxcc09adls8

kerberos: work queue empty

do> 9 Jomuall 1 awlwM 6,55 ASA aliwy cdxyuall @8skaall az; .2l Jixall I ASA piaiy ol oSay
(1 bglaxll U axingall 1 6,5idl) AS_REP

26 2013-82-12 ©6:16! 19 6B6EEE 18,711,815 10.211.8.216 KRES 225 AS-REQ

20 P13-02-1F b6:16: M SHTHTE L. 2110, 206 10, 200, 0. 162 KRES 206 KR Evror: WRESKDC_ERR_ PREAUTH_REOUTRED

30 2013-82-12 S6116129. 719281 19.211.8, 152 18,211.8.216 ons 183 Standard query BxdcTd  SAY _kerberos-master. udp.KRA-SEC.C
31 F813-02-1F B6: 160 . T106AD 13.211.8,. 206 18,210, 8. 162 IHS 178 Standand quiery respense B2dcTd Mo such nass

12 FA1N-02-1F Ob; 16 M. TeES0H 18.211.8, 162 18,211, 8. 216 KRS @3 as-RED

33 381382 17 Bb: 16! 38 _Ta2E45 18.311.8. 316 18.310.8_ 153 TPud 1318 Frageented TP proto<al (protoesUnf 17, oftel, Thecd3c| [Res
3 A013-02-1F Bh; 16 . Th2a5 A0, 2110, 206 10,211, 1. 162 KRES 112 AS-REP

b Ethermet 11, Src: Vewars Oc; 3098 (00; 50: 56:09c;34:95), Dst: Cisco el:ali:Bc [Jo:54:2d:el:ali:3c)
+ BAZ.10 Virtusl L&M, PRI: 8, CFI: @, I0: 11
b Internet Proledol Versien 4, Sic: 10, 2008216 (00.211.0, 2060, Dst; 10.211.68, 062 (10,200.0.162]
¢ User Datagram Protocol, Src Port: kerberos (BH), Dst Port: 30867 [(56887)
= Kerseros AS-REF
Pyno; %
H5G Type: AS<REF {11]
Client Realw; KRA-SEC, CISC0.O0H
¢ Client Name (Principall! Adsinistrater
b Ticket
b enc-part rod-heac

aoal Ulb

‘WebVPN bl,| i el

| € hitps://10.211.0.162/ +CSCOE +/portal.hitm| - ~ [ e v Pagew Safety~ Tools~ @~

SSL VPN Sanvice -;_:” nipl v | Browse | | Logout

4] ) Home = || web Bockmarks L |
& DC g7

@') Weh Access =

ﬁE‘j File Access -)

‘AS_REP isj> 5 llsiwl piy Ll 6,53l go dlxiiall 6,53ll ASA TGS_REQ Juw



Mo. |Time Source Destination Protecol | Length| Info

13 2013-02-15 11:56:37.465857 '16.211.0. 162 10.211.0,221 ' ' 77 TGS-REQ
14 2013-02-15 11:56:37. 468588 16.211.0.221 16.211.6, 162 KRBS 1354 TG5-REP
16 2013-82-15 11:56:37.563325 10.211.8. 162 18.211.8.221 KRB5 1003 TGS -REQ

]

[ —— —————————— e e e i s N e e e ——
* Ethernet II, Src: Cisco el:ad:3c (2c:54:2d:el:aB:3c), Dst: Vmware 9c:5d:98 (00:50:56:9c:5d:90)
P 80O2.10 Virtual LAN, PRI: 8, CFI: 6, ID: 211
b Internet Protocel Yersion 4, Src: 10.211.0.162 (10.211.8.162), Dst: 10.211.0.221 (18.211.8.221)
b User Datagram Protocol, Src Port: netopia-vol (1839), Dst Port: kerberos (88)
= Kerberos TGS-REQ
Pvno: 5
MSG Type! TGS-RED (12)
« padata: FA-TGS-REQ PA-FOR-USER
b Type: PA-TGS-RED (1)
= Type: PA-FOR-USER (1249}
= Value: 3053a0123010a003020101al0930071b05636973636Fa113. ..
b Client Name (Principal): cisco
Realm!: KRA-SEC.CISCO.COM
t Checksum
S4U25elf Auth: Kerberos
» KDC_REQ_BODY

sill 6,531 le PA-TGS-REQ sgix; .(WebVPN paius) CiSCO LD pasimall PA dogd :ala>o
(wlwVl 90 ASA Lavino pul) Kerberos doas Ll Ll o5

(4 solazl 8 dxivgall 2 5,53l) CISCO paimall dlxiiall 6,53l go dxymuo dlxiwl o ASA Lax,

Mo, |Time |5r.lurce | Destination | PI"UIIGEU|| Lengl:h| Info

13 2013-02-15 11:56:37. 46585 10.211.8, 162 18,211.0.221 KRES T TGS -RE(

14 2013-02-15 11:56: 37, 468588 18.211.8,221 16,211.08, 162 1354 TGS -REP
16 2013-02-15 11:56:37.563325 10.211.8, 162 16.211.0.221 KRB 5 1803 TGS -REQ
|
* Frame 14: 1354 bytes on wire (108832 bits). 1354 bytes captured (10832 bits)
b Ethernet IT, Src: Vmware Oc:5d:98 (80:56:56:9c:5d:98), Dst: Cisco el:aB:3c (2c:54:2d:el:a@:3c)
P 382.10 Yirtual LAM, PRI: @, CFI: @, ID: 211
¢ Internet Protocol Version 4, Src: 10.211.6.221 (10.211.8.221), Dst: 10.211.0.162 (10.211.08.162)
b User Datagram Protocol, Src Port: kerberes (88), Dst Port: netopia-vol (1839)
= Kerberos TaS-REP
Pvnio: 5
M56G Type: TGS-REF (13)
Client Realm: KRA-SEC, CISCO,COM
« Client Mame (Principal): clsco
Name- type: Principal (1)
Name: cisco
¢ Ticket
¢ oenc-part rod-hmac

(zoiosl elbsYl Jas, Bi> i) HTTP doasd 6,53l wlb L lagd

KRA-S-ASA-05# show WebVPN kcd
Kerberos Realm: TEST-CISCO.COM
Domain Join : Complete

/ - find_spn_in_url(): URL

build_host_spn(): host - test.kra-sec.cisco.com

build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com
.KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets



In KCD_check_cache_validity, Checking cache validity for type KCD service
.ticket cache name: and spn HTTP/test.kra-sec.cisco.com
In kerberos_cache_open: KCD opening cache
!Cache doesn't exist
In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
.cache name: a6ad760 and spn N/A
.In kerberos_cache_open: KCD opening cache a6ad760
.Credential is valid
In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
.ticket cache name: and spn N/A
In kerberos_cache_open: KCD opening cache
!Cache doesn't exist
:KCD requesting impersonate ticket retrieval for
user : cisco
in_cache : a6ad760
out_cache: adab04£f8T
.Successfully queued up AAA request to retrieve KCD tickets
kerberos mkreqg: 0x4
kip_lookup_by sessID: kip with id 4 not found
alloc_kip Oxaceaf560
(new request 0x4 --> 1 (Oxaceaf560
add_req Oxaceaf560 session 0x4 id 1
In KCD_cred_tkt_build request
.In kerberos_cache_open: KCD opening cache a6ad760
KCD_cred_tkt_build_request: using KRA-S-ASA-05 for principal name
In kerberos_open_connection
In kerberos_send_request

FRx Ak I kA AxxA* GTART: KERBEROS PACKET DECODE *** %% %% %% %
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05

Kerberos: Start time 0

Kerberos: End time -1381294376

Kerberos: Renew until time 0

Kerberos: Nonce 0xe9d5fd7f

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FhxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*x%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FRx Ak I xAAxxA* GTART: KERBEROS PACKET DECODE *** %% %% #&%%
Kerberos: Message type KRB_TGS_REP
Kerberos: Client Name cisco
Kerberos: Client Realm KRA-SEC.CISCO.COM
FhxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*x%
.KCD_unicorn_callback(): called with status: 1
Successfully retrieved impersonate ticket for user: cisco
:KCD callback requesting service ticket retrieval for

user

in_cache : a6ad760

out_cache: adab04£f8S

DC_cache : adab04f8I

SPN : HTTP/test.kra-sec.cisco.com
.Successfully queued up AAA request from callback to retrieve KCD tickets
In kerberos_close_connection



remove_req Oxaceaf560 session Ox4 id 1
free_kip Oxaceaf560
kerberos mkreqg: 0x5

kip_lookup_by sessID: kip with id 5 not found
alloc_kip Oxaceaf560

(new request 0x5 --> 2 (Oxaceaf560
add_req Oxaceaf560 session 0x5 id 2
In KCD_cred_tkt_build request
.In kerberos_cache_open: KCD opening cache a6ad760
.In kerberos_cache_open: KCD opening cache adab04f8T
In kerberos_open_connection
In kerberos_send_request

FRx Ak I xAA*xA* GTART: KERBEROS PACKET DECODE *** %% %% #&%%
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -1381285944

Kerberos: Renew until time 0

Kerberos: Nonce 0x750cfbac

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Fhxkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*xx%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FRx Ak I xAAxxA* GTART: KERBEROS PACKET DECODE *** %% %% &% %
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FhxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&%x%
.KCD_unicorn_callback(): called with status: 1
Successfully retrieved service ticket

for user cisco, spn HTTP/test.kra-sec.cisco.com

In kerberos_close_connection

remove_req Oxaceaf560 session 0x5 id 2

free_kip Oxaceaf560

kerberos: work queue empty
,ucte_krb_authenticate_connection(): ctx - 0xad045dd0, proto - http
host - test.kra-sec.cisco.com

.In kerberos_cache_open: KCD opening cache adab04£f8S
Source: cisco@KRA-SEC.CISCO.COM

Target: HTTP/test.kra-sec.cisco.com@KRA-SEC.CISCO.COM

(6 oglaxll 9 dxingall 3 6,53l) HTTP doaxd axu=all dxiiall 6,53l ASA aliy

6,5l Llla) Lgolaskiw] piy _ill9 (CISCO paismall dlxiiall 6,53l LD _JoVI .Sl MS o axill ,Seay
led] Jouog)l piy Ll HTTP doas) LgoMiwly dglil

KRA-S-ASA-05(config)# show aaa kerberos

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal

CEST Oct 2 2013 05:37:33 CEST Oct 3 2013 KRA-S-ASA-05@KRA-SEC.CISCO.COM 19:38:10

Default Principal: cisco@KRA-SEC.CISCO.COM



Valid Starting Expires Service Principal
CEST Oct 2 2013 05:37:33 CEST Oct 3 2013 19:38:10
HTTP/test.kra-sec.cisco.com@KRA-SEC.CISCO.COM
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:ERR_BADOPTION go KRB-ERROR & d,l=uwVl )9 (5 69laxll) HTTP/test.kra-sec.cisco.com

13 8130718 830909, TeETI4 10, F1L.0. 163 B, 2118716 KRES 1437 TGS «REQ
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Frame 17: 191 bytes on wire (1538 bits), 191 Bytes caplured (1538 Bits)

*Ethernet IL. Src: Veware Sc; 3000 (00050 56:% 0 14:00), Pt Cisco elral:de (2c:54:2d:elzal3c)
FOBOF. 00 Wirtual LAN, PRI: ©, OFI: @, ID: 211
¢ Intermet Protecol Yersien 4, Sec: 10.200.0.216 (R0.2011.0. 2065, Ost: 10, 200606 (00,2110, 162)
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,KRA-S-ASA-05# ucte_krb get_auth cred(): ctx = O0xcc4b5390

WebVPN_session = 0xc919a260, protocol = 1

/ - £ind_spn_in url(): URL

build_host_spn(): host - test.kra-sec.cisco.com

build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com

.KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets

In KCD_check_cache_validity, Checking cache validity for type KCD service ticket
.cache name: and spn HTTP/test.kra-sec.cisco.com

In kerberos_cache_open: KCD opening cache

!Cache doesn't exist

In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
.cache name: a6588e0 and spn N/A

.In kerberos_cache_open: KCD opening cache a6588e0

.Credential is valid

In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
.ticket cache name: and spn N/A

In kerberos_cache_open: KCD opening cache

!Cache doesn't exist

:KCD requesting impersonate ticket retrieval for

user : cisco

in_cache : a6588e0

out_cache: ¢919a260T

.Successfully queued up AAA request to retrieve KCD tickets

kerberos mkreqg: 0x4

kip_lookup_by_sessID: kip with id 4 not found

alloc_kip 0xcc09adls8

(new request 0x4 --> 1 (0xcc09adls8



add_req 0xcc09adl8 session 0x4 id 1

In KCD_cred_tkt_build request

.In kerberos_cache_open: KCD opening cache a6588e0
KCD_cred_tkt_build_request: using KRA-S-ASA-05$ for principal name
In kerberos_open_connection

In kerberos_send_redquest

FRx Ak I xAA*xA* GTART: KERBEROS PACKET DECODE *** %% %% #%%%
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05$

Kerberos: Start time 0

Kerberos: End time -856104128

Kerberos: Renew until time 0

Kerberos: Nonce 0xb086edab

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Fhxkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*x%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FRx Ak I kA AxxA* GTART: KERBEROS PACKET DECODE *** %% %% %% %
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FhxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*xx%
.KCD_unicorn_callback(): called with status: 1
Successfully retrieved impersonate ticket for user: cisco
:KCD callback requesting service ticket retrieval for
user

in_cache : a6588e0

out_cache: ¢919a260S

DC_cache : c919a260I

SPN : HTTP/test.kra-sec.cisco.com

.Successfully queued up AAA request from callback to retrieve KCD tickets
In kerberos_close_connection

remove_req 0xcc09adl8 session Ox4 id 1

free_kip Oxcc09adls8

kerberos mkreqg: 0x5

kip_lookup_by sessID: kip with id 5 not found
alloc_kip 0xcc09adls8

(new request 0x5 --> 2 (0Oxcc09adl8

add_req 0xcc09adl8 session 0x5 id 2

In KCD_cred_tkt_build_ request

.In kerberos_cache_open: KCD opening cache a6588e0
.In kerberos_cache_open: KCD opening cache ¢919a260T
In kerberos_open_connection

In kerberos_send_request

FRxAkFxAAxxA* SGTART: KERBEROS PACKET DECODE **** %% *x#%%%
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -856104568

Kerberos: Renew until time 0

Kerberos: Nonce 0xf84c9385



Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Fhxkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&*xx*%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FRx Ak I xAA*xA* GTART: KERBEROS PACKET DECODE *** %% %% #%%%
Kerberos: Message type KRB_ERROR

Kerberos: Error type: KDC can't fulfill requested option, -1765328371
(0x96c73a0d)

Kerberos: Server time 1360917437

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

FhxAkkxxkkxkxk* END: KERBEROS PACKET DECODE ******#&%x*%
"Kerberos library reports: "KDC can't fulfill requested option
.KCD_unicorn_callback(): called with status: -3

.KCD callback called with AAA error -3

In kerberos_close_connection

remove_req 0xcc09adl8 session 0x5 id 2

free_kip Oxcc09adls8

kerberos: work queue empty

.BAD_OPTION g0 TGS_REQ % 6® Juiss)l ol cu> - bVl 8 a9g.09a)l alSuinall Luss Lulwl (D9

lgolaiw| i _ill9 (HTTP/test.kra-sec.cisco.com doax) 6,535 ASA pliwnd @b aliwdl wolS 13

ule w9 (LAN NT (NTLM aSiv Luae go o9laill oy «Juinal ety «l> 209 .SPNEGO o loglaa
DlaieYl Olly ,u99i paiuuall

@ hitpsilf10.21L0, 162/ CSCO+ 0075676763 302F IF 186566 2D66T2T02DT 17032267865 6E2D6672702ET0T666T0622E - Windows Inter.. | || 67 [jwm)
Y v [ bips//M02100062/+C5C0+0075 v ot Certiicate Eror | | 7 | x| = 6ing L~

i Favorites e 2| uggested Sites « @ | Web Hice Galleny «

25+ @8 kra-sec-de2kra-sec.cisco... | 48 hitps//10.211.0.162/+C... X k- ~ [ @ v Pagev Safetyv Tools~ i@~

Home %F Loaou E3

Web Server Authentication Required
Erteryour usemame and password

zemame. Adminisirator

Password, ssssssss II
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o, Tirne Source Destination Protocal Length Ihfl:ll -

24 1.30011200 10, 211.0. 216 10.211.0. 220 TCP 1314 [TCP segment of a reassemble

25 1.3001320010.211.0. 216 10.211.0.220 HTTF 703 KRB Error: KRBSKRE_AP_ERR_MO

26 1. 30014900 10,211, 0. 220 10.211.0. 216 TCP 54 51211 > http [ACK] Saqe5029

27 1.3000040010.211.0.220 10.211.0.218 TCP 54 51211 > http [FIN, ACK] Seq=

2B 1.3020750010,211,0. 216 10.211.0.220 TCP 60 http = 51211 [ACK] Seq=7669
29 1. 30209800 10.211.0. 216 10.211.0.220 TCP 60 hTttp > 51211 [FIN, ack] seg= &
30 1.3021160010.211,.0.220 10.211.0,218 TCP 54 51211 » http [ACk] Seq=9030 -~

4 | L] J [3
MSG Type: KRE-ERROR (30) -

stime: 2013-02-13 06:07:41 (UTC)
susec: SBOGSG
error_code: EKRBSKRB_AF_ERF_MODIFIED (41)

REalm: KRA-SEC.CISCO. COM

= Server Mame (Service and Host): host/kra-sec-dc2.kra-sec.cisco.com
Mame-type: Service and HosT (3] E|
Mame: host
Mame: kra-sec-dcZ.kra-zec.cisco. com -
4 m | t

DC _lc paxiwo 229, Y @l iz 139 (KRB_ERR_C_PRINCIPAL_UNKNOWN Lozl 13 ol Loaic
.(WebVPN: cisco paiuu)

0 2813.83=-13 82:25:¥F. 406434 1b.%11.8. 162 18.300.8.216 KRBS 231 AS-REQ
1B 2813-83=13 82:25:¥F. 497310 18.%11.8.316 18, 3008, 163 KRES A% MRE Error: BRESKIC ERR_FREAUTH REQUIRED
11 2813-82-13 82:125:%2.505770 1B.711.8. 162 18.300.8.21% KRBS 308 AS-REQ
L2 28138213 82125 5F. J00E2E LB.%11.8,216 13,3000, 153 IPv4 1312 Frageanted 1P protocol {prato=U00 17, aft=0, I[0=0511) [Rodsseslle
13 2813-83=13 82:25: 3. JHGE3D 18.%11.8.316 18.300.8.163 KRBS B4 KS-REP
14 2813.83-13 82:25:%F. 7097450 1b.%11.8. 162 18.300.0.216 KRBS 1437 T&S-REQ
b 18 3008
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+ Frame 15: 148 bytes on wire (1138 bits), 148 bytes captured (1028 bits)
¢ Ethamnet IT, Src: Wesare Dc234:00 [(B0:58:56:0c:34:99), Det: Cisco el:a@i3c (2254 2dieliadiic )
+ B82.10 Virtual LAM, PRI: B, {FI: 8, ID: J1L
+ Intemmet Protocol Wersion &, Src! DB.211.8.316 (1&. 200.06.216), Dst: 1&.F0L.6.16F {(18.311.& 163}
+ Usar Datsyras Protecol, Sec Pert: kerberos (BB]. Dst Port: 17403 [17413)
™ Kerberes KRB . ERROS
Pana! 5
MSG Typae! BRE-ERRDR |39}
Stima! 2013-032-13 01:3%:32 UTCH
sumec! 50593
&rror_cotde: KRESKDC_ERR_C_PRIMCIPAL _UMKMOWR (G)
Faralm: WRL-SEC. CISDD.C0H
= Sgryor Home (Principal): KRA-S-AS4-B5%
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LU0 2009-02- 15 02;09:57, 67992 1, 21,8, 221 1,201, 8. 162 Ty 182 15a OpenPolicy? response, STATUS ACCESS DENIED, Ervror: ST

111 2613-8%-15% B2:83:57.3686&83 16.311.8.103 16.311.6.321 TP T8 14768 = micresoftods [ACK] Seqe3AGIBFI345 Ackez111A34843 4

a] | &
= Frame 118: 183 bybes on wire (1456 bits], 183 bytes capiured {145 bits)
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+ SHE [Server Message Block Protocolh
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= Local Security Autherity, lsa_OpenPolicy2

Dperation: Lsa OpenPolicy2 (44)

IRequest in frome: 18G]

¥ Pofinter to Handle Cpolicy_handle)
MT Error: STATUS ACCESS DEMIED {8xcBBBGEEZ |
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