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This is the part of the configuration related to ---!
local authentication. ! aaa new nodel aaa authentication
| ogin default |ocal aaa authorization exec |oca
usernane one privilege 15 password one usernane three
password three usernane four privilege 7 password four
ip http server ip http authentication aaa ! !/--- Example
of command moved from level 15 (enable) to level 7!
privilege exec level 7 clear line
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This is the part of the configuration !--- related ---!

to local authentication. ! aaa new nodel aaa

aut hentication login default |ocal aaa authorization
exec default local usernanme one privilege 15 password
one usernane three password three usernane four
privilege 7 password four ip http server ip http

aut hentication local ! /--- Example of command moved
from level 15 (enable) to level 7 ! privilege exec |eve
7 clear line
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aaa new node
+aaa authentication login default tacacs
+aaa aut horization exec tacacs
ip http server
ip http authentication aaa
tacacs-server host 171.68.118.101
tacacs-server key cisco
Example of command moved from level 15 (enable) to ---!
level 7 privilege exec level 7 clear line
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aaa new node

+aaa authentication login default tacacs

aaa aut horization exec default tacacs

ip http server

ip http authentication aaaltacacs

tacacs-server host 171.68.118.101

tacacs-server key cisco

Example of command moved from level 15 (enable) to ---!
level 7 privilege exec level 7 clear line
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aaa new node
+aaa authentication login default group tacacs
+aaa authorization exec default group tacacs
ip http server
ip http authentication aaa
tacacs-server host 171.68.118.101
tacacs-server key cisco
Example of command moved from level 15 (enable) to ---!
level 7 privilege exec level 7 clear line
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sl Daemon aol . 005 155

} user = one
default service = permit

"l ogin = cleartext

"one

} service = exec
priv-lvl =15

{



} user =two
= cleartext "two
} service = exec

priv-lvl =15
{
{

"l ogin

} user = three
default service = permt
"login = cleartext "three

{

} user = four
default service = permt
"login = cleartext "four

} service = exec
priv-lvl =7

{

{

UNIX o5 -eSil CiSCO 0 oVl Lol (sgixall jaa0

ViewProfile -p 9900 -u one/. #
User Profile Information
Yuser = one
profile_id = 27
profile_cycle = 1
"rxkExkxAkk*" password = cl ear
default service=permt
} service=shel
set priv-1lvl=15
{

{
ViewProfile -p 9900 -u two/. #

User Profile Information

Yuser = two

profile_id = 28

profile_cycle = 1

"rxEkxAkk*" password = cl ear
} service=shel

set priv-1lvl=15

{

{
ViewProfile -p 9900 -u three/. #

User Profile Information
tuser = three
profile_id = 29
profile_cycle = 1
"rxkExkxAkk*" password = cl ear
default service=permt
{
ViewProfile -p 9900 -u four/. #
User Profile Information
tuser = four
profile_id = 30
profile_cycle = 1
"rxkFxkxAkk*" password = cl ear
default service=permt

} service=shel
set priv-lvl=7
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aaa new nodel

aaa authentication login default radius

aaa aut horization exec radius

ip http server

ip http authentication aaa

|

Example of command moved from level 15 (enable) to ---!
level 7 ! privilege exec level 7 clear line radius-
server host 171.68.118. 101 radi us-server key cisco
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aaa new node
aaa authentication |login default radius
aaa authorization exec default radius
ip http server
ip http authentication aaa
radi us-server host 171.68.118.101 aut h-port 1645 acct-
port 1646
radi us- server key cisco
privilege exec level 7 clear line

ohlaoYlg T.12.0.5 ;laoYl Cisco 10S zoby ge d95Laall
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aaa new node
aaa authentication |login default group radius
aaa aut horization exec default group radius
ip http server
ip http authentication aaa
radi us-server host 171.68.118.101 aut h-port 1645 acct-
port 1646
radi us- server key cisco
privilege exec level 7 clear line
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"one Password= "one
Servi ce- Type = Shel | - User
"cisco-avpair = "shell:priv-Ivl=15

"three Password = "three
Servi ce- Type = Logi n- User

"four Password= "four
Servi ce- Type = Logi n- User
"cisco-avpair = "shell:priv-l1vl=7
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ViewProfile -p 9900 -u one/. #

User Profile Information

}user = one

profile_id = 31

set server current-failed-|ogins 0
profile_cycle = 3

} radius=Ci sco

} =check_itens

"one" =2

{

} =reply_ attributes

6=6

{

{

{

ViewProfile -p 9900 -u three/. #

User Profile Information

Yuser = three

profile_id = 32

set server current-failed-|ogins 0
profile_cycle = 3

} radius=Ci sco

} =check_itens

"three"=2

{

} =reply_ attributes

1=6

{

{

{

ViewProfile -p 9900 -u four/. #

User Profile Information
}user = four
profile_id = 33
profile_cycle = 1

} radius=Ci sco

} =check_itens
"four"=2

{

} =reply_attributes
1=6

"shell :priv-lvl=7"=9,1

et Nt
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