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|dentity Groups This |dentity Store does not diferentiate batween ‘authentication failed' and 'user not found'w
+ Internal ldentity Stares intarpretad by ACS for ldentity Policy processing and reporting .
Users . - .
Hosts (=) Treat Rejects as ‘authentication failed’
+ External H.m Stores O Treat Rejecls as wser not found'
LDAP
Acfive Directory Identity caching is used 1o allow processing of requests that do nat perform authentication ag
RSA SecurlD Token Servers Enable identity caching
RADIUS |dentity Servers )
Cariilicate Authorities Aging Tlma.l‘lzn minutes
Cerificate Authentication Profile & “Reguredfeids
|dentity Store Sequences =it
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Jlo b Laud

aaa-server SDI protocol sdi

aaa-server SDI (backbone) host 1.1.1.1

debug sdi 255

test aaa auth SDI host 1.1.1.1 user test pass 321321321

show aaa-server <aaa-server- 5l show aaa-server protocol sdi Sl Loy iz Wl a9sLanll asy
11089 L wlwVI IP glgic show run LoVl (o0 loiy (319 ¢ LiST JLd oS 13]) RSA p3lg> gua><group

bsns-asab5510-17# show aaa-server RSA

Server Group: RSA

Server Protocol: sdi

Server Address: 10.0.0.101

Server port: 5500

Server status: ACTIVE (admin initiated), Last transaction at
UTC Sat Jul 27 2013 10:13:55

Number of pending requests 0

Average round trip time 706ms

Number of authentication requests 4



Number of authorization requests
Number of accounting requests
Number of retransmissions

Number of accepts

Number of rejects

Number of challenges

Number of malformed responses
Number of bad authenticators
Number of timeouts

O O O O O W Er o o o

Number of unrecognized responses

:SDI Server List

Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500

Priority: 0

Proximity: 2

Status: OK

Number of accepts 0
Number of rejects 0
Number of bad next token codes 0
Number of bad new pins sent 0
Number of retries 0
Number of timeouts 0
Active Address: 10.0.0.102
Server Address: 10.0.0.102
Server port: 5500

Priority: 8

Proximity: 2

Status: OK

Number of accepts 1
Number of rejects 0
Number of bad next token codes 0
Number of bad new pins sent 0
Number of retries 0
Number of timeouts 0

le>Nol9 ellasVl BLiSiwl

LMool (oSl eliaz] BlisSiwY lgolasinw] liSay ologleo pumill 13D 9,

RSA _le JsS9 (2955 a29: ¥

Ll ebusdl Guis ezl Ol Jeudl oo ASA IP Glaic Luss 9l 33> ASA e a2y Y oo aaell LS
sagell uw olis] @iy @5 RSA I tslay cuill eMasll gax) RSA le JiSoll IP ulsic cuaxi o3l RSA
le: RSA (53 ol o3k daliso IP oppolic L oY dgildl ade)l dolsy ACS e amis oVl Gdaig .61l

aaJull a,uull 6222l

ol JSoll oS A3l JiadVI oo wclls 22, el RSA 91 ASA e iyl saa2ll dilo puay wloVl as, (3
S50 8,0 JiSis aioly il - ASAIACS e lguis ol sy I Liayl gliss el 5,31 6,0 aidliol RSA
o alll @85kaall (9 3> sdi. wale i aiy i> (@880Jl 5,STI) Flash 6,515 _le sdi. walo Loyl i

s JaiST 5,30 6282l wd Lslaldl il oz, ol



Bl=all giogll 9 6aasll

1Bl o @i € i Y Lo 989 «edse Bliy] g0 8 2asll sa>] ueSi (WYl Lasy 9

asa# show aaa-server RSA
"output ommited..... >
:SDI Server List
Active Address: 10.0.0.101
Server Address: 10.0.0.101
Server port: 5500
Priority: O
Proximity: 2
Status: SUSPENDED
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523 pac cuy UDP 9,0 &, 129, Y Loyl MTU luse <8LiwST a9 . JaiS UDP JgSg59,: SDI pasiiuy
iS,> o Jguidl o i35 JSLise JUD 0S5 38 LSV pjl) oLVl Gamy (8 .ol sl JSiy doguias (DF)
i JaST .(Wireshark pxiuys VM] Windows] s,@Uall jlexlly sl o JS pasiu) RSA _le 9l
SDI (in go ais,lae) RSA _lc WebAuthentication 9l RADIUS L3 Liayl .o, 89 ASA/ACS e dlasl
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ACS J clasVl asuasg pll
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05> 2l >39adl SDI sls (pouiy . alSiso JUD (085 289 eyl 200 o S8 aaz> oIS 13] &Yl px>
:RSA o315 jlao] go <l sy 28 SJ9 by 550 lgio JS

1 2089-85-27 18:05:57, 178063  18.68, 18. 216 [T 550 Source port: 26966 Destination port: fop-addr-srerl

2 J0D9-05-27 10:05:57. 176537 1. Z216. 10.68. upe 550 Source port: fep-addr-srvrl Destination port: 26966

3 Map9-a5-27 10:85:57. 195835  16.68. 18.216. L1]E 3 558 Source purl:: 26866 Destination port: fl:p -nd-clr srwrl
BED § 18 1868, s f :

Frame 4; 550 bytes an wWwire (4400 bhits), 550 bytes ¢aptumed (4400 bits)
v Ethermet II. Sre: Hewlebt-_6Ll:iShobd (00:14:c2:61:50:6d), Dst: CheckPoi 9T:65:c3 (00:ab:Be:00:i65:03)
b Internet Protocol Version 4, Src: 18,206, 49.12 (16, 216.49.12), Ost: 18.58.218.17 (18.68.218.17}
¢ User Datsgram Protocol, Sre Port: fop-sddr-srerl (5588), Dst Port: 26966 (26066
 Data (568 bytes)
Data: GCOS3T 5030600000000 60000000 dak T e M5 296de 16 5d. . .
[Length: Sed]
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//www.cisco.com/en/US/docs/security/asa/command-reference/qr1.html#wp1834955
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1 X009-05-27 10:13:47, TRZ5T4 10, 68. 10,216, U 550 Source port: 58555 Destination port: fop-addr-srerl

2 Papa-a5-27 10:1%:47 . TOME6R4 10,216, 1a.6@. une 550 Source port: fop-addr-srerl Destination port: 58555

3 Hap9-8%-37 18:13:47,. TUGL1E 18, 6H. 18,216, une 5458 Source port: SH%5% Destination port: fop-addr-srvrd

4 POR9-05-27 18:13:47, 826618 14,216, 18,68, upe 550 Source pert: fop-addre-srerl Destination port: SB555

5 M09-05-27 18:1%3:47. 835542 1. 60, 18,216, une 166 Source port: 50555 Destination port: fep-sddr-srerel
L

G JaB9-05-27 16:13:49, 823280 18,216, 18, &8. 14t Source port: fop-addr-srerl  Destination port: SH55%
|

Frame 6 166 bytes an wire (1328 kitsh, 166 bybtes captired |

v Ethermet T, Src: Bewlett-_61:Shotd (@@:1d:c2:6l:5b:6d), Dst: CheckPoi 9F:65:c3 (0000809 65:c3]
b Intermet Protocol Yersion 4, Src: LB.X1G.4%.12 (18.216.49_12), Dst: 18.68.218.17 (18.4B.31H_1T7)
r User Datagrom Protocol, Src Port: fopeaddr-srerl (5580, Dst Port: 58555 (58553)
Data (124 bytes)
Data: GoEdol DHEH B B B8 BEHEH 10 BHEBH Bd o Mo Ha HOHBHBHBHEE . . .
[Langth: 124]
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EventHandler,11/03/2013,13:47:58:416,DEBUG, 3050957712, Stack: 0xa3deb560
Calling backRSAIDStore: Method MethodCaller<RSAIDStore, RSAAgentEvent> in
thread:3050957712,EventStack.cpp:242

,AuthenSessionState,11/03/2013,13:47:58:416,DEBUG, 3050957712,cntx=0000146144
sesn=acs-01/150591921/1587,user=mickey.mouse, [RSACheckPasscodeState
onEnterState] , RSACheckPasscodeState.cpp:23::

EventHandler,11/03/2013,13:47:58:416,DEBUG, 3002137488, Stack: 0xa3de560
:Calling RSAAgent:Method MethodCaller<RSAAgent, RSAAgentEvent> in thread
EventStack.cpp:204,3002137488

=RSAAgent,11/03/2013,13:47:58:416,DEBUG, 3002137488, cntx=0000146144, sesn
, [acs=-01/150591921/1587 ,user=mickey.mouse, [RSAAgent: :handleCheckPasscode
RSAAgent.cpp:319

: :RSASessionHandler,11/03/2013,13:47:58:416,DEBUG, 3002137488, [RSASessionHandler
checkPasscode] call AceCheck,RSASessionHandler.cpp:251

EventHandler,11/03/2013,13:48:00:417,DEBUG, 2965347216, Stack: 0Oxcl4dbbal
Create newstack, EventStack.cpp:27

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3002137488, Stack: 0Oxcl4dbbal Calling
RSAAgent: Method MethodCaller<RSAAgent, RSAServerResponseEvent> in
thread:3002137488,EventStack.cpp:204

RSAAgent,11/03/2013,13:48:00:417,DEBUG, 3002137488, cntx=0000146144, sesn=acs-01
user=mickey.mouse, [RSAAgent: :handleResponse] operation completed, 150591921/1587/
with ACM OKstatus, RSAAgent.cpp:237

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3002137488, Stack: 0xcl4bbal
EventStack.cpp:37

EventHandler,11/03/2013,13:48:00:417,DEBUG, 3049905040, Stack: 0xa3de560 Calling
:back RSAIDStore: Method MethodCaller<RSAIDStore, RSAAgentEvent> in thread
EventStack.cpp:242,3049905040

=AuthenSessionState,11/03/2013,13:48:00:417,DEBUG, 3049905040, cntx=0000146144,sesn
[acs-01/150591921/1587 ,user=mickey.mouse, [RSACheckPasscodeState: :onRSAAgentResponse
Checkpasscode succeeded, Authentication passed, RSACheckPasscodeState.cpp:55
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