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9lebe. souuvdd ©dJsrs s IJebe oz pdloseg RSAIUEILL sldele JJpuob 6. s89p
£p5J <292999) SSH Lzomle Ipzase IS wls JIpoelz Igle ssosld Ipuussd Bl Il
P98l wo. sz eds Ipuwdsd wuers, Idecle IJele pu ldpsze wluwodsle s el
IJobld 90806 IJBse. 998 |Jroro|_)u.uo IJe pdsée sgs 03l IUluwdow o008l 9gldul ol Swp w9
IJ k_9u|a Uelp 390 IJozdd puos ppl 8938 1Js leepld og)yuo Idogple IJos ouuwosdd
U'u»duo I [Jawlo JJgbo,. : :

Spod pesh RFC6187 2Jl Josl IUSJS Jlve $99) puwess ppled! po IJlelo 902,06
IJeuwegre Jon9wgdsd TLS (lely bo s 1Jodd) Idpuwedse wuvdd Uilise Jeelss gpdsle
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IJeobJulo
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oo Idegdsple 1Uslss B 03l ldpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:

- lJe9zo CSR 1000V IJss suved IOS-XE IJ] o>l 16.6.1
- £ psd Pragma Fortress SSH

- ¢lbp Windows Server 2016 OCSP

- Identity Services Engine. IJ|_o>l, 2.1

e logvle |JroE_.J_9ro|u IJ_9IJ)6 WIS o3l IJpwews pu I.Jiaojé 1J 092926 WS wSiS6 pgpdso gluoo.
u)lu CP;SE_ |J|2_0JO U,ouuua),oo L9§ o5l |.Jr0u.uuu) uqu_9gSU prou.uja (|L9u)|u0g5) I)l \Jluu

lJodosy

lLowe Jogbsbs JJuiwds

OCSP server

T 10.1.1.2
192.168.1,100
e % ~ 7/ 10.0.0.1
. '; ~

: Router (SSH server)
SSH client

TACACS server (ISE)
10.1.1.3

|E_CJV|J|CJ IJC’Lﬁ’J

+ AN gosd w90999d bods Ilele (SSH) Ipwsldd e 1Upesly RFC6187 (o9,
JJluweds pu 1dpes)jé.

s op oSS IUps 6 B IJluosl) 15.5(2)T 9 I0S-XE IJ]osl) 15.5(2)S.

- swlyo gpsd SSH 9lJehe eds IUsle 1dpuol86 1Jpse906. §> wuwe e 2PSE Usle
IJewob 36 1Uprg9ps puvedl eds Idzols Os IJogvésd wuvdd pojlew pg sl
lJeo1> 86 [Jpuwewsé |Js X509 Joply IJluedld Iduwd .

+ 8> stob eumssd luveesle luudsw 1dewob§6 1deuwews [Js X509 JJghe S8k 9
JJepsd Bob Iy JdJsopl.

+ $pdu Jehpe 10S 1Jozdd pel Bl Jp sop lobld Idgbelss 1e 306 pu IJgpsd. 9JJ8sle
IdJdIe sup ldyzee IJs Bless vslule Idguoble 1Jedels sus JJ louold. 9031 suwpe wlJgle
IJsuesd 290 1Jelzs 1ds lelss edssy 1Jizess IJiE s B 2lds ol 13l wp lee)ld IJpdele
IJgloo Jduivolss Iy I3 JIu 19uo9d Jpuwedse pess welzé 1Js lobldo.



- s8> 1Joedl pu lUlGbld lRosbsl sJJo ssuos wuindbé wlzweld ;800 IJsuesd wole eds
wsloule lgopls e ldogvlol. 9806 sl 135 09 wudsd IJegssd Jluwe IJpuuodse 1J5s
soe leuobo po IJuiols 1Je9z926 eds wble IJozde B 1dsuesd [Js 9206 wedpe IUsuesd
lJs Idpzbo IJb,yse 1Ughzsse (TACACS) Ig glbe RADIUS. W 2lds 1ge)ld Iduvolso: spdy
websd lJewlo eds Idebe IdeEbes Jeoe 1suosd cluvedle wdd ldgielss.

 $pdu LuBES GBISLL IeuneEs sy waluwbs Ebe thizs Is Spdu wibso (sdesus Iy
2eSE IJpuwoddpsu IUdso Jssop yuolss Loldzs Jssop lpwshile JJsuesd IJs IJzoly).
Sop luwoesle IUlb,sd6 Iuulods B odl 1dpeld Jduuwlbs.

- JJdoell vogle po wslole puold 96 LJ.bJ:Ls IUIE) seolz IJgpsd 9ldehbe Wb |Js 1Je 96
B pize puedd pubed (CA). 03l seus lue see wowse yvobs Idesze Ideuesd IJes
988w gds Juols IJegze S3b eds ptju IJuboble 1Jpgesd wo Jzolj IJgpsd.

- 098, Iduwolss pedple gu 0986 I, 1UIE, (Idluwe 1dublisg 9luwe IJesuose [Jossd
Suwopely g8 Josl 1JE o). szw eds Idepsd p8bus luve IJeuosd I luwe gosly IP
Igluo wldéhe IJss wp 98s)0 IIEld woluwlbd IJpgudsd pe wslole Idesss 1Jes9,6
WO 1dubols 1Jped306. 909 Sz wuddé pu opport Idos wouwe wol ogele IUluwzld Idos
S@9p wol Jigue Bs 1dguwb Is Eso.

IJoYdssule

od9su pedele ABA. B pusubss Tuvluws (0290 Ebe wdasuo Ehzs): sedu wibs
w99s2 lywe Idpuweese Iss wp leuobe pu ldybelss.

aaa new-model
aaa authorization network CERT none

Ip wodysy TrustPoint wegpd Juolss CA glzwshs! yuolsé 1Je9go.

crypto pki trustpoint SSH

enrollment mode ra

enrollment url http://10.1.1.2:80/CertSrv/mscep/mscep.dll
serial-number

ip-address 10.0.0.1

subject-name cn=10.0.0.1

revocation-check ocsp

ocsp url http://10.1.1.2/ocsp

rsakeypair SSH 2048

authorization list CERT

! The username has to be fetched from the certificate for accounting and authorization purposes.
Multiple options are available.

authorization username subjectname commonname

odpst O 2lds e300 lpdluss IU9uosd IJs Ebe OCSP. §s szl IJpudsd e3p IJuwelz
wzeSE IJ9uesd wluwedsle odssy OCSP 1Ugl o wldlebld-lderdd 19 IJuwelz wlUsuosd
290 lwbld Clgwosle IJoedd po OCSP none (¢, puwoczuwu).

o J9su IJsle 1dpuob 86 1Jpuwese wol IJpuwaésed loule oldly o vud § SSH.



! Alorithms used to authenticate server
ip ssh server algorithm hostkey x509v3-ssh-rsa ssh-rsa

! Acceptable algorithms used to authenticate the client
ip ssh server algorithm authentication publickey password keyboard

! Acceptable pubkey-based algorithms used to authenticate the client
ip ssh server algorithm publickey x509v3-ssh-rsa ssh-rsa

Ip wodsy ghe SSH Jluwwgsle Iduvoble 1Juozses Vs gpdso [dpuol>§o.

ip ssh server certificate profile
I Certificate used by server
server

trustpoint sign SSH

! CA used to authenticate client certificates
user
trustpoint verify SSH

(Igoshis) IJodled pe gl>p TACACS

w8 lewob luwe Idpuwctse pu Idubobs: spdu lu s d9p 10S Llple cdss o Jele TACACS
lw e |Jro=uuoé)lo 03l. 98Y9y 03l p 9l LI ¢luo 131 Uiy ¢l e TACACS B> IJuuiny wlJwed
Jbbs 1Jizoss.

odlebs: Jl s38p ¢l>p 10S SSH zlds! hub b)sds IJpeuol>86. 9031 sgus o I3l wp
lvedsle Iduvoble Jeuolb 86 IJpuegs e OJl Spdu luvegsle ¢be TACACS Jpuolb§o
Ip6 1.9 o luvetsleo JIeissd Sab.

Bp wodssy ¢bp TACACS.

tacacs server ISE
address ipv4 10.1.1.3
key ciscol23

ép VQ&J}@Q L§I:5r°6 |Ju23§d J'uUOE-"P tbro TACACS.
aaa authorization network ISE group tacacs+
1. odosu ISE (Identity Services Engine). spdu IJeey) eds pold [Jodssy gds:

https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208-Configure-
ISE-2-0-10S-TACACS-Authentic.html

2. odysu pdV wg)sWd TACACS. szo wdysy I.J,of_Jroé IJluolso cert-application=all" oy iaJ
vele IJowsso: luedd Ids plds Ideed > b IJlzess > goluo,) Idywsluws > IJoclksg >
pJVIle &g s TACACS > | olds.


https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html

Common Tasks

Common Task Type | Shell v
[+ Default Privilege 15 s {Select 0 to 15)
[# Maximum Privilege |15 s (Select 0 to 15)
[] Access Control List v
[ 1 Auto Command v
[ | No Escape ¥ (Select true or false)
[ ] Timeout v Minutes (0-9999)
[ Idle Time s Minutes (0-9999)

Custom Attributes

+Add @WTrashv G Edit
- Type Name Value
MANDATORY cert-application all
3. Jodssu pzeses IJuwsluvle loodd IJs palds Idged > bbs IJizess > pzesele pusluwle
bLs 1Jlze;6 > |ol9é.

v Authentication Policy

Default Rule (If no match) :Allow Protocols : Default Device Admin and use : All_User ID_Stores

v Authorization Policy

w Exceptions (1)
Local Exceptions

Status Rule Name Conditions (identity groups and other conditions) Command Sets Shell Profiles

ra Certificate auth . network admins her Select Profile(s permit_Ivl_15

i

IJordd pu lJuoes

show ip ssh

SSH Enabled - version 1.99

Authentication methods:publickey, password, keyboard-interactive
Authentication Publickey Algorithms:x509v3-ssh-rsa,ssh-rsa



Hostkey Algorithms:x509v3-ssh-rsa, ssh-rsa
--- output truncated ----

show users

Line User Host(s) Idle Location
1 vty 0 adminl idle 00:02:37 192.168.1.100

lwedunldd IJigble gl oJlzol

sop luwepdle epdsle wuszse IJigble oso Jogdy Ideduws IJulzes:

debug ip ssh detail

debug crypto pki transactions
debug crypto pki messages
debug crypto pki validation

Aug 21 20:07:08.717: SSHO: starting SSH control process
! Server identifies itself

Aug 21 20:07:08.717: SSHO: sent protocol version id SSH-1.99-Cisco-1.25

! Client identifies itself

Aug 21 20:07:08.771: SSHO: protocol version id is - SSH-2.0-Pragma FortressCL 5.0.10.766
Aug 21 20:07:08.771: SSH2 0: kexinit sent: kex algo = diffie-hellman-group-exchange-shal,diffie-

hellman-groupl4-shal

! Authentication algorithms supported by server

Aug 21 20:07:08.771: SSH2 0: kexinit sent: hostkey algo = x509v3-ssh-rsa,ssh-rsa
Aug 21 20:07:08.772: SSH2 0: kexinit sent: encryption algo = aesl28-ctr,aesl92-ctr,aes256-ctr
Aug 21 20:07:08.772: SSH2 0: kexinit sent: mac algo = hmac-sha2-256,hmac-sha2-512, hmac-

shal, hmac-shal-96

Aug 21 20:07:08.772: SSH2
Aug 21 20:07:08.915: SSH2
Aug 21 20:07:08.916: SSH2
Aug 21 20:07:08.916: SSH2

SSH2_MSG_KEXINIT sent
SSH2_MSG_KEXINIT received

o O O O

! Client chooses authentication algorithm

Aug 21 20:07:08.916: SSH2 0: Using hostkey algo = x509v3-ssh-rsa

Aug 21 20:07:08.916: SSH2
Aug 21 20:07:08.917: SSH2
Aug 21 20:07:08.976: SSH2
Aug 21 20:07:09.141: SSH2

o O O O

SSH2_MSG_KEXDH_INIT received

! Server sends certificate associated with trustpoint "SSH"

kex: client->server enc:aes256-ctr mac:hmac-shal
kex: server->client enc:aes256-ctr mac:hmac-shal

Using kex_algo = diffie-hellman-group-exchange-shal
Modulus size established : 4096 bits
expecting SSH2_MSG_KEX_DH_GEX_INIT

Aug 21 20:07:09.208: SSH2 0: Sending Server certificate associated with PKI trustpoint "SSH"
Aug 21 20:07:09.208: CRYPTO_PKI: (A003C) Session started - identity selected (SSH)

Aug 21 20:07:09.208: SSH2 0: Got 2 certificate(s) on certificate chain

Aug 21 20:07:09.208: CRYPTO_PKI: Rcvd request to end PKI session A003C.

Aug 21 20:07:09.208: CRYPTO_PKI: PKI session A003C has ended. Freeing all resources.

Aug 21 20:07:09.209: CRYPTO_PKI: unlocked trustpoint SSH, refcount is 0

Aug 21 20:07:09.276: SSH2: kex_derive_keys complete

Aug 21 20:07:09.276: SSH2 0: SSH2_MSG_NEWKEYS sent

Aug 21 20:07:09.276: SSH2 0: waiting for SSH2_MSG_NEWKEYS

Aug 21 20:07:16.927: SSH2 0: SSH2_MSG_NEWKEYS received

Aug 21 20:07:17.177: SSH2 0: Authentications that can continue
interactive

Aug 21 20:07:17.225: SSH2 0: Using method = none

Aug 21 20:07:17.226: SSH2 0: Authentications that can continue
interactive
Aug 21 20:07:32.305: SSH2 0: Using method = publickey

! Client sends certificate

publickey, password, keyboard-

publickey, password, keyboard-

Aug 21 20:07:32.305: SSH2 0: Received publickey algo = x509v3-ssh-rsa



Aug 21 20:07:32.305: SSH2 0: Verifying certificate for user 'adminl' in
SSH2_MSG_USERAUTH_REQUEST
Aug 21 20:07:32.305: SSH2
Aug 21 20:07:32.306: SSH2
Aug 21 20:07:32.308: SSH2
Aug 21 20:07:32.308: SSH2 Starting PKI session for certificate verification
Aug 21 20:07:32.308: CRYPTO_PKI: (A003D) Session started - identity not specified
Aug 21 20:07:32.309: CRYPTO_PKI: (A003D) Adding peer certificate

Aug 21 20:07:32.310: CRYPTO_PKI: found UPN as adminl@example.com

Verifying certificate for user 'adminl'
Received a chain of 2 certificate
Received 0 ocsp-response

o O O o

Aug 21 20:07:32.310: CRYPTO_PKI: Added x509 peer certificate - (1016) bytes
Aug 21 20:07:32.310: CRYPTO_PKI: (A003D) Adding peer certificate
Aug 21 20:07:32.310: CRYPTO_PKI: Added x509 peer certificate - (879) bytes

Aug 21 20:07:32.311: CRYPTO_PKI: ip-ext-val: IP extension validation not required

Aug 21 20:07:32.311: CRYPTO_PKI: create new ca_reqg context type PKI_VERIFY CHAIN_CONTEXT, ident
31

Aug 21 20:07:32.312: CRYPTO_PKI: (AOO3D)validation path has 1 certs

Aug 21 20:07:32.312: CRYPTO_PKI: (A003D) Check for identical certs

Aug 21 20:07:32.312: CRYPTO_PKI : (A003D) Validating non-trusted cert

Aug 21 20:07:32.312: CRYPTO_PKI: (A003D) Create a list of suitable trustpoints

Aug 21 20:07:32.312: CRYPTO_PKI: Found a issuer match

Aug 21 20:07:32.312: CRYPTO_PKI: (A003D) Suitable trustpoints are: SSH,

Aug 21 20:07:32.313: CRYPTO_PKI: (A003D) Attempting to validate certificate using SSH policy
Aug 21 20:07:32.313: CRYPTO_PKI: (A003D) Using SSH to validate certificate

Aug 21 20:07:32.313: CRYPTO_PKI: Added 1 certs to trusted chain.

Aug 21 20:07:32.314: CRYPTO_PKI: Prepare session revocation service providers

Aug 21 20:07:32.314: CRYPTO_PKI: Deleting cached key having key id 30

Aug 21 20:07:32.314: CRYPTO_PKI: Attempting to insert the peer's public key into cache
Aug 21 20:07:32.314: CRYPTO_PKI:Peer's public inserted successfully with key id 31

Aug 21 20:07:32.315: CRYPTO_PKI: Expiring peer's cached key with key id 31

Aug 21 20:07:32.315: CRYPTO_PKI: (A003D) Certificate is verified

! Revocation status is checked

Aug 21 20:07:32.315: CRYPTO_PKI: (A003D) Checking certificate revocation
Aug 21 20:07:32.315: OCSP: (AO003D) Process OCSP_VALIDATE message

Aug 21 20:07:32.315: CRYPTO_PKI: (A003D)Starting OCSP revocation check
Aug 21 20:07:32.316: CRYPTO_PKI: OCSP server URL is http://10.1.1.2/ocsp
Aug 21 20:07:32.316: CRYPTO_PKI: no responder matching this URL; create one!
Aug 21 20:07:32.316: OCSP: (A003D)OCSP Get Response command

Aug 21 20:07:32.317: CRYPTO_PKI: http connection opened

Aug 21 20:07:32.317: CRYPTO_PKI: OCSP send header size 132

Aug 21 20:07:32.317: CRYPTO_PKI: sending POST /ocsp HTTP/1.0

Host: 10.1.1.2

User-Agent: RSA-Cert-C/2.0

Content-type: application/ocsp-request

Content-length: 312

Aug 21 20:07:32.317: CRYPTO_PKI: OCSP send data size 312

Aug 21 20:07:32.322: OCSP: (A003D)OCSP Parse HTTP Response command
Aug 21 20:07:32.322: OCSP: (A003D)OCSP Validate DER Response command
Aug 21 20:07:32.322: CRYPTO_PKI: OCSP response status - successful.
Aug 21 20:07:32.323: CRYPTO_PKI: Decoding OCSP Response

Aug 21 20:07:32.323: CRYPTO_PKI: OCSP decoded status is GOOD.

Aug 21 20:07:32.323: CRYPTO_PKI: Verifying OCSP Response

Aug 21 20:07:32.325: CRYPTO_PKI: Added 11 certs to trusted chain.

Aug 21 20:07:32.325: ../VIEW_ROOT/cisco.comp/pki_ssl/src/ca/provider/revoke/ocsp/ocsputil.c(547)
E_NOT_FOUND : no matching entry found
Aug 21 20:07:32.325: ../VIEW_ROOT/cisco.comp/pki_ssl/src/ca/provider/revoke/ocsp/ocsputil.c(547)

E_NOT_FOUND : no matching entry found
Aug 21 20:07:32.326: CRYPTO_PKI: (A003D) Validating OCSP responder certificate
Aug 21 20:07:32.327: CRYPTO_PKI: OCSP Responder cert doesn't need rev check
Aug 21 20:07:32.328: CRYPTO_PKI: response signed by a delegated responder
Aug 21 20:07:32.328: CRYPTO_PKI: OCSP Response is verified
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330:
330:
330:
330:
330:
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395:
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398:
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400:
400:
401 :
401 :
401 :
401 :
401 :
402:
402:
402:
403:
403:
404 :
404 :
404 :
404 :
404 :
405:
405:
405:
406:
406:
406:

CRYPTO_PKI:

(A003D) OCSP revocation check is complete 0

OCSP: destroying OCSP trans element

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

Revocation check is complete, 0

Revocation status = 0

Remove session revocation service providers
Remove session revocation service providers
(AO03D) Certificate validated

Populate AAA auth data
Selected AAA username: 'adminl'
Anticipate checking AAA list: 'CERT'
Checking AAA authorization

AAA:

(CERT, adminl,
CRYPTO_PKI_AAA: pre-authorization chain validation status
CRYPTO_PKI_AAA: post-authorization chain validation status

<all>)
(0x400)
(0x400)

CRYPTO_PKI_. checking AAA authorization

CRYPTO_PKI:

CRYPTO_PKI:

CRYPTO_PKTI:
CRYPTO_PKT:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
SSH2 0:
SSH2 0:
SSH2 0:
SSH2 0:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:
CRYPTO_PKTI:

CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
OCSP:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
OCSP:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

RSA-Cert-C/2.0
application/ocsp-request

(A003D)chain cert was anchored to trustpoint SSH,

and chain

Verifying certificate for user

(AOO3E)

CRYPTO_VALID_CERT

destroying ca_req context type PKI_VERIFY CHAIN_CONTEXT, ident

ca_req _context released

(AO03D) Validation TP is SSH

(A003D) Certificate validation succeeded

Rcvd request to end PKI session AQ003D.

PKI session A0O03D has ended. Freeing all resources.
'adminl'

Received a chain of 2 certificate
Received 0 ocsp-response
Starting PKI session for certificate verification

(AOO3E)
(AOO3E)
found UPN as adminl@example.com

Session started - identity not specified
Adding peer certificate

Added x509 peer certificate - (1016) bytes
(AOO3E) Adding peer certificate
Added x509 peer certificate - (879) bytes

ip-ext-val: IP extension validation not required
create new ca_req context type PKI_VERIFY_CHAIN_CONTEXT, ident

(AOO3E)validation path has 1 certs

(AOO3E) Check for identical certs
(AO03E) Validating non-trusted cert
(AOO3E) Create a list of suitable trustpoints
Found a issuer match
(AOO3E) Suitable trustpoints are: SSH,
(AOO3E) Attempting to validate certificate using SSH policy
(AOO3E) Using SSH to validate certificate
Added 1 certs to trusted chain.
Prepare session revocation service providers

Deleting cached key having key id 31

Attempting to insert the peer's public key into cache
Peer's public inserted successfully with key id 32
Expiring peer's cached key with key id 32

(AOO3E)
(AOO3E) Checking certificate revocation
Process OCSP_VALIDATE message
(AOO3E)Starting OCSP revocation check
OCSP server URL is http://10.1.1.2/ocsp
no responder matching this URL;

Certificate is verified

create one!

(AOO3E)OCSP Get Response command

http connection opened
OCSP send header size 132
sending POST /ocsp HTTP/1.0



Content-length: 312

Aug 21 20:07:32.406: CRYPTO_PKI: OCSP send data size 312

Aug 21 20:07:32.409: OCSP: (AOO3E)OCSP Parse HTTP Response command
Aug 21 20:07:32.410: OCSP: (A003E)OCSP Validate DER Response command
Aug 21 20:07:32.410: CRYPTO_PKI: OCSP response status - successful.
Aug 21 20:07:32.410: CRYPTO_PKI: Decoding OCSP Response

Aug 21 20:07:32.411: CRYPTO_PKI: OCSP decoded status is GOOD.

Aug 21 20:07:32.411: CRYPTO_PKI: Verifying OCSP Response

Aug 21 20:07:32.413: CRYPTO_PKI: Added 11 certs to trusted chain.

Aug 21 20:07:32.413: ../VIEW_ROOT/cisco.comp/pki_ssl/src/ca/provider/revoke/ocsp/ocsputil.c(547)
E_NOT_FOUND : no matching entry found
Aug 21 20:07:32.413: ../VIEW_ROOT/cisco.comp/pki_ssl/src/ca/provider/revoke/ocsp/ocsputil.c(547)

E_NOT_FOUND : no matching entry found
Aug 21 20:07:32.414: CRYPTO_PKI: (AOO3E) Validating OCSP responder certificate
Aug 21 20:07:32.415: CRYPTO_PKI: OCSP Responder cert doesn't need rev check
Aug 21 20:07:32.415: CRYPTO_PKI: response signed by a delegated responder
Aug 21 20:07:32.416: CRYPTO_PKI: OCSP Response is verified
Aug 21 20:07:32.416: CRYPTO_PKI: (AOO3E) OCSP revocation check is complete 0
Aug 21 20:07:32.416: OCSP: destroying OCSP trans element
Aug 21 20:07:32.416: CRYPTO_PKI: Revocation check is complete, 0
Aug 21 20:07:32.416: CRYPTO_PKI: Revocation status = 0
Aug 21 20:07:32.416: CRYPTO_PKI: Remove session revocation service providers
Aug 21 20:07:32.416: CRYPTO_PKI: Remove session revocation service providers
Aug 21 20:07:32.416: CRYPTO_PKI: (AOO3E) Certificate validated
Aug 21 20:07:32.417: CRYPTO_PKI: Populate AAA auth data
Aug 21 20:07:32.417: CRYPTO_PKI: Selected AAA username: 'adminl'
Aug 21 20:07:32.417: CRYPTO_PKI: Anticipate checking AAA list: 'CERT'
Aug 21 20:07:32.417: CRYPTO_PKI: Checking AAA authorization
Aug 21 20:07:32.417: CRYPTO_PKI_AAA: checking AAA authorization (CERT, adminl, <all>)
Aug 21 20:07:32.417: CRYPTO_PKI_AAA: pre-authorization chain validation status (0x400)
Aug 21 20:07:32.417: CRYPTO_PKI_AAA: post-authorization chain validation status (0x400)
Aug 21 20:07:32.417: CRYPTO_PKI: (AOO03E)chain cert was anchored to trustpoint SSH, and chain
validation result was: CRYPTO_VALID_CERT
Aug 21 20:07:32.417: CRYPTO_PKI: destroying ca_req context type PKI_VERIFY CHAIN_CONTEXT, ident
32, ref count 1
Aug 21 20:07:32.417: CRYPTO_PKI: ca_redq context released
Aug 21 20:07:32.417: CRYPTO_PKI: (AOO03E) Validation TP is SSH
Aug 21 20:07:32.417: CRYPTO_PKI: (AOO03E) Certificate validation succeeded
Aug 21 20:07:32.418: CRYPTO_PKI: Rcvd request to end PKI session AQ03E.
Aug 21 20:07:32.418: CRYPTO_PKI: PKI session AQO3E has ended. Freeing all resources.
Aug 21 20:07:32.418: SSH2 0: Verifying signature for user 'adminl' in SSH2_MSG_USERAUTH_REQUEST
Aug 21 20:07:32.418: SSH2 0: Received a chain of 2 certificate
Aug 21 20:07:32.418: SSH2 0: Received 0 ocsp-response
Aug 21 20:07:32.418: CRYPTO_PKI: found UPN as adminl@example.com

! Certificate status verified successfully
Aug 21 20:07:32.419: SSH2 0: Client Signature verification PASSED

Aug 21 20:07:32.419: SSH2 0: Certificate authentication passed for user 'adminl'

Aug 21 20:07:32.419: SSH2 0: authentication successful for adminl

Aug 21 20:07:32.470: SSH2 0: channel open request

Aug 21 20:07:32.521: SSH2 0: pty-req request

Aug 21 20:07:32.521: SSH2 0: setting TTY - requested: height 25, width 80; set: height 25, width
80

Aug 21 20:07:32.570: SSH2 0: shell request

Aug 21 20:07:32.570: SSH2 0: shell message received

Aug 21 20:07:32.570: SSH2 0: starting shell for vty

Aug 21 20:07:32.631: SSH2 0: channel window adjust message received 8
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Aug 21 19:39:52.082:
Aug 21 19:39:52.083:
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(SN:
Aug 21 19:39:52.
validation result was:
Aug 21 19:39:52.082:

ref count 1

081:
081:
082:
082:
082:
082:
082:
082:
082:

082:

CRYPTO_PKI:
CRYPTO_PKI:

OCSP Response is verified
(A0024) OCSP revocation check is complete 0

OCSP: destroying OCSP trans element

CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:
CRYPTO_PKI:

Revocation check is complete, 0

Revocation status = 1

Remove session revocation service providers
Remove session revocation service providers
(A0024) Certificate revoked

%$PKI-3-CERTIFICATE_REVOKED: Certificate chain validation has failed. The
750000001B78DA4CC0078DEC0700000000001B) is revoked

CRYPTO_PKI:
CRYPTO_CERT_REVOKED
CRYPTO_PKI:

CRYPTO_PKI:
CRYPTO_PKI:
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- 3Jsd wdosu PKI:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-

(A0024)chain cert was anchored to trustpoint Unknown, and chain

destroying ca_req context type PKI_VERIFY CHAIN_CONTEXT, ident

ca_req context released
(A0024) Certificate validation failed

15-mt-book.html
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https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/200208-
Configure-ISE-2-0-10S-TACACS-Authentic.html

owle - Cisco Systems



/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book.html
/content/en/us/td/docs/ios-xml/ios/sec_conn_pki/configuration/15-mt/sec-pki-15-mt-book.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
https://www.cisco.com/c/ar_ae/support/docs/security/identity-services-engine/200208-Configure-ISE-2-0-IOS-TACACS-Authentic.html
https://www.cisco.com/c/ar_ae/support/index.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



