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Ol oMawvl Jo> wlogleall 0 30 Je Jaaxl dusill Cisco wlual oWMawl g1,

iiual] 13D 8 dxiogall oliall (oS wlogles el pasi «pwdll 13D _$

doaziuall oloYl Jo> logleall o aje e jgisll (Jaid culuall eMasll) LolgVl e 8Dl paiwl sdasMo
Siiaoll 3D 9

S 132 aads 13 Jasiuw
a>g0ll (9SG

|
aaa new node
aaa authentication |login default radius enable
aaa aut hentication ppp default if-needed radius
aaa aut hori zation network default radius
enabl e password ci sco
|
chat-script default "" at&f|s0=1&h1&r2&c1&d2&b1e0g2 K
|
interface EthernetO
ip address 10.29.1.3 255.255.255.0
|
CHAP/PPP authentication user: interface Asyncl ip ---!
unnunber ed Et hernet0 encapsul ati on ppp async node
dedi cat ed peer default ip address pool async no cdp
enabl e ppp authentication chap ! !--- PAP/PPP
authentication user: interface Async2 ip unnunbered
Et hernet 0 encapsul ati on ppp async node dedi cated peer
default ip address pool async no cdp enable ppp
aut hentication pap ! !--- Login authentication user with
autocommand PPP: interface Async3 ip unnunbered
Et hernet 0 encapsul ati on ppp async node interactive peer
default ip address pool async no cdp enable ! ip loca
pool async 10.6.100. 101 10.6.100. 103 radi us-server host
171.68.118. 101 radi us-server tineout 10 radi us-server
key cisco ! line 1 session-tinmeout 20 exec-tinmeout 120 O
script startup default script reset default nodemDialin
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transport input all stopbits 1 rxspeed 115200 txspeed
115200 fl owcontrol hardware ! line 2 session-tineout 20
exec-tinmeout 120 O script startup default script reset
default modem Dialin transport input all stopbits 1

rxspeed 115200 txspeed 115200 fl owcontrol hardware
line 3 session-tineout 20 exec-tinmeout 120 0 autosel ect
during-1ogin autosel ect ppp script startup default
script reset default nodem Dialin autoconmand ppp
transport input all stopbits 1 rxspeed 115200 txspeed
115200 fl owcontrol hardware ! end

o e eMasll alo

Ogimeiay a8 waas ol 13D Lo i, tdas>Ne

:"Handshake with router--router needs "radi us-server key cisco #
cisco 10.29.1.3

2l _Je uoaiwall alo

Ogimeiay a8 s ol 13D Lo i, tdas>Ne

:User who can telnet in to configure #
"adm n Password = "admin
User - Servi ce- Type = Logi n- User

ppp/ chap authentication line 1 - password nust be cleartext per chap rfc 1994 #
address assigned from pool on router #

"chapuser Password = "chapuser

, User - Servi ce- Type = Franed- User

Franmed- Prot ocol = PPP

ppp/ pap authentication line 2 #

address assigned from pool on router #

Can al so have 'Password = "UNI X' which uses /etc/passwd #
"papuser Password = "papuser

, User - Servi ce- Type = Franed- User

Franmed- Prot ocol = PPP

ppp/ chap authentication line 1 - password nust be cleartext per chap rfc 1994 #
address assigned by server #

"chapadd Password = "chapadd

, User - Servi ce- Type = Franed- User

, Fr amed- Pr ot ocol = PPP

Franed- Address = 10. 10. 10. 10

ppp/ pap authentication line 2 #
address assigned by server #
"papadd Password = "papadd

, User - Servi ce- Type = Franed- User
, Fr amed- Pr ot ocol = PPP

Franed- Address = 10.10. 10. 11

authentication user line 3 #

address assigned from pool on router #

Can al so have 'Password = "UNI X' which uses /etc/passwd #
"aut hauto = "authauto

User - Servi ce- Type = Logi n- User
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(.csoiuoll
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