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= Administration - Network Resources

Network Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers

: Network Devices
Network Devices

Default Device

Device Security Settings
[ Dalate

L; Imposi it Export
- Type

O Name IFIMask Profile Name Location
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= Cisco ISE Administration - Network Resources
Matwork Devices Network Device Groups Newwork Davice Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers

Hetwark Devicas
FMC

Cafault Device

Network Devices

Device Secwity Sellings
Wame e

Descripticn

1P Azdress “F 192.168.192.60 32
—

Device Profile &% Ciaco bl

Model Mame wFMC -

Software Version 725 -

Network Device Group

Lecation AN Locations w St To Default
PEEC No w Set To Default
Dewvice Type Al Dovice Types w

RADILS Authenticanon Semings

RADIUS UDP Setings

Protocol RADIUS
Shared Secral ssEEEEEE

Fl Uds Second Shamed Secrat

Second Shared
Secret
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Network Devices

hetwark Davices
Dafault Pevica

Device Security Settiegs

Metwork Device Groups

Administration - Network Resources

Metwork Device Profiles

Nomwork Davices Lis FID

Network Devices

Wame FTD
Description
P Asdress e

192.168.192.83

Device Profile 25 Cises

Modal Mame wFTD

Soltwade Version 725
Metwork Device Group

Location All Locations

IPSEC L

Device Type Al Device Types

RADIUS Authentication Settings

RADIUS UDP Settings
Protocol RADIUS
Shared Secret et

] use Second Shared Secret

Second Shated
Secrat

External RADIUS Servers

a

W
w
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w Sei To De
w o [
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MNetwark Devices
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Dl Davice

Device Security Seriings

Network Device Groups

Administration - Network Resources

Network Dovice Profiles

MNetwork Devices

Name IPMazk
FMC 152, 168.192.60/32
FTE 192.1668.192.83/32

External RADIUS Servers

Profile Hame

& Clsen ()

& Cisea

Location Type
All Lacations All Davice Types

Al Lacations All Device Types

o &
RADIUS Server Seguences MAC Managers More
ault
fault
Y (@
RADIUS Server Sequences NAC Managers Marg

Selecied 0 Total 2

Description
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= Cisco ISE Administration - Identity Management Q @& La

Identities Groups External Identity Sources ldentity Source Sequences Settings
P User Identity Groups
= J Selected O Total 11
Endpaint ldentity Groups
] User |dentity Groups Name Description
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= Cisco ISE Administration » Identity Management Q @
Identities Groups External Identity Sources Identity Source Sequences Settings
Isar Identity Groups FMC and FTD admins
Identity Groups
Eel ldentity Group
* Name FMC and FTD admins
Endpaint ldentity Groups
e FMC and FTD admins 1SE kocal,
User |dentity Groups Description -
lJglb9s 4.1. §p wlouble IUpgesed IJolussé Jpuwegse ReadOnly.
= Cisco ISE Administration - Identity Management a @
Identities Groups External Identity Sources Identity Source Sequences Settings
User kdantity Gioups FMC and FTD ReadOnly
Identity Groups
el Identity Group
* Name FMC and FTD ReadOnly
Endpoint Identity Groups
FMC and FTD ReadOnly.
User Identity Groups Description W -
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Administration - ldentity Management Q @ L& #
Identities Groups External ldentity Sources Identity Source Sequances Sattings
—
Identity Groups H
User Identity Groups
=
= @ Selected 0 Towl 2 [ &
+ Add 0 Detete L, Import (T Expont Quick Filtar
» 2 Endpoint Identity Groups
! User Identity Groups Name - Description
e ¥
0 S FMG and FTD ReadOnly FMC and FTD ReadOnly

O & FMC and FTD admins FMC and FTD admins ISE local.
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Identities Groups External ldentity Sources Identity Source Sequences Settings
Usgers
e e sannes.. | NETWOTK Access Users
Selected 0 Towl 0 [0 &6
Import oty Export All “.’r'
Status Username - Description First Name Last Name  Emall Address User ldentity Groups  Adn

Mo data available
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Identities Graups External Identity Sources ldentity Source Sequences Settings
Users

Motwork Accoss Usors List » New Network Access User
Latest Manual Network Scan Res...

~ Metwork Access User

* |Usarmame firewall_admin
Status B Enabled

Account Name Alias

Email

~ Passwords
Password Type:  Internal Users e
Password Lifetime:

"y With Expiration

© Never Expires

Password Re-Enter Password
* Login Password  SSesssssses bbbt Generate Password | o

Enable Password Generate Password | (:}
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= Cisco ISE
Identities Groups External ldentity Sources Identity Source Sequences Settings
Users

Latest Manual Network Scan Res.,

~ User Groups

FMC and FTD admins v (0 @

1Jgl96 5.2. | ols [Jpwegsp wluwedsle 2999 ReadOnly. 9o wogssu luve 99Jp0d £)9)
9ldpzpe9es FMC 9 FTD ReadOnly.
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Identities Groups External ldentity Sources Identity Source Sequences Settings
s Nerwork Access Users List > Mew Newwork Access User
Latest Manual Netwoark Scan Res...
~ Network Access User
* Username firewall_readuser
Status Enabled
Account Name Alias
Email
~ Passwords
Password Type: Intemal Users L
Password Lifetime:
() With Expiration
© MNever Expiras
Password Re-Enter Password
* Login Password m sesenenn | Generate Password \ (O]
| Generate Password o
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Users

Latest Manual Network Scan Res..

~ User Groups
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Dictionaries Conditions
Authentication e
Allowed Protocols
Authorization e

Agthorzation Profiles

Downloadable ACLs

Profiling ]

Posture ¥
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= Cisco ISE

Dictionaries

Authentication

Authorization b

Awumthorization Profiles

Downloadable ACLs

Profiling

Posture

Client Provisioning

Conditions

Results

Authori;

Authorization Profile

" MName

FMC and FTD Adming

Dascription

* Access Type

Natwork Device Profile =%

Service Temolate

Results

Paolicy - Policy Elements

n Profiles > FMC and FTD Admins

AGGESS_ACCEPT

Cisca @

Policy - Policy Elements

~ Advanced Attributes Settings

Radius:Class

~ Attributes Details

Access Type = ACCESS_ACCEPT
Class = Administrator

Cancel
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Authorization Prafiles
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Profiling >

Posture ?

Results
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* Name

Policy - Policy Elements

Mew Authosization Profile
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ACCESS_ACCEPT
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Dictionaries Conditions Results
—
Authentication »
Authorization ~

~ Advanced Attributes Settings
Authorization Profiles

Downloadable ACLs b -
* _Radius:Class ~  _Readuser v
Profiling >
Posture *
~ ribu il

Client Provisioning b Attributes Details

Access Type = ACCESS_ACCEPT

{lass = ReadUser
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= Cisco ISE

Policy Sets
Status  Policy Set Name Deseription Conditions
O\ Search
+
] Datault Default policy set

Qa @& 2 &

Hits

Acti

Allowed Protocels | Server S

Default Metwork Access

] w4

Resat Policyset Hitcounts J m

View
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Conditions Studio
Library Editor
Radius-NAS-IP - Address
¢@m0|s|e|RlEoFmzA|le|lr|ek|r @
—_— e S Equals 192.168.192.60 B

5G

Radius-NAS-IP-Address
Catalyst_Swiich_Local_Web_Authentication

OR « Q

Equals 192.168.192.83 s
Source FMC i

Switch_Local_Web_Authentication
Swinch_Web_Authentication
Wined _B802.1X

Wined _MAR

Wireless_BOZ 1X

Wireloss_Access
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= Cisco ISE Policy - Policy Sets & =
Policy Sets Rasat Resat Policyset Hitcounts m
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits  Actlons  View
A

@ RadiusNAS-IP-Address EQUALS 192,168, 192.60
] EME and FTD Access Management Access ok Oefault Network Access < o {C} ¥
9 Radiug-NAS-1P- Address EQUALS 192.168.197 .83

[} Datault Dalault palicy 481 Dofault Notwork Accoss o 5] @ >




odese J&> uvezul wdlisps wy9esdedle 1 o9d IJs Iduveds IUI el soso Josl
IJor,se. spdud lugile Slises 2838 900588 wbldol guve IUelzs.

IJglo96 9. &,00 "preses Iduee” Izrs26 g0 brsY Lvosw



IJls 8906 1Jp9 0986 Bs wolsé IJous.

Op we9unsE Slises "vog Idegasd” sluog



eds Il §908 Jluolds Bless 22928 Juwele wIdsuesd IJs IJpuwetse 5s 2898 1deuwssd.
iebo |u.u|p|.

Gp wotssu lduigb Jeblu$6 pzeses 0956 IJ8lesw pe luve IJuwes Suwlas pzesele 0986
IJeuwegsp FMC 90 4u99Js FTD (Iuwe ldpzeses IUss wp logilie B 1Jglbgs 4) slud,
luvegsle.
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Library Editor
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Sanch by Name IdentityGroup-Nama
IOlﬂlDl' 0|E|CD|E'|§1 E|E|@|L|° L ?] Equals ~ User identity Groups:FMC and FTD
- - admins -
FHL G 0]
b
it (7] BYOD_is_Registered @ So1 10 'ls not” m

5[5 catalyst_Switch_Local_Web_Authentication

NEW A&AND OR

i[5 compliance_Unknown_Devices

= [F compllam_Devices

i [F] EAP-MSCHAPY2

it [ eapr-TLS

i [F] FMC and FTD Admin
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Conditions Studio

Library

Editor
IdentityGroup-Mame
=TeTalas e s e =5 alile s
?|S0jmje|d ®F =B CL0k|T Equals > User Idoniity Groups:FMG and FTD
= ReadOely

5G

BYOD_is_Registersd e Dugsese | m
Catalys:_Switch_Local_Wab_Authenticasian

Complance _Unknoan,_Dovices
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= Cisco ISE Policy - Policy Sets

Policy Sets— FMC and FTD Access Resst Policysat Hitcounts “

Status  Policy Set Nama Description

Conditions Allowad Protocols | Server Sequance  Hils
9 Redh NAS-P-Adaress EQUALS 19216819260
-] [ 3 FTD ACCESs 1 A oft Defauli Neiwork Access
@ Radigy NAS- - Addess EOUALS 193.160.152.03
» Authentication Palicy (1)
» Authosization Policy - Local Exceptions
» Authosization Policy - Global Exceptions
" Buthorization Policy (3]
Rasults
Status  Rule Name Conditions Profiles Security Groups Hits  Actions
o FAIC and FTD read user g leentRyGeoupMame EQUALS Uset iduntity Groupd:FMC snd FTD FMC and FTD ReadUser Zalect from st @
seiais D
FMIC and FTD admin wter identisyroup Mama DEUALS Uier identiy Groupi FME sad FTD =
- e s : A = i ! ! FMC and FTD Admins Select Trom kst &
------ adh B ————————————————
] o DenyACcess Select iom Kt @
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Firewall Mana.?em?r]_t 95‘?1'3!' Overdiew Analysis Policies Devices Objects Integration Deploy G @ &+ @ adminvw onts S

Users User Roles External Authentication Single Sign-0n (S50)
——

Cove T oo | s oo |

Defauli User Robe:  Mone Shell Authenbication  Disabled - | -+ Add External Authentication Object I

Marme Method Enabled

|Jglb9é 2. 25> RADIUS Jlb,s5.96 pol>96.
wew Jlsu ldpuob9é 1Ughesd 9p vigble |uup JJIliso 1deaso.
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FIF-EW’E" Managgrﬂ;nt C.er_“e_r_ Overview  Analysis  Policies Devices Objects  Integration Deploy O @ £33 @ adminw 00 o )
Users User Roles Extermnal Authentication Single Sign-On (550)
External Authentication Object
Authentication Method ~ RADIUS -

Mame * ISE_Radius

Description

Primary Server
Host NamefIP Address * 192.168.192.90

Port * 1812

RADIUS Secnet Key * LT T

Backup Server (Optional)

Host Name/IP Address
Part 1812

RADIUS Secret Key
RADIUS-Specific Parameters

Timeout {(Seconds) | 30

lJglbgs 3. i)éJ ISpe uwelo Wise RADIUS IJos wpe wdsswvol gds 1Ugbsle 697 oo wdssy ISE:
Administrator 9 ReadUser Jg>l, 1Jgelsé_admin gesl) IJeelsé_readuser gJs 1Joslds.



RADIUS-Specific Parameters
Timeout {Seconds)
Retries

Access Admin

Security Analyst (Read Oniy)
Security Approver

Threat Intelligence Director (TID) User

To specify the default user role if wser is not found in any group:
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CLI Access Filter

Sdministrator CLI Aceess Liser List firewall_admin

* Define Custom RADIUS Attributes

Additional Test Parameters

User Name

Password

*Required Field

Cancel Test

1Jglo9s 5. wedsu IUJlsy IUgrss. yowlol Jbys96 puol>§o Shell J FMC 9y 9, b
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F[rewallman?g?m?m CFEI‘.IU:':?F Overview Analysis Folickes: Devices Objects Integration Deploy Q, @ 4 @ adminv
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P CURE

Users User Roles External Authentication Single Sign-On (SSC)

Csve [ v | Come ooy

3
Dafault Lser Rola: Mong Shell Auvthentication | Enabled (ISE_Radius) - { Add External Authentication Object

)

Hame Maethod Enabled

1. ISE_Radius RADIUS E e
1
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Palicy Assignments
Targated Dovices

Sedact dewvicas 1o which you want 1o apply this pokcy.
Avwailabla Devices Sedecied Devices

‘G, Search by name or valwe wFTD_192,168.192.83
——

vFTD_192.168.192.83

1Ug96 3. §p wuuiy IJogssle.

licies Devices Objects Integration Deploy Q @ £+ @ adminv Iub cecuRe

Q, Advanced Deploy =N m

4+ vFTD_192.168.192.83 Ready for Deployment 2]

its (1)

stion

lJozd3 pu lduos

* Be vlgooh o gpdss IJoui, 1Jer$6 ceed wuvdd Lozse:

.+ B 91206 IJpwse [dyuwsess FMC. luedd 1Js lesble ¢lse RADIUS sloedd [Js uwe
pedplo IJIzool) 1Jluoldss.

* s¢Jo username 9JJpé J IJ ISE puwogpd 9b 9b 96 [Eoul).

* Define Custom RADIUS Attributes

Additional Test Parameters
Lser Name firawall_admin

Password T T

“Required Freld

Cancel I Test
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Firewall Management Center

Create External Authentication Object Ouerview

Policies Devices

Analysis

Usars User Roles External Authentication Single Sign-0On (S50)

® Success
Test Complete.

External Authentication Objem
Authentication Method RADILS -

Mame * | ISE_Radius

Objects Integration Deploy Q 4+ @ adminw

* Sedud wapwse Idoevluosd ore pie lRocl Jeuesd eds piss pu ldpedyele.

* Define Custom RADIUS Attributes

Additional Test Parameters

Liser Name firewall_admin

Password LLLLL LY ]

Test Output
Show Details  +

check_auth_radius; spUser: frewall_admin

RADIUS confg fila: fvar/tmp/4vQquehXof/radiesclient_0.conl
radiusouth - Msponse: |User-Marme=Nirewall_admin|

Usar Tast radiusauth - response: |ClasszAdministrator|

*firewall_admin® RADIUS Authentication OK

radiusath - msponse: [Class=CACS:c0aB5a_CNaQKIBZE2sOTPFOShmEVEn 7 27TES 2627 TolhzXUdA ISE-LVILLAFR/4 7901 1358/67|

chock_is_radius_mamber aitrib match found; [Class=Administrator| - |Clags=Administralor] »=smesses

role_beeZebl18-2129-11df-adda-42c66f0a3036:
*Raquired Field

Cancel | Test m
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