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ISDN Client

Internet

PRI NETWORK

_Li‘tﬁ 172.22.53.0/24 |

maui-nas{1
ED 172.22.53.141

Windows
Client

gl

13 o Loy 0Ll (NAS) aSuidl JI Jswosll o315 ueSi9 (CiscoSecure NT (CSNT 9 CSU (1055 sudgs i
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CSU

ViewProfile -p 9900 -u async_client/. #
User Profile Information
}user = async_client
profile_id = 110
profile_cycle = 2
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} radius=Ci sco

} =check_itens

ci sco=2
Password(2) is "cisco" } reply_attributes= { 6=2 /- ---!
-- Service-Type(6) is Framed (2) 7=1 !--- Frame d-
Protocol(7) is PPP (1) } } } # ./ViewProfile -p 9900 -u
isdn_user

User Profile Information

Yuser = isdn_user

profile_id = 24

profile_cycle = 4

} radius=Ci sco

} =check_itens

ci sco=2
Password(2) is "cisco" } reply_attributes={ 6=2 ! --- !
--- Service-Type(6) is Framed (2) 7=1 ! --- Framed-
{ { { (Protocol(7) is PPP (1

.déylnio ISDN 9 Async _soaztiuue wliyeSs 0oSi dapmull o)l 13g) dpmnill, 1dla>o

CSNT RADIUS

:(CiscoSecure NT (CSNT J RADIUS ;554

.async_client g isdn_user puwl 33> ¢poaziawe clivl 09 .1
p il slac] pad 9 duwliodl H9,0)l dalS 9Si 29 .2
g95:dauinll dasla)l oo aJlll Luolicdl 30> (IETF) wo i)l dwaid Jac 9,2 RADIUS wlow pud 9 .3
OVl Gl §99 sl Ly 1da>NoPPP=(7 doull) Framedy Framed JsSgi9 » = (6 doull) doazl
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maui - nas- 0l#show running-config
... Building configuration

:Current configuration

!

version 12.0

service tinmestanps debug datetinme nsec

service tinmestanps | og datetine nmsec

servi ce password-encryption

1

host nane maui - nas- 01

!

aaa new node
Initiates the AAA access control system. !--- This ---!
command immediately locks down login and PPP
authentication. aaa authentication login default group
radius local !--- Exec login (for the list default) is
authenticated using methods !--- radius then local. The
router uses RADIUS for authentication at the !---
login(exec) prompt. If RADIUS returns an error, the user
is authenticated !--- using the local database. aaa
aut hentication | ogin NO AUTHEN none !--- Exec login (for
the list NO_AUTHEN) has authentication method none !---
(no authentication). Interfaces to which this list is
applied will not have !--- authentication enabled. Refer
to the console port (line con 0) configuration. aaa




aut hentication ppp default if-needed group radius |oca
!--- PPP authentication (for the list default) uses
methods radius then local. !--- The if-needed keyword
automatically permits ppp for users that have !---
successfully authenticated using exec mode. If the EXEC
facility has !--- authenticated the user, RADIUS
authentication for PPP is not performed. !----This is
necessary for clients that use terminal window after
dial. aaa authorization network default group radius
|l ocal !--- Authorization of network services (PPP
services) for the list default !--- uses methods radius
then local. This is neccessary if you use RADIUS !---
for the client IP address, Access List assignment and so
on. enabl e secret 5 <deleted> ! usernanme admi n password
7 <del eted> !--- This username allows for access to the
router in situations where !--- connectivity to the
RADIUS server is lost. This is because the AAA !---
configuration for exec login has the alternate method
local. spe 2/0 2/7 firmvare | ocation
system /ucode/ m ca_port_firnmnare ! resource-pool disable
! ip subnet-zero no ip finger ! isdn switch-type
primary-ni !--- Switch type is Primary NI-2. isdn voice-
call-failure O nta receive maxi numrecipients 0 ! !
controller T1 O !--- T1 0 controller configuration.
fram ng esf clock source line primary |inecode b8zs pri -
group timeslots 1-24 ! controller T1 1 !/--- T1 1 is
unused. clock source |ine secondary 1 ! controller T1 2
!--- T1 1 is unused. ! controller T1 3 /--- T1 1 is
unused. ! interface EthernetO ip address 172.22.53. 141
255.255.255.0 no ip directed-broadcast ! interface
Serial 0: 23 !--- D-channel configuration for T1 0. No ip
address no ip directed-broadcast encapsul ati on ppp
di al er pool -nenber 23 !--- Assign Serial0:23 as member
of dialer pool 23. !--- Dialer pool 23 is specified in
interface Dialer 1. !--- Interface Dialer 1 will
terminate the ISDN calls. isdn switch-type primary-ni
i sdn i ncom ng-voi ce nbdem !--- Switch incoming analog

calls to the internal digital modems. no cdp enable
interface FastEthernet0 no ip address no ip directed-
broadcast shutdown dupl ex auto speed auto ! interface
G oup- AsyncO !--- Async Group Interface for the modems.
i p unnunbered Ethernet0Q !--- Unnumbered to the ethernet
interface. no ip directed-broadcast encapsul ation ppp
async node interactive !--- Configures interactive mode
on the asynchronous interfaces. !--- This allows users
to dial in and get to a shell or PPP session on !---
that line. If you want Incoming users to only connect
. using PPP configure !--- async mode dedicated i nstead

peer default ip address pool ASYNC
Use the ip pool named "ASYNC" to assign ip address ---!

for !--- incoming connections. ppp authentication chap
group-range 1 48 !--- Lines(modems) 1 through 48 are in
this group async interface. ! interface Dialerl /---

Dialerl will terminate ISDN calls. ip unnunbered

Et hernetO no ip directed-broadcast encapsul ation ppp

di al er pool 23 !--- Dialer 1 uses dialer pool 23.
Interface Serial0:23 is !--- a member of this pool. peer
default ip address pool |SDN !--- Use the ip pool named
"ISDN" to assign 1ip address for !--- incoming
connections. no cdp enable ppp authentication chap ! ip
| ocal pool |SDN 172.22.53.142 172.22.53.145 /--- IP
address pool named "ISDN". !--- This pool will be

assigned to connections on interface Dialer 1. ip |ocal




pool ASYNC 172.22.53.146 172.22.53.149 !--- IP address

pool named "ASYNC". !--- This pool will be assigned to

incoming connections on Group-Async 0. !--- Note. This

address pool only has 4 addresses and is not sufficient

to !--- support all 48 nmodem lines. Configure your IP
pool with the address range !--- to support al

. connecti ons

ip classless

no ip http server

!

no cdp run

!

radi us-server host 172.22.53.201 auth-port 1645 acct-
port 1646 key cisco
Radius-server host IP address and encryption key. ---!
!--- The encryption key must match the onbe configured
on the RADIUS server. ! line con O exec-timeout 0 O
| ogi n authentication NO AUTHEN !--- Specifies that the
AAA list name assigned to the console is !--- NO_AUTHEN.
From the AAA configuration above, the list NO_AUTHEN !--
- does not use authentication. transport input none line
1 48 autoselect during-login !--- Displays the
username:password prompt after modems connect. !---
Without this the user must press enter to receive a
prompt. autosel ect ppp !--- When the NAS detects
incoming PPP packets, the PPP session !--- will be
launched. nmodem | nQut transport preferred none transport
input all transport output none line aux O line vty 0 4
! end

iceadl o aasgl

ey Lol eS| o gzl Lgolasiw] cliSay @ logles pudll 13D L9,

maui - nas- 0Ol#show caller user async_client detail

User: async_client, line tty 5, service Async
Active tine 00:01:04, Idle tine 00:00:22
Ti meout s: Absolute Idle I dl e
Sessi on Exec
Limts: - - 00: 10: 00

- - - : Di sconnect in

TTY: Line 5, running PPP on As5

Location: PPP: 172.22.53.148
The IP address assigned from the the IP pool. DSO: (slot/unit/channel)=0/0/7 Line: Baud ---!
rate (TX/RX) is 115200/115200, no parity, 1 stopbits, 8 databits Status: Ready, Active, No Exit
Banner, Async Interface Active HWPPP Support Active Capabilities: Hardware Flowcontrol In,
Har dware Fl owcontrol CQut Mdem Cal l out, Mbdem Rl is CD, Line usable as async interface
I ntegrated Modem Modem State: Ready User: async_client, line As5, service PPP Active tine
00:00:54, Idle time 00:00:23 Tineouts: Absolute Idle Limts: - - Disconnect in: - - PPP. LCP
Open, CHAP (<- aAaa), |PCP
CHAP authentication was performed by AAA. LCP: -> peer, ACCM AuthProto, Magi cNunmber, ---!
PConpr essi on, ACConpression <- peer, ACCM Magi cNurmber, PConpression, ACConpression NCP: Open
| PCP | PCP: <- peer, Address -> peer, Address |P: Local 172.22.53.141, renote 172.22.53.148
Counts: 40 packets input, 2769 bytes, 0 no buffer 1 input errors, 1 CRC, 0 frane, 0 overrun 24
packets output, 941 bytes, 0 underruns O output errors, O collisions, O interface resets naui-



nas- Ol#show caller user isdn_ user detail

User: isdn_user, line Se0:8, service PPP
Active tine 00:01:22, Idle tine 00:01: 24
Ti meout s: Absolute ldle
Limts: - 00: 02: 00
Di sconnect in: - 00: 00: 35

PPP: LCP Open, CHAP (<- Aaa), |PCP
CHAP authentication was performed by AAA. LCP. -> peer, AuthProto, Mgi cNunber <- peer, ---!
Magi cNunber NCP: Open | PCP | PCP: <- peer, Address -> peer, Address Dialer: Connected to
inbound Idle tinmer 120 secs, idle 84 secs Type is ISDN, group Dialerl
The ISDN Call uses int Dialerl. IP: Local 172.22.53.141, remote 172.22.53.142 -- !
The IP address was obtained from the local pool. Counts: 31 packets input, 872 bytes, 0 no -- !
buffer 0 input errors, 0 CRC, 0 frane, O overrun 34 packets output, 1018 bytes, 0 underruns O
output errors, O collisions, 5 interface resets
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-

CHAP Challenge

=k

I
I
I
I
I
I
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MAS receives Access-Accept from the server .. Jr ALAIABUTHORLCE

The MAS then uses the Authorization data from
the RADIUS zerver to authororize PPP and LCP

IPCP Hegotiation Begins
Address 1722253142

Address 172,22 53142
IPCP negotistion Cortinues

Inztall Eoutes and pazs data l\

| id

o>WoYly o Minall Jo,2) clasiwl gilaiuy il S CisCo o o ol debug radius oo Yl ol ki o
.l JavaScript 66 lg e3> Jzus Ul9 Yo Waoe GG Ul ey ¢ paiowy .dloixall

Mo

plaziw| by V o5 09 (J=alb QWUIWJJa%Mvﬂjdép:‘T(ﬂ)Q.ZQobhml rala> Mo
oo 3o e Jaaxll aiwal) RADIUS cllos| auxai wluwxi g2l gLVl juo s dal 2LVl a0
ologleall

maui - nas- 01#debug isdn q931

| SDN @31 packets debugging is on

maui - nas- 01#debug ppp negotiation

PPP protocol negotiation debugging is on

maui - nas- 01#debug ppp authentication

PPP aut henti cati on debugging is on

maui - nas- 01#debug modem

Modem control / process activation debugging is on
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maui - nas- 01#debug aaa authentication
AAA Aut henti cation debugging is on
maui - nas- 01#debug aaa authorization
AAA Aut hori zation debugging is on
maui - nas- 01#debug radius

RADI US protocol debugging is on

maui - nas- 01#

Apr 5 11:05:07.031: |SDN Se0:23: RX <- SETUP pd = 8 callref = Ox20FC

Setup message for incoming call. *Apr 5 11:05:07.031: Bearer Capability i = 0x8890218F *Apr ---!
5 11: 05: 07.031: Channel IDi = 0xA18387 *Apr 5 11:05:07.031: Called Party Number i = OxAL,
'81560" *Apr 5 11:05:07.035: %I ALER-6-BIND: Interface Serial0:6 bound to profile Dialerl *Apr 5
11: 05: 07. 035: |1 SDN Se0:23: TX -> CALL_PRCC pd = 8 callref = OxAOFC *Apr 5 11:05:07.035: Channel
IDi = 0xA98387 *Apr 5 11:05:07.043: 9%.I NK-3-UPDOMN: Interface Serial 0:6, changed state to up
*Apr 5 11:05:07.043: Se0:6 PPP: Treating connection as a callin *Apr 5 11:05:07.043: Se0: 6 PPP:
Phase is ESTABLI SHI NG Passive Open *Apr 5 11:05:07.043: Se0:6 LCP: State is Listen *Apr 5

11: 05: 07.047: |1SDN Se0:23: TX -> CONNECT pd = 8 callref = OxAOFC *Apr 5 11:05:07.047: Channel ID
i = OxA98387 *Apr 5 11:05:07.079: |SDN Se0:23: RX <- CONNECT_ACK pd = 8 callref = Ox20FC *Apr 5
11: 05: 07.079: | SDN Se0: 23: CALL_PROGRESS: CALL_CONNECTED call id 0x2D, bchan -1, dsl 0 *Apr 5
11: 05: 07.499: Se0:6 LCP: | CONFREQ [Listen] id 28 len 10 *Apr 5 11:05:07.499: Se0:6 LCP:

Magi cNunber 0x5078A51F (0x05065078A51F) *Apr 5 11:05:07.499: Se0: 6 AAA AUTHOR/ FSM (0): LCP
succeeds trivially *Apr 5 11:05:07.499: Se0:6 LCP: O CONFREQ [Listen] id 2 len 15 *Apr 5

11: 05: 07.499: Se0: 6 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:05:07.499: Se0:6 LCP:

Magi cNunber OxE05213AA (0x0506E05213AA) *Apr 5 11:05:07.499: Se0:6 LCP: O CONFACK [Listen] id 28
len 10 *Apr 5 11:05:07.499: Se0:6 LCP: Magi cNunmber 0x5078A51F (0x05065078A51F) *Apr 5

11: 05: 07.555: Se0:6 LCP: | CONFACK [ACKsent] id 2 len 15 *Apr 5 11:05:07.555: Se0:6 LCP:

Aut hProt o CHAP (0x0305C22305) *Apr 5 11:05:07.555: Se0:6 LCP: Magi cNunmber OxXxE05213AA
(0Ox0506E05213AA) *Apr 5 11:05:07.555: Se0:6 LCP: State is Open *Apr 5 11:05:07.555: Se0: 6 PPP:
Phase i s AUTHENTI CATING, by this end *Apr 5 11:05:07.555: Se0:6 CHAP: O CHALLENGE id 2 len 32
»from " maui - nas- 01" *Apr 5 11:05:07.631: Se0: 6 CHAP: I RESPONSE id 2 len 30 from "isdn_ user
Incoming CHAP response from "isdn_user". *Apr 5 11:05:07.631: AAA: parse nane=Serial0:6 idb ---!
type=12 tty=-1 *Apr 5 11:05:07.631: AAA: nanme=Serial 0: 6 fl ags=0x51 type=1 shel f=0 sl ot=0

adapt er=0 port=0 channel =6 *Apr 5 11:05:07.631: AAA: parse name= idb type=-1 tty=-1 *Apr 5

11: 05: 07. 631: AAA/ MEMORY: create_user (Ox619CEE28) user='isdn_user' ruser="" port='Serial 0:6'
rem addr =" i sdn/ 81560" aut hen_t ype=CHAP servi ce=PPP priv=1 *Apr 5 11:05:07.631: AAA/ AUTHEN START
(2973699846): port="Serial0:6" list="" action=LOd N service=PPP *Apr 5 11:05: 07. 631:

AAA/ AUTHEN/ START (2973699846): using "default" list *Apr 5 11:05:07.631: AAA/ AUTHEN
(2973699846): status = UNKNOWN *Apr 5 11:05:07.631: AAA/ AUTHEN START (2973699846): Met hod=r adi us
(radius) !--- AAA authentication method is RADIUS. *Apr 5 11:05:07.631: RADI US: ustruct
sharecount=1 *Apr 5 11:05:07.631: RADIUS: Initial Transmt Serial0:6 id 13 172.22.53. 201: 1645,
Access-Request, |en 87

Access-Request from the NAS to the AAA server. !--- Note the IP address in the Access- ---!
Request matches the IP address !--- configured using the command: !--- radius-server host
172.22.53.201 key cisco *Apr 5 11:05:07.631: Attribute 4 6 AC16358D

Apr 5 11:05:07.631: Attribute 5 6 00004E26*

Apr 5 11:05:07.631: Attribute 61 6 00000002*

Apr 5 11:05:07.631: Attribute 1 11 6973646E*

Apr 5 11:05:07.631: Attribute 30 7 38313536*

Apr 5 11:05:07.631: Attribute 3 19 0297959E*

Apr 5 11:05:07.631: Attribute 6 6 00000002*

Apr 5 11:05:07.631: Attribute 7 6 00000001*

+Apr 5 11:05:07.635: RADIUS: Received from id 13 172.22.53.201:1645%*
Access-Accept, len 32

Apr 5 11:05:07.635: Attribute 6 6 00000002*

Apr 5 11:05:07.635: Attribute 7 6 00000001*

JS.iu, RADIUS 3139 NAS (p: iS,51 pgé) debug radius oVl ;o (AVPS) doudl ad 21951 a5 8 o,
Jiadl

plaiw| Loy ¥ i 09 (J=all Qbylw_)bégm&))l_j*ojdépﬁinT(11)12.2L').ol_)l+ml :ala>No
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.debug radius z 5l Judx Lab aslSol L3Vl a0 8l el aui
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Access- Request 172.22.53.201:1645 id 13

Attribute Type 4: NAS-1P-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 20006

Attribute Type 61: NAS-Port-Type is | SDN- Synchronous
Attribute Type 1: User-Nane is isdn

Attribute Type 30: Called-Station-I1D(DNIS) is 8156
(Attribute Type 3: CHAP-Password is (encoded
Attribute Type 6: Service-Type is Framed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.22.53.201:1645 id 13

Attribute Type 6: Service-Type is Framed
Attribute Type 7: Franed-Protocol is PPP

o bl pi doaRl gg5 :Type 6 daull uluodm SV dlawlgs 0ju0 55 eld a5 SVl cllasV xuxuai 2,31 0
auaiy p9 (pqiogo 99 oS cuu 73I 6 clawdl ol ela>Y 15| PPP ¢ Type 7: Framed-protocol douullg
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Apr 5 11:05:07.635: AAA/ AUTHEN (2973699846): status = PASS*
Authentication is successful *Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR/ LCP: Aut horize LCP *Apr ---!
5 11: 05: 07.635: Se0: 6 AAA/ AUTHOR/ LCP (2783657211): Port="Serial 0:6" list="" service=NET *Apr 5
11: 05: 07. 635: AAA/ AUTHOR/ LCP: Se0: 6 (2783657211) user='isdn_user' *Apr 5 11:05:07.635: Se0:6
AAA/ AUTHOR/ LCP (2783657211): send AV service=ppp *Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR/ LCP
(2783657211): send AV protocol =lcp *Apr 5 11:05: 07. 635: Se0: 6 AAA/ AUTHOR/ LCP (2783657211): found
list "default” *Apr 5 11:05:07.635: Se0:6 AAA/ AUTHOR/ LCP (2783657211): Method=radi us (radius)
*Apr 5 11:05:07.635: Se0: 6 AAA/ AUTHOR (2783657211): Post authorization status = PASS REPL *Apr 5
11: 05: 07. 639: Se0: 6 AAA/ AUTHOR/ LCP: Processi ng AV service=ppp *Apr 5 11:05:07.639: Se0:6 CHAP: O
SUCCESS id 2 len 4 *Apr 5 11:05:07.639: Se0:6 PPP: Phase is UP *Apr 5 11:05:07.639: Se0:6
AAA/ AUTHOR/ FSM (0): Can we start |PCP? *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369):
Port="Serial 0:6' list="" service=NET *Apr 5 11:05:07.639: AAA/ AUTHOR/ FSM Se0: 6 (3184893369)
user="isdn_user' *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369): send AV servi ce=ppp
*Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM (3184893369): send AV protocol =ip *Apr 5 11: 05: 07. 639:
Se0: 6 AAA/ AUTHOR/ FSM (3184893369): found list "default” *Apr 5 11:05:07.639: Se0:6
AAA/ AUTHOR/ FSM (3184893369) : Met hod=radi us (radius) *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR
(3184893369): Post authorization status = PASS REPL *Apr 5 11:05:07.639: Se0: 6 AAA/ AUTHOR/ FSM
We can start I PCP *Apr 5 11:05:07.639: Se0:6 | PCP: O CONFREQ [ Not negotiated] id 2 len 10 *Apr 5
11: 05: 07.639: Se0:6 | PCP: Address 172.22.53.141 (0Ox0306AC16358D) *Apr 5 11:05:07.675: Se0:6
I PCP: | CONFREQ [REQsent] id 13 len 10 *Apr 5 11:05:07.675: Se0:6 | PCP: Address 0.0.0.0
(0x030600000000) *Apr 5 11:05:07.675: Se0:6 AAA/ AUTHOR/ I PCP: Start. Her address 0.0.0.0, we want
0.0.0.0 *Apr 5 11:05:07.675: Se0: 6 AAA/ AUTHOR/ | PCP: Processing AV service=ppp *Apr 5
11: 05: 07. 675: Se0: 6 AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded *Apr 5 11:05:07.675: Se0: 6
AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 0.0.0.0 *Apr 5 11:05:07.675: Se0: 6 IPCP:
Pool returned 172.22.53.142
IP address for the peer obtained from the pool *Apr 5 11:05:07.675: Se0:6 | PCP: O CONFNAK ---!
[REQsent] id 13 Ilen 10 *Apr 5 11:05:07.675: Se0:6 | PCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.699: Se0:6 I PCP: | CONFACK [REQsent] id 2 len 10 *Apr 5 11:05:07.699: Se0:6
| PCP: Address 172.22.53.141 (0x0306AC16358D) *Apr 5 11:05:07.707: Se0:6 | PCP. | CONFREQ
[ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 | PCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ I PCP: Start. Her address 172.22.53.142, we want



172.22.53.142 *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): Port='"Serial 0:6" list=""
servi ce=NET *Apr 5 11:05:07.707: AAA/ AUTHOR/ | PCP: Se0: 6 (3828612481) user='isdn_user' *Apr 5

11: 05: 07. 707: Se0: 6 AAA/ AUTHOR/ | PCP (3828612481): send AV service=ppp *Apr 5 11:05:07.707: Se0:6
AAA/ AUTHOR/ | PCP (3828612481): send AV protocol =ip *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP
(3828612481): send AV addr*172.22.53.142 *Apr 5 11:05:07.707: Se0:6 AAA AUTHOR/ | PCP
(3828612481): found list "default” *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP (3828612481):

Met hod=r adi us (radius) *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR (3828612481): Post authorization
status = PASS REPL *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Rej ect 172.22.53.142, using
172.22.53. 142 *Apr 5 11:05:07.707: Se0: 6 AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp *Apr 5

11: 05: 07. 707: Se0: 6 AAA/ AUTHOR/ | PCP: Processing AV addr*172.22.53.142 *Apr 5 11:05:07.707: Se0:6
AAA/ AUTHOR/ | PCP:  Aut hori zation succeeded *Apr 5 11:05:07.707: Se0:6 AAA/ AUTHOR/ | PCP: Done. Her
address 172.22.53. 142, we want 172.22.53.142 *Apr 5 11:05:07.707: Se0:6 | PCP: O CONFACK
[ACKrcvd] id 14 len 10 *Apr 5 11:05:07.707: Se0:6 | PCP: Address 172.22.53.142 (0x0306AC16358E)
*Apr 5 11:05:07.707: Se0:6 I PCP: State is Open *Apr 5 11:05:07.711: Dil IPCP: Install route to
172.22.53.142

IPCP state is open. A route to the remote peer is installed *Apr 5 11:05:08.639: ---!

%1 NEPROTO- 5- UPDOAN:  Li ne protocol on Interface Serial 0:6, changed state to up *Apr 5

11: 05: 13. 043: 9% SDN- 6- CONNECT: Interface Serial0:6 is now connected to isdn_user naui-nas-01#
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maui - nas- 01#

Apr 5 11:05:53.527: | SDN Se0:23: RX <- SETUP pd = 8 callref = 0x21C5*

Incoming Setup message for Async Call. *Apr 5 11:05:53.527: Bearer Capability i = O0x9090A2 ---!
*Apr 5 11:05:53.527: Channel IDi = 0xA18388 *Apr 5 11:05:53.527: Progress Ind i = 0x8183 -
Oigination address is non-1SDN *Apr 5 11:05:53.527: Called Party Number i = OxAl, '81560' *Apr
5 11:05:53.531: |1SDN Se0:23: TX -> CALL_PROC pd = 8 callref = OxA1C5 *Apr 5 11:05:53.531:
Channel IDi = 0xA98388 *Apr 5 11:05:53.531: |SDN Se0:23: TX -> ALERTING pd = 8 callref = OxAlC5
*Apr 5 11:05:53.667: | SDN Se0:23: TX -> CONNECT pd = 8 callref = OxA1C5 *Apr 5 11:05:53.683:

| SDN Se0: 23: RX <- CONNECT_ACK pd = 8 callref = 0x21C5 *Apr 5 11:05:53.687: |SDN Se0: 23:
CALL_PROGRESS: CALL_CONNECTED call id Ox2E, bchan -1, dsl 0 *Apr 5 11:06:10.815: TTY5: DSR cane
up *Apr 5 11:06:10.815: tty5: Modem |DLE->(unknown) *Apr 5 11:06:10.815: TTY5: EXEC creation
*Apr 5 11:06: 10. 815: AAA: parse nane=tty5 idb type=10 tty=5 *Apr 5 11:06: 10.815: AAA. nane=tty5
flags=0x11l type=4 shel f=0 sl ot=0 adapter=0 port=5 channel =0 *Apr 5 11:06: 10. 815: AAA: parse
name=Serial 0:7 idb type=12 tty=-1 *Apr 5 11:06: 10.815: AAA: nane=Serial 0: 7 fl ags=0x51 type=1
shel f=0 sl ot=0 adapter=0 port=0 channel =7 *Apr 5 11: 06: 10. 815: AAA/ MEMORY: create_user
(0x614D4DBC) user="' ruser=""' port="tty5 remaddr="async/81560" authen_type=ASClI| service=LOG N
priv=1l *Apr 5 11:06: 10. 815: AAA/ AUTHEN START (2673527044): port="tty5' list="" action=LOd N
service=LOG N *Apr 5 11:06: 10. 815: AAA/ AUTHEN START (2673527044): using "default" list *Apr 5
11: 06: 10. 815: AAA AUTHEN START (2673527044): Method=radi us (radius) *Apr 5 11:06: 10. 815:

AAA AUTHEN (2673527044): status = GETUSER *Apr 5 11:06:10.815: TTY5: set tinmer type 10, 30
seconds *Apr 5 11:06:13.475: TTY5: Autoselect(2) sanple 7E *Apr 5 11:06: 13.475: TTY5:

Aut osel ect (2) sanple 7EFF *Apr 5 11:06:13.475: TTY5: Autosel ect(2) sanple 7EFF7D *Apr 5

11: 06: 13.475: TTY5: Autosel ect(2) sanple 7EFF7D23 *Apr 5 11:06: 13.475: TTY5 Autoselect cmd: ppp
negotiate

the router recongnizes the ppp packets and launches ppp. *Apr 5 11:06: 13.475: ---!

AAA/ AUTHEN ABORT: (2673527044) because Autosel ected. *Apr 5 11:06: 13.475: AAA/ MEMORY: free_user
(0x614D4DBC) user="' ruser=""' port="tty5 remaddr="async/ 81560 authen_type=ASClI| service=LOG N
priv=1l *Apr 5 11:06:13.479: TTY5: EXEC creation *Apr 5 11:06:13.479: TTY5: create tiner type 1,
600 seconds *Apr 5 11:06:13.607: TTY5: destroy tinmer type 1 (OK) *Apr 5 11:06:13.607: TTY5:
destroy tiner type O *Apr 5 11: 06: 15. 607: 9%. NK-3- UPDOMN: | nterface Async5, changed state to up
*Apr 5 11:06:15.607: As5 PPP: Treating connection as a dedicated line *Apr 5 11:06: 15. 607: As5
PPP: Phase is ESTABLISHING, Active Open

PPP negotiation begins. *Apr 5 11:06:15.607: As5 AAA AUTHOR/ FSM (0): LCP succeeds ---!
trivially *Apr 5 11:06: 15.607: As5 LCP: O CONFREQ [Closed] id 1 len 25 *Apr 5 11:06: 15.607: As5
LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:15.607: As5 LCP: Aut hProto CHAP
(0x0305C22305) *Apr 5 11:06:15.607: As5 LCP: Magi cNunber O0xE0531DB8 (0x0506E0531DB8) *Apr 5

11: 06: 15. 607: As5 LCP: PFC (0x0702) *Apr 5 11:06:15.607: As5 LCP: ACFC (0x0802) *Apr 5

11:06: 16.487: As5 LCP: | CONFREQ [REQsent] id 3 len 23 *Apr 5 11:06: 16.487: As5 LCP: ACCM
0x000A0000 (0x0206000A0000) *Apr 5 11:06:16.487: As5 LCP: Magi cNunber 0x65FFA5C7
(0x050665FFA5C7) *Apr 5 11:06:16.487: As5 LCP: PFC (0x0702) *Apr 5 11:06:16.487: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:16.487: As5 LCP: Callback 6 (0x0D0306) *Apr 5 11:06:16.487: Unthrottle 5



*Apr 5 11:06:16.487: As5 LCP: O CONFREJ [REQsent] id 3 len 7 *Apr 5 11:06: 16.487: As5 LCP
Cal I back 6 (0x0D0306) *Apr 5 11:06:17.607: As5 LCP: TIMeout: State REQsent *Apr 5 11:06:17.607:
As5 LCP: O CONFREQ [REQsent] id 2 len 25 *Apr 5 11:06:17.607: As5 LCP: ACCM 0x000A0000
(0x0206000A0000) *Apr 5 11:06:17.607: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5
11: 06: 17. 607: As5 LCP: Magi cNunber OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.607: As5 LCP: PFC
(0x0702) *Apr 5 11:06:17.607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:17.735: As5 LCP: | CONFACK
[REQsent] id 2 len 25 *Apr 5 11:06:17.735: As5 LCP: ACCM 0x000AO0000 (0x0206000A0000) *Apr 5
11: 06: 17. 735: As5 LCP: Aut hProto CHAP (0x0305C22305) *Apr 5 11:06:17.735: As5 LCP: Magi cNumber
OxEO0531DB8 (0x0506E0531DB8) *Apr 5 11:06:17.735: As5 LCP: PFC (0x0702) *Apr 5 11:06:17.735: As5
LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: | CONFREQ [ACKrcvd] id 4 len 23 *Apr 5
11: 06: 19.479: As5 LCP: ACCM 0x000AO0000 (0x0206000A0000) *Apr 5 11:06:19.479: As5 LCP
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.479: As5 LCP: PFC (0x0702) *Apr 5
11: 06: 19. 479: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.479: As5 LCP: Call back 6 (0x0D0O306) *Apr 5
11: 06: 19.479: As5 LCP: O CONFREJ [ACKrcvd] id 4 len 7 *Apr 5 11:06:19.479: As5 LCP: Call back 6
(0x0D0306) *Apr 5 11:06:19.607: As5 LCP: TIMeout: State ACKrcvd *Apr 5 11:06:19.607: As5 LCP: O
CONFREQ [ACKrcvd] id 3 len 25 *Apr 5 11:06:19. 607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)
*Apr 5 11:06:19.607: As5 LCP: AuthProto CHAP (0x0305C22305) *Apr 5 11:06:19.607: As5 LCP
Magi cNunber OxE0531DB8 (0x0506E0531DB8) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5
11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: | CONFREQ [ REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5
11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.607: As5 LCP: O CONFACK [ REQsent] id 5 len
20 *Apr 5 11:06:19.607: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.607: As5 LCP
Magi cNunber Ox65FFA5C7 (0x050665FFA5C7) *Apr 5 11:06:19.607: As5 LCP: PFC (0x0702) *Apr 5
11: 06: 19. 607: As5 LCP: ACFC (0x0802) *Apr 5 11:06:19.719: As5 LCP: | CONFACK [ACKsent] id 3 len
25 *Apr 5 11:06:19.719: As5 LCP: ACCM 0x000A0000 (0x0206000A0000) *Apr 5 11:06:19.719: As5 LCP
Aut hProt o CHAP (0x0305C22305) *Apr 5 11:06:19.719: As5 LCP: Magi cNumber 0OxE0531DB8
(O0x0506E0531DB8) *Apr 5 11:06:19.719: As5 LCP: PFC (0x0702) *Apr 5 11:06:19.719: As5 LCP: ACFC
(0x0802) *Apr 5 11:06:19.719: As5 LCP: State is Open *Apr 5 11:06:19.719: As5 PPP: Phase is
AUTHENTI CATING by this end *Apr 5 11:06:19.719: As5 CHAP: O CHALLENGE id 1 len 32 from "maui -
"nas- 01" *Apr 5 11:06:19.863: AsS5 CHAP: I RESPONSE id 1 len 33 from "async_client
Incoming CHAP response from "async_client". *Apr 5 11:06:19.863: AAA: parse name=Async5 idb ---!
type=10 tty=5 *Apr 5 11:06: 19.863: AAA: nanme=Async5 fl ags=0x11 type=4 shel f=0 sl ot=0 adapter=0
port=5 channel =0 *Apr 5 11: 06:19. 863: AAA: parse nane=Serial 0:7 idb type=12 tty=-1 *Apr 5
11: 06: 19. 863: AAA: nane=Serial 0: 7 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0 port=0 channel =7
*Apr 5 11:06:19.863: AAA/ MEMORY: create_user (0x6195AE40) user='async_client' ruser='
port="Async5' rem addr="async/81560" authen_type=CHAP servi ce=PPP priv=1 *Apr 5 11:06: 19. 863:
AAA/ AUTHEN START (2673347869): port="Asynch' list="" action=LOG N servi ce=PPP *Apr 5
11: 06: 19. 863: AAA/ AUTHEN START (2673347869): using "default" list *Apr 5 11:06: 19. 863:
AAA/ AUTHEN (2673347869): status = UNKNOWN *Apr 5 11:06:19. 863: AAA/ AUTHEN START (2673347869) :
Met hod=r adi us (radius) *Apr 5 11:06:19.863: RADI US: ustruct sharecount=1 *Apr 5 11:06:19.867:
,RADIUS: Initial Transmit Async5 id 14 172.22.53.201:1645
Access-Request, len 90

Apr 5 11:06:19.867: Attribute 4 6 AC16358D*
Apr 5 11:06:19.867: Attribute 5 6 00000005*
Apr 5 11:06:19.867: Attribute 61 6 00000000*
Apr 5 11:06:19.867: Attribute 1 14 6173796E*
Apr 5 11:06:19.867: Attribute 30 7 38313536*
Apr 5 11:06:19.867: Attribute 3 19 01B8292F*
Apr 5 11:06:19.867: Attribute 6 6 00000002*
Apr 5 11:06:19.867: Attribute 7 6 00000001*

Apr 5 11:06:19.867: RADIUS: Received from id 14 172.22.53.201:1645*
Access-Accept, len 32

Apr 5 11:06:19.867: Attribute 6 6 00000002*

Apr 5 11:06:19.871: Attribute 7 6 00000001*
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Access- Request 172.22.53.201:1645 id 14
Attribute Type 4: NAS-IP-Address is 172.22.53.141
Attribute Type 5: NAS-Port is 5
Attribute Type 61: NAS-Port-Type is Asynchronous
Attribute Type 1. User-Nane is asyn
Attribute Type 30: Called-Station-ID(DNIS) is 8156
(Attribute Type 3: CHAP-Password is (encoded
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP

Access- Accept 172.22.53.201:1645 id 14
Attribute Type 6: Service-Type is Franed
Attribute Type 7: Franed-Protocol is PPP
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Apr 5 11:06:19.871: AAA/ AUTHEN (2673347869): status = PASS*

Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP: Aut horize LCP*

"=Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): Port='Async5' |ist*
servi ce=NET

"Apr 5 11:06:19.871: AAA/ AUTHOR/ LCP: As5 (3232903941) user='async_client*
Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): send AV service=ppp*
Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): send AV protocol =l cp*
"Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): found list "default*
(Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP (3232903941): Method=radi us (radi us*
Apr 5 11:06:19.871: As5 AAA/ AUTHOR (3232903941): Post authorization status*
PASS REPL =

Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp*

Apr 5 11:06:19.871: As5 CHAP: O SUCCESS id 1 len 4*

Apr 5 11:06:19.871: As5 PPP: Phase is UP*

?Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (0): Can we start | PCP*

"=Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): Port="'"Async5' list*
servi ce=NET

"Apr 5 11:06:19.871: AAA/ AUTHOR/ FSM As5 (1882093345) user='async_client*
Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): send AV servi ce=ppp*
Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): send AV protocol =i p*
"Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): found list "defaul t*
(Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM (1882093345): Met hod=r adi us (radi us*
Apr 5 11:06:19.871: As5 AAA/ AUTHOR (1882093345): Post authorization status*
PASS REPL =

Apr 5 11:06:19.871: As5 AAA/ AUTHOR/ FSM We can start | PCP*

Apr 5 11:06:19.875: As5 IPCP: O CONFREQ [Closed] id 1 len 10*

(Apr 5 11:06:19.875: As5 | PCP: Address 172.22.53.141 (0x0306AC16358D*
Apr 5 11:06:19.991: As5 IPCP: | CONFREQ [ REGsent] id 1 |len 34*

(Apr 5 11:06:19.991: As5 | PCP: Address 0.0.0.0 (0x030600000000*



(Apr 5 11:06:19.991: As5 | PCP: Pri maryDNS 0.0.0.0 (0x810600000000*
(Apr 5 11:06:19.991: As5 | PCP: PrimaryWNS 0.0.0.0 (0x820600000000*
(Apr 5 11:06:19.991: As5 | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000*
(Apr 5 11:06:19.991: As5 | PCP: SecondaryW NS 0.0.0.0 (0x840600000000*

,Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ I PCP: Start. Her address 0.0.0.0*

we want 172.22.53.148

The address for the peer obtained from the pool. *Apr 5 11:06:19.991: As5 AAA/ AUTHOR/ | PCP: ---1!
Processi ng AV service=ppp *Apr 5 11:06: 19.991: As5 AAA/ AUTHOR/ | PCP: Aut hori zation succeeded *Apr
5 11: 06:19.991: As5 AAA AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5

11: 06: 19.991: As5 | PCP: O CONFREJ [REQsent] id 1 len 22 *Apr 5 11:06:19.991: As5 | PCP:
PrimaryWNS 0.0.0.0 (0x820600000000) *Apr 5 11:06:19.995: As5 | PCP: SecondaryDNS 0.0.0.0
(0x830600000000) *Apr 5 11:06:19.995: As5 | PCP: SecondaryWNS 0.0.0.0 (0x840600000000) *Apr 5
11: 06: 20. 007: As5 IPCP: | CONFACK [REQsent] id 1 len 10 *Apr 5 11:06:20.007: As5 | PCP: Address
172.22.53. 141 (0x0306AC16358D) *Apr 5 11:06:20.119: As5 IPCP: | CONFREQ [ACKrcvd] id 2 len 16
*Apr 5 11:06:20.119: As5 | PCP: Address 0.0.0.0 (0x030600000000) *Apr 5 11:06:20.119: As5 | PCP:
PrimaryDNS 0. 0.0.0 (0x810600000000) *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ I PCP: Start. Her address
0.0.0.0, we want 172.22.53.148 *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ | PCP: Processi ng AV

servi ce=ppp *Apr 5 11:06:20.119: As5 AAA/ AUTHOR/ | PCP: Authori zation succeeded *Apr 5

11: 06: 20. 119: As5 AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 172.22.53.148 *Apr 5

11: 06: 20.119: As5 I PCP: O CONFNAK [ACKrcvd] id 2 len 16 *Apr 5 11:06:20.119: As5 | PCP: Address
172.22.53. 148 (0x0306AC163594) *Apr 5 11:06:20.119: As5 IPCP: PrimaryDNS 172.22.53. 210
(O0x8106AC1635D2) *Apr 5 11:06:20.231: As5 IPCP: | CONFREQ [ACKrcvd] id 3 len 16 *Apr 5

11: 06: 20. 231: As5 | PCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5 11:06:20.231: As5 | PCP:
PrimaryDNS 172.22.53.210 (0x8106AC1635D2) *Apr 5 11:06:20.231: As5 AAA/ AUTHOR/ | PCP: Start. Her
address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06: 20. 231: As5 AAA/ AUTHOR/ | PCP
(3727543204): Port="Async5' list="" service=NET *Apr 5 11:06:20.231: AAA/ AUTHOR/ | PCP: As5
(3727543204) user='async_client' *Apr 5 11:06: 20.231: As5 AAA/ AUTHOR/ | PCP (3727543204): send AV
servi ce=ppp *Apr 5 11:06:20.231: As5 AAA AUTHOR/ | PCP (3727543204): send AV protocol =ip *Apr 5
11: 06: 20. 231: As5 AAA/ AUTHOR/ | PCP (3727543204): send AV addr*172.22.53.148 *Apr 5 11:06: 20. 231:
As5 AAA AUTHOR/ | PCP (3727543204): found list "default" *Apr 5 11:06:20.231: As5 AAA/ AUTHCOR/ | PCP
(3727543204): Met hod=radi us (radius) *Apr 5 11:06:20.235: As5 AAA/ AUTHOR (3727543204): Post

aut hori zation status = PASS REPL *Apr 5 11:06:20.235: As5 AAA/ AUTHOR/ | PCP: Rej ect 172.22.53. 148,
using 172.22.53.148 *Apr 5 11:06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp *Apr 5
11: 06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Processing AV addr*172.22.53.148 *Apr 5 11:06: 20. 235: As5
AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded *Apr 5 11:06: 20. 235: As5 AAA/ AUTHOR/ | PCP: Done. Her
address 172.22.53.148, we want 172.22.53.148 *Apr 5 11:06: 20.235: As5 | PCP: O CONFACK [ ACKrcvd]
id 3 len 16 *Apr 5 11:06:20.235: As5 | PCP: Address 172.22.53.148 (0x0306AC163594) *Apr 5

11: 06: 20. 235: As5 | PCP: PrimaryDNS 172.22.53.210 (0Ox8106AC1635D2) *Apr 5 11:06:20.235: As5 | PCP:
State is OQpen *Apr 5 11:06: 20. 235: As5 IPCP: Install route to 172.22.53.148

Route to remote peer is installed. *Apr 5 11:06: 20. 871: 9%. NEPROTO 5- UPDOAN: Li ne protocol ---!
on Interface Async5, changed state to up

do olbd ol
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