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Add Mew Certificate

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and
dentify certificate.

Drmviice™: FTD-1 e

Cert Enralbment™ : Select a certificabe entrollment objedt o -.-_:;

S Cancel

3.2 lywe Judbsé IJlouold goee gdlpd lJowsse pedspele CAC 2y ug lJogwesd: Uuolss
£9.9€6 Slusl Jol 09 p9 o B 1Ju29,6.

Add Cert Enrollment ?

Name* | FTD-1-Seli-Signed |
Cegcrphon
m Certificate Parameters  Key  Revocation

Enraliment Type: | seif Signed Certificate ~|

. Commaon Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN. To configure
— M, please navigate to 'Cerbificate Paramebers’ tab,

AMllew Overrides ]

Save ] Cancsl
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Add Cert Enrallment ? X
Hame™ FTD-1-S=lf-Signed
Cregcniplson
CA Information e eI TAT HG 0 Key  Revocation
Include FODHN: Use Device Hostrame as FODN "'

Include Dewce's [P Address:

Common Mame (CN): fftd1. example.com |
Organczation Unit [(OU]): Cisen Syilems

Orgamization [0): TAC

Lecality (L)

State (ST):

Country Code {C): Comma separated country codes

Email (E):

h include Device's Seral Number

fllew Overndeas ]

Save Cancel |
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Add Cert Enrollment ?

Hame® FTD-1-S=lf-Signed

Cescrighion

CA Information  Certificate Parameters m Ravacation

Key Type: ® psa ) ECDSA
Key Name:® sDefaulb-RSA-Key =
Key Size: Z043 o

= | Advanced Settings

[] 1gnore tRsec Key Usage
Do not validate valves in the Koy Usage and ectended Koy Usape exvdonskons of [Psec remabs client cortificates.

Allow Cverrides ]

Save | Cancel
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Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FTD-1-Self-Signed v | igd

Cert Enraliment Details:

MName: FTD-1-Self-

Signed
Enrallment Type: Self-Signed
SCEP URL: M,
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) Add
Mame Domain Enrollment Type Status
s B FTD-1

FTD-1-5elf-Signed Global Salf-Signed @Ch (4D PO H
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Add Mew Certificate

L]

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and
dentify certificate.

Drevice™: FTD-1 e
iCert Enrollment™: Select a certificabe entrollment objedt il (¥
Add Cancel
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Add Cert Enrollment
Hame*®

Cescnphon

IFI'EI-i-H:anu-uI |

m Certificate Parameters  Key  Revocation

Enrollment Typ=:

Ca Certificate:

fllew Overndas

IHanual w I

MITESzCCAjOgAwWIBAGIIISWaBSer S QwDY IKeZThwie NAQELE QAW A
MjEaMBQGALLE
ChMRE Y 2BglalzdGN oy BUUMRFDASEQNYBAMT C120TIBSE2 S
DIEMNBMEXDTIW
MDQWNTIZMkwMFoXDTIXMOQWNTIZMjkwMFow0)EaMBgGAIUE
ChMRQZY 2831z
T eyBLUOUMHD AsBgNVEBAMTE L ZOTiBIbnRlom1IZGhdGUgE
QOEIMANGLSG
ACGEBAQUAAAT BDwirw pg EKADIBAGDIL mfuy R Uoyprob FsWs
mnUktovHen
glowZsohvoigl/LpZy yuawWRINWSSn 2gUBY MY T44sRw T AK
wiyR OO 1ISIT
ESsuRG0Y ryr TG IeNDgAraqlg Ve DeAjnrp CWDYRHHY AT BT GXHI
NGy P
SRt dgudy aFsiw = DORIYEHLoESFlsfenrOekembi B kakmOauhps

Save

Camo=|
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Add Cert Enrallment T

Hame* FTD-1-Manuwal
Crescrpdsan
CA Information EEE=guijletoWinle o Key  Revocation
Include FOIDN: Use Device Hostname as FODM -

Include Devic='s [P Address:

Common Mame {CN): | frd1. example.com |
Cirganazakion Unit (U2 Cisco Systems

Organczatran (0): TAC

Locality (L):

State (5T):

Cauntry Cade {C): Cormmia senarabed country codes

Email (E):

[] tnclude Device's Serial Number

Bllew Overndes |_|

Cave Cancsl
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Add Cert Enrollment R

hame* FTL-1-Marual

Descngiian

CA Information  Certificate Parametars m Revacation

Key Type: ® rsa () ECDSA
Key Name:™® = Default-FE54- ey =
Eey Size: 2048 bl

= | Advanced Settings

I_I lgnore [Psec Key LUisage

Do aot validate values bn bhe Koy Uisage and exctended Koy Uisage axensions of IPsec remaede clent certificatos

dllew Overndes n

Save | Cancel
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Add Cert Enrollment ?

Hame*® FTD-1-Manusal

Cescrighion

CA Information  Certificate Parametars  Kay

[_| Enable Certificate Revocation Lists (CRL)

il_".--. CRL detmbubion paurt fram the certihicate
._l lmer static URL configured
CRL Server LURLs:™ 3

[ Enable Onine Certificate Status Protocel (0CSP)

OCSP Server URL: gts OSSP URL from certificate if not provided

™ consider the certificate valid if revecation infermation can not be reached

Allow Cverrides ]

| Save | cancel
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Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Deevice™; FTD-1

Cert Enrollment™: FT=1-Marual -

&

Cert Enraliment Details:

Mame: FTO-1-Mamwal
Enrollment Type: Marial
SCEP URL: M

8. &> peldeo lUbdo: w @30 FMC ¢sl) luolo Giolss 09s6. 1u8) iy [Jogss Jel 09 p9 0z O
lJuo9,6.

Overview  Analysis Policies HSUISEE Objects AMP  Intelligence

System  Help »  admin »
Drevice Management NAT VPN ¥ Qas Platfarm Settings FlexCanfig Certificates

| Add
Name Domain Enrollment Type Status.
4 @l FTD-1
FTD-1-Manual Global Manual WCA m , Identity certificate Import required DO

9. sbo, lbl, sedp I CSR g3 lud, eds vep Jel 09 pooe B 1Uuos)s.
. .
Warning

) This operation will generate

. Certihicate Signing Request do you
want to conbinue?
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P9oT IS 1Juoys.
Import Identity Certificate

Step 1
Zend Certificate Sianing Request {CSR) to the Certificate Autharity,

Certificate Signing Request (Copy the CSR below and send to the Certificate Sutheriby):

-----BEGIN CERTIFICATE REQUEST-----
MIICzrCCAbcCA AW ZEZMBoGALUEAMOZ nE kM5 Sle GRt G LmNvE TEMMADGALILE
ChMDVEFDME WA TVOOLEW 1 DakMiby BT XM OZW L 2MRCWED Y IKo Z T e NAQkCFgVm
dGQ-L‘I'-ITC-EAEJ".i.'EQYJHE?.]h-.-Erlﬂ.QEEEqn.DggEF'.ﬂ.[I-CChq-:lEggEEﬁEmU}E]hqﬂuﬂJJ
UiplTME O&8 O MBS Fot Y eOn inl B2+ onWFGTe+ fEICSEd N4 T 1 Cs 00 IFH2 430
POy la QCuaf0eTOR ylar Qe Sl TT oY S c HHSE + BNG R ainnx U ccljuk 365
u‘FLIEl."EEFI:IIEHEUDIEG-DFEEIMIHHUK}I]ELGLHM']FE-DH‘-IJJK]HRPEF‘.E]‘fB.’:;L?.‘I.fdmC
kEbEL2+xd+ TOR& N pME+WEMIBCTZ SuxBroB gGeHM A 1R MG xdnfGivPEMabgmy +
choScZgiRTahvSwolQHEN0S & oVicX LI hHE 1 arSURAWSS 2oy RIHP SVMiKa
D e e e

. W

Step 2
Once certificabe authonty responds back with identity certificate file, import it to device.

[dentity Certificabe File: | fid1,ot I Browse Identity Certificate I

Cancel
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Add Mew Certificate

"
b4

Add a new certificate to the device using cert enrollment abject which is uted to generate CA and

dentify certificate.

Ceevice™: FTD-1

iCert Enralbment™; Select a certificabe entrollment objedt W .',__;

S Cancel

3. 223 luwp Judbs IUlouold soze edlpd IJowsse pedsple CACuse Iouwesd: pdod
PKCS12. ooz IJs pdwd PKCS12 1Uss wp logulge 9gas0. bgd Hes Ide9) Idpuwedse gud

losile PKCS12 Jol 09 o9 02 s 1JLo9,6.

Add Cert Enrollment

7 M
Mame® [Fio-1-pRCs12 |
Cegcniplson
RO Certificate Parameaters  Key  Revocation
Enroliment Tygpe: LPxcs1z File ~ |

| Erowse PrCS1Z File I

PEICE12 File™: PRCS12Fe.plx
Passphrase: foenes
Alow Overrides ]

Save | Cancel |
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Add Cert Enrollment

Hame™ FTD-1-PECE1Z2

Descnpindn

CA Information  Certaficate Parameters  HKey BT

] Enable Certificate Revecation Lists (CRL)

=N

CRL Server LIRLs:™

| Enable Online Certificate Status Protocol [DCSP)
OCSP Server URL:

| Consider the certificate valid if revocation information can not be reached

dllew Owverndes |_|
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Add New Certificate T M

#dd a new certificate to the device using cert enrollment object which = used to generate CA and
wdentify eartificate.

Demvice™: FTD-1 w

Cert Enrollment™: FTD-1-PKCS12 el |

Cert Enraliment Details:

Mame: FTD-1-PKCS12
Enrollment Type: FECE12 fle
SCEP URL: M

6. vz IJopld Idyvelse PKCS12: wlbo, Jel 09 p9 oz Vs [Juo9)s.

Overview Analysis  Policies JISUTEEE Objects | AMP  Intelligence Jeplo System Help v  admin
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¥ Add
Mame Domain Enrollment Type Status
4 & FTD-1
FTD-1-PKCS512 Global PKCS12 file \Ca| [EID 206

oS ldywolys
oSy [dywoelss [Jes e Slosl
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Warning

7 4 Re-enrolling the certificate will clear the existing certificate from the
~ device and install the certificate again,

Are you sure, vou want to re-enroll the certificate?

3. swp >g IJusdse IUslos Idpwess [Js FTD. spdu Idozdd pu o3l IJlz)le g 1Jud)y 999
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Warning

This operation will generate

- Certificate Signing Request do you
want to continue?
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Import Identity Certificate T

Shep 1
Send Certificate Signing Request {CSR) to the Certificate Authonty.

Certificate Si1grng Request (Copy the TSR belaw and s&nd ko the Certificate Authariby):

-——-BEGIN CERTIFICATE REQUIEST-----
ML Czn0CAbcCAWYZEZMBCGAL UEAXM Z nRkMS SleGFtc Gl mNvb TEMMARGAIUE P
HMOVEFDMAY W FAYDWQOLES L DasM by BTN 00N 1 2 R OWE g K o2 Thive MACKCFgWm
GQI:I'-!T-ED!.E,HI:q*f]H|}2]h-.-1:r-lﬂ.QEEEQ&DQQEPAE{CAQaEggEE.!.JuuU{Qthi]qSLu

pl MM OG8N NES 25 v Ongind B2+ onWiGle = fEIcSEd 4T 1 Csbal FH 24P 34
dPbChyclaBCusf 0eTOR vho Qe St TToeY S cHHT L+ BNG R ainnxUccljukBaSe

ue],-':Ielr.r:{EHELIGzn:G-uk'EImJnF'.uRJ[]EmLL.‘Nu!FEDan]]h?ﬁl-;E]'FEIr.LI'.-'dmC

bKL2+xd+ TORAYNPME+WEBMIBCTZSuxBrcBg GaHMd] IR TG fednfGivP2xMabomy+
hodcZgiRTahvIwglQHENOS « oVicKELkuhHA L azSUPKWSSZtenvvREHPSVMxa

Step 2
Once certificake authority responds back with identity certificate file, impart it to device.

Identity Certificate File:  re-carolled cert.ert | Browse Identity Certificate |

Import Cancel

4. sop 3398 Liolds 3956 pg336 |Js FTD. spdu 1oz 88 pu 03l IUlg)le gus 1Jud) <98 1U5)
P& sy IUsde lduozse.

oeos> PKCS12

Bl odye W98 jy leho wuwesd Iduiolss « WOluel JI wess Idgiols. Jugsss PKCS12: sdje
logile pdd PKCS12 2365 gugpsdo wlgwwgsle IJluvldse 1Jp3dy,0 gwlo @l

louble PKCS12 Ll ueésle OpenSSL

1. olgwogsle 0penSSL iy wbusd peled: Bp wlogble plele gl sbde wodse Iduvolss
(CSR). 892z 03l IJpeld pdclz RSA |Losl) 2048 Lo luwpe private.key 9CSR ol wp ftd1.csr
lJ3s swe lugvlge s OpenSSL:

openss1 req -new -newkey rsa:2048 -nodes -keyout private.key -out ftdl.csr
Generating a 2048 bit RSA private key

You are about to be asked to enter information that is incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there is be a default value,

If you enter '.', the field is Teft blank.



Country Name (2 Tetter code) [AU]:.

State or Province Name (full name) [Some-State]:.

Locality Name (eg, city) []:.

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ftdl.example.com

Email Address []:.

Please enter these'extra'attributes

to be sent with your certificate request
A challenge password []:

An optional company name []:

2. lugwg CSR IU3s wpe lugilyo shhuwldoe [Js CA. wpz)» w9 8se CSR: swpe wylds,) Lol 09.56.
98156 pl Swp w9, Ubolss (Uvoble) CA JsJd. sgdw in order to gJ 9o PKCS12: 9lz> oy 03l e,
s OpenSSL:

Joupes Juolss CA1Uuols,s Lopes PKCS12 B élb. Iucgse 03l 1 ie):

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -certfile ca.crt
Enter Export Password: ###%#*%
Verifying - Enter Export Password: ***%%*

* ftd.pfX 09 luwpe pJd PKCS12 (Couuwsd der) 1U3s swp wuossy0 w9luwlbs OpenSSL.
« ftd.crt 09 luwpe Juolsé 1Jo9ss [Jp99e6 lJos suesol Idesze IUpuo8 voouwsd PEM.
* private.key o9 j9z lJpdlose IJ3s wp loublge s 1Jglbgs 1.

* CA.CRT o9 yuolsé IJpyze lJpuo>9 1Upuo3,6 vouuwsd PEM.

Bl o 1dgbels ziel o uwduwdd 51 pize puedd 2005 9 119 198, e pilze puP236 Suvslod.
Spdu luweesle 03l 1Ule, Jluols 1Jouduwds [JdleJs s PKCS12:

openss1 pkcsl2 -export -out ftd.pfx -in ftd.crt -inkey private.key -chain -CAfile cachain.pem
Enter Export Password: *¥%**
Verifying - Enter Export Password: #*#**%*

ftd.pfx 09 lwe pJd PKCS12 (vouuwsd der) 1Uss sop ouods)yo w9luvlbs OpenSSL.
ftd.crt 09 luwpe uol>6 [Jo9sé 1Jpsded IJos suosiol Idpyze Idpuosd vouuwsd PEM.
* private.key o9 j9z lJpdlose IJ3s wp louvlge s 1Jglbgs 1.

« cachain.pem o9 pJ $zw9s £Js uoble CA B Iduvdunds IJos wusl Lluesl, CA

lJswsh souwos wldgs) CA Vs wuuvsd PEM.

lo szew PKCST pups (:p7b. .p7c). o3l o) suwobse lsual Joo luwegpde 1o seds 1 PKCS12.
!.')| eJ|L'J p7b t_9§ CJL’JU-U;__S& der. woleds PU |u0|x_90 PuULd) |,c::E_J_9I,o|CJ |J6 |J_9L)u.___sblo‘_9!J| J| Oéﬁp
wuopsuol:



openss1 pkcs7 -in ftd.p7b -inform der -print_certs -out ftdpem.crt

openss1 pkcsl2 -export -in ftdpem.crt -inkey private.key -out ftd.pfx
Enter Export Password: ##%#*%
Verifying - Enter Export Password: %%

FTD.p7b 09 PKCS7 I1J3s wp bzlgo woluvbs CA 1U3s Szwss eds yivols 1Jogss 1Upe9 9806
gu.u.Ju.uJé CA.

ftdpem.crt 09 pJwd p7b IJpz9d.

ftd.pfx 09 lwe pJd PKCS12 (voouuwsd der) 1Uss sop oudsyo w9luvlbs OpenSSL.

* private.key o9 joz IJpdlose 1U3s wp lugblge Ws 1Jgbgo 1.

lJozol pu lduoes
lgvese o3l IUGuwe Joldss god IJedsso wuvdd Lozse:
&ue Idyvoble IJpewws Ws FMC

Bs FMC. luedd 1Js 1dizoss > Idboble. uldogwwsd Judbs Ileuold sl 1duods: [ud,) 99,6
CAlyID Jgyu2 p)s> pu ldovdlosd 29d IJuiol>s Jel 09 p9 oz Vs IJu29)0.

Owverview Analysis  Policies JISUTETE Objects | AMP  Intelligence Deploy @ System  Help»  admin »

Device Managermant NAT WPN ¥ Qos PFlatform Settings FlexConfig Certificates

¥ Add
Mame Do main Enrollment Type Status
4 & FTD-1
FTD-1-PKCS12 Global PKCS12 file \Ca) R 1D PO 6

w2l pu uwolss IJpsze IJpuosd Jel 09 p9Loe s 1Uu096.



CA Certificate

v Skatus : fowailable

s Senal Number :  420452ff0ald0e23

»  Issuwed By !
Camman Name : YPH Roak G
Organization :  Cisco Systems TAC

v [zsued To:
Comman Mame @ YFH Root ©A
Qrganization :  Cisco Systems TAC
¢ Public Key Type = BS54 (4096 hikz)
v Signature Algonthm : SEHAZSE with RS54 Encryphion
¢ Associated Trustpoints 1 FTD-1-PECS12
« Valid From :  23:16:00 UTC &pnl 05 2020

S2d9 pu Ubobs 1Jo9sé Jel 09 p9 sz Vs 1Ju09,6.
Identity Certificate

i Stakus Available
#  Semal Hurmber : tfed #9007 00dFR2 9 ae

v [szped By :
Common Mame ©: WP Root C&

Organizakion :  Cisco Systems TAC

o Isgued To:

Common bame : fdi.example.com

Organization Unit : TAC

Organization : Cisco Syst=ms
«  Public Key Type :  RSA (2048 bits)
s Signature Algonthm :  SHAZS56 with RSA Encryplion
¢ Associated Trustpoints ¢ FTD-1-PRCS12

&ue Idyvoble IJpewws s CLI

1l

iCloas

gl

iCloge



SSH |Js FTD slsgJ 1Jie, show crypto ca certificate.

> show crypto ca certificates
Certificate
Status: Available
Certificate Serial Number: 6fcld90700df29ae
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=ftdl.example.com
ou=TAC
o=Cisco Systems
Validity Date:
start date: 15:47:00 UTC Apr 8 2020
end date: 15:47:00 UTC Apr 8 2021
Storage: config
Associated Trustpoints: FTD-1-PKCS12

CA Certificate
Status: Available
Certificate Serial Number: 420452ff0a090e28
Certificate Usage: General Purpose
PubTlic Key Type: RSA (4096 bits)
Signature Algorithm: SHA256 with RSA Encryption
Issuer Name:
cn=VPN Root CA
o=Cisco Systems TAC
Subject Name:
cn=VPN Root CA
o=Cisco Systems TAC
Validity Date:
start date: 23:16:00 UTC Apr 5 2020
end date: 23:16:00 UTC Apr 5 2030
Storage: config
Associated Trustpoints: FTD-1-PKCS12

luved il 1Jizble ol odlzol
$98, 03l IJBuwpe pedsple spdud luuegsleol Jluvaduld igble IJodssy sluadlzol.

91, IJouoese

sedu cubgsd cuozse Iigble po slzos yub, 1Ulle) IJouvgsuoss wes wouosd FTD e,
SSH Vs 2lJs Wubd wewse uol>é SSL:

debug crypto ca 14

ds IJluosble IJU),o o0 FTD. o9 gpdsle wuoese Uiablc 030 989,28 wol Jluved ol
iz ble sluoJlzol:



debug crypto ca 255
debug crypto ca message 255

debug crypto ca transaction 255

Jpouddle 1dublisgs

JI sild wlpdlod puuless 1Uyuwlds "luwas,ly uolss 1Jegss plbbdys” wed luwa sl yuolsé
lJogso IJols)6.

&> S22 0l vuwww pUBdJosy pudLLJoSU!
1. dp wop luolds Guolss Idesze Idpuerd 1duols,s gus IJoguzsd 1Us>9s

gw luwos)b Jvolys 1Jogss: swpe Wz ool pdlod ol Ideze [dpuesd Idos wew luoldeol
Gopu edlpd IJowsse pedsele 1desze 1dewosd B ldouwzsd 1Js29s. Ss veue Ulzslo JI
Sedd puwdsds lduvods Guolss 1desze IJpuosd J CAlJos ouuaése Jugdse yuolrs 1Jogss
lJglo6 wop. Vs o030 IJzlJo: pu 12,98 luols Liolse CA JJpesuog 1Jpdde 0 Bsled
Cldowesd 1Js298. 9w ez luodl iolss 1Je9ss 909 s, yobs 1desze IJpuord: spdu lale
Cesd 295 228> wubobd Idpsze Ideuor8 Iduoeses. eus Idluedld po edld peldz
IJouwesd 1s29s @8 s olds po wpas> wduw Iluwe 9lJzze Jise IdeSlose Jol wp B
IJouwesd IUs9s IJluads. supess Idlowole: wadl po lglsé wozso CSR IJs CA )6 1258 spdo
lovos)l guolss [Jogss Ides we luoshol puvedl IUs udbs 1Je@s IJos e logblgel zasel
wluwegsle yuolse CAlJozses.

JJozdd pu el Bl o Giolss CA udwol §5 wp wlbusdel gus IJouvesd 1Js»9.s: Blel 1o
S0l jy CA Jol 09 p33 BS Buwpe IJozdd 19 wzdd pu 18)lz Uvolle show crypto ca. sedy
pS8LLS 1Jz99d pod "we luosbol 1Us" 9"1Us8e Idounduwds” oldedad 1Ue9z9ss s "yiolss
IJesze Idpuor8" Idpds06 pu ldesze IJpuoo 8.

2. s¢odUd 9z IUpVlose Ws TrustPoint IJss e loulse gu 9z Idpdlose Idpuvegse 0o
logule CSR Jdywoelyé IJualb 6.

pe ldouwesd IUs9s: gus lugble sz IpSlesz sodesd IJozde B 1Usuesd e we> (CSR).
owp luols Idpewolz IJgle |Us CSR zus spdu LUPPSLO WIS ol IJogse Iduolsye. 131 Jly
39z Idpdlose 1Ueszss eds FTD @> wp wessdo Juwww ol 19 Jlue Giolss 1Jogss Idos wpe
luoshol ceess gds pdole glp pgodud: By FTD Jl s @9 vovwse Juolss 1Jegss [Juols ).
JJordd pu a9 03l s9> lRoobly peoddly:

s OpenSSL: spJy [uosl) 030 I._Jiglro_) Jpdbuwo lJpedolz IJgle Ws CSR Lldpwolz IJgle WS
lJwolss IJols,é:

openss1 req -noout -modulus -in ftd.csr

Modulus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4ADE
OFDFD5783DBOF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C00B2FF36FD45E8E9A92A3DE43EC91E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADCO6019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B.

B966DA10BF24771CFE55327C5A14B96235E9



openss1 x509 -noout -modulus -in id.crt
ModuTus=8A2E53FF7786A8A3A922EE5299574CCDCEEBC096341F194A4018BCE9E38A7244DBEA2759F1897BE7C489C484749C4DE
OFDFD5783DB0OF27256900AE69F3A84C217FCA5C6B4334A8B7B4E8CD85E749C1C7F5793EFOD199A229E7C5471C963B8AF3A49EB9
81941B3706A24F6626746E5C9237D9C0O0B2FF36FD45E8E9A92A3DE43EC91E8D80642F655D98293C6CA236FB177E4C3440C8DA4C
C7CADC06019E1CC763D51EC6FF1E277C68983F6C4CE1B826CBE721A3C7198234486A1BF9C20D10E047C8D39FA85627178F72E4B
B966DA10BF24771CFE55327C5A14B96235E9

* ftd.csr o9 IJ CSR suuwg pu FMC s ldouwzsd IJss9s.
* ID.CRT o9 Juol>é 1Jo9s6 1Ue9 986 pu Sud CA.

dl po 39 $pdu lsual p3bus Gses Ipdole IUgle S FTD pélod Ipdule IUgle Jopu
Jwol>s 1Jogso IJuolsye. Jlgh o 1de 999 [Jlsds s Idyioels Jl wobled pe odd 1Jp9zess Ws

op Bop Lbolrs 1Jo9ss 1Uuolsys eds IUdpwssc, Windows:



g Certificate x

General Detals  Carbfestion Path

Shave:  <al> W

Feld Vabe 2
| signature algorithm sha5ERSA

|| Signature hash algorithm shal5e

=1/ [smuer VPN Infermedate CA, Cisco 5.
~1|Vahd from Wednesday, Apnl 8, 20340 1:40. ..

-1 Wabd to Monday, April §, 2021 7:23:00. ..

) Ad-1, Cisoo Systems, TAC, fid...
ASA (28 Fite)]

lz Idpulz IUgle ldpuwedsz po Ubolss 1Jogso:

3082010a02820101008a2e53ff7786a8a3a922ee5299574ccdceebc096341f194a4018bce9e38a7244dbea2759f1897be7c489c



f6e0fdfd5783db0f27256900ae69f3a84c217fca5c6b4334a8b7b4e8cd85e749c1c7f5793ef0d199a229e7c5471c963b8af3a49
1b3706a24f6626746e5c9237d9c00b2ff36fd45e8e9a92a3de43ec91e8d806421655d98293c6ca236fb177e4c3440c8dadc2bec
elcc763d51ec6ffle277c68983f6c4celb826che721a3c7198234486a1bf9c20d10e047c8d39fa85627178f72e4ballf8d5act9
55327c5a14b96235e90203010001

show crypto key mypubkey rsa IJulog po FTD. gus lp)le ldouwesd 1Us39s: wp luweesle
<default-rsa-key>Jluvle CSR. swlblo® IdBuwe 1Jpigrwd e 1E)lz Idpdelz Idgle Idpuwed iz
o uwolyé 1Jogsé.

> show crypto key mypubkey rsa

Key pair was generated at: 16:58:44 UTC Jan 25 2019
Key name: <Default-RSA-Key>

Usage: General Purpose Key

Modulus Size (bits): 2048

Storage: config

Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101
008a2e53 ff7786a8 a3a922ee 5299574c cdceebcO 96341f19 4a4018bc e9e38a72
44dbea27 59f1897b e7c489c4 84749c4d el3d42b3 4f5a2051 f6e0fdfd 5783dbOf
27256900 ae69f3a8 4c217fca 5c6b4334 a8b7b4e8 cd85e749 clc7f579 3ef0d199
a229e7c5 471c963b 8af3ad49e b98b9%edb fdde92b5 deb78194 1b3706a2 4f662674
6e5c9237 d9c00b2f f36fd45e 8e9a92a3 de43ec91 e8d80642 f655d982 93c6ca23
6fb177e4 c3440c8d adc2becO 19a3f024 d94aec7c adc06019 elcc763d 5lec6ffl
e277c689 83f6cdce 1b826cbe 721a3c71 98234486 albf9c20 d10e047c 8d39fa85
627178f7 2e4ballf 8d5acf95 0f9164b9 66dalObf 24771cfe 55327c5a 14b96235
€9020301 0001

X120, wzlow CA B FMC

SpJdu o $zae 3JY pe ouwasd PKCS12 Jiy Liolss CA ¢, pouopud B gjpé PKCS12.

Test-PKLS12 Glaba FRCS12 file » CA 1D

Jluadlz 3J9. spelz PKCS12 Liolss CA IJes e luoldeol.

Iuoa, 03l e, in order to I we gz 1Jo9sé Livolss 9pbele gluo. JJps 1p,9) 1Jos sop
lowegsleol 98¢ luuule PKCS12 gldpedelz IUgluo 1Ulew plbJsws:

openss1 pkcsl2 -info -in test.pl2
Enter Import Password: [pkcsl2 pass phrase here]
MAC Iteration 1
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And40BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
friendlyName: Test
localKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
subject=/CN=ftdl.example.com
issuer=/0=Cisco Systems TAC/CN=VPN Intermediate CA



MIIC+TCCAeGgAWIBAgITAUIM3+3IMhIwDQYJKoZIhvcNAQELBQAwWOjEaMBgGAL1UE
ChMRQ212zY28gU31zdGVtcyBUQUMxHDAaBgNVBAMTE1ZQT1iBJbnR1cm11ZGThdGUg
QOEwHhcNMjAwNDA4MTY 10DAwWhcNMj EwNDA1MjMyOTAwWj AbMRkwFwYDVQQDEXBm
dGQxLmV4YW1lwbGUuY29tMIIBIjANBgkghkiGO9wOBAQEFAAOCAQSAMIIBCgKCAQEA
043eLVP18K0OjnYfHCBZUFUYrXTTB28Z1ouIl5yyrDzCN781GFrHb/wCczRx/jW4n
pF992z7FHr5bQCI40SUSX40UQfr0/u0K5riIluZumPUx1VplzVkYugDd/1i1r0+0j
PyS7BmyGfV7aebYWZnr8R9ebDsnC2U3nKjP5RaE/wNdVGTS/180HT rIjMpcFMXps
LwxdxiEzOhCMnDmIRC+7uWZQdTwZ9oNANCbQCOpx/Zikj9Dz70RhhbzBTeUNKD3p
sN3VqdDPvGZHFG1PCnhKYyZ79+6p+CHC8X8BFjuTlYool16uGgiB41z2Y9ZeFSQz
Q11IH3v+xKMInv6IkZLuvwIDAQABoyIwIDAeBglghkgBhvhCAQOEERYPeGNhIGNT
cnRpZm1jYXRTMAOGCSqGSIb3DQEBCWUAA4IBAQCY /MgshWxXtwpwmMF/6KgEj8nB
S1jbfz1zNuPV/LLMSnxMLD0o6+LB8tizNR+ao09dGATRYY54taRI27W+gLneCbQAux
9amxXuhpxP5EOhnk+tsYS9eriAKpHuUS1Y/2uwN92 fHIbh3HEXPO1HBJueI8PH3ZK
47 rPKA90IQPUW/uueHEF+xCbG4xCLi5H0GeHX+FT1igGNgazaX5GM4RBUa4bk8jks
Ig53twvop71wE53COTHOEKSRCsVCw5mdIsd9BUZHjguhpw8Giv7Z36gwWv18I/Owf
RhLhtsgenc25udglvv9Sy5xK53a5Ieg8biRpWLItIjgUgjxYZwtyVeHi32S57
————— END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes

friendlyName: Test

localKeyID: 76 8F D1 75 FO 69 FA E6 2F CF D3 A6 83 48 01 C4 63 F4 9B F2
Key Attributes: <No Attributes>
Enter PEM pass phrase: [private-key pass phrase here]
Verifying - Enter PEM pass phrase: [private-key pass phrase here]
————— BEGIN ENCRYPTED PRIVATE KEY-----
MIIFDjBABgkghkiG9w0BBQOwMzAbBgkghkiGIw0OBBQwwDgQI1KyWXk8cgTMCAggA
MBQGCCqGSIb3DQMHBAgGMOgRXh/dcwSCBM1iF7BpgINIpHdU5Zornljm3pmsI/Xk]
MRHc1Reel10ziSLCZOSTr84JFQxNpbThXLhsHCOWhpPy5sNXIvXS7Gu+U10/VINSA
rwlX6SPftAYiFq5QXyEutSHAZZwgQIqpj97seu3Px0agvIObWllLo8or51SydnMjp
Ptv50Ko95BShWWYcqkTAia4ZKxytyIc/mIu5m72LucOFmoRBO5JZulavwXjbCAA+
k2ebkbTFTOYRQT1Z4tZHSgX1LFPZel1l70NZEUg7 rIcWAk1Yw7XNUPhOn6FHL/ielIZ
ThvIfj+1gQKeovHkSKuwzb24Zx0exkhafPsgpOPMAPxBnQ/Cxh7Dg2dh1FD8P15E
Gnh8r31903ATkPMBkMdx0q1pzo2naly2KGrUnOSHajVWcLr9dTPWIDyjdn95YoeS
IUE7Ma00pjJcO2FNBwyNxRrYt+4hp3aJt0ZW83FHiSTB5UIzGrBMAgKIc2Hb2RTV
9gxZGvelcRcolLeJRYoK9+PeZ7t17xzLSg5wad4R/ZPKUwTBUaShnOwHzridF8Zn
FO6XVBDSyuXVSpkxwAdTTwxq62tUnLIkyRX02CSz8z8W29UXmF0403G67n28//L]]2dt3pd1/+pUR3CdCOb8qRZ0O0L0O3+onUIUoEsCCNdpOx8Yj/mvc6ReXtOKB
2gVmhVMYseiU1rOAQGt7XMelUuiJ+dRnqcfAfbdGeOp+6epmlTK1BIL2mATQWxX51
73Qo4M7rR7Taeq/dgob301PhcoMLa5z/Lo5vDe7S+LZMuAWjRkSTsoOKQOY3kAP1
eZ2Eh2go4e]7hHf5VFgBLL8Ci3rd3EOi jRkNm3fAQmFI1aFmooBM3Y2Ba+U8cMTH
19jSFk11FAWpfwx9aSEECNCVEMM1Ghm6/tIDLV1jyTawajHNWIZCc+P2AXgn1LzG
HVVfxsO0c8FGUIPQHatXYd7worWCxszauhfJ99E4PaoZnAOYUFw2 jaZEwoONBPbD1
AjQ8aciuosvOFKpp/jXDI78/aYAEk662tPsfGmxvAWB+UMFarA9ZT11hK3x/tDPy
GZ6ByGWIYp/OtNNmIRCFhcAYY83EtzHK9h+8LatFA6WrJ4j3dhceUPzrPXjMffNN
0Yg=

wpen ldopldol spdu 9 o8 Lvolso 1Jogso 9ldpdclz IUglue Vs pdudle pudLods 985pIJ0
lovesyl guols IJesze 1Upuodd 1Js pdud PKCS12 26 wluwwgsle IUgbsle 1Ue3Id9,6 Os



IUg 1056 2. oo louule PKCS12 Llgwegsle OpenSSL.



agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
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