o 9uss IJ9ud gldpwsclz: @9lisp 1UsLo9J
lU>sulpsddso

Slhgizall

doadoll

duw Y o lllaioll

ANIZYN]

o 23Sl | LSl

oMapdl

JewVl ol licl

clbVI

zkaolly Jeoll Jouo9 plassuw! Sas o
2lieallg Jooll JI Jowooll ddoc
le>Muolg clazVl BLisSiwlg poSill 23g0
aSuill _Jadazill puw |

+TACACS olazuiwl

RADIUS plaztiwl

il old ologles

dosall

a9l 30 uian | paiuo JS) Jposll gins aSaolis Jso9 pilsd sl lisally Jaall Jposll ol o
JSis, ©Cisco 108 ko jlacr JNS 10 paisnall Jsuos: 2lowall ot -paismall @300 dgdas SV (o0 2230

oloVl 3919 9 wlixias ..§| U9 (Swoliyd

apwlwdl ozl

o lllaioll
Aol [ag) dol> ollloio 1295 Y

a0l & LSl

im0 dlo SligSey ol wlilrol e siwall 1i® o, Y

cilS @l 03B 9 .aols ddams iy S 630>00)l 8562V (o ditasoll 1id S doasall ologleall clis] i
9 doaiuunll 6362Y1 ga> ol (1)12.3 oYl @Cisco 108 ol Sy 2620 azgo o walls sall di

ol 8Y Jaizall Lulil) clagd o ST (6 ible liais <ol 13] .(iol,1) pomman oS Aikmall 13D

wbMaodl



Ol oMawvl Jo> wlogleall 0 30 Je Jaaxl dusill Cisco vl obWawl g1,

LVl ol licl

09y iall 13D 3929 as; .Cisco 108 dla> ,la> S aid giog: (> oz pliaslly Jasll Joos)l pom
siciai)] 91 @830l go IP i plasiwly i)l pe> wdgi @b ell> gin) raall Glgic JlxiY av,e a>gall

AlSinall 038 zlisally Jasll dusi Il Jowooll plley ¥ .639=90ll Joogll pilgd gua> (9 dlSine JLiV
Sliel Jlasly cold dasuid] dlo> o JMS o Naio Llus pady plizolly Jaall auss e Joogll oY o

oz Gl Jouogll dslsals cadslan cus sill ilsie Jlxsl e Jas, 3T cuinn a9 - Seolidll Jguogll
e Srnaall cblgic Jxol poiy ) 2o e Camoiuy ol ddlais] JUd (_Saolyd)l Jgogl go .d,laxll

G g ol Jwsl e (9 pliaally Jas)l Jgo9 camis Y dlaxdl he wls Jeogll e Jaxd
1058 paiuual) dSisaS D dlSisall

eVl

ol Geld L8 ebVIl ilyg

oty 1329 .(SSE) uoSaluwdl o> Jyx0 e Jowog aosd cliy 6sle] dsholiys Jowog daild JS Lo yas -
950 SSE Jigx Lo cllay] 9
Y o (LaolidVl slae¥l Jl dlgall I i 151 i>) Joasl dlgo Jrgus aSaoliyil Jows)l ailed llais -
&l Joxil jlue (9 oYY 04 axdleo pi .SSE JI aSuoluall Joogll pilgd Jugxi ¢)Sou
-J9S 559 0l)
g0 539331 azgall e Jgogll dansls oY) clisl, sy o8 Ggorsimall poi, 3933l azge wlieSs LI,
5, >N olgol a2 dadlall oo Saolos JSoin oYY Al a5 . Saolios JSoisr aliins Jouooll anils
233l Jioz el o 6,uSUl Jsuosll miled Jlas .algal) _uadVl axJl 91 Joaz|

Lisollg  Jas laiw]

aally Jaall Joogll padius Lo e oVl (L lawd

S o &y a3l ads Il aSuidl S cawan I Jawsll e 1550 sl cawaall 0o8y o a5 boaic -
bl Jle &y Lol dlaxdl Hlaz el bo I Jgosll o plisally Jaall s I Joosll x o il
S 9l ($3,9 avan

dosro 3% 8 Lo wian J Juosll bo &Suib Lo davaall ol (o &4,8 degamo 35 losic -
aapnoll Sl o daf 40 dCoaze uSai iSay (plinally Jaa)l, Jawoll plagiwl .alo> jla> dlauwlg,
RADIUS 9l +TACACS 0353 JV3 (0 @slaw gle> 3i,b o Jowogll oo lnas

Lisaallg  JasJl . JI | didoc
2laally Jaall Joog)l dlac dlasll 03D i

2liaally Jasll Jouoogl aiygSs o5 393> azg0 JI Telnet gobp e Joo duwl> qigy paiiuuws pgs) .1

i paZiawal| e Gy . paiaed| d93Las dldoc s, 9D9 (Telnet aoj> Cisco 10S zobpy Jusiny .2
2315 Jio 5550 Jso9 035 9l a>gall dlauwls, @9sLanll dloc pi .Jouogll 2l Jid adslaoll
.RADIUS i +TACACS


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

ethernetl
171.68.117.189

l

~

Router MNetwork

PC
171.68.109.158

oloas +TACACS 9, il awolil @slasll pMeiwl ddas) +TACACS o315 plasiwl, CiSCO uogi
5850 ol Wbl 6289 JsSeig | wlaslgey JoSeigmll pes Layl 199, oS . duulxally Lauseilly d9sLanll

'RADIUS 9] +TACACS 0315 gs 9l a>gall _lc pasimall d95kas liSay
s BWMs S3y o) bo dole oloYl 0id (955 tdkasNe

o)l @83Lanll pasiuwall pasime puwl lojl, a>gall 9

username test password test

3@ paziamall puwl plaziw] (9 vty bolas e Jxall Jgs3 | Jauws 5929 iy

line vty 0 4
login local

;oo 1>l plall liSasd access-enable ;oY1 sy padiwall ol (9 55 Y S 13

paSius JS Gulwl e padiwally dgall G1L,8L a8 -

username test autocommand access-enable host
timeout 10

ol
lgall Luis Telnet U5, cuill cuoximall @15 3 oSy ol Lo,d
line vty 0 4

login local
autocommand access-enable host timeout 10

Jsog)l aasls 9 aallnall dlgall; 03915 pir9 . Joosll dasls) Joall g9 dgo D dcluall (5 10 Jl :dla>Vo
- Saoly I

oYl laoly azsall LS (paiime i) pasisme Jirus xic gl pis Ll dswsall Jsuog)l daild xai o8



15 a2y @885 15 J| asaaill Jole 5 138 "wadl" J gllaall cdoll adVl ax)l i o5 .access-enable
o) aisJy bezge sVl 4l punl ueSs Ol v Y pl lgeastuw oz sl Ol 15] b dxiall §lei (aad>
p3Zinl] (D) dgzoll 9l Huaall wlgic 9SS Gu b e ledl Jsogll paiuall Say (il o Kuidl 2oz LS
(39220 e

access-list 120 dynamic testlist timeout 15 permit ip any any

2lizy (dzad paal) azgall 8 Telnet plasiw] e 6,38l eliuwl el JS lax) do;WI Joog)l dasld 32>
iVl Lol azgall IP Glgic o8 1d IP lgic (azgall (8 Telnet plaiw] J| paiuall
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Rout er #show access-lists
Extended | P access list 120
Dynanmic testlist permt ip any any |og 10
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telnet 2514A%

. Trying 171.68.117.189

. Connected to 2514A. network. com
."[~" Escape character is

User Access Verification

User nane: test
Password: test

. Connection closed by foreign host
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Rout er #show access-lists
Extended | P access |ist 120
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(permt ip host 171.68.109.158 any log (tine left 394
(permt tcp any host 171.68.117.189 eq telnet (68 matches 20
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Extended | P access list 120
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.debug olol plaziwl Jd zuaill 1olol Jo> dago ologles JI &)l :da>Ye

wasy 9 lasd ,9qi0 +TACACS ddslas alac Jo> wlogles o ,2,—debug tacacs authentication -
1nsd ellasVl auuai dolxll tacacs paziwld (J)8gi0 o o) 13] .zoll ollasl
way 9 laad 49¢io .+ TACACS Laygai adac Jo> wlogleo Lo ,=—debug tacacs authorization -
1nsd cllasVI auuai, ol tacacs pazuiwld (9gio Sy o) 3] 2ol ol)laol
ohlasl jasy 9 1aad ,9gi0 .+TACACS aclus ddac 0 wlogleo o2, — debug tacacs events -
Jnsd ellasVl apai dolxll tacacs pasiwld (I )8gi0 o o) 15] .ol
e>Muolg AAA clias] BLiSiwY ol9Vl 038 paziwl

+AAA/TACACS a9sLan Jo> wlogles o ,2; —debug aaa authentication -

w2985 Jo> wlogles Lo ,2,—(AAA) duulxally Jas94illg 495Lanll oygsi clasi Qiuai -
.+AAA/TACACS
+ACS TACACS o5 e ax>b [ay9459 @8skas dlac id clasVl aunas 2390 2131 el

Rout er #show debug

:General ©s
TACACS+ events debugging is on
TACACS+ aut hentication debugging is on
TACACS+ aut hori zation debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

#Rout er
AAA/ BI ND( 00000009): Bind i/f
" AAA/ AUTHEN LOG N (00000009): Pick method list 'default
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication start request id 9
() TPLUS: Authentication start packet created for 9
TPLUS: Using server 10.48.66.53
TPLUS(00000009)/ 0/ NB_WAI T/ 82A2E088: Started 5 sec tineout
TPLUS(00000009)/ 0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/ NB_WAIT: wote entire 36 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: Woul d bl ock while readi ng
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 82A2E088: Processing the reply packet
(TPLUS: Received authen response status CGET_USER (7
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ WRI TE/ 8347F3FC. Started 5 sec tineout
TPLUS(00000009)/0/WRI TE: wote entire 22 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 16 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 28 bytes response
TPLUS(00000009)/ 0/ 8347F3FC. Processing the reply packet
(TPLUS: Received authen response status CGET_PASSWORD (8
TPLUS: Queui ng AAA Aut hentication request 9 for processing
TPLUS: processing authentication continue request id 9
TPLUS: Authentication continue packet generated for 9
TPLUS(00000009)/ 0/ WRI TE/ 8347EEAC. Started 5 sec tineout
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TPLUS(00000009)/0/WRI TE: wote entire 25 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 6 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/0/ READ: read entire 18 bytes response
TPLUS(00000009)/ 0/ 8347EE4AC. Processing the reply packet
(TPLUS: Received authen response status PASS (2
" AAA/ AUTHOR (0x9): Pick nethod list 'default
TPLUS: Queui ng AAA Aut horization request 9 for processing
TPLUS: processing authorization request id 9
TPLUS: Protocol set to None ..... Ski ppi ng
TPLUS: Sendi ng AV service=shel |
TPLUS: Sending AV cnd
(TPLUS: Authorization request created for 9(tne-1
TPLUS: using previously set server 10.48.66.53
+from group tacacs
TPLUS( 00000009) / 0/ NB_WAI T/ 8347F508: Started 5 sec tinmeout
TPLUS(00000009)/ 0/ NB_WAI T: socket event 2
TPLUS(00000009)/0/ NB_WAIT: wote entire 60 bytes request
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009) / 0/ READ: Woul d bl ock while readi ng
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 12 header bytes
(expect 44 bytes data)
TPLUS(00000009)/ 0/ READ: socket event 1
TPLUS(00000009)/ 0/ READ: read entire 56 bytes response
TPLUS(00000009)/ 0/ 8347F508: Processing the reply packet
TPLUS: Processed AV autocnd=access-enabl e host timeout 10
TPLUS: received authorization response for 9: PASS
=AAA/ AUTHOR/ EXEC( 00000009) : processi ng AV cnd
AAA/ AUTHOR/ EXEC(00000009) : processi ng AV
aut ocnd=access-enabl e host timeout 10
AAA/ AUTHOR/ EXEC( 00000009) : Authorization successful

RADIUS plxiw]
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D pingo 6@ LS > 80l dwll 26 daudl 9 Jawl JI Lellu,] pisw il (Lsaldl oY1) Jyesall

aaa new nodel

!

!

aaa aut hentication |ogin default group radius |ocal
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Rout er #show debug

:General ©s
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on

Radi us protocol debugging is on
Radi us packet protocol debugging is on

#Rout er
AAA/ Bl ND( 00000003): Bind i/f
" AAA/ AUTHEN LOG N (00000003): Pick method list 'default
: RADI US/ ENCODE( 00000003) : ask "User nane
RADI US/ ENCODE( 00000003) : send packet; GET_USER
: RADI US/ ENCODE( 00000003) : ask "Password
RADI US/ ENCODE( 00000003) : send packet; GET_PASSWORD
RADI US:  AAA Unsupported [152] 5
[RADIUS: 74 74 79 [tty
RADI US(00000003): Storing nasport 66 in rad_db
, RADI US/ ENCODE( 00000003) : dr oppi ng service type
radi us-server attribute 6 on-for-login-auth" is off"
RADI US(00000003): Config NAS IP: 0.0.0.0
RADI US/ ENCODE( 00000003) : acct _session_id: 1
RADI US( 00000003) : sendi ng
RADI US/ ENCODE: Best Local | P-Address 172.18.124.1
for Radi us-Server 10.48.66.53
RADI US( 00000003): sSend Access-Request to 10.48.66.53:1645
id 21645/1, len 77
- RADIUS: authenticator 5A 95 1F EA A7 94 99 E5
BE B5 07 BD E9 05 5B 5D

"RADI US: User - Name [1] 7 “test

* RADIUS: User-Password [2] 18

RADI US:  NAS- Port [5] 6 66

[ RADI US: NAS-Port-Type [61] 6  Virtual [5
"RADIUS: Calling-Station-1d [31] 14 "171.68.109.158
RADI US:  NAS- | P- Addr ess [ 4] 6 171.68.117. 189

,RADI US: Received from id 21645/1 10.48.66.53:1645
Access-Accept, len 93

- RADIUS: authenticator 7C 14 7D CB 33 19 97 19
4B C3 FC 25 21 47 CD 68

RADI US:  Vendor, Ci sco [26] 51

RADIUS: Cisco AVpair [1] 45
"shell:autocmd=access-enable host timeout 10"

RADI US: O ass [25] 22

RADI US: 43 49 53 43 4F 41 43 53 3A 61 63 31 32 37 63 30
[ €l SCOACS: ac127c0]

[ RADI US: 31 2F 36 36 [1/66

RADI US( 00000003): Received fromid 21645/1

AAA/ AUTHOR/ EXEC( 00000003) : processi ng AV
aut ocnd=access-enabl e host timeout 10

AAA/ AUTHOR/ EXEC( 00000003) : Authorization successful
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