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U9 a>gall pasiuy Kerberos V5 pgi, JolSIL aieSi a5 AS5200 ago amdll 13d L9 39>g0)l (peSill i,
PPP Il Jo3 il gaull, il pmoaianally VTY Jac olul> oo JS d@83kas) Kerberos psls 053l 13
PAP a85La0 plaziwl,

Kerberos V5 g0 AS5200 config

version 11.2

service timestanps debug dateti ne nsec

1

host nane ci sco5200

1

aaa new node

aaa aut hentication |ogin cisco2 krb5 | oca
aaa aut hentication ppp cisco krb5 | oca
enabl e secret

enabl e password

1

usernane cisco password ci sco

i p host-routing

i p domai n- nanme ci sco. edu

i p name-server 10.10.1.25

i p name-server 10.10.20.3

ker beros | ocal -real m Cl SCO. EDU

kerberos srvtab entry host/ci sco5200. ci sco. edu@l SCO. EDU
0 861289666 2

=531159<11338:<:80 1

You do not actually enter the previous line. !--- —-- !
Enter "kerberos srvtab remote 10.10.1.8 /ts/krb5.keytab"”
and the !--- the router TFTPs the key entry on its own.
kerberos server Cl SCO EDU 10.10.1.8 kerberos credentials
forward isdn switch-type primary-5ess clock timezone GVI
-6 clock sumer-time CDT recurring ! controller T1 O
fram ng esf clock source line primary |inecode b8zs pri-
group tinmeslots 1-24 ! controller T1 1 fram ng esf clock
source |line secondary |inecode b8zs pri-group tineslots
1-24 ! interface EthernetO ip address 10.10.110. 245
255.255.255.0 no ip nroute-cache ! interface Serial0 no
i p address no ip nroute-cache shutdown ! interface
Seriall no ip address no ip nroute-cache shutdown

interface Serial 0:23 ip unnunbered EthernetO no ip

nr out e- cache encapsul ati on ppp isdn incom ng-voi ce nodem
no cdp enable ! interface Serial 1: 23 i p unnunbered
Et hernet0 no i p nroute-cache encapsul ati on ppp isdn

i ncom ng-voi ce modem no cdp enable ! interface G oup-
Asyncl ip unnunbered EthernetO no ip nroute-cache
encapsul ati on ppp async node interactive peer default ip
address pool nypool dialer in-band dialer idle-tineout
9999 dialer-group 1 no cdp enabl e ppp authentication pap
cisco group-range 1 48 ! ip local pool nypoo

10. 10. 110. 97 10.10.110.144 no ip classless ip route
0.0.0.0 0.0.0.0 10.10.110.254 ! dialer-list 1 protoco

ip permit ! line con O login authentication test line 1
48 aut osel ect ppp login authentication cisco2 nodem
InCut transport input all line aux O nobdem | nQut

transport input all flowontrol hardware line vty 0 10
exec-timeout O O login authentication cisco2 ! end

Kerberos KDC ;955




ID J Bslae] o5 (il dswlioll 38Ladl o) ol oo 25T

Jl g0 sl telnet JI Jasiwy ol zliss col s Telnet col ay o) -olalzall Jboll 139 paziwy jala>No
.alio jelho 8l >0 1@ A kerberized telnet

INETD J 39LioJl 5lac]

cat /etc/services #

[ Syntax: ServiceNane Port Nunber/Protocol Nane [alias\_1,...,alias\_n] [#coments

Servi ceNaneof ficial Internet service nane

Port Nunber the socket port nunmber used for the service

Pr ot ocol Nanet he transport protocol used for the service

alias unof ficial service nanes

conment s text follow ng the comment character (#) is ignored#

HOH OH H OHHH R H

tftp69/ udp

ker ber 0s88/ udpkdc
ker ber 0s88/t cpkdc

kxct 549/ tcp

kl ogi n 543/tcp # Kerberos authenticated rlogin

kshel | 544/tcp cmd # and renote shell

ker ber os-adm 749/ tcp # Kerberos 5 adm n/changepw

ker ber os- adm 749/ udp # Kerberos 5 adni n/ changepw

ker ber os-sec 750/ udp kdc # Kerberos aut hentication--udp
ker ber os-sec 750/ tcp kdc # Kerberos authentication--tcp
kr b5\ _prop 754/ tcp # Kerberos sl ave propagation

ekl ogi n 2105/tcp # Kerberos auth. & encrypted rlogin
krb524 4444/t cp # Kerberos 5 to 4 ticket translator

cat /etc/inetd.conf#

i dent stream tcp nowait root lusr/local/etc/in.identd in.identd
ftp stream tcp nowait root [ usr/sbin/tcpd ftpd
telnet stream tcp nowai t root [usr/sbin/tcpd tel netd
shel | stream tcp nowait root [usr/sbin/tcpd r shd#

shel | stream tcp nowait root [ usr/sbin/rshd rshd

|l ogin stream tcp nowai t root [ usr/sbin/tcpd rl ogi nd#

|l ogin stream tcp nowai t root /usr/sbin/rlogind rl ogi nd
exec stream tcp nowait root [ usr/ sbin/rexecd rexecd
.Run as user "uucp" if you don't want uucpd's wtnp entries #

uucp stream tcp nowait root [ usr/ sbi n/ uucpd uucpd#
finger stream tcp nowai t root [ usr/sbin/tcpd fingerd#
tftp was /tnp and is now /ts for term nal server nmcros #

tftp dgram udp wai t nobody /usr/sbhin/tcpd tftpd /ts
consat dgram udp wai t r oot [ usr/ sbi n/ consat consat

Kerberos ;055 olalo >lac|

ais bo Jo> wlogleall (o 350l KDC o313 oL, il Kerberos (955 wlale as slacl Jl gl el asy
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cat /etc/krb5.conf #

[1i bdef aul t s]
default_realm= Cl SCO EDU
ticket _lifetime = 600
default_tgs_enctypes = des-cbc-crc
default _tkt_ enctypes = des-cbc-crc

[real ms]
} = C SCO EDU
kdc = ciscoaxa.cisco. edu: 88
adm n_server = ciscoaxa. cisco. edu
default _domain = Cl SCO. EDU
{

[ domai n_real nj
ci sco. edu = Cl SCO. EDU.
ci sco.edu = Cl SCO EDU

[ oggi ng]
kdc = FILE:/var/| og/krb5kdc. | og
admi n_server = FILE: /var/l og/kadm n.| og
default = FILE: /var/log/krb5lib.log

cat /usr/local/var/krb5kdc/ kdc. conf #

[ kdcdef aul t s]
kdc_ports = 88, 750

[real ms]
} = C SCO EDU
dat abase_name = /usr/ | ocal /var/ krb5kdc/ pri nci pal
adm n_keytab = FILE: /usr/|ocal /var/krb5kdc/ kadnb. keyt ab
acl _file = [usr/local/var/krb5kdc/ kadnb. acl
acl _file = /usr/local/var/krb5kdc/ kadnb. di ct
key_stash_file = /usr/local/var/krb5kdc/. k5. Cl SCO. EDU
kadnmi nd_port = 749
max_|life = 10h Om Os
max_renewable_ |ife = 7d Oh Om Os
mast er _key_type = des-chc-crc
supported_enctypes = des-cbc-crc: normal des: normal des:v4
des: noreal m des: onl yreal m des: af s3

{
KDC o5 olilyl 6229 slacl

KDC 0315 lgoasiany (il wlilyl 62218 elis] I glizs o5 2z,

'kdb5_util oYl e3> .1
kadmin/dbutil/kdb5_util #
[ Usage: kdb5 util cmd [-r realm [-d dbnane] [-k nkeytype] [-M nkeynane
[mM [cnd options-]
[create[-s
[destroy[-f
[stash[-f keyfile
[[...dunp[-0ld] [-ov] [-b6] [-verbose] [filenane[princs
load[-old] [-ov] [-b6] [-verbose] [-update] filenane
[ dunp_v4[fil enanme
load_v4[-t] [-n] [-v] [-K [-s stashfile] inputfile

kadmin/dbutil/kdb5_util destroy -r cisco.edu #



kdb5_util: No such file or directory while setting active database to
"usr/ | ocal / var/ kr b5kdc/ pri nci pal /"

kadmin/dbutil/kdb5_util create -r CISCO.EDU -s #
"Initializing database '/usr/local/var/krb5kdc/princi pal
,'for real m' Cl SCO EDU

"master key nanme ' K/ MaCl SCO. EDU

.You will be pronmpted for the database Master Password
.1t is inportant that you NOT FORGET this password

: Enter KDC dat abase master key

:Re-enter KDC dat abase master key to verify

kerberos srvtab remote oVl plaziwl TFTP jie a>gall (0 SIVEAD 59,0 dolS 51> Y Cgllas 13
kadmin/dbutil/kdb5_util stash -r CISCO.EDU #
: Enter KDC dat abase nmmster key

:kadmin.local ;oY1 paziwl (o Ull 6228 ] Guoaiiaung isoko adloY .
kadmin/cli/kadmin.local #

kadmi n.local: listprincs
kadm n/ adm n@Cl SCO. EDU
kadni n/ changepw@rl SCO. EDU
K/ M@arl SCO. EDU
kr bt gt / Cl SCO. EDU@CI SCO. EDU
kadmi n/ hi st ory@ SCO. EDU
: kadmi n. | ocal
? :kadm n.l ocal
: Avai |l abl e kadmi n. | ocal requests

add_princi pal, addprinc, ank

Add pri nci pal
del ete_principal, delprinc

Del ete princi pal
nodi fy_princi pal, nodprinc

Modi fy princi pal

change_password, cpw Change password
get _principal, getprinc GCet principa
list_principals, listprincs, get_principals, getprincs
Li st principals
add_pol i cy, addpol Add policy
nodi fy_pol i cy, nodpol Modi fy policy
del ete_policy, del pol Del ete policy
get _policy, getpol Get policy
list_policies, listpols, get_policies, getpols
Li st policies
get _privs, getprivs Get privileges
kt add, xst Add entry(s) to a keytab
ktrenmove, ktrem Rermove entry(s) from a keytab
.list_requests, Ir, ? Li st avail abl e requests
.quit, exit, g Exit program

1 Ao &§UD!.
kadm n.l ocal : ank ci scol@Cl SCO. EDU
:"Enter password for principal "ciscol@l SCO. EDU

:"Re-enter password for principal "ciscol@l SCO EDU
. Principal "ciscol@ SCO EDU' created

radl ol daclsy aasld e Jouaxdl .
kadm n.local: listprincs
kadm n/ adm n@Cl SCO. EDU
kadm n/ changepw@C! SCO. EDU
ci scol@cl SCO. EDU
K/ M@Cl SCO. EDU
kr bt gt / Cl SCO. EDU@LCI SCO. EDU



kadm n/ hi st or y@l SCO. EDU

1,235 zluue cisco JI J J3 a0 ciiol 5
kadni n.local: ank host/ci sco5200. ci sco. edu@Cl SCO. EDU
:"Enter password for principal "host/cisco5200.cisco. edu@l SCO EDU

:"Re-enter password for principal "host/cisco5200.cisco. edu@ SCO. EDU
.Principal "host/cisco5200. ci sco. edu@l SCO. EDU" created

:Cisco a>ga) J9axll zlias gl 2wl .6

kadm n.local: ktadd host/ci sco05200. ci sco. edu@l SCO. EDU

,Entry for principal host/cisco5200.cisco.edu@l SCO. EDU wi th kvno 2

.encryption type DES-CBC-CRC added to keytab WRFILE: /et c/krb5. keyt ab

bl 8aclB e 5,31 6,k 31 .7

kadmi n.local: listprincs

kadm n/ adnm n@Cl SCO. EDU

kadni n/ changepw@C! SCO. EDU

ci scol@ SCO EDU

K/ M@arl SCO. EDU

kr bt gt / Cl SCO. EDU@CI SCO. EDU

kadm n/ hi st or y@l SCO. EDU

host/ ci sc05200. ci sco. edu@Cl SCO. EDU

kadm n.local: quit

‘a9 all Joogll azgall Sau G0 JI dwus | cuguill doMe alo Jasl .8
/cp letc/krb5. keytab /ts #
chnod 777 /ts/ krb5. keytab #

:KDC o315 Jyin e .9
kdc/ kr b5kdc #
#

:J=ally ab2is oo aSTl gaxs .10
"ps -A | grep 'krb5 #
| 0: 00. 01 kdc/ kr b5kdc ?? 6043
ttypf S + 0: 00. 05 grep krb5 23427

0y Lol s )l J9asdl JBsl 82,8 e asmgall Ll 11
ci sc05200( confi g) #kerberos srvtab remote 10.10.1.8 /ts/krb5.keytab
I :(Loading /ts/krb5. keytab from 10.10.1.8 (via EthernetO
[OK - 229/1000 bytes]

5ok Qhaﬁlhlg ol oY Sl a>g0ll YRR =Y 12

Cci sco5200#write terminal

aaa new nodel

aaa aut hentication |ogin cisco2 krb5 | ocal

aaa authentication ppp cisco krb5 | ocal

ker beros | ocal -real m Cl SCO. EDU

kerberos srvtab entry host/ci sco5200. ci sco. edu@Cl SCO. EDU 0 861289666
=531159<11338:<:0 8 1 2

ker beros server Cl SCO EDU 10.10.1.8

kerberos credentials forward

tazgall Jl Jos Ul Jizxas J9>9 clasVl ausuas Jaiais @b .13
ci sc05200#terminal monitor
ci sco05200#debug kerberos
Ker ber os debugging is on
ci sco05200#debug aaa authen
AAA Aut henti cation debugging is on
ci sc05200#show clock
CDT Thu Apr 17 1997 10:16:41. 797
ci sco5200#
"Apr 17 15:16:58.965: AAA/ AUTHEN: create_user user='' ruser=""' port="tty51
‘rem_ addr='12. 12. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1
"Apr 17 15:16:58.969: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOG N



Apr 17 15:16:58.969: AAA/ AUTHEN START (1957396): found Ii st

Apr 17 15:16:58.973: AAA/ AUTHEN START (1667706374): METHOD=KRB5

Apr 17 15:16:58.973: AAA/ AUTHEN (1667706374): status = GETUSER

Apr 17 15:17:02.493: AAA/ AUTHEN CONT (1667706374): continue_l ogin

Apr 17 15:17:02.493: AAA/ AUTHEN (1667706374): status = GETUSER

Apr 17 15:17:02.497: AAA/ AUTHEN (1667706374): METHOD=KRB5

Apr 17 15:17:02.497: AAA/ AUTHEN (1667706374): status = GETPASS

Apr 17 15:17:05.401: AAA/ AUTHEN CONT (1667706374): continue_l ogin

Apr 17 15:17:05. 405: AAA/ AUTHEN (1667706374): status = GETPASS

Apr 17 15:17:05.405: AAA/ AUTHEN (1667706374): METHOD=KRB5

Apr 17 15:17:05.413: Kerberos: Requesting TGT with expiration

date of 861319025

Apr 17 15:17:05.417: Kerberos: Sendi ng TGT request with no

.pre-authorization data

Apr 17 15:17:05.441: Kerberos: Sent TGT request to KDC

Apr 17 15:17:06. 405: Kerberos: Received TGT reply from KDC

Apr 17 15:17:06.465: Domain: query for 245.110.10.10.i n-addr. ar pa
to 10.10.1.25 Reply received ok

Apr 17 15:17:06.569: Kerberos: Sent TGT request to KDC

Apr 17 15:17:06.769: Kerberos: Received TGT reply from KDC

Apr 17 15:17:06.881: Kerberos: Received valid credential with

endtine of 861232625

Apr 17 15:17:06.897: AAA/ AUTHEN (1667706374): status = PASS

disll elasVl s 21

2lxis @5Laally poi; sl PPP pasiws Ll lagd

ci sco5200#debug ppp auth
<Apr 17 15:47:15.285: Async6: Dialer received inconmng call from <unknown
LI NK- 3- UPDOMWN: | nterface Async6, changed state to up%
<Apr 17 15:47:17.293: Async6: Dialer received inconmng call from <unknown
Apr 17 15:47:17.909: PPP Async6: PAP receive authenticate request ciscol
Apr 17 15:47:17.913: PPP Async6: PAP authenticating peer ciscol
"Apr 17 15:47:17.917: AAA/ AUTHEN: create_user user='ciscol' ruser=""' port="Async6
'rem addr ="' async/ 6151010
aut hen_TYPE=PAP servi ce=PPP priv=1
"Apr 17 15:47:17.917: AAA/ AUTHEN START (0): port='Async6' list="cisco
ACTI ON=LOG N ser vi ce=PPP
Apr 17 15:47:17.921: AAA/ AUTHEN START (4706358): found |ist
Apr 17 15:47:17.921: AAA/ AUTHEN START (712179591): METHOD=KRB5
Apr 17 15:47:17.929: Kerberos: Requesting TGT with expiration date of 861320837
.Apr 17 15:47:17.933: Kerberos: Sending TGT request with no pre-authorization data
Apr 17 15:47:17.957: Kerberos: Sent TGT request to KDC
Apr 17 15:47:18.765: Kerberos: Received TGT reply from KDC
Apr 17 15:47:18.893: Kerberos: Sent TGT request to KDC
Apr 17 15:47:19.097: Kerberos: Received TGT reply from KDC
Apr 17 15:47:19. 205: Kerberos: Received valid credential with endtinme of 861234437
Apr 17 15:47:19.221: AAA/ AUTHEN (712179591): status = PASS
.Apr 17 15:47:19.225: PPP Async6: Renpte passed PAP authentication sendi ng Aut h- Ack
Apr 17 15:47:19.225: Async6: authenticated host ciscol with no matching dialer map
LI NEPROTO- 5- UPDOMWN: Li ne protocol on Interface Async6, changed state to up%

Le>MNolg clasVI OLiSiwl

Ay dlSuinall &5, e clasYl 0id Jaclus . dlaixall JSlinell dakie olBgy)linww e amdll 1id seix,

lazl §Uaill puwl




ci sco5200#

ci sco5200#configure terminal

.Enter configuration comrmands, one per line. End with CNTL/Z

ci sco5200( confi g) #kerberos local-realm junk.COM

ci sco5200#

"'=Apr 17 15:19:16.089: AAA/ AUTHEN: create_user user='' ruser
port="tty51'" rem addr='12.12.109. 64" authen_TYPE=ASCI |
service=LOG N priv=1

"Apr 17 15:19: 16.093: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOd N

Apr 17 15:19:16.097: AAA/ AUTHEN START (1957396): found Ii st

Apr 17 15:19:16.129: AAA/ AUTHEN START (56280416): METHOD=KRB5

Apr 17 15:19:16.129: AAA/ AUTHEN (56280416): status = GETUSER

Apr 17 15:19:21.721: AAA/ AUTHEN CONT (56280416): continue_|l ogin

Apr 17 15:19:21.721: AAA/ AUTHEN (56280416): status = GETUSER

Apr 17 15:19:21.725: AAA/ AUTHEN (56280416): METHOD=KRB5

Apr 17 15:19:21.725: AAA/ AUTHEN (56280416): status = GETPASS

Apr 17 15:19:26.057: AAA/ AUTHEN CONT (56280416): continue_l ogin

Apr 17 15:19:26.057: AAA/ AUTHEN (56280416): status = GETPASS

Apr 17 15:19:26.061: AAA/ AUTHEN (56280416): METHOD=KRB5

Apr 17 15:19:26.065: Kerberos: Requesting TGT with expiration date
of 861319166

Apr 17 15:19:26.069: Kerberos: Sendi ng TGT request with no
. pre-authorization data

.Apr 17 15:19: 26. 089: Kerberos: Received invalid credenti al

Apr 17 15:19:26.093: AAA/ AUTHEN (56280416): password incorrect

Apr 17 15:19:26.097: AAA/ AUTHEN (56280416): status = FAIL

Apr 17 15:19:28.169: AAA/ AUTHEN: free user ciscol tty51 12.12.109.64

aut hen_TYPE=ASCI | service=LOG N priv=1

"'=Apr 17 15:19:28.173: AAA/ AUTHEN: create_user user='' ruser
port="tty51'" rem addr='12.12.109. 64" authen_TYPE=ASCI |
service=LOG N priv=1

"Apr 17 15:19:28.177: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOd N

Apr 17 15:19:28.177: AAA/ AUTHEN START (1957396): found Ii st

Apr 17 15:19:28.181: AAA/ AUTHEN START (126312328): METHOD=KRB5

Apr 17 15:19:28.181: AAA/ AUTHEN (126312328): status = GETUSER

Joss VY DNS

Apr 10 17:22:15.370: Kerberos: Requesting TGT with expiration date
of 860721735

Apr 10 17:22:15.374: Kerberos: Sending TGT request with no

.pre-authorization data

Apr 10 17:22:15.398: Kerberos: Sent TGT request to KDC

Apr 10 17:22:16.034: Kerberos: Received TGT reply from KDC

Apr 10 17:22:16.090: Domai n: query for 245.110.10.10.i n-addr. ar pa

to 255.255. 255. 255 Reply received enpty

Ao ut a>goll delw

pppci scol#

"' =Apr 18 20:41:41.011: AAA AUTHEN:. create_user user='' ruser
port="tty51" remaddr="171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1

"Apr 18 20:41:41.011: AAA/ AUTHEN START (0): port="tty51" I|ist='cisco2
ACTI ON=LOA N servi ce=LOGd N

Apr 18 20:41:41.015: AAA/ AUTHEN START (1957396): found Ii st



Apr 18 20:41:41.015: AAA/ AUTHEN START (4036314657): METHOD=KRB5

Apr 18 20:41:41.019: AAA/ AUTHEN (4036314657): status = GETUSER

Apr 18 20:41:43.835: AAA/ AUTHEN CONT (4036314657): continue_l ogin

Apr 18 20:41:43.839: AAA/ AUTHEN (4036314657): status = GETUSER

Apr 18 20:41:43.839: AAA/ AUTHEN (4036314657): METHOD=KRB5

Apr 18 20:41:43.843: AAA/ AUTHEN (4036314657): status = GETPASS

Apr 18 20:41:48.835: AAA/ AUTHEN CONT (4036314657): continue_l ogin

Apr 18 20:41:48.839: AAA/ AUTHEN (4036314657): status = GETPASS

Apr 18 20:41:48.839: AAA/ AUTHEN (4036314657): METHOD=KRB5

Apr 18 20:41:48.847: Kerberos: Requesting TGT with expiration date
of 861424908

Apr 18 20:41:48.851: Kerberos: Sending TGT request with no
. pre-authorization data

Apr 18 20:41:48.875: Kerberos: Sent TGT request to KDC

Apr 18 20:41:49.675: Kerberos: Received TGT reply from KDC

Apr 18 20:41:49.795: Kerberos: Sent TGT request to KDC

Apr 18 20:41:50.119: Kerberos: Received TGT reply from KDC

Apr 18 20:41:50.155: AAA/ AUTHEN (4036314657): password incorrect

Apr 18 20:41:50.159: AAA/ AUTHEN (4036314657): status = FAIL

Apr 18 20:41:52.235: AAA/ AUTHEN: free user ciscol tty51 171.68.109.64

aut hen_TYPE=ASCI | service=LOG N priv=1

"'=Apr 18 20:41:52.239: AAA/ AUTHEN: create_user user='' ruser
port="tty51" rem addr="'171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1

Apr 18 20:41:52.243: AAA/ AUTHEN START (0): port="tty51' list='cisco2" A
CTI ON=LOG N servi ce=LOG N

Apr 18 20:41:52.243: AAA/ AUTHEN START (1957396): found Ii st

Apr 18 20:41:52.247: AAA/ AUTHEN START (1817975874): METHOD=KRB5

Apr 18 20:41:52.247: AAA/ AUTHEN (1817975874): status = GETUSER

Apr 18 20:42:08. 143: AAA/ AUTHEN ABORT: (1817975874) because
.Carrier dropped

Apr 18 20:42:08.147: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

:paziwoll ol Lo L Lagd

telnet 10.10.110.245%
Trying 10.10. 110. 245

. Connected to 10.10.110. 245
."[~" Escape character is

User Access Verification

User nane: ciscol

: Password
! Ker ber os: Failed to retrieve tenporary service credentials
! Ker ber os: Failed to validate TGT

Access denied %

: User nane

Kerberos olly 62cl8 9 59290 pué  Juosll

"'=Apr 18 19: 04: 49.983: AAA/ AUTHEN:. create_user user
ruser="" port="tty51" remaddr="171.68.109. 64" authen_TYPE=ASCI |
service=LOG N priv=1

"Apr 18 19:04:49.987: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOGd N

Apr 18 19:04:49.987: AAA/ AUTHEN START (1957396): found Ii st

Apr 18 19:04:49.991: AAA/ AUTHEN START (3962282505): METHOD=KRB5



Apr 18 19:04:49.995: AAA/ AUTHEN (3962282505): status = GETUSER

Apr 18 19:04:53.475: AAA/ AUTHEN CONT (3962282505): continue_l ogin

Apr 18 19:04:53.479: AAA/ AUTHEN (3962282505): status = GETUSER

Apr 18 19:04:53.479: AAA/ AUTHEN (3962282505): METHOD=KRB5

Apr 18 19:04:53.483: AAA/ AUTHEN (3962282505): status = GETPASS

Apr 18 19: 04:56.283: AAA/ AUTHEN CONT (3962282505): continue_l ogin

Apr 18 19:04:56. 283: AAA/ AUTHEN (3962282505): status = GETPASS

Apr 18 19:04:56.287: AAA/ AUTHEN (3962282505): METHOD=KRB5

Apr 18 19:04:56.291: Kerberos: Requesting TGT with expiration date
of 861419096

Apr 18 19:04:56.295: Kerberos: Sending TGT request with no
. pre-authorization data

Apr 18 19: 04:56.323: Kerberos: Sent TGT request to KDC

Apr 18 19:04:56.355: Kerberos: Received TGT reply from KDC

Apr 18 19:04:56.363: Kerberos: dient not found in Kerberos database

.Apr 18 19:04:56.371: Kerberos: Received invalid credential

Apr 18 19: 04:56.375: AAA/ AUTHEN (3962282505): password incorrect

Apr 18 19:04:56. 379: AAA/ AUTHEN (3962282505): status = FAIL

Apr 18 19:04:58.679: AAA/ AUTHEN: free user cisco3 tty51 171.68.109. 64

aut hen_TYPE=ASCI | service=LOG N priv=1

"'=Apr 18 19: 04:58.687: AAA/ AUTHEN: create_user user='' ruser
port="tty51" rem addr="'171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1

"Apr 18 19:04:58.687: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOd N

Apr 18 19:04:58.691: AAA/ AUTHEN START (1957396): found Ii st

Apr 18 19:04:58.743: AAA/ AUTHEN START (1209738018): METHOD=KRB5

Apr 18 19:04:58.747: AAA/ AUTHEN (1209738018): status = GETUSER

Apr 18 19: 05: 04. 863: AAA/ AUTHEN ABORT: (1209738018) because
.Carrier dropped

Apr 18 19: 05: 04.863: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

w0 u€ 59,0 dalS paiww ais) oLll 6acl9 9 39290 Juosll

"' =Apr 18 19: 06: 05.427: AAA/ AUTHEN:. create_user user='' ruser
port="tty51" remaddr="171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1

"Apr 18 19:06: 05.427: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOd N

Apr 18 19: 06: 05. 431: AAA/ AUTHEN START (1957396): found Ii st

Apr 18 19: 06: 05. 431: AAA/ AUTHEN START (3693437965): METHOD=KRB5

Apr 18 19:06: 05. 435: AAA/ AUTHEN (3693437965): status = GETUSER

Apr 18 19:06:07. 763: AAA/ AUTHEN CONT (3693437965): continue_l ogin

Apr 18 19:06: 07.763: AAA/ AUTHEN (3693437965): status = GETUSER

Apr 18 19:06: 07.767: AAA/ AUTHEN (3693437965): METHOD=KRB5

Apr 18 19:06: 07.767: AAA/ AUTHEN (3693437965): status = GETPASS

Apr 18 19: 06: 14. 895: AAA/ AUTHEN CONT (3693437965): continue_l ogin

Apr 18 19:06: 14. 899: AAA/ AUTHEN (3693437965): status = GETPASS

Apr 18 19:06: 14. 899: AAA/ AUTHEN (3693437965): METHOD=KRB5

Apr 18 19:06:14.907: Kerberos: Requesting TGT with expiration date
of 861419174

Apr 18 19:06:14.907: Kerberos: Sending TGT request with no
. pre-authorization data

Apr 18 19: 06:14.935: Kerberos: Sent TGT request to KDC

Apr 18 19: 06: 15.643: Kerberos: Received TGT reply from KDC

.Apr 18 19: 06: 15. 683: Kerberos: Received invalid credential

Apr 18 19: 06: 15. 687: AAA/ AUTHEN (3693437965): password incorrect

Apr 18 19: 06: 15. 691: AAA/ AUTHEN (3693437965): status = FAIL
Apr 18 19:06:17.695: AAA/ AUTHEN: free user ciscol tty51 171.68.109.64
aut hen_TYPE=ASCI | service=LOG N priv=1



"'=Apr 18 19:06:17.699: AAA/ AUTHEN: create_user user='' ruser
port="tty51" rem addr='171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1

"Apr 18 19:06: 17.703: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOd N

Apr 18 19:06:17.703: AAA/ AUTHEN START (1957396): found Ii st

Apr 18 19:06:17.707: AAA/ AUTHEN START (1568599595): METHOD=KRB5

Apr 18 19:06:17.707: AAA/ AUTHEN (1568599595): status = GETUSER

Apr 18 19:06: 22. 751: AAA/ AUTHEN ABORT: (1568599595) because
.Carrier dropped

Apr 18 19:06: 22. 755: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

eV D poaiwedl s

Trying 10.10. 110. 245
. Connected to 10.10.110. 245
."[~" Escape character is

User Access Verification
User nane: ciscol
: Passwor d

Access denied %

: User nane

a>goll e 2o jue SRVTAB JB)|

pppci scol#
(SYS-5-CONFI G| : Configured fromconsole by vty0O (171.68.109. 64%
"' =Apr 18 19:08:55.799: AAA/ AUTHEN. create_user user='' ruser
port="tty51" remaddr="171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1
"Apr 18 19:08:55.803: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOGd N
Apr 18 19:08:55.807: AAA/ AUTHEN START (1957396): found Ii st
Apr 18 19:08:55.807: AAA/ AUTHEN START (3369934519): METHOD=KRB5
Apr 18 19:08:55.811: AAA/ AUTHEN (3369934519): status = GETUSER
Apr 18 19:08:59.011: AAA/ AUTHEN CONT (3369934519): continue_l ogin
Apr 18 19:08:59.011: AAA/ AUTHEN (3369934519): status = GETUSER
Apr 18 19:08:59.015: AAA/ AUTHEN (3369934519): METHOD=KRB5
Apr 18 19:08:59.015: AAA/ AUTHEN (3369934519): status = GETPASS
Apr 18 19:09:02.219: AAA/ AUTHEN CONT (3369934519): continue_l ogin
Apr 18 19:09: 02. 219: AAA/ AUTHEN (3369934519): status = GETPASS
Apr 18 19:09: 02.223: AAA/ AUTHEN (3369934519): METHOD=KRB5
Apr 18 19:09:02.231: Kerberos: Requesting TGT with expiration date
of 861419342
Apr 18 19:09:02.231: Kerberos: Sending TGTI request with no
. pre-authorization data
Apr 18 19:09:02.259: Kerberos: Sent TGT request to KDC
Apr 18 19:09:02.311: Kerberos: Received TGT reply from KDC
Apr 18 19:09:02.435: Kerberos: Sent TGT request to KDC
Apr 18 19:09:02.555: Kerberos: Received TGT reply from KDC
Apr 18 19:09: 02. 643: AAA/ AUTHEN (3369934519): password incorrect
Apr 18 19:09: 02. 643: AAA/ AUTHEN (3369934519): status = FAIL
Apr 18 19:09:04.779: AAA AUTHEN: free user ciscol tty51 171.68.109.64
aut hen_TYPE=ASCI | service=LOG N priv=1
"'=Apr 18 19:09: 04.783: AAA/ AUTHEN:. create_user user='' ruser
port="tty51" remaddr="171. 68.109. 64" aut hen_TYPE=ASCI |
service=LOG N priv=1



"Apr 18 19:09: 04.787: AAA/ AUTHEN START (0): port="tty51" |ist='cisco2
ACTI ON=LOA N servi ce=LOd N

Apr 18 19:09: 04. 791: AAA/ AUTHEN START (1957396): found Ii st

Apr 18 19:09: 04. 843: AAA/ AUTHEN START (2592922252): METHOD=KRB5

Apr 18 19:09: 04. 843: AAA/ AUTHEN (2592922252): status = GETUSER

Apr 18 19:09:11.751: AAA/ AUTHEN ABORT: (2592922252) because
.Carrier dropped

Apr 18 19:09:11.755: AAA/ AUTHEN: free user tty51 171. 68. 109. 64
aut hen_TYPE=ASCI | service=LOG N priv=1

:paziwoll ol Lo L Lagd

. Trying 10.10.110. 245
. Connected to 10.10.110. 245
."[~" Escape character is

User Access Verification

User nane: ciscol

: Passwor d
IFailed to retrieve SRVTAB key
| Ker ber os: Failed to validate TGT

Access denied %

: User nane
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