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Output is suppressed. access-list no-nat extended ---!

Ci scoasa#show run
Saved :

(ASA Version 7.1(1

1
host nane ci scoasa

!
interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 172.25.171.1 255.255.0.0
1
interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.10.10.1 255.255.255.0
1
i nterface Managenent 0/ 0

shut down

no nanei f

no security-|evel

no i p address




permt ip 10.10.10.0 255.255.255.0 192.168.10.0
255. 255. 255. 0 access-list ezvpn extended permit ip
10.10.10.0 255.255.255.0 192.168.10.0 255.255.255.0

access-list Split_Tunnel_ List remark The corporate
network behind the ASA

access-list Split_Tunnel_ List standard permit 10.10.10.0
255.255.255.0

nat (inside) O access-list no-nat

access-group OQUT in interface outside

route outside 0.0.0.0 0.0.0.0 172.25.171.2 1

Use the group-policy attributes command in !--- ---/

gl obal configuration nmbde to enter the group-policy
.attributes node

group-policy DfltGrpPolicy attributes
banner none

Wi Ns- server none
dns-server none

dhcp- net wor k- scope none
vpn- access- hours none
vpn-si nul t aneous-1 ogins 3
vpn-idle-tinmeout 30
vpn-sessi on-ti meout none
vpn-filter none
vpn-tunnel - prot ocol | PSec
passwor d- st or age enabl e

i p-conp disabl e

re-xauth disable

group-1 ock none

pfs disable

i psec-udp enabl e

i psec-udp-port 10000

split-tunnel-policy tunnelspecified

split-tunnel-network-list value Split_Tunnel_ List

def aul t - donmi n none

split-dns none

secure-unit-authentication disable

user - aut henti cati on disable

user - aut henti cation-idle-ti meout 30

i p- phone- bypass di sabl e

| eap- bypass di sabl e

Network Extension mode allows hardware clients to ---!
present a single, !--- routable network to the remote
private network over the VPN tunnel. nem enable
backup-servers keep-client-config

client-firewall none

client-access-rul e none
username cisco password 3USUcCOPFUiMCO4Jk encrypted
http server enable

no snnp-server | ocation

no snnp-server contact

snnp- server enabl e traps snnp authentication |inkup

|'i nkdown col dstart

These are IPsec Phase I and Phase II parameters. !- ---!
-- The parameters have to match in order for !--- the
IPsec tunnel to come up. crypto ipsec transform-set
mySET esp-des esp-md5-hmac
crypto dynamic-map myDYN-MAP 5 set transform-set mySET
crypto map myMAP 60 ipsec-isakmp dynamic myDYN-MAP
crypto map myMAP interface outside

isakmp identity address




isakmp enable outside

isakmp policy 1 authentication pre-share
isakmp policy 1 encryption 3des

isakmp policy 1 hash md5

isakmp policy 1 group 2

isakmp policy 1 lifetime 86400

tunnel-group DefaultRAGroup general-attributes
default-group-policy DfltGrpPolicy

tunnel-group DefaultRAGroup ipsec-attributes
* pre-shared-key

telnet tinmeout 5
ssh tinmeout 5
console tinmeout O
!

end
#ci scoasa

Cisco 871 a>g0

C871#show running-config

Current configuration : 1639 bytes

!

version 12.4

no service pad

service timestanps debug dateti ne nsec

service timestanps | og datetime nsec

no service password-encryption

!

host name C871

!

boot - st art - mar ker

boot - end- mar ker

1

1

ip cef

!

Creates a Cisco Easy VPN Remote configuration and ---!
enters the !--- Cisco Easy VPN Remote configuration
mode. crypto ipsec client ezvpn ASA

The IPsec VPN tunnel is automatically connected ---!
when the Cisco !--- Easy VPN Remote feature 1is
configured on an interface. connect auto

The group name should match the remote group name. ---!
group DefaultRAGroup key cisco

Specifies that the router should become a remote ---!
extension of the !--- enterprise network at the other
end of the VPN connection. mode network-extension
Sets the peer IP address or hostname for the VPN ---!
connection. peer 172.25.171.1

Specifies how the Easy VPN Client handles extended ---!
authentication (Xauth) requests. xauth userid mode

interactive

Output is suppressed. ! interface FastEthernetO ! ---/
interface FastEthernetl ! interface FastEthernet?2

interface FastEthernet3 ! !--- Assigns a Cisco Easy VPN

Remote configuration to an outside interface. interface
Fast Ethernet4 ip address 172.30.171.1 255.255.0.0 ip
access-group 101 in no ip redirects no ip unreachabl es
no ip proxy-arp ip nat outside ip virtual-reassenbly ip
rout e-cache flow dupl ex auto speed auto crypto ipsec




client ezvpn ASA
!
Assigns a Cisco Easy VPN Rremote configuration to ---!
an outside interface. interface Vlanl ip address
192.168.10.1 255.255.255.0 ip access-group 100 out no ip
redirects no ip unreachables no ip proxy-arp ip nat
inside ip virtual -reassenbly ip route-cache flowip tcp
adj ust-mss 1452 crypto ipsec client ezvpn ASA inside
!
ip classless
ip route 0.0.0.0 0.0.0.0 172.30.171.2
!
Enables NAT on the inside source address. ip nat ---!
inside source route-map EzVPN1l interface FastEthernet4
overload
!
access-list 100 permit ip any any
access-list 101 permit ip any any
access-list 103 permit ip 192.168.10.0 0.0.0.255 any
1
route-map EzVPN1l permit 1
match ip address 103
1
end
C871#

- " . - ..I

2o JSuin ousSil Jac S pud)l 13D paziwl

w22 (OIT) 23Vl p= o 811 paziwl .Show Lolol o (lad -usuwelleMasll) 21,3V > io 6Iii P2V
. Show oVl 2550 Jud>s

llsl ASA 5520 Juas, o (&5 VPN Jl setup ol J9lxy xass gluwe cisco 871 JI 6l MS el JSuiy ol b
:dlw Jl 04® azgall Lo ,2, «ddoVl ISAKMP Glales Jsks a2y .olgic il Jasiuw

Pendi ng XAut h Request, Pl ease enter the
foll owi ng command: crypto ipsec client ezvpn xauth

a2y 13D )90 dolS9 pasiuw puwl dlla, sil crypto ipSec client ezZVPN xauth oVl JBs| oy
WS 8 0 950)l 4alS9 paianll puwl e dadlgall 5,=a; LASA 5520 JI e S delS9 username Jl
APsec VPN g9 j9¢b pi9 wlaleoll (9L e GlasVl piy (o ulnill

:EZVPN(ASA) : Pending XAuth Request, Please enter the following command
EZVPN: crypto ipsec client ezvpn xauth

. Enter the crypto ipsec client ezvpn xauth command ---!

crypto ipsec client ezvpn xauth

Enter Usernanme and Password.: cisco
Password: : test
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QM_IDLE > i b 8 aJlxJl (IKE (SAs olol blLidl gua> Lo = — show crypto isakmp sa -
s>V gl gog)l &Ysbal aolaiwl Sar9 0 go ade Baas Jliy ¥ SA ol I

show crypto isakmp sa
I Pv4 Crypto | SAKMP SA
dst src state conn-id slot status
QM_IDLE 1011 0 ACTIVE 172.30.171.1 172.25.171.1

| Pv6 Crypto | SAKMP SA
oo B8 . a ] (SAS) cloadl wlgzgo 9 (o doaziwall whblacyl Lo ,=, — show crypto ipSec
Juoxill degaxog Samilly ddxoll Sllgdl o JS aic el Joogll (Soy (il o Suidly 6 ulaill IP (9lic
Los oLl JS' 3 2>19 (ESP) ceiail] olol JsSsi9 ) SA olsuiv o wlees JUd lgolasiw] piy il

488 Lld (AH) adslanll ul)y Jis wlegoms pladiw] pas)

show crypto ipsec sa

interface: FastEthernet4
Crypto map tag: FastEthernet4-head-0, |ocal addr 172.30.171.1

(protected vrf: (none
(local ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0
(renpte ident (addr/nmask/prot/port): (0.0.0.0/0.0.0.0/0/0
current _peer 172.25.171.1 port 500
{,PERM T, flags={origin_is_acl
pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0#
pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0#
pkts conpressed: 0, #pkts deconpressed: 0#
pkts not conpressed: 0, #pkts conmpr. failed: O#
pkts not deconpressed: 0, #pkts deconpress failed: 0#
send errors 0, #recv errors O#

local crypto endpt.: 172.30.171.1, remote crypto endpt.: 172.25.171.1
path mtu 1500, ip ntu 1500
(current outbound spi: Ox2A9F7252(715092562

:inbound esp sas
(spi: 0x42A887CB(1118341067

, transform: esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
conn id: 39, flow id: C87X MBRD:39, crypto map: FastEthernet4-head-0
(sa timing: remaining key lifetime (k/sec): (4389903/28511
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE

;i nbound ah sas
;i nbound pcp sas

soutbound esp sas
(spi: 0x2A9F7252(715092562
, transform: esp-des esp-md5-hmac
{ ,in use settings ={Tunnel
conn id: 40, flow id: C87X MBRD:40, crypto map: FastEthernet4-head-0
(sa timing: remaining key lifetime (k/sec): (4389903/28503
IV size: 8 bytes
replay detection support: Y
Status: ACTIVE
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:out bound ah sas

:out bound pcp sas

o9lic o géx Al (SAS) Cloadl wlgzgo 9 (o doaziuwall whslacyl Lo,=, — show ipsEc sa -
pir il ol oleganos baumlly ddxall cllgdl oo JS xic lgd] Jsosll oSar (il olSuilly &l P

ol JS 8 2>l [ESP SAs (0 wlisl 229, .leolaiwl
ci scoasa#fshow ipsec sa
interface: outside
Crypto map tag: myDYN-MAP, seq num 5, l|ocal addr: 172.25.171.1

(l ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0

(renpte ident (addr/mask/prot/port): (192.168.10.0/255.255.255.0/0/0
current_peer: 172.30.171.1, username: cisco

dynamic all ocated peer ip: 0.0.0.0

pkts encaps: 0, #pkts encrypt: 0, #pkts digest: 0#

pkts decaps: 0, #pkts decrypt: 0, #pkts verify: 0O#

pkts conpressed: 0, #pkts deconpressed: O#

pkts not conpressed: 0, #pkts conmp failed: 0, #pkts deconp failed: O#
send errors: 0, #recv errors: O#

local crypto endpt.: 172.25.171.1, remote crypto endpt.: 172.30.171.1

path mu 1500, ipsec overhead 60, media nmtu 1500
current outbound spi: 42A887CB

:i nbound esp sas
(spi: Ox2A9F7252 (715092562
transform esp-des esp-nd5-hmac
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 8, crypto-map: nyDYN MAP
sa timng: remaining key lifetime (sec): 28648
IV size: 8 bytes
replay detection support: Y
:out bound esp sas
(spi: 0x42A887CB (1118341067
transform esp-des esp-nd5-hmac
{ ,in use settings ={RA, Tunne
slot: 0, conn_id: 8, crypto-map: nyDYN MAP
sa timng: remaining key lifetime (sec): 28644
IV size: 8 bytes
replay detection support: Y

plaziw] JI AM_ACTIVE d> uin ubas 9 I IKE olSuis gea> o2 — show isakmp sa

laleall Jsbid saiall giogl!

ci scoasa#show isakmp sa

Active SA: 1
(Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey
Total IKE SA: 1

| KE Peer: 172.30.171.1 1

Type ;ouser Rol e . responder
Rekey > no State . AM _ACTIVE

Le>MNolg elasVI OLiSiwl

Le>Molg oSl ellas] BliSiwy puus)l 13D pasiwl
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L>Nolg azgall elias] SliSiuwi -
le>Moolg ASA clias Slisiuwi -
w22 (OIT) L3Vl a2 i 8151 paskiawl .ShOW Lolol asy (Jaad ulxualleVasl)) 2131 o> is 6131 ac
. Show oVl 2,50 Jul>s

.debug ol9l plaziw| J:8 zaxaill olol Jo> dngo wlogles JI &>l tdla>Vo

L>Vool a>gall ellas| WOLiSiwl

AKE 0 1 d>,0ll ISAKMP o liogles o ,2,—debug crypto isakmp -
AKE (0 2 d> 0l IPsec wliogles o ,2—debug crypto ips -

Le>Molg ASA cllas SLiuSiwi

AKE 0 1 d>,0ll ISAKMP o loglao o ,2,—debug crypto isakmp 127 -
AKE 0 2 dl>,0ll IPsec wlioglao o ,2—debug crypto isec 127 -

dlo ol oo

(NEM) , Losll 655 JbaS PIX 506€ 9 03 ASA 5500 go lgw VPN aSui -
Cisco 0 ASA 5500 Series caSill ablall oLV 6 g2 olio pcs -

Cisco 800 abuduwll 10 lg2gall ol pc> -

IKE &¥gSgi9 n/IPSec dioglas -

Cisco Systems - olaiiwally il acall -
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