odysu L2TP gu) IPSec usu 221 eplss PIX
99 pus9o) Windows 2000 wiguwogsle IJboble

Slhgizall

dwaioll
dawlw VI o lllaioll

o Wlnial|

dwaziual]l oligSall

oMo

duwlwl ologles

aSuill | Jaulasill puw )l

Microsoft L2TP  Jwoc 'S5

PIX &lo> Hla> oblgi e Joasl
PIX alo> 5l - oSi

axuall o asxill

L>Nolg clasVl O LiuSiuwl

le>Muolg cllasV] O LliSiwl ol

dusll clasVl xzuai 21,31

CA 2o ouwill a> clas] auxuai

CA 20 il auzo € cllas] auxuas
o o3 ologles

dosall

Cisco oo oVl PIX dyla> 5laz gl e pgeas IPsec ue (L2TP) 2 dadall aadl JlasVl JsSei9
IPsec Jwe plasiwl Windows 2000 i Ggesi; ol ouoasimall Say .1zl laol 91 X.6 luo)l

dlowlgs yinall L2TP (385 e 9,0l 45,> (395 PIX dla> jla> JIL2TP 345 clisy L2TP Jacy LoVl
(IPsec (SAs ubl bl sl

PIX JI Telnet J>I o0 Windows 2000 L2TP IPsec Jiac plasiw] <liSay ¥ 1da>Vo

PIX e L2TP go _baill JlaiVl puwsi aslSo| 1995 V tdla>No

uuwgo iSo Jl a=y e XP 9 Microsoft Windows 2000/2003 ;0 IPseC e L2TP eMac (955 J=1 oo
ol (IAS) oYl a93kas doaz) RADIUS o515 go lauus a5 i auilas placiuwl PIX/ASA ¢l jlg> 9

Windows 2000/XP :u IPsec e L2TP J| &>, «pasiuwnll 495Las) Microsoft Windows 2003 Jasiull
Lowwo Jyiiun 2lias oSG Jlio plazswl PIX/ASA 7.2 9 PC

as yi &é_g.e I o=l XP 9 Microsoft Windows 2000 eMac 40 (IP (IPsec j.c L2TP Olol (oS
iS 0 _JI XP ol Windows 2000, Lec 0 IPSeC uc L2TP Loc oSS JI &)l 6 000 ddy b plaiwl
Lowe aS i auilés plaziwl Cisco VPN 3000 Series



//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00807213a7.shtml
//www.cisco.com/en/US/products/ps6120/products_configuration_example09186a00807213a7.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a0080094aca.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a0080094aca.shtml

dawlwV olllasoll

O llloioll
Aol [ag) dols ollloio a>g5 Y

a2 iwoll & bgSoll

al dplall wlsSalls poll wlylaol Lle xiuall 13i® 3 63,ls)l wlogleall giai

(3)6.3 1ol PIX g0l -
Microsoft auabi jlsl) lede soizy ¥ sl 91 SP2 doazl doj=y 5950l Windows 2000 Jusiwd] ol -
(.SP1 doadl doj> Jo> wlogles e Jaaxll Q276360
65e>V o> ol ol dlass dy 9 639290l 6562V o diwall 13D 9 63,l9]l uLo_glstI elis| oo
Y Jaizoll Ll dogd o a5k 6 il diSuis il 131 (Lol ,idl) 2omon p9Si Aol 13D 9 doaziuall
ol

wbMawodl

Ol oMawvl Jo> wlogleall o 30 Je Jaaxl dusill Cisco vl oWl g1,

dawlwl ologles

9 Microsoft g Baltimore pslg3 &a>lluol 9l x.6 )oYl Cisco Secure PIX (8 whblgidl acs (o,
APsec alo> g9 L2TP ollb PIX s, V (WL .Entrust 9 VeriSign

ol @5lao paias itwall 130 3 lanwe 55530l oplissall PIX dpla> iz 0085 s Jbiall 13 2o
RADIUS 315 dlawls; 8skanll ps Jball 13id (6 (o lslgidl) rsa-sig oYl (IKE) e oYl plio

23l VPN g Cisco Hardware edac 8 PIX o 6 éiall Jsasll oYlasV &L J8YI &l Ll 5w a%
PSec/PPTP/L2TP (gacu

Aol 138 9 dxiogall oljsall (e85 wlogles Ul pasi «pudll 13i® 9

aoxzimoll ;oloVl Jo> logleall o jo Lle joiell (laad ulxuiall eMoell) ,oloVl ey 811 pasiwl 1da>Me
i)l 13D 9

W1 aSaidl slac] xituall 13D pasiuy


http://support.microsoft.com/default.aspx?scid=kb;en-us;276360
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094e6d.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a0080094e6d.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

Windows 2000 PC

II—' 171.68.9.149

Outside 171.68.9.567

N

Inside 20111
RADIUS Server
f\; ,—' 201.1.2
Microsoft L2TP  Lac S5
oYl JeSei9 p oY Microsoft s 8 Microsoft L2TP e (oS5 &S Jo> wlogleo e jgiell o
. balaxy Sglas

oblgidl > 50 p3lg> o bac Juasll acx Microsoft (e sglaxy sglas s> (9 aldl 6Ll cuwai LSy
slacy  Juaaill Microsoft s 9 Microsoft §auae g0 slac] aas Jo> wlogles 3265 .(CA) 6 uikol
. 19020 8> 40

PIX dsla> o> obles e Joaxll

oo oblgid] plaziwl Liwdl Jsisl) PIX (1655 &8s Jo> Jwolis le Jouaxl) CA 0S5 aliol J| &>
.Microsoft 9 Baltimore 9 Entrust 9 VeriSign

PIX dylo> 5la> (oS5

r0Sill 13D sitaoll 13 p1iuy


http://www.microsoft.com/windows2000/techinfo/planning/security/ipsecsteps.asp
http://www.microsoft.com/windows2000/techinfo/planning/security/ipsecsteps.asp
http://www.microsoft.com/windows2000/techinfo/planning/security/casetupsteps.asp
http://www.microsoft.com/windows2000/techinfo/planning/security/casetupsteps.asp
//www.cisco.com/en/US/docs/security/pix/pix53/ipsec/configuration/guide/ExCAs.html

PIX ilo> o

(PI'X Version 6.3(3

nanei f ethernet0 outside security0

narmei f ethernetl inside securityl00

enabl e password 8Ry2Yj |yt 7RRXU24 encrypted

passwd 2KFOnbNI dI . 2KYQU encr ypt ed

host nane Pl X-506- 2

donmi n- name sj vpn. com

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol sntp 25

fixup protocol sqlnet 1521

fixup protocol sip 5060

fixup protocol skinny 2000

names

Access Control List (ACL) configured to bypass !--- —--- !
Network Address Translation (NAT) for the L2TP IP pool.
access-list nonat permit ip 20.1.1.0 255.255.255.0
50.1.1.0 255.255.255.0

ACL configured to permit L2TP traffic (UDP port ---!
1701). access-list 1l2tp permit udp host 171.68.9.57 any
eq 1701

no pager

| oggi ng on

| oggi ng consol e debuggi ng

| oggi ng buffered debuggi ng

interface ethernet0 10baset

interface ethernetl 10baset

ntu outside 1500

ntu inside 1500

i p address outside 171.68.9.57 255.255.255.0

i p address inside 20.1.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

Pool for L2TP address assignment. ip local pool ---!
12tp 50.1.1.1-50.1.1.5

pdm hi story enabl e

arp tineout 14400

NAT configuration that matches previously defined ---!
!--- ACL for the L2TP IP pool. nat (inside) 0 access-
list nonat

route outside 0.0.0.0 0.0.0.0 171.68.9.1 1

timeout xlate 3:00: 00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

sip 0:30:00 sip_nedia 0:02:00 0:05:00

ti meout uauth 0:05:00 absol ute

+aaa- server TACACS+ protocol tacacs

aaa- server RADI US protocol radius

AAA (RADIUS) server configuration. aaa-server ---!
RADIUS (inside) host 20.1.1.2 cisco timeout 5

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

sysopt command entry to permit L2TP !--- traffic, ---!
.whil e bypassing all ACLs

sysopt connection permit-12tp




no sysopt route dnat

The IPsec configuration. crypto ipsec transform-set ---!
12tp esp-des esp-md5-hmac

Only transport mode is supported. crypto ipsec ---!
transform-set 1l2tp mode transport

crypto ipsec security-association lifetime seconds 3600
crypto dynamic-map dyna 20 match address 1l2tp

crypto dynamic-map dyna 20 set transform-set 12tp
crypto map mymap 10 ipsec-isakmp dynamic dyna

crypto map mymap client authentication RADIUS

crypto map mymap interface outside

The IKE configuration. isakmp enable outside ---!
isakmp policy 20 authentication rsa-sig

isakmp policy 20 encryption des

isakmp policy 20 hash md5

isakmp policy 20 group 1

isakmp policy 20 lifetime 86400

ca identity sjvpn 171.68.9.149:/certsrv/mscep/mscep.dll
ca configure sjvpn ra 1 20 crloptional

telnet 171.68.9.0 255.255.255.0 inside

telnet 20.1.1.2 255.255.255. 255 inside

tel net tineout 60

ssh timeout 5

The L2TP configuration parameters. vpdn group ---!
l2tpipsec accept dialin 12tp

vpdn group l2tpipsec ppp authentication chap

vpdn group l2tpipsec ppp authentication mschap

vpdn group l2tpipsec client configuration address local
12tp

vpdn group l2tpipsec client configuration dns 20.1.1.250
20.1.1.251

vpdn group l2tpipsec client configuration wins
20.1.1.250

vpdn group l2tpipsec client authentication aaa RADIUS
vpdn group l2tpipsec client accounting RADIUS

vpdn group l2tpipsec 12tp tunnel hello 60

vpdn enable outside

termnal width 80

Crypt ochecksum 06a53009d1e9f 04740256d9f Of b82837

end :

[ K]

iceadl o aasgl

2o JSuin ousSil Jac S puddl 13D paziwl

w22 (OIT) L3Vl a2 i 8151 pazkial .ShOW Lolol Lass (laad ulxualleVasl)) 2131 a2 is 6131 ac
. show oVl 2,50 Jul>s

(RA) i g2 50 wblgi slg (CA 6slging b i Jo> wlogleo o 2,—Sshow crypto ca cert
Certificate

Status: Avail abl e

Certificate Serial Nunber: 03716308000000000022

Key Usage: General Purpose

Subj ect Name

Name: Pl X-506- 2. sj vpn.com

:Validity Date

start date: 16:29:10 Apr 27 2001

end date: 16:39:10 Apr 27 2002
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RA Signhature Certificate

Status: Avail abl e

Certificate Serial Nunmber: 0347dc82000000000002
Key Usage: Signature

CN = scott

QU = tac

O = cisco

L = san jose

ST = ca

C=US

EA =<16> zaahnmed@i sco. com
:Validity Date

start date: 18:47:45 Jul 27 2000

end date: 18:57:45 Jul 27 2001

CA Certificate

Status: Avail abl e

Certificate Serial Nunmber: 1102485095cbf 8b3415b2e96e86800d1
Key Usage: Signature

CN = zakca

QU = vpn

O = cisco

L = sj

ST = california

C=US

EA =<16> zaahnmed@i sco. com
:Validity Date

start date: 03:15:09 Jul 27 2000

end date: 03:23:48 Jul 27 2002

RA KeyEnci pher Certificate
Status: Avail abl e

Certificate Serial Nunmber: 0347df 0d000000000003
Key Usage: Encryption

CN = scott

QU = tac

O = cisco

L = san jose

ST = ca

C=US

EA =<16> zaahnmed@i sco. com
:Validity Date

start date: 18:47:46 Jul 27 2000

end date: 18:57:46 Jul 27 2001
b 9 AN IKE ol ga> Lo 2, —show crypto isakmp sa

dst src state pending created
QVLIDLE O 1 171.68.9.149 171.68.9.57

A=l SAs S 0 doaziwall ohlae)l Lo ,2,—show crypto ipSec

i nterface: outside

Crypto map tag: nymap, |ocal addr. 171.68.9.57

(local ident (addr/mask/prot/port): (171.68.9.57/255.255.255.255/17/1701
(renpte ident (addr/mask/prot/port): (171.68.9.149/255.255. 255, 255/17/ 1701
current _peer: 171.68.9.149

dynamic allocated peer ip: 0.0.0.0

{,PERM T, flags={reassenbly_needed, transport_parent
pkts encaps: 20, #pkts encrypt: 20, #pkts digest 20#



pkts decaps: 45, #pkts decrypt: 45, #pkts verify 45#

pkts conpressed: 0, #pkts deconpressed: O0#

pkts not conpressed: 0, #pkts conmpr. failed: 0, #pkts deconpress failed: O#
send errors 0, #recv errors O#

| ocal crypto endpt.: 171.68.9.57, rempote crypto endpt.: 171.68.9.149
path mu 1500, ipsec overhead 36, media nmtu 1500
current outbound spi: a8c54ec8

:i nbound esp sas

(spi: Oxfbc9db43(4224310083

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Transport

slot: 0, conn id: 1, crypto map: mynmap

(sa timng: remaining key lifetime (k/sec): (99994/807
IV size: 8 bytes

replay detection support: Y

:inbound ah sas
:i nbound pcp sas

:out bound esp sas

(spi: Oxa8c54ec8(2831503048

, transform esp-des esp-nd5-hmac

{ ,in use settings ={Transport

slot: 0, conn id: 2, crypto map: nmynmap

(sa timng: remaining key lifetime (k/sec): (99999/807
IV size: 8 bytes

repl ay detection support: Y

:out bound ah sas

:out bound pcp sas
9 ol (L2F) 2 sgimall 91 L2TP a>gs éslel §lasl Jo> wlogles 0,2, —show vpdn tunnel -
(VPDN) éwiol ;i8] dols Jlasl aSuis

(L2TP Tunnel Information (Total tunnel s=1 sessions=1

Tunnel id 4 is up, remote id is 19, 1 active sessions
Tunnel state is established, tinme since change 96 secs
Renmote Internet Address 171.68.9.149, port 1701

Local Internet Address 171.68.9.57, port 1701

packets sent, 38 received, 420 bytes sent, 3758 received 15
Control Ns 3, Nr 5

Local RWS 16, Renpte RWS 8

Retransnmission tine 1, max 1 seconds

Unsent queuesize 0, max O

Resend queuesize 0, max 1

Total resends 0, ZLB ACKs 3

Retransmit tinme distributionn. 00 0000000O

No active PPTP tunnels %

Pl X-506- 2# sh uauth
Current Mst Seen

Aut henticated Users 1 2
Authen In Progress 0 2



vpdn user 'vpnclient' at 50.1.1.1, authenticated

VPDN 8 alaiull L2F 9l L2TP Joc clul> Jo> wloglzs Lo 2, —show vpdn session -

(L2TP Session Information (Total tunnel s=1 sessions=1

Call id 4 is up on tunnel id 4

Renot e tunnel nanme is zaahned- pc

Internet Address is 171.68.9. 149

Session usernane is vpnclient, state is established

Ti me since change 201 secs, interface outside

Renmote call idis 1

PPP interface idis 1

packets sent, 56 received, 420 bytes sent, 5702 received 15
Sequencing is off

PPTP ol glis| a5 il PPP 4 ,@lll ag>lg)l wlebaxly dl> Lo 2, —show vpdn pppinterface -

.show vpdn session ,oVl 0 dg>lgll by ,05 dous)
PPP virtual interface id =1
PPP aut hentication protocol is CHAP
Client ip address is 50.1.1.1
Transmitted Pkts: 15, Received Pkts: 56, Error Pkts: O
MPPE key strength is None
MPPE_Encrypt _Pkts: 0, MPPE_Encrypt_ Bytes: 0
MPPE_Decrypt _Pkts: 0, MPPE_Decrypt_ Bytes: 0
Rcvd_Qut _Of _Seq_MPPE_Pkts: 0

Al Jaygailly paisuall dé95kas wlegles o ,2,—show uauth -
Current Most Seen
Aut henticated Users 1 2
Authen In Progress 0 2
vpdn user 'vpnclient' at 50.1.1.1, authenticated

>Nl ellas VI BLiSiwl
Le>Wols oSl eliasi GlaSiwy lgolaiiwl liSay ologles pumill 13D 9,

Le>Molg el Bliiwl ol9

w22 (OIT) L3Vl a2 i 8151 paskial .ShOW Lolol asy (Jaad ulxualleNasl)) 2131 p> is 6131 ac
. Show oVl 2,50 Jul>s

.debug ol9l plaziw| 8 zaxaill olol Jo> dago wlogles JI &>l tdla>Vo

IPsec &la>l o ,2,—debug crypto ipSec -

IKE olas aaleiall Jibw,JI o 2,—debug crypto isakmp -

99 el posi (il (uiuidl oS>0 Jo> cllasVl xaxuas Jilw, Lo ,2—debug crypto engine -

.PPTP PPP 4, ,®Unll dg>lgll do =)l wlogles o ,2,—debug ppp io -

.CA 2o dliall clasVl auxas Jilw, Lo ,=—debug crypto ca -

PPP Jlasl Js> Loslailly alas ol Uzl olilasly JsSeig il clasi Lo ,2,—PPP elasl auuas -

o5 585 ONEl (8 s il eVl ol PPP s clis] gias (il slasVI Lo ,2,—las debug vpdn -
.09Liw)

Sl of solell gaidl eliw] oo lej> asi Ll &lasVlg L2TP cliasi o ,2, —debug vpdn packet -
VPDN o il ayeiu

Glsy) o sslel PPP 345 clinl o le5> asi Ll &losYl Jg> Jilw, o=, —debug vpdn event -
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PPP &,aUall PPTP dg>lg) AAA pxsiuus @dslas clasl auxas Jilw, Lo ,2,—debug ppp uauth -

duell clasV acuas z1,5|

PIX glo> Hlaz e a2 clbas] quuas oo dns 01

crypto_i saknmp_process_bl ock: src 171.68.9.149, dest 171.68.9.57
| SAKMP: Created a peer node for 171.68.9. 149

OAK_MM exchange

| SAKMP (0): processing SA payload. nmessage ID =0

| SAKMP (0): Checking | SAKMP transform 1 against priority 20 policy
| SAKMP:  encryption DES-CBC

| SAKMP:  hash MD5

| SAKMP: default group 1

| SAKMP: auth RSA sig

| SAKMP: |ife type in seconds

| SAKMP: [ife duration (VPI') of Ox0O OxO Oxe 0x10

| SAKMP (0): atts are acceptable. Next payload is O

| SAKMP (0): processing vendor id payl oad

| SAKMP (0): speaking to a MSW N2K cl i ent

| SAKMP (0): SA is doing RSA signature authentication using id type | D _FQDN
return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 171.68.9.149, dest 171.68.9.57

OAK_MM exchange

| SAKMP (0): processing KE payl oad. nessage ID =0

| SAKMP (0): processing NONCE payl oad. nmessage ID =0

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 171.68.9.149, dest 171.68.9.57
OAK_MM exchange

| SAKMP (0): processing | D payload. nmessage ID = 0

| SAKMP (0): processing CERT payl oad. nmessage ID =0

| SAKMP (0): processing a CT_X509_SI GNATURE cert

CRYPTO PKlI: status = 0: crl check ignored

PKI: key process suspended and conti nued

CRYPTO PKI: WARNING Certificate, private key or CRL was not found
whil e selecting CRL

.CRYPTO_PKI : cert revocation status unknown

| SAKMP (0): cert approved with warning

| SAKMP (0): processing SIG payl oad. nessage ID =0

| SAKMP (0): processing CERT_REQ payl oad. nessage ID =0
| SAKMP (0): peer wants a CT_X509_SI GNATURE cert

| SAKMP (0): SA has been authenticated

| SAKMP (0): | D payl oad
next - payl oad : 6

type : 2
protocol : 17
port : 500
length : 23

| SAKMP (0): Total payload |ength: 27

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 171.68.9.149, dest 171.68.9.57
QAK_QM exchange

: oakl ey_process_qui ck_node

QAK_QM I DLE



| SAKMP (0): processing SA payl oad. nmessage | D = 3800855889
| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES

: I SAKMP: attributes in transform

| SAKMP: SA |ife type in seconds

| SAKMP: SA |ife duration (VPI) of 0xO 0xO 0Ox3 0x84

| SAKMP: SA [ife type in kil obytes

| SAKMP: SA life duration (VPI) of 0xO Ox1 0x86 OxaO

| SAKMP: encaps is 2

| SAKMP: aut henticator is HVAC MD5

, I SAKMP (0): atts are acceptabl e.| PSEC(val i date_proposal _request): proposal part #1
,key eng. nsg.) dest= 171.68.9.57, src= 171.68.9.149)

, (dest _proxy= 171. 68.9. 57/ 255. 255. 255. 255/ 17/ 1701 (type=1
, (src_proxy= 171. 68.9. 149/ 255. 255. 255. 255/ 17/ 1701 (type=1
, protocol = ESP, transfornm esp-des esp-nd5- hmac
,1ifedur= 0s and Okb

spi = 0x0(0), conn_id= 0, keysize= 0, flags= 0x0

| SAKMP (0): processi ng NONCE payl oad. nmessage | D = 3800855889

| SAKMP (0): processing |ID payl oad. nmessage | D = 3800855889

| SAKMP (0): ID_IPVA_ADDR src 171.68.9.149 prot 17 port 1701

| SAKMP (0): processing |ID payl oad. nmessage | D = 3800855889

(1 SAKMP (0): ID_IPV4_ADDR dst 171.68.9.57 prot 17 port 1701l PSEC(key_engi ne
...got a queue event

| PSEC(spi _response): getting spi Oxfbc9db43(4224310083) for SA
from171.68.9.149 to 171.68.9.57 for prot 3

return status is | KMP_NO ERROR

crypto_i saknmp_process_bl ock: src 171.68.9.149, dest 171.68.9.57
QAK_QM exchange

: oakl ey_process_qui ck_node

OAK_QM AUTH_AVAI T

| SAKMP (0): Creating | PSec SAs

(i nbound SA from 171.68.9.149 to 171.68.9.57 (proxy 171.68.9.149 to 171.68.9.57
has spi 4224310083 and conn_id 1 and flags O

lifetine of 900 seconds

lifetime of 100000 kil obytes

(out bound SA from 171.68.9.57 to 171.68.9. 149 (proxy 171.68.9.57 to 171.68.9. 149
has spi 2831503048 and conn_id 2 and flags O

lifetine of 900 seconds

...lifetime of 100000 kil obytesl PSEC(key_engi ne): got a queue event
, (IPSEC(initialize_sas

,key eng. nsg.) dest= 171.68.9.57, src= 171.68.9.149)

, (dest _proxy= 171.68.9.57/0.0.0.0/17/1701 (type=1

,(src_proxy= 171.68.9.149/0.0.0.0/17/1701 (type=1

, protocol = ESP, transform esp-des esp-nd5- hmac

,1ifedur= 900s and 100000kb

spi = Oxfbc9db43(4224310083), conn_id= 1, keysize= 0, flags= 0x0

, (IPSEC(initialize_sas

,key eng. nmsg.) src= 171.68.9.57, dest= 171.68.9.149)

,(src_proxy= 171.68.9.57/0.0.0.0/17/ 1701 (type=1

, (dest _proxy= 171.68.9.149/0.0.0.0/17/1701 (type=1

, protocol = ESP, transfornm esp-des esp-nd5- hmac

,1ifedur= 900s and 100000kb

spi = Oxa8c54ec8(2831503048), conn_id= 2, keysize= 0, flags= 0x0

return status is | KMP_NO ERROR

show log



PPP virtual interface 1 - user: vpnclient aaa authentication started :603102
PPP virtual interface 1 - user: vpnclient aaa authentication succeed : 603103
Aut hen Session Start: user 'vpnclient', sid 0 :109011

L2TP Tunnel created, tunnel _id is 1, renote_peer_ip is 171.68.9.149 :603106
ppp_virtual _interface_id is 1, client_dynamc_ip is 50.1.1.1

usernane is vpnclient

CA 2o Jiouwill 2> cllas| aonas

I'Cl thread sl eeps
% Crypto CA thread wakes up
Start certificate enroll ment %

The subject nanme in the certificate will be: PIX-506-2.sjvpn.com %

Cl thread wakes up!% Certificate request sent to Certificate Authority
.The certificate request fingerprint will be displayed %

#( Pl X-506-2(config
Pl X-506-2(config)# Fingerprint: d8475977 7198ef 1f 17086f 56 9e3f 7a89

CRYPTO_PKI : transaction PKCSReq conpl et ed

: CRYPTO_PKI : status

ICrypto CA thread sl eeps

PKl: key process suspended and conti nued

CRYPTO PKI: http connection opened

CRYPTO_PKI: received msg of 711 bytes

CRYPTO PKI: WARNING Certificate, private key or CRL was not found
whil e selecting CRL

: CRYPTO_ PKI : signed attr: pki-message-type

33 01 13

: CRYPTO_PKI: signed attr: pki-status

33 01 13

: CRYPTO_PKI: signed attr: pki-recipient-nonce

0d 4e e8 03 09 71 4e c8 24 7a 2b 03 70 55 97 70 10 04

: CRYPTO_PKI: signed attr: pki-transaction-id

38 33 32 65 38 30 61 30 37 31 33 30 31 32 32 31 66 65 20 13

37 62 66 34 31 31 35 32 65 30 36 61 35 38

CRYPTO PKI: status = 102: certificate request pending

CRYPTO PKI: http connection opened

CRYPTO_PKI: received msg of 711 bytes

CRYPTO PKI: WARNING Certificate, private key or CRL was not found

whil e selecting CRL

: CRYPTO PKI : signed attr: pki-message-type

33 01 13

: CRYPTO_PKI: signed attr: pki-status

33 01 13

: CRYPTO_PKI: signed attr: pki-recipient-nonce

c8 9f 97 4d 88 24 92 a5 3b ba 9e bc d6 7c 75 57 10 04

: CRYPTO_PKI: signed attr: pki-transaction-id

38 33 32 65 38 30 61 30 37 31 33 30 31 32 32 31 66 65 20 13

37 62 66 34 31 31 35 32 65 30 36 61 35 38

CRYPTO PKI: status = 102: certificate request pending

After approval from CA. Crypto CA thread wakes up! CRYPTO PKI: resend GetCertlnitial, 1 ---!

Crypto CA thread sl eeps! CRYPTO PKI: resend GetCertlnitial for session: 0 CRYPTOPKI: http

connecti on opened The certificate has been granted by CAl CRYPTO PKI: received nsg of 1990 bytes

CRYPTO PKI: WARNING Certificate, private key or CRL was not found while selecting CRL PKI: key
process suspended and conti nued CRYPTO PKI: signed attr: pki-message-type: 13 01 33 CRYPTO_PKI

signed attr: pki-status: 13 01 30 CRYPTO PKI: signed attr: pki-recipient-nonce: 04 10 ¢c8 9f 97

4d 88 24 92 a5 3b ba 9e bc d6 7c 75 57 CRYPTO PKl: signed attr: pki-transaction-id: 13 20 65 66



31 32 32 31 30 33 31 37 30 61 30 38 65 32 33 38 38 35 61 36 30 65 32 35 31 31 34 66 62 37
CRYPTO PKI: status = 100: certificate is granted CRYPTO PKI: WARNING Certificate, private key
or CRL was not found while selecting CRL CRYPTO PKI: All enrollnment requests conpl eted.

CRYPTO PKI: Al'l enrollment requests conpleted. CRYPTO PKI: WARNING Certificate, private key or
CRL was not found while selecting CRL

C_A&ijécbiw

:CA Gy ol (9 zaanall jue URL dlox el plasiaw] o5 Jlall 130 9

I'Cl thread sl eeps

ICrypto CA thread wakes up

CRYPTO PKI: http connection opened

I (megsynm{ GETCARACERT, CRYPTO

Error in connection to Certificate Authority: status = FAI L%
CRYPTO PKI: status = 266: failed to verify

CRYPTO_PKI : transaction Get CACert conpl eted

ICrypto CA thread sl eeps

135 elbasVl auzas e Jass Boud RA oo Yoy CA ail e Jyuill ging 3,35 pi 3]

I'Cl thread sl eeps

ICrypto CA thread wakes up

CRYPTO PKI: http connection opened
:Certificate has the following attributes

Fi ngerprint: 49dc7b2a cd5fc573 6c774840 e58cf 178

CRYPTO_PKI : transaction Get CACert conpl et ed
CRYPTO PKI: Error: Invalid format for BER encoding while

.CRYPTO_PKI: can not set ca cert object
CRYPTO PKI: status = 65535: failed to process RA certiifcate
ICrypto CA thread sl eeps

159840 mode transport ,oVl (6%, (Jlall 13D 9

| SAKMP: SAlife type in seconds

| SAKMP: SAlife duration (VPI) of 0Ox0 Ox0 0x70 0x80

| SAKMP: SAlife type in kil obytes

| SAKMP: SAlife duration (VPI) of 0Ox0 Ox46 0x50 0xO0

| SAKMP: encaps is 2

2 (1 SAKMP: aut henti cator i s HVAC- MD5| PSEC( val i dat e_pr oposal

invalid transform proposal flags -- 0x0

03® Lglai ol Say9 39840 Crypto map mymap 10 ips-isakmp dynamic dyna .oVl V1AV 2Vl e 9
elas Yl auxai 9 dlw)Jl

no | PSEC cryptonmap exists for local address a.b.c.d

dlo old ol

RADIUS duis o> olxéwo -

PIX jolol 22 0 -
PIX pe> dxéw0 -
IKE YqSqig n/IPSec avglio ac> dxiw -

(RFCs) wladeil ollb -
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