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192.168.0.0/2

‘ e [P5¢C Encrypied

GERFE Tunnel
10.0.0.1/30 \4 10.0.0.<4n+1= /30
10.0.0.5/30 172.17.0.1
172.16.1.1 72 16 <o 1
10.0.0.2/30
00 10.0.0. <dn+2> /30
172.16.2.1
SPOKE] SPOKEZ ‘ SPOKE<n=> ‘
192.162.1.0/2 182.168.2.0/2 T 192,168 <n= 0/

® ey ®

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp
set peer 172.16.1.1
set transform-set trans2
match address 101
crypto map vpnmapl 20 ipsec-isakmp
set peer 172.16.2.1
set transform-set trans2
match address 102

crypto map vpnmapl <10*n> ipsec-isakmp
.set peer 172.16




interface Tunnell
bandwidth 1000
ip address 10.0.0.1 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0

tunnel destination 172.16.1.1
1

interface Tunnel2

bandwidth 1000

ip address 10.0.0.5 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.16.2.1

H

interface Tunnel

I

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
crypto map vpnmapl

I
interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary

access-list 101 permit gre host 172.17.0.1 host
172.16.1.1

access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list

O TAK1 e ©

version 12.3
1

hostname Spokel

!

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport




crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 ipsec-isakmp

set peer 172.17.0.1

set transform-set trans2

match address 101
1

interface TunnelO

bandwidth 1000

ip address 10.0.0.2 255.255.255.252
ip mtu 1400

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

!
interface Ethernet0

ip address 172.16.1.1 255.255.255.252
crypto map vpnmapl

I
interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no auto-summary

access-list 101 permit gre host 172.16.1.1 host
172.17.0.1

O TAK2 e ©

version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto map vpnmapl local-address Ethernet0
crypto map vpnmapl 10 ipsec-isakmp
set peer 172.17.0.1
set transform-set trans2

match address 101
1

interface Tunnel0
bandwidth 1000
ip address 10.0.0.6 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
!
interface EthernetO
ip address 172.16.2.1 255.255.255.252
crypto map vpnmapl
1
interface Ethernetl
ip address 192.168.2.1 255.255.255.0




router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary

!

access-list 101 permit gre host 172.16.2.1 host
172.17.0.1

O n> Router>&azill o3 O

version 12.3
!
<hostname Spoke<n
1
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
1
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 ipsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
!
interface Ethernet0
ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl
1
interface Ethernetl
ip address 192.168.<n>.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
.network 192.168
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C 172.17.0.0 is directly connected, EthernetO
is subnetted, <n> subnets 10.0.0.0/30
C 10.0.0.0 is directly connected, Tunnell
C 10.0.0.4 is directly connected, Tunnel2
<C 10.0.0.<4n-4> is directly connected, Tunnel<n
C 192.168.0.0/24 is directly connected, Ethernetl

D 192.

D 192.168.2.0/24 [90/2841600] via 10.0.0.6, 2d05h,

D 192.168.<n>.0/24 [90/2841600] via 10.0.0.<4n-2>,

is subnetted, 1 subnets 172.17.0.0/24

168.1.0/24 [90/2841600] wvia 10.0.0.2,
18:28:19, Tunnell

Tunnel2

<2d05h, Tunnel<n
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C 172.16.1.0 is directly connected, Ethernet0
is subnetted, <n> subnets 10.0.0.0/30

C 10.0.0.0 is directly connected, Tunnell

D 10.0.0.4

D 10.

D 192.

c 192.168.1.
D 192.

D 192.168.<n>.0/24 [90/3097600] via 10.0.0.1,

D <n>a; Saxil pi; Sl a2gall e agill J9a= O

is subnetted, 1 subnets 172.16.0.0/24

[90/2841600] via 10.0.0.1, 23:00:58,
TunnelO

0.0.<4n-4> [90/2841600] via 10.0.0.1,
23:00:58, TunnelO
168.0.0/24 [90/2841600] via 10.0.0.1,
23:00:58, TunnelO
0/24 is directly connected, LoopbackO
168.2.0/24 [90/3097600] wvia 10.0.0.1,
23:00:58, TunnelO

23:00:58, TunnelO

C 172.16.<n>.0 is directly connected, EthernetO
is subnetted, <n> subnets 10.0.0.0/30

D 10.0.0.0 [90/2841600] via 10.0.0.1, 22:01:21,
TunnelO

D 10.0.0.4 [90/2841600] via 10.0.0.1, 22:01:21,
TunnelO

C 10.0.0.<4n-4> is directly connected, TunnelO
D 192.168.0.0/24 [90/2841600] via 10.0.0.1,
22:01:21, TunnelO

D 192.168.1.0/24 [90/3097600] via 10.0.0.1,
22:01:21, TunnelO

D 192.168.2.0/24 [90/3097600] via 10.0.0.1,

c 192.168.<n>

.0/24 is directly connected, EthernetO

is subnetted, 1 subnets 172.16.0.0/24

22:01:21, TunnelO
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crypto map vpnmapl 10 IPsec-isakmp
set peer 172.16.1.1
set transform-set trans2
match address 101

crypto map vpnmapl 20 IPsec-isakmp
set peer 172.16.2.1
set transform-set trans2
match address 102

crypto map vpnmapl <10n> IPsec-isakmp
.set peer 172.16

1

interface Ethernet0

ip address 172.17.0.1 255.255.255.0

crypto map vpnmapl

1

access-list 101 permit gre host 172.17.0.1 host
172.16.1.1

access-list 102 permit gre host 172.17.0.1 host
172.16.2.1

access-list




crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
1
interface Ethernet0
ip address 172.17.0.1 255.255.255.0

D (0228) n> Router>&axil ps O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<4n-2> 255.255.255.252
ip mtu 1400
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
!
interface EthernetO
ip address 172.16.<n>.1 255.255.255.252
crypto map vpnmapl

access-list 101 permit gre host 172.16.<n>.1 host
172.17.0.1

O (ax2>) n> Router>&axidl ps @)

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
.ip address 10.0.0




delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
!
interface EthernetO
ip address 172.16.<n>.1 255.255.255.252

crypto map vpnmapl
|

|
access-list 101 permit gre host 172.16.<n>.1 host
172.17.0.1

Bl dg>ly Jawl NHRP olgl adlio] cunig s all aSuil] glid uss o5 gy coxill piy Ll lgzsall e
Sl Juaiall saill dgzlg) IP Glgic ousd NHRP VI pasiuy ¢ j0ll azg0 oY Lk a9 00 NHRP ol9l ass
Lo &zl aiy Ll dplall dgaloll IP olsic

.ip address 10.0.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

tunnel key 100000
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crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

no ip split-horizon eigrp 1

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof

1

interface EthernetO

ip address 172.17.0.1 255.255.255.0

O (p¢28) N> Router>&axill o O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set transform-set trans2

match address 101
1

.access-list 101 permit gre host 172.16

O (a22=) n> Router>&axill a5 O

crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1




set transform-set trans2
set security-association level per-host
match address 101

access-list 101 permit gre any host 172.17.0.1
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192, 165.0.0/2

Dynamic Addresses

10.0.0.2/24

SPOEE!

192.168.1.0/2

e [P5¢C Encrypted
HUE GRE Tunnel
10.0.0.1/24 172.17.0.1
10.0.0.4/24
10.0.0.2/24
SPOKE2 ‘ SPOKE<n>
192.168.2.0/2 Lo 192.168. <> 0/

O ¢ iall 4250 O

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
1
interface Ethernet0
ip address 172.17.0.1 255.255.255.0
1

interface Ethernetl




ip address 192.168.0.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary

ISy Bl iy g Szl iy Ll lgzoall a3l IP (uglic (19S5 s @) wil oMel g jgall (oS 9 1a>Y
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version 12.3
1

hostname Spokel

1

crypto isakmp policy 1
authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

1

crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1

set security-association level per-host
set transform-set trans2

match address 101

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.2 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000

1

interface Ethernet0

ip address dhcp hostname Spokel
crypto map vpnmapl

1
interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no auto-summary

access-list 101 permit gre 172.16.1.0 0.0.0.255 host




172.17.0.1
O take a>g0ll O

version 12.3
|

hostname Spoke2
|
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
|
crypto map vpnmapl local-address EthernetO
crypto map vpnmapl 10 IPsec-isakmp
set peer 172.17.0.1
set security-association level per-host
set transform-set trans2
match address 101
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.3 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
|
interface Ethernet0
ip address dhcp hostname Spoke2
crypto map vpnmapl
|
interface Ethernetl
ip address 192.168.2.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.1.0 0.0.0.255
no auto-summary
|
access-list 101 permit gre 172.16.2.0 0.0.0.255 host
172.17.0.1
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Hub#show ip nhrp
via 10.0.0.2, TunnelO created 01:25:18, 10.0.0.2/32
expire 00:03:51
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.1.4
via 10.0.0.3, TunnelO created 00:06:02, 10.0.0.3/32
expire 00:04:03
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.2.10

n>/32 via 10.0.0.<n>, Tunnel0 created>.10.0.0
00:06:00, expire 00:04:25
Type: dynamic, Flags: authoritative unique
registered
NBMA address: 172.16.<n>.41

O a1 Q_gadl{:}

Spokel#sho ip nhrp
via 10.0.0.1, TunnelO created 4d08h, 10.0.0.1/32
never expire
Type: static, Flags: authoritative
NBMA address: 172.17.0.1
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crypto map vpnmapl 10 IPsec-isakmp




set peer 172.17.0.1

set security-association level per-host
set transform-set trans2

match address 101

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

!

interface Ethernet0

<ip address dhcp hostname Spoke<n

crypto map vpnmapl
|

access-list 101 permit gre any host 172.17.0.1

O (Cisco 10S 12.2(13)T 1s:) azgall <>z O

crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
1
interface Ethernet0

<ip address dhcp hostname Spoke<n
!

ol Loy Liad Wl 1>y

.crypto ipSec profile vpnprof o aJlaiwly crypto map vpnmap1 10 ipSec-isakmp oVl al;j| cuoi .1
tunnel protection ipSec ,oV| 99 Ethernet0 wlg=l9 .0 crypto map vpnmap1 oVl allj| cuos .2
.TunnelO dg=>1g _Jlc profile vpnprof
172.17.0.1 Gawino sl 101 Jsuog)l aasld ows9 Gusisill (ACL) Jswos)l 8 pSxill aasld alj] cuni .3
095G .Sl ... Baill dg299... sall juan o Lilali IPsec Luas eMS99 (p9lic Ylaiil pi A 0id 9
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(local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0
(remote ident (addr/mask/prot/port): (172.17.0.1/255.255.255.255/47/0

local crypto endpt.: 172.17.1.24, remote crypto endpt.:172.17.0.1

ol oSl o dlnaill 038 > B3> pi Lill ohusidl gia> all dlolSUl o liyeSil aimis bais
(plSially IPSEC+GRE je=0)

O gioall azs O

version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
1
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
1
interface Ethernet0
ip address 172.17.0.1 255.255.255.0
1
interface Ethernetl
ip address 192.168.0.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255
network 192.168.0.0 0.0.0.255

no auto-summary
1

)l (9SG 9 i a2 Y
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version 12.3
1

hostname Spokel

!

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.2 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address dhcp hostname Spoke2

1

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.1.0 0.0.0.255

no auto-summary
1

O TALK2 azsall O

version 12.3
|

hostname Spoke2

!

crypto isakmp policy 1

authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
I

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.3 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1




ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address dhcp hostname Spoke2

1
interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!
router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.2.0 0.0.0.255

no auto-summary
1

Dynamic Multipoint IPsec VPN
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version 12.3
!
hostname Hub
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
ip ospf network broadcast
ip ospf priority 2
delay 1000
tunnel source EthernetO




tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
!
interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.0.0 0.0.0.255 area 0

A £95 usi o5 il >Y .EIGRP (0 Y, a9l JgS959 5 60 OSPF (i 98 6 uall (19S5 8 x>gll jusill
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version 12.3
|

hostname Spokel

|
crypto isakmp policy 1

authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

|
crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.2 255.255.255.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
|

interface Ethernet0

ip address dhcp hostname Spokel

|

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
|

router ospf 1




network 10.0.0.0 0.0.0.255 area 0
network 192.168.1.0 0.0.0.255 area 0
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version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.3 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100000




tunnel protection ipsec profile vpnprof
1
interface Ethernet0

ip address dhcp hostname Spokel

1
interface Ethernetl

ip address 192.168.3.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0

O n> Router>&axil o5 O

version 12.3
!
<hostname Spoke<n
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+1> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
I
interface Ethernet0
<ip address dhcp hostname Spoke<n
I
interface Ethernetl
ip address 192.168.<n>.1 255.255.255.0
!
router ospf 1
network 10.0.0.0 0.0.0.255 area 0
.network 192.168
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Hub#show ip route
is subnetted, 1 subnets 172.17.0.0/24

C 172.17.0.0 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24

C 10.0.0.0 is directly connected, TunnelO

c 192.168.0.0/24 is directly connected, Ethernetl
0 192.168.1.0/24 [110/2] via 10.0.0.2, 00:19:53,
TunnelO

0 192.168.2.0/24 [110/2] via 10.0.0.3, 00:19:53,
TunnelO

Hub#show ip nhrp

via 10.0.0.2, TunnelO created 00:57:27, 10.0.0.2/32

expire 00:04:13
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24

via 10.0.0.3, TunnelO created 07:11:25, 10.0.0.3/32

expire 00:04:33
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75

Hub#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
EthernetO 172.17.0.1 set HMAC_SHA+DES _56_CB 204
0 0
EthernetO 172.17.0.1 set HMAC_SHA+DES _56_CB 205
0 0
TunnelO 10.0.0.1 set HMAC_MD5 2628
0 402
TunnelO 10.0.0.1 set HMAC_MD5 2629
357 0
TunnelO 10.0.0.1 set HMAC_MD5 2630
0 427
TunnelO 10.0.0.1 set HMAC_MD5 2631
308 0

O TALK1 angall claglen O

Spokel#show ip route
is subnetted, 1 subnets 172.16.0.0/24

c 172.16.1.24 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24
C 10.0.0.0 is directly connected, TunnelO
0 192.168.0.0/24 [110/2] via 10.0.0.1, 00:31:46,
TunnelO
c 192.168.1.0/24 is directly connected, Ethernetl

0 192.168.2.0/24 [110/2] via 10.0.0.3, 00:31:46,




TunnelO
Spokel#show ip nhrp
via 10.0.0.1, TunnelO created 01:42:00, 10.0.0.1/32
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm

Encrypt Decrypt
EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB 2

0 0

TunnelO 10.0.0.2 set HMAC_MD5 2064
0 244

TunnelO 10.0.0.2 set HMAC_MD5 2065
276 0

O TALK2 azgall claglzn O

Spoke2#show ip route
is subnetted, 1 subnets 172.16.0.0/24

C 172.16.2.0 is directly connected, Ethernet0
is subnetted, 1 subnets 10.0.0.0/24

C 10.0.0.0 is directly connected, TunnelO

0 192.168.0.0/24 [110/2] via 10.0.0.1, 00:38:52,
TunnelO

0 192.168.1.0/24 [110/2] via 10.0.0.2, 00:38:52,
TunnelO

C 192.168.2.0/24 is directly connected, Ethernetl

Spoke2#show ip nhrp
via 10.0.0.1, TunnelO created 01:32:10, 10.0.0.1/32
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB 17

0 0

TunnelO 10.0.0.3 set HMAC_MD5 2070
0 279

TunnelO 10.0.0.3 set HMAC_MD5 2071
316 0
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(local ident (addr/mask/prot/port): (172.16.1.24/255.255.255.255/47/0



(remote ident (addr/mask/prot/port): (172.16.2.75/255.255.255.255/47/0
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Spokel#show ip nhrp
via 10.0.0.1, TunnelO created 02:34:16, 10.0.0.1/32
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
via 10.0.0.3, TunnelO created 00:00:05, 10.0.0.3/32
expire 00:03:35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.2.75
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB 2
0 0
Ethernet0 172.16.1.24 set HMAC_SHA+DES_56_CB 3
0 0
TunnelO 10.0.0.2 set HMAC_MD5 2064
0 375
TunnelO 10.0.0.2 set HMAC_MD5 2065
426 0
TunnelO 10.0.0.2 set HMAC_MD5 2066
0 20
TunnelO 10.0.0.2 set HMAC_MD5 2067
19 0
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Spoke2#show ip nhrp
via 10.0.0.1, TunnelO created 02:18:25, 10.0.0.1/32
never expire




Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
via 10.0.0.2, Tunnel0O created 00:00:24, 10.0.0.2/32
expire 00:04:35
Type: dynamic, Flags: router unique used
NBMA address: 172.16.1.24
Spoke2#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt
Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB 17
0 0
Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB 18
0 0
TunnelO 10.0.0.3 set HMAC_MD5 2070
0 407
TunnelO 10.0.0.3 set HMAC_MD5 2071
460 0
TunnelO 10.0.0.3 set HMAC_MD5 2072
0 19
TunnelO 10.0.0.3 set HMAC_MD5 2073
20 0
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version 12.3
!
hostname Hubl
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.1 255.255.255.0
ip mtu 1400




ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip ospf network broadcast

ip ospf priority 2

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address 172.17.0.1 255.255.255.0
!

interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.0.0 0.0.0.255 area 0
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version 12.3
!
hostname Hub2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 900
ip address 10.0.0.2 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.1
ip nhrp map multicast dynamic
ip nhrp network-id 100000
ip nhrp holdtime 600
ip nhrp nhs 10.0.0.1
ip ospf network broadcast
ip ospf priority 1
delay 1000
tunnel source EthernetO
tunnel mode gre multipoint
tunnel key 100000
tunnel protection ipsec profile vpnprof
1
interface Ethernet0
ip address 172.17.0.5 255.255.255.0
1

interface Ethernetl




ip address 192.168.0.2 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.0.0 0.0.0.255 area 0
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version 12.3

!

hostname Spokel

!

crypto isakmp policy 1
authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof
set transform-set trans2

!

interface TunnelO
bandwidth 1000
ip address 10.0.0.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source EthernetO




tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address dhcp hostname Spokel

1

interface Ethernetl

ip address 192.168.1.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 1
network 192.168.1.0 0.0.0.255 area 1
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ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp nhs 10.0.0.1
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ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
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version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.12 255.255.255.0




ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast 172.17.0.1

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp map multicast 172.17.0.5

ip nhrp map 10.0.0.2 172.17.0.5

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

ip nhrp nhs 10.0.0.2

ip ospf network broadcast

ip ospf priority 0

delay 1000

tunnel source EthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address dhcp hostname Spokel

1

interface Ethernetl

ip address 192.168.2.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
network 192.168.2.0 0.0.0.255 area 0
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version 12.3

!

<hostname Spoke<n

!

crypto isakmp policy 1
authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof
set transform-set trans2

!

interface TunnelO
bandwidth 1000
ip address 10.0.0.<n+10> 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast 172.17.0.1
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp map multicast 172.17.0.5
ip nhrp map 10.0.0.2 172.17.0.5
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
ip nhrp nhs 10.0.0.2
ip ospf network broadcast
ip ospf priority 0
delay 1000
tunnel source Ethernet0




tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

<ip address dhcp hostname Spoke<x

1
interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!
router ospf 1

network 10.0.0.0 0.0.0.255 area 0
.network 192.168
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C 172.17.0.0 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl

0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:02:17,
TunnelO

0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17,
TunnelO

Hubl#show ip nhrp

via 10.0.0.2, TunnelO created 1w3d, expire 10.0.0.2/32
00:03:15

Type: dynamic, Flags: authoritative unigque registered

via 10.0.0.11,

Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.1.24
via 10.0.0.12, TunnelO created 1w3d, 10.0.0.12/32
expire 00:04:06
Type: dynamic, Flags: authoritative unique registered
NBMA address: 172.16.2.75
Hubl#show crypto engine connection active
ID Interface IP-Address State Algorithm
Encrypt Decrypt
EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB 4
0 0
EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB 5
0 0
EthernetO 172.17.0.1 set HMAC_SHA+DES_56_CB 6
0 0
TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB 3532

Hubl#show ip route

is subnetted, 1 subnets 172.17.0.0/24

NBMA address: 172.17.0.5
TunnelO created 1w3d, 10.0.0.11/32
expire 00:03:49




0 232

TunnelO 10.0.0.1 set HMAC_MD5+DES_56_CB 3533
212 0

TunnelO 10.0.0.1 set HMAC_MDS5+DES_56_CB 3534
0 18

TunnelO 10.0.0.1 set HMAC_MDS5+DES_56_CB 3535
17 0

TunnelO 10.0.0.1 set HMAC_MDS5+DES_56_CB 3536
0 7

TunnelO 10.0.0.1 set HMAC_MDS5+DES_56_CB 3537
7 0

O Hub2 Router a>g0ll &logleo O

Hub2#show ip route
is subnetted, 1 subnets 172.17.0.0/24

C 172.17.0.0 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24

C 10.0.0.0 is directly connected, TunnelO

C 192.168.0.0/24 is directly connected, Ethernetl
0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29:15,
TunnelO

0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29:15,
TunnelO

Hub2#show ip nhrp
via 10.0.0.1, TunnelO created 1w3d, never 10.0.0.1/32
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
via 10.0.0.11, TunnelO created 1w3d, 10.0.0.11/32
expire 00:03:15
Type: dynamic, Flags: authoritative unigque registered
NBMA address: 172.16.1.24
via 10.0.0.12, TunnelO created 00:46:17, 10.0.0.12/32
expire 00:03:51
Type: dynamic, Flags: authoritative unigque registered
NBMA address: 172.16.2.75
Hub2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB 4
0 0
EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB 5
0 0
EthernetO 171.17.0.5 set HMAC_SHA+DES_56_CB 6
0 0
TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB 3520
0 351
TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB 3521
326 0
TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB 3522
0 311
TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB 3523
339 0
TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB 3524
0 25
TunnelO 10.0.0.2 set HMAC_MD5+DES_56_CB 3525
22 0
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Spokel#show ip route
is subnetted, 1 subnets 172.16.0.0/24

C 172.16.1.0 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24
C 10.0.0.0 is directly connected, TunnelO
O IA 192.168.0.0/24 [110/11] wvia 10.0.0.1, 00:39:31,
TunnelO

via 10.0.0.2, 00:39:31, [110/11]

TunnelO
C 192.168.1.0/24 is directly connected, Ethernetl
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:37:58,

TunnelO

Spokel#show ip nhrp
via 10.0.0.1, TunnelO created 00:56:40, 10.0.0.1/32
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
via 10.0.0.2, TunnelO created 00:56:40, 10.0.0.2/32
never expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB 1
0 0
EthernetO 172.16.1.24 set HMAC_SHA+DES_56_CB 2
0 0
TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB 2010
0 171
TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB 2011
185 0
TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB 2012
0 12
TunnelO 10.0.0.11 set HMAC_MD5+DES_56_CB 2013
13 0

O Tak2 a>90)l ologlso O

Spoke2#show ip route
is subnetted, 1 subnets 172.16.0.0/24

C 172.16.2.0 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24
C 10.0.0.0 is directly connected, TunnelO
O IA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:57:56,
TunnelO

via 10.0.0.2, 00:57:56, [110/11]

TunnelO
0 192.168.1.0/24 [110/2] via 10.0.0.11, 00:56:14,

TunnelO
C 192.168.2.0/24 is directly connected, Ethernetl

Spoke2#show ip nhrp
via 10.0.0.1, TunnelO created 5w6d, never 10.0.0.1/32
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
via 10.0.0.2, TunnelO created 6wé6d, never 10.0.0.2/32
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active
ID Interface IP-Address State Algorithm




Encrypt Decrypt
EthernetO 172.16.2.75 set HMAC_SHA+DES_56_CB 2
0 0
Ethernet0 172.16.2.75 set HMAC_SHA+DES_56_CB 3
0 0
TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB 3712
0 302
TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB 3713
331 0
TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB 3716
0 216
TunnelO 10.0.0.12 set HMAC_MD5+DES_56_CB 3717
236 0
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0 192.168.1.0/24 [110/2] wvia 10.0.0.11, 00:02:17, TunnelO
0 192.168.2.0/24 [110/2] via 10.0.0.12, 00:02:17, TunnelO
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(¢} 192.168.1.0/24 [110/2] via 10.0.0.11, 00:29:15, TunnelO
(¢} 192.168.2.0/24 [110/2] via 10.0.0.12, 00:29:15, TunnelO

2255 2luuall I 0,35 2ls Jiay J Gals oSl dalSs awds JI ol HUD2 9 HUbT o Lis, i

Jaiall (R2 cazgall e gl 91> 93y 18 (Jliall Juw Ll 3055 2l 6l als aSaill U
'R2: L laS LAN 192.168.0.0/24 aSuis; 6 islo

o] IA 192.168.1.0/24 [110/12] wvia 192.168.0.1, 00:00:26, Ethernetl/0/3
via 192.168.0.2, 00:00:27, Ethernetl/0/30 [110/12]
o] IA 192.168.2.0/24 [110/12] wvia 192.168.0.1, 00:00:27, Ethernetl/0/3

via 192.168.0.2, 00:00:27, Ethernetl1/0/3 [110/12]
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0 IA 192.168.0.0/24 [110/11] via 10.0.0.1, 00:39:31, TunnelO
via 10.0.0.2, 00:39:31, TunnelO [110/11]
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0 IA 192.168.0.0/24 [110/11] wvia 10.0.0.1, 00:57:56, TunnelO
via 10.0.0.2, 00:57:56, TunnelO [110/11]
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interface tunnell

ip ospf cost 10
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interface tunnelO

ip ospf cost 20
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:00:28, TunnelO
2 & 0l
:00:52, TunnelO
00:52, TunnelO
‘R2
Ethernetl1/0/3
Ethernetl1/0/3

H“Q-_EU|C>QFESAJ|L§L$ 659>90ll &Sl CbL)bu£d|leC dalizo gﬁJlSJlec CﬁglCﬁLﬁ¥>‘dliﬁu§?90 Joiiiay
99 WS g waxidl pi Wl Olgzgall JI 59,0ll 45> azgs d5leY HUb1 Juass piuw &l w2 32 . lgie saxill
.OSLCi‘_ABSH &kﬂﬁJ|h€§ aﬁgqu¢d|‘Jubxud|J*¢ a>oill dSuinoy S _uizuw .R2 azgall e JIHI

plaziw] sic se>g0 JIjy W coMel aylil dlnaill 5 pingo 6@ S 3Vl oVl (9 Jilaiall € argil Lol
& .. distance ,o¥l plaiwl Jia J> SV o JRI 13D Mool diSay «Ssolisa)] asill JsSsig S OSPF

ol pi (il lhlwall le Hub1 jue lede 9,2l pi (il ol)lwell Juasid) oYoxall e OSPF 1 a>gall
Hub2 e

o] 192.168.0.0/24 [110/11]

o] 192.168.1.0/24 [110/11]

via 10.0.0.1,

via 10.0.0.1,

1 ool

router ospf 1
distance 111 10.0.0.2 0.0.0.0 1
access-list 1 permit any

2 S

router ospf 1
distance 111 10.0.0.2 0.0.0.0 1
access-1list 1 permit any
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version 12.3
|

hostname Hubl

!

crypto isakmp policy 1
authentication pre-share

crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
|

crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport

!

crypto ipsec profile vpnprof

set transform-set trans2

!

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

no ip split-horizon eigrp 1
delay 1000

tunnel source EthernetO

tunnel mode gre multipoint




tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Ethernet0

ip address 172.17.0.1 255.255.255.252
!
interface Ethernetl

ip address 192.168.0.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255

network 192.168.0.0 0.0.0.255

no auto-summary
1

O Hub2 Router a>g.all O

version 12.3
!
hostname Hub2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.1.1 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map multicast dynamic
ip nhrp network-id 100001
ip nhrp holdtime 600
no ip split-horizon eigrp 1
delay 1000
tunnel source Ethernet0
tunnel mode gre multipoint
tunnel key 100001
tunnel protection ipsec profile vpnprof
1
interface Ethernet0
ip address 172.17.0.5 255.255.255.252
!
interface Ethernetl
ip address 192.168.0.2 255.255.255.0
!
router eigrp 1
network 10.0.1.0 0.0.0.255
network 192.168.0.0 0.0.0.255

no auto-summary
1
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version 12.3
|

hostname Spokel
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
I
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
I
interface Tunnell
bandwidth 1000
ip address 10.0.1.11 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
ip nhrp holdtime 300
ip nhrp nhs 10.0.1.1
delay 1000
tunnel source Ethernet0
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof
I
interface Ethernet0
ip address dhcp hostname Spokel
I
interface Ethernetl
ip address 192.168.1.1 255.255.255.0
!
router eigrp 1
network 10.0.0.0 0.0.0.255




network 10.0.1.0 0.0.0.255
network 192.168.1.0 0.0.0.255

no auto-summary
I
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version 12.3
!
hostname Spoke2
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
1
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
ip address 10.0.0.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000
ip nhrp holdtime 300
ip nhrp nhs 10.0.0.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.1
tunnel key 100000
tunnel protection ipsec profile vpnprof
1
interface Tunnell
bandwidth 1000
ip address 10.0.1.12 255.255.255.0
ip mtu 1400
ip nhrp authentication test
ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001
ip nhrp holdtime 300
ip nhrp nhs 10.0.1.1
delay 1000
tunnel source EthernetO
tunnel destination 172.17.0.5
tunnel key 100001
tunnel protection ipsec profile vpnprof
1
interface Ethernet0
ip address dhcp hostname Spoke2
1
interface Ethernetl
ip address 192.168.2.1 255.255.255.0




1

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.2.0 0.0.0.255
no auto-summary

O n> Router>&axill pi O

version 12.3
!
<hostname Spoke<n
!
crypto isakmp policy 1
authentication pre-share
crypto isakmp key cisco47 address 0.0.0.0 0.0.0.0
!
crypto ipsec transform-set trans2 esp-des esp-md5-hmac
mode transport
!
crypto ipsec profile vpnprof
set transform-set trans2
!
interface TunnelO
bandwidth 1000
.ip address 10.0.0

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1
ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source EthernetO

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
1
interface Tunnell

bandwidth 1000

.ip address 10.0.1

ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof




1

interface Ethernet0

<ip address dhcp hostname Spoke<x
1

interface Ethernetl

ip address 192.168.<n>.1 255.255.255.0
!

router eigrp 1

network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.<n>.0 0.0.0.255

no auto-summary
1
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c

Type:

Type:

C

192.168.0.0/24 is directly connected, Ethernetl

D

D

dynamic,

dynamic,

ID Interface IP-Address State Algorithm
Encrypt Decrypt
Ethernet0 172.17.63.18 set 15
HMAC_SHA+DES_56_CB 0 0
Ethernet0 10.0.0.1 set 16
HMAC_SHA+DES_56_CB 0 0
TunnelO 10.0.0.1 set 2038
HMAC_MD5+DES_56_CB 0 759
TunnelO 10.0.0.1 set 2039
HMAC_MD5+DES_56_CB 726 0
TunnelO 10.0.0.1 set 2040
HMAC_MD5+DES_56_CB 0 37
TunnelO 10.0.0.1 set 2041
HMAC_MD5+DES_56_CB 36 0

D

via 10.0.0.12,

via 10.0.0.11,

Hubl#show ip route
is subnetted, 1 subnets 172.17.0.0/30
172.17.0.0 is directly connected, EthernetO
2 subnets 10.0.0.0/24
10.0.0.0 is directly connected, TunnelO
10.0.1.0 [90/2611200] via 192.168.0.2,
00:00:46, Ethernetl

is subnetted,

192.168.1.0/24 [90/2841600] via 10.0.0.11,
00:00:59, TunnelO

192.168.2.0/24 [90/2841600] via 10.0.0.12,
00:00:34, TunnelO

Hubl#show ip nhrp
TunnelO created 23:48:32, 10.0.0.12/32
expire 00:03:50
authoritative unique registered
NBMA address: 172.16.2.75
TunnelO created 23:16:46, 10.0.0.11/32
expire 00:04:45
authoritative unique registered
NBMA address: 172.16.1.24
Hubl#show crypto engine connection active

Flags:

Flags:

O Hub2 Router a>gall &logleo O




c

via 10.0.1.12, Tunnel3 created 06:03:24, 10.0.1.12/32

Type:

via 10.0.1.11, Tunnel3 created 23:06:47, 10.0.1.11/32

Type:

C

192.168.0.0/24 is directly connected, Ethernetl

D

D

dynamic, Flags: authoritative unique registered

dynamic, Flags: authoritative unique registered

ID Interface IP-Address State Algorithm

Hub2#show ip route
is subnetted, 1 subnets 172.17.0.0/30
172.17.0.4 is directly connected, Ethernet0
is subnetted, 2 subnets 10.0.0.0/24
10.0.0.0 [90/2611200] wvia 192.168.0.1,
00:12:22, Ethernetl
10.0.1.0 is directly connected, TunnelO

192.168.1.0/24 [90/2841600] via 10.0.1.11,
00:13:24, TunnelO

192.168.2.0/24 [90/2841600] via 10.0.1.12,
00:12:11, TunnelO

Hub2#show ip nhrp

expire 00:04:39
NBMA address: 172.16.2.75
expire 00:04:54

NBMA address: 172.16.1.24
Hub2#show crypto engine connection active

Encrypt Decrypt
Ethernet0 171.17.0.5 set 4
HMAC_SHA+DES_56_CB 0 0
Ethernet0 171.17.0.5 set 6
HMAC_SHA+DES_56_CB 0 0
TunnelO 10.0.1.1 set 2098
HMAC_MD5+DES_56_CB 0 722
TunnelO 10.0.1.1 set 2099
HMAC_MD5+DES_56_CB 690 0
TunnelO 10.0.1.1 set 2100
HMAC_MD5+DES_56_CB 0 268
TunnelO 10.0.1.1 set 2101
HMAC_MD5+DES_56_CB 254 0

O TALK1 angall cloglan O

C

via 10.0.0.1, TunnelO created 23:25:46, 10.0.0.1/32

via 10.0.1.1, Tunnell created 23:24:40, 10.0.1.1/32

Cc
Cc
D

via 10.0.0.1, [90/2841600]

192.168.1.0/24 is directly connected, Ethernetl

D

via 10.0.0.1, [90/3097600]

Spokel#show ip route
is subnetted, 1 subnets 172.16.0.0/24
172.16.1.0 is directly connected, EthernetO
is subnetted, 1 subnets 10.0.0.0/24
10.0.0.0 is directly connected, TunnelO
10.0.1.0 is directly connected, Tunnell
192.168.0.0/24 [90/2841600] via 10.0.1.1,
00:26:30, Tunnell

00:26:30, TunnelO

192.168.2.0/24 [90/3097600] via 10.0.1.1,
00:26:29, Tunnell

00:26:29, TunnelO
Spokel#show ip nhrp

never expire
Type: static, Flags: authoritative

NBMA address: 172.17.0.1

never expire




Type: static, Flags: authoritative
NBMA address: 172.17.0.5
Spokel#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
Ethernet0 172.16.1.24 set 16
HMAC_SHA+DES_56_CB 0 0
Ethernet0 172.16.1.24 set 18
HMAC_SHA+DES_56_CB 0 0
TunnelO 10.0.0.11 set 2118
HMAC_MD5+DES_56_CB 0 181
TunnelO 10.0.0.11 set 2119
HMAC_MD5+DES_56_CB 186 0
Tunnell 10.0.1.11 set 2120
HMAC_MD5+DES_56_CB 0 105
Tunnell 10.0.1.11 set 2121
HMAC_MD5+DES_56_CB 110 0

O TALK2 azgall cloglas O

Spoke2#show ip route
is subnetted, 1 subnets 172.16.0.0/24

C 172.16.2.0 is directly connected, Ethernet0
is subnetted, 2 subnets 10.0.0.0/24

C 10.0.0.0 is directly connected, TunnelO

C 10.0.1.0 is directly connected, Tunnell

D 192.168.0.0/24 [90/2841600] via 10.0.1.1,
00:38:04, Tunnell
via 10.0.0.1, [90/2841600]
00:38:04, TunnelO
D 192.168.1.0/24 [90/3097600] via 10.0.1.1,
00:38:02, Tunnell
via 10.0.0.1, [90/3097600]
00:38:02, Tunnell
C 192.168.2.0/24 is directly connected, Ethernetl
Spoke2#show ip nhrp
via 10.0.0.1, TunnelO created 1d02h, never 10.0.0.1/32
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.1
via 10.0.1.1, Tunnell created 1d02h, never 10.0.1.1/32
expire
Type: static, Flags: authoritative used
NBMA address: 172.17.0.5
Spoke2#show crypto engine connection active

ID Interface IP-Address State Algorithm
Encrypt Decrypt
Ethernet0 172.16.2.75 set 8
HMAC_SHA+DES_56_CB 0 0
Ethernet0 172.16.2.75 set 9
HMAC_SHA+DES_56_CB 0 0
TunnelO 10.0.0.12 set 2036
HMAC_MD5+DES_56_CB 0 585
TunnelO 10.0.0.12 set 2037
HMAC_MD5+DES_56_CB 614 0
Tunnell 10.0.1.12 set 2038
HMAC_MD5+DES_56_CB 0 408
Tunnell 10.0.1.12 set 2039
HMAC_MD5+DES_56_CB 424 0
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D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:00:59, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12, 00:00:34, TunnelO

2 & j0all
D 192.168.1.0/24 [90/2841600] via 10.0.1.11, 00:13:24, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.1.12, 00:12:11, TunnelO
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D 192.168.1.0/24 [90/2867200] via 192.168.0.1, 00:51:51, Ethernetl1/0/3
via 192.168.0.2, 00:51:51, Ethernetl1/0/3 [90/2867200]
D 192.168.2.0/24 [90/2867200] via 192.168.0.2, 00:52:43, Ethernetl1/0/3
via 192.168.0.1, 00:52:43, Ethernetl1/0/3 [90/2867200]
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D 192.168.0.0/24 [90/3097600] via 10.0.1.1, 00:26:30, Tunnell
via 10.0.0.1, 00:26:30, TunnelO [90/3097600]
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D 192.168.0.0/24 [90/3097600] wvia 10.0.1.1, 00:38:04, Tunnell
via 10.0.0.1, 00:38:04, TunnelO [90/3097600]
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interface tunnel0

delay 1000
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interface tunnel0

delay 1050
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D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:01:11, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.0.0.12, 00:01:11, TunnelO
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D 192.168.1.0/24 [90/2854400] via 10.0.1.11, 00:00:04, TunnelO
D 192.168.2.0/24 [90/2854400] via 10.0.1.12, 00:00:04, TunnelO
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D 192.168.1.0/24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3
D 192.168.2.0/24 [90/2867200] via 192.168.0.1, 00:02:18, Ethernetl/0/3
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interface tunnelO
delay 1000

interface tunnell
delay 1050
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interface tunnelO
delay 1000

interface tunnell
delay 1050
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D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:15:44, TunnelO
D 192.168.2.0/24 [90/3097600] wvia 10.0.0.1, 00:15:44, TunnelO
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D 192.168.0.0/24 [90/2841600] wvia 10.0.0.1, 00:13:54, TunnelO
D 192.168.1.0/24 [90/3097600] wvia 10.0.0.1, 00:13:54, TunnelO
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version 12.3
1

hostname Spokel
1

1
interface TunnelO

bandwidth 1000

ip address 10.0.0.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1

ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
1

interface Tunnell

bandwidth 1000

ip address 10.0.1.11 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5

ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1500

tunnel source Ethernet0

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof

1

router eigrp 1

offset-1list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.1.0
distribute-list 1 out

no auto-summary

access-list 1 permit 192.168.1.0
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version 12.3
1

hostname Spoke?2
!

1

interface TunnelO

bandwidth 1000

ip address 10.0.0.12 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.0.1 172.17.0.1




ip nhrp network-id 100000

ip nhrp holdtime 300

ip nhrp nhs 10.0.0.1

delay 1500

tunnel source Ethernet0

tunnel destination 172.17.0.1
tunnel key 100000

tunnel protection ipsec profile vpnprof
1
interface Tunnell

bandwidth 1000

ip address 10.0.1.12 255.255.255.0
ip mtu 1400

ip nhrp authentication test

ip nhrp map 10.0.1.1 172.17.0.5
ip nhrp network-id 100001

ip nhrp holdtime 300

ip nhrp nhs 10.0.1.1

delay 1000

tunnel source Ethernet0

tunnel destination 172.17.0.5
tunnel key 100001

tunnel protection ipsec profile vpnprof
1

1

router eigrp 1
offset-list 1 out 12800 Tunnell
network 10.0.0.0 0.0.0.255
network 10.0.1.0 0.0.0.255
network 192.168.2.0
distribute-list 1 out
no auto-summary

1

access-list 1 permit 192.168.2.0
1
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D 192.168.1.0/24 [90/2841600] via 10.0.0.11, 00:12:11, Tunnel2
D 192.168.2.0/24 [90/2854400] via 10.0.0.12, 00:13:24, Tunnel2
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D 192.168.1.0/24 [90/2854400] via 10.0.1.11, 00:09:58, TunnelO
D 192.168.2.0/24 [90/2841600] via 10.10.1.12, 00:11:11, TunnelO
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D 192.168.1.0/24 [90/2867200] wvia 192.168.0.1, 00:13:13, Ethernetl/0/3
D 192.168.2.0/24 [90/2867200] wvia 192.168.0.2, 00:14:25, Ethernetl/0/3
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D 192.168.0.0/24 [90/2841600] via 10.0.0.1, 00:16:12, TunnelO
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D 192.168.0.0/24 [90/2841600] via 10.0.1.1, 00:18:54, Tunnell
|8l
Jiodl JSuin IPSeC JgSgign ne 6 ually 6,uS)l VPN oS glad aJlil cslibg)l DMVPN J> 80,

Iugo <3 09549405201 VPN IPsec olSui 9 ol aolsJl éSuid] (8 Jiadl JSuiy Lwlia)y DMVPN zouu, -
v JS s ¥ Jlall Juw le) delasio Lol codxl sz Gill i9,all 455> 0o baie Lo B JSin
vt Sl 6o SLldl )l Saxiy ol gows ¥ (Saxiy o JS I oble Hheiwl Saxi
£9,8)l o ilo 1P Jlasl Iid Wb ooy

Lle 13® guoi,.(DSL 9 ISDN g JSUI Jio) Suolipy JSuiny Lginss o5 (9l IPsec xac DMVPN acy, -
hub- bls,| Jieis DMVPN Ullag ol Sy aduiaall aSuidl ol J] a9lioYL speaker-9 hub olSui
oiwe JSui to-talk

Sasll g5 SA azgall 955 1asd clle Ly (ua> azg0 ddlo] aie VPN aac aslio] DMVPN lawy, -
pio S 2=l azgoll ISAKMP g% wloglee adlo] I 2l 38 el o pe )l le) aSuidly aluogis
e GSeoluall azoill JoS959 0 Joasuwg uazdl cuaxdl oo bSholiys 6 pall pleiuw (6l e 4 &axill
c 53V 9,8l a9 6l ) ezl s

i) JJI 68 Liayl 139, VPN aSuis (8 olezgall gaa> le ollaoll (y9Sil ax> DMVPN Jls, -
.GRE+IPsec Jlail 9 jo=ay anolzJl VPN

1€ Saolull azgill 59,0 &,>9 saziall IP &y peyy aild (JWLg (GRE JgSg59 0 DMVPN ooty -
8),5all "gigll Sg)" p> (S 1 Seolid aei JoS9i9 plastiw] Sy ail sy 1399. VPN dSuis
Loyl dogean sazioll el laylas . JgSgi9,l dlawls,

a8l o¥gxall S puusiol| aaill JuasVl DMVPN acy, -

o obd Olegles

(Dynamic Multipoint VPN (DMVPN -



//www.cisco.com/en/US/docs/ios/12_2t/12_2t13/feature/guide/ftgreips.html?referring_site=bodynav

IPSec pc> dxa0 -
Cisco Systems - _all acill -



//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/customer/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



