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interface GigabitEthernet4/1
no i p address
flowcontrol receive on
flowcontrol send off
swi t chport
switchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk
cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

swi t chport

switchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanning-tree portfast trunk

Biogo 98 LS VLAN 209 W] 0i® 8 «sl) cugl sy Baill cu> oyl o, VLAN 100 JI el
(L

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface V1an209
no i p address
crypto connect vlan 100

B LS (Fast Bt hernet 2/ 48 (Wl 03® _8) Jlasl 1as 9i Jguog daiaS (>, solall ibiall (S o8
(l® 290

This is the configuration that uses an access port. interface FastEthernet2/48 ---!
no i p address

switchport

switchport access vlan 209

switchport mode access

This is the configuration that uses a trunk port. interface FastEthernet2/48 ---!
no i p address sw tchport

switchport trunk encapsulation dotlqg

switchport mode trunk

L

access-1ist inside_nat0O_outbound permt ip 192.168.5.0 0.0.0. 255
0.0.0.255 192.168.6.0

gl obal (outside) 1 interface

nat (inside) O access-list inside_natO_outbound



nat (inside) 1 192.168.5.0 255.255.255.0

50818 6 pinw il 9l &> 3335 LIl (ACL) Jgwos)l 9 pSxdl dosldy uaid| (oS5 clinl, o
3l (plai®W 6,480 49,0 S ,> - ACL 100 )il 04® _3) saiull (ACL) Jguosll LS oS> dasld elinl,
13 Jio 24/192.168.6.0 6=l @Saidl I 24/192.168.5.0 ayls1a)| aSail oo 95a)l &> 3256

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

13 Jio (ISAKMP) aslaall 6,051 JsS559.19 eVl olol olidl g oblidl iy s ad

crypto isakmp policy 1
hash md5

authentication pre-share
group 2

Lo Jiine plito (us9 Jomiuy ol (Jbo 13D _3) ol 13D ¢ a0l

crypto isakmp key cisco address 10.66.79.73

‘ol b Jio IPSec oo jise oz p9

crypto ipsec transform-set cisco esp-des esp-md5-hmac

138 Jio Gpaiadl day,s dla> clisl, o8

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

15 Jio VLAN 100 dg=lg e ueidl dla, > gulos

interface v1anl00
crypto map cisco

OlugSHl 04 plaziw! pi
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Define the Phase 1 policy. crypto isakmp policy 1 ---!
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

|

|

Define the encryption policy for this setup. crypto ---!
ipsec transform-set cisco esp-des esp-md5-hmac

Define a static crypto map entry for the peer !--- —--- !

with mode ipsec-isakmp. !--- This indicates that
Internet Key Exchange (IKE) !--- is used to establish
the IPSec !--- security associations (SAs) to protect

the traffic !--- specified by this crypto map entry.




crypto map cisco 10 ipsec-isakmp

set peer 10.66.79.73

set transform-set cisco

match address 100

1

1
no spanni ng-tree vlan 100

1

1

!
interface FastEthernet2/1

i p address 192.168.5.1 255. 255. 255.0

1
This is the outside Layer 2 port that allows !--- ---!
VLAN 209 traffic to enter. interface FastEthernet2/48 no
i p address switchport sw tchport trunk encapsul ation
dot 1q switchport node trunk ! interface
G gabitEthernet4/1 no ip address flowontrol receive on
flowcontrol send off sw tchport sw tchport trunk
encapsul ation dotlq /--- VLAN 100 is defined as the
Interface VLAN (IVLAN). switchport trunk allowed vlan
1,100,1002-1005

sw tchport node trunk

cdp enabl e

!
interface G gabitEthernet4/2

no i p address

fl owcontrol receive on

fl owcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q
The Port VLAN (PVLAN) configuration is handled ---!

transparently by !--- the VPN service module without
user configuration !--- or involvement. It also 1s not
shown in the configuration. !--- Note: For every |VLAN

.a correspondi ng PVLAN exi sts

switchport trunk allowed vlan 1,209,1002-1005

swi tchport node trunk

cdp enabl e

spanni ng-tree portfast trunk

1

interface Vlanl

no i p address

shut down

!

This is the IVLAN that is configured to intercept ---!
the traffic !--- destined to the secure port on which
the inside port !--- of the VPN service module is the
only port present. interface VIanl00 ip address
10. 66. 79. 180 255. 255. 255. 224 crypto map cisco

This is the secure port that is a virtual Layer 3 ---!
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
interface VI an209 no ip address crypto connect vlan 100
!

ip classless

gl obal (outside) 1 interface
NAT 0 prevents NAT for networks specified in the ---!
ACL inside_nat0O_outbound. nat (inside) O access-|ist




i nsi de_nat 0_out bound nat (inside) 1 192.168.5.0

255. 255. 255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination
network. ip route 0.0.0.0 0.0.0.0 10.66.79.161

This access list (inside natO_outbound) is used ---!
with the nat zero command. !--- This prevents traffic
whi ch matches the access list fromundergoing !---
network address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
I--- sent across the VPN tunnel. This ACL is
intentionally !--- the sane as (100). !--- Two separate

access lists should always be used in this
configuration. access-list inside_natO_outbound permit
ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

This is the crypto ACL. access-list 100 permit ip ---!
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIX alo> >

SV2-8(config)# show run
Saved :

(PI'X Version 6.3(3
nterface ethernet0 auto
nterface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4 auto shutdown
interface ethernet5 auto shutdown
interface ethernet6 auto shutdown

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanmei f ethernet2 intf2 securitylO

nanmei f ethernet3 intf3 securityl5

nanmei f ethernet4 intf4 security20

nanmei f ethernet5 intf5 security25

nanmei f ethernet6 intf6 security30

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOhbNI dI . 2KYQU encr ypt ed

host nane SV2-8

domai n- name ci sco. com

fixup protocol dns maxi numlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

nanmes

This is the traffic to the router. access-list 100 ---!
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24




nmu outside 1500
ntu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500
mu intf6 1500
ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0
ip address intf2 127.0.0.1 255. 255. 255. 255
no ip address intf3
no ip address intf4
no ip address intf5
no ip address intf6
ip audit info action alarm
ip audit attack action alarm
no fail over
failover tineout 0:00:00
failover poll 15
no failover ip address outside
no failover ip address inside
no failover ip address intf2
no failover ip address intf3
no failover ip address intf4
no failover ip address intf5
no failover ip address intf6
pdm hi story enabl e
arp tineout 14400
gl obal (outside) 1 interface
nat (inside) 0 access-list nonat
nat (inside) 1 192.168.6.0 255.255.255.0 00
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1
timeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngep 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
These are IPSec policies. sysopt connection permit- ---!
ipsec
crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp
crypto map cisco 10 match address 100
crypto map cisco 10 set peer 10.66.79.180
crypto map cisco 10 set transform-set cisco
crypto map cisco interface outside
These are IKE policies. isakmp enable outside ---!
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255
isakmp policy 1 authentication pre-share
isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2
isakmp policy 1 lifetime 86400
telnet tinmeout 5
ssh tinmeout 5




consol e tineout O

termnal width 80

Crypt ochecksum 244c86c9beab00bda8f 790502ca74db9
end :

a>90 Adio plaziwl IPSeC oS5

b 215 o)lal el 335 zluus 3 dduo o saclue g0 IPSec JSuiy ol steps 13 o il

doas VPN Jl ol cuinidl.dgdass 6339 doxs VPN Ul oo LI51s clisall JI L1515 VLANS JI caiiol .1
VLAN 209 iS4ig 312l VLAN aSuisS VLAN 100 dSuis pasiowl 4 olSo gis _le dnai 6159
13 Jio clso GE dgans 63>9 doss VPN JI edSuis a5l VLAN aSuiss

interface GigabitEthernet4/1
no i p address
fl owcontrol receive on
fl owcontrol send off
Swi t chport
swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 1,100,1002-1005
swi tchport node trunk
cdp enabl e

interface GigabitEthernet4/2

no i p address

flowcontrol receive on

flowcontrol send off

Swi t chport

swi tchport trunk encapsul ati on dot 1q
switchport trunk allowed vlan 1,209,1002-1005
swi tchport node trunk

cdp enabl e

spanning-tree portfast trunk

9 LoS (Fast Et her net 2/ 48 (A=l 03D 9 «sl) cugl 0oSy Baill cu> olally oy VLAN 100 JI il
(l® ziogo

interface V1anl00
ip address 10.66.79.180 255.255.255.224

interface FastEthernet2/48
no ip address
crypto connect vlan 100

ol ]

access-1ist inside_natO_outbound pernmit ip 192.168.5.0 0.0.0.255
0.0.0.255 192.168.6.0

gl obal (outside) 1 interface

nat (inside) O access-list inside_natO_outbound

nat (inside) 1 192.168.5.0 255.255.255.0

40818 6 pinw il 9l &> 3356 LIl (ACL) Jgwog)l 8 pSxdl dwsldy uaid] (oS5 clinl, o
S| o 49all &S, 32z il (ACL 100 .l 03® 8) (ACL) Jswosll (9 oSz dnild slinl,
138 Jio 24/192.168.6.0 szl aSwiadl JI 24/192.168.5.0 sl

access-list 100 permit ip 192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

138 Jio ISAKMP agi ol> ito yaxiy ad



crypto isakmp policy 1
hash md5

authentication pre-share
group 2

oo Jjiine pliso (a9 Jomiuy ol (Jlio 13D 3) yol 13i® &0l

crypto isakmp key cisco address 10.66.79.73

‘b b Jio APSeC ol ite 2z o

crypto ipsec transform-set cisco esp-des esp-md5-hmac

13D Jio piviad)] dlay,> dla> clivly pd

crypto map cisco 10 ipsec-isakmp
set peer 10.66.79.73

set transform-set cisco

match address 100

13 Jio VLAN 100 dg=>lg e el day,>  gulas

interface vlanl00
crypto map cisco

1 lipoSHl 038 plackiu] i
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Define the Phase 1 policy. crypto isakmp policy 1 ---!
hash md5

authentication pre-share

group 2

crypto isakmp key cisco address 10.66.79.73

1

1

Define the encryption policy for this setup. crypto ---!
ipsec transform-set cisco esp-des esp-md5-hmac

1

Define a static crypto map entry for the peer !--- ---1!

with mode ipsec-isakmp. !--- This indicates that IKE is
used to establish the !--- IPSec SAs to protect the
traffic !--- specified by this crypto map entry. crypto

map cisco 10 ipsec-isakmp
set peer 10.66.79.73
set transform-set cisco
match address 100
!
!
no spanning-tree vlian 100
!
!
!
interface FastEthernet2/1




ip address 192.168.5.1 255.255.255.0
!

This is the secure port that is configured in ---!

routed port mode. !--- This routed port mode does not
have a Layer 3 IP address !--- configured. This is
normal for the BITW process. !--- The IP address 1is

moved from this interface to the VLAN 100 to !---
accomplish BITW. This brings the VPN service module into
!--- the packet path. This is the Layer 2 port VLAN on
which the !--- outside port of the VPN service module
also belongs. ! interface FastEthernet2/48 no ip address
crypto connect vlan 100

1
interface G gabitEthernet4/1

no i p address

fl owmcontrol receive on

flowmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q
VLAN 100 is defined as the IVLAN. switchport trunk ---!
allowed vlan 1,100,1002-1005

switchport node trunk

cdp enabl e

!
interface G gabitEthernet4/2

no i p address

fl owmcontrol receive on

flowmcontrol send off

swi t chport

swi tchport trunk encapsul ati on dot 1q
The PVLAN configuration is handled transparently by ---!
the !--- VPN service module without user configuration
!--- or involvement. It also is not shown in the
configuration. !--- Note: For every |IVLAN, a
.correspondi ng PVLAN exi sts

switchport trunk allowed vlan 1,209,1002-1005
switchport node trunk
cdp enabl e
spanni ng-tree portfast trunk
1
interface Vl anl
no i p address
shut down
!
This is the IVLAN that is configured to intercept ---!
the traffic !--- destined to the secure port on which
the inside port of the !--- VPN service module is the
only port present. interface VIanl00 ip address
10. 66. 79. 180 255. 255. 255. 224 crypto map cisco
This is the secure port that is a virtual Layer 3 ---!
interface. !--- This interface purposely does not have a
Layer 3 IP address !--- configured. This is normal for
the BITW process. !--- The IP address is moved from this
interface to the VLAN 100 to !--- accomplish BITW. This
brings the VPN service module into !--- the packet path.
I ip classless global (outside) 1 interface !--- NAT 0
prevents NAT for networks specified in the ACL
inside_nat0_outbound. nat (inside) O access-Iist
i nsi de_nat O_out bound nat (inside) 1 192.168.6.0
255. 255. 255.0 !--- Configure the routing so that the
device !--- is directed to reach its destination

network. ip route 0.0.0.0 0.0.0.0 10.66.79.161
!




This access list (inside natO_outbound) is used ---!
with the nat zero comand. !--- This prevents traffic
whi ch matches the access list fromundergoing !---
networ k address translation (NAT). The traffic specified

by this ACL is !--- traffic that is to be encrypted and
I--- sent across the VPN tunnel. This ACL is
intentionally !--- the sane as (100). !--- Two separate

access lists should always be used in this
.configuration

access-1list inside_natO_outbound permt ip 192.168.5.0
0.0.0.255 192.168.6.0 0.0.0. 255

This is the crypto ACL. access-list 100 permit ip ---!
192.168.5.0 0.0.0.255 192.168.6.0 0.0.0.255

PIX alo> >

SV2-8(config)# show run
Saved :

(PI'X Version 6.3(3
nterface ethernet0 auto
nterface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4 auto shutdown
interface ethernet5 auto shutdown
interface ethernet6 auto shutdown

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanmei f ethernet2 intf2 securitylO

nanmei f ethernet3 intf3 securityl5

nanmei f ethernet4 intf4 security20

nanmei f ethernet5 intf5 security25

nanmei f ethernet6 intf6 security30

enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFOhbNI dI . 2KYQU encr ypt ed

host nane SV2-8

domai n- name ci sco. com

fixup protocol dns maxi numlength 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719

fixup protocol http 80

fixup protocol ils 389

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol sntp 25

fixup protocol sqglnet 1521

fixup protocol tftp 69

nanmes

This is the traffic to the router. access-list 100 ---!
permit ip 192.168.6.0 255.255.255.0 192.168.5.0
255.255.255.0

access-list nonat permit ip 192.168.6.0 255.255.255.0
192.168.5.0 255.255.255.0

pager lines 24




nmu outside 1500
ntu inside 1500
ntu intf2 1500
mu intf3 1500
ntu intf4 1500
mu intf5 1500
mu intf6 1500
ip address outside 10.66.79.73 255.255.255.224
ip address inside 192.168.6.1 255.255.255.0
ip address intf2 127.0.0.1 255. 255. 255. 255
no ip address intf3
no ip address intf4
no ip address intf5
no ip address intf6
ip audit info action alarm
ip audit attack action alarm
no fail over
failover tineout 0:00:00
failover poll 15
no failover ip address outside
no failover ip address inside
no failover ip address intf2
no failover ip address intf3
no failover ip address intf4
no failover ip address intf5
no failover ip address intf6
pdm hi story enabl e
arp tineout 14400
gl obal (outside) 1 interface
nat (inside) 0 access-list nonat
nat (inside) 1 192.168.6.0 255.255.255.0 00
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1
timeout xlate 3:00: 00
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h225 1:00: 00
ti meout h323 0:05:00 ngep 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00
ti meout uauth 0:05:00 absol ute
+aaa- server TACACS+ protocol tacacs
aaa- server RADI US protocol radius
aaa-server LOCAL protocol |oca
no snnp-server | ocation
no snnp-server contact
snnp-server community public
no snnp-server enable traps
fl oodguard enabl e
These are IPSec policies. sysopt connection permit- ---!
ipsec
crypto ipsec transform-set cisco esp-des esp-md5-hmac
crypto map cisco 10 ipsec-isakmp
crypto map cisco 10 match address 100
crypto map cisco 10 set peer 10.66.79.180
crypto map cisco 10 set transform-set cisco
crypto map cisco interface outside
These are IKE policies. isakmp enable outside ---!
isakmp key ******** address 10.66.79.180 netmask
255.255.255.255
isakmp policy 1 authentication pre-share
isakmp policy 1 encryption des
isakmp policy 1 hash md5
isakmp policy 1 group 2
isakmp policy 1 lifetime 86400
telnet tinmeout 5
ssh tinmeout 5
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