od9su w99 IKEV2 IPV6 o0 098¢ |Js £99¢8
wsu ASA g FTD

lJpzossle

| Jp, 9506
lJpobJole |l wlwsé

lJodoule | OEdp0

lJozde ol lJzloo

oJasy lwooule NAT
|Jo26.9 o0 | 6

|, wod wled 13 ble ol oJl>ol
lJp,lze

lJp 9500

S8 03l IJpwews poldl Jdodsso Jlgsh b8 p9de IPVE |Js 98 wsu wi9w9dsd ASA
(zol; 1Jiolo 1J8lod JJedsd) 90,9e9ds] FTD (IUsBle Los wosss Firepower) ol woésle
192995 ool pdele 1loeso IUluosh 2 (IKEV2). sseuoes IJlesl leuold Lo ds IPV6
IUbb,08s wluueésle ASA o FTD Jizo;s Juole VPN.

lpcbdole il uss
IJpobdolo
w9os Cisco vig oJ9y s pgy9s wldpesluose 1Joldse:

P98 luuluwsd wodssy ASA CLI
c pEy 6 Il wss wu9e9dsdle IKEV2 g IPSec
- Wop g_g,gt;,é IPV6 9ldogzso
- 1JBop IJluwluws Jodsso FTD gu,y FMC

lJedyule IJpuucsped

(TP I TeB) |.JroE.J_9fo|u I,J_9|J)O L9..S o5l |.JrOL)AJuub IJ;S u..SgSO |k9u)|u0g50‘ e IUUUI_9°| PU IJlaO)O
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oo Idegdsple 1Uslss B 03l ldpuwews 1Us luoshle IUuslez sldedsole 1Jelss 1Joldss:

. Cisco ASAV zl, 9.6(4)12
. oubgsd Cisco FTDv 6.5.0
. oubgsd Cisco FMCv. IJ]_osl, 6.6.0

lJodosu

lLuwe Idogbslbs JJyveIdd

FMC

2001:BBBB::0/64 2001:CCCC::0/64
| A A

Internet Cloud
2001:AAAN::0/64 ASA

2001:DDDD::0/64

IKev2 VPN TUNNEL

oJdgsy ASA
S 03l IUBuwe IJedssy ldpbdse gds ASA.

lJglbgs 1. wdosu slzole ASA.

interface G gabitEthernet0/0
nanei f outside
security-level 0O

i pv6 address 2001: bbbb: : 1/ 64
i pv6 enabl e

interface G gabitEthernet0/1
nanei f inside

security-level 100

i pv6 address 2001: aaaa:: 1/ 64
i pv6 enabl e

Uz 96 2. oesso ldeuwly IUlde, )l ss J IPV.

ipv6 route outside ::/0 2001: bbbb::2
lJgb9é 3. 9p vodysy wog IKEV2 9o pdsy IKEV2 gds 1J9lzos 1UEDzS6.



crypto i kev2 policy 1
encrypti on aes- 256
integrity sha256

group 14

prf sha256

lifetine seconds 86400

crypto i kev2 enabl e outside

U056 4. 3p wodaso pzeses Iivasls.

tunnel - group 2001:cccc::1 type ipsec-12
tunnel - group 2001:cccc::1 ipsec-attributes

i kev2 renote-authentication pre-shared-key ciscol23
i kev2 |l ocal -aut hentication pre-shared-key ciscol23

lJglo9s 5. 9p Lluuble IUJlsule 98lspo Idozde W6 1Jyuo9d (ACL) Jpble 9o 2,96 1Je,9)
|Jp9556.

obj ect-group network local-network
net wor k- obj ect 2001: aaaa: :/ 64

obj ect - group network renote-network
net wor k- obj ect 2001: dddd: : / 64

access-1ist CRYPTO ACL extended pernit ip object-group |ocal-network object-group renote-network

lJglb9é 6. judJo 1Jogss yuvwds guglu wyged (NAT) 8lessé Jgyds )9 posyl Jdlowele.

nat (inside, outside) source static |ocal-network |ocal-network destination static renote-network
renot e- net wor k no- proxy-arp route-|ookup

lJgloes 7. odysu p 9w,z IKEVZ IPSec.

crypto i psec ikev2 ipsec-proposal ikev2 aes256
protocol esp encryption aes-256
protocol esp integrity sha-1

IJe96 8. §p vogssy Brsbs IJoguids, sobosdol gds 1Uslzes IUghzss.

crypto map VPN 1 match address CRYPTO ACL

crypto map VPN 1 set peer 2001:cccc::1

crypto map VPN 1 set ikev2 ipsec-proposal ikev2_aes256
crypto map VPN 1 set reverse-route

crypto map VPN interface outside
odysy FTD
S99, 03l IJ 9 we bubble Jodssw FTD oluwegsle FMC.

o8 pebl IJyb,Js IJglos IUbloysé (VPN)
Idgha s 1. 1oad 1 ige s > VPN > asie s padg.

a2 'add VPN slEa,) 'zel ) 1dacily (s Cexga FirePOWER'c il o5 o spar Cigs oo 1dpa 5.



Intelligence

Platform Settings FlexConfig Certificates

Firspawer Davice

b ee LZLVEN Firepawer Threat Deferse Device

IJebo96 2. sbo pywg "loile pglolo VPN 255" looz IJuibwds IJgloo6 1Jbloyss (VPN) wel sedo IJeg s edso wuwosds.

ptblo I ds: 0 @b |Js udbs

luosly IKE: IKEv2

B 03l 1Jpald: 05 ©pass wEbs 1Juolss 1Jg 838 A sep luweesle FTD. 1Jg 856 B os ASA. 10, W98 15, "lgua, sliss" Jluolds Tzos U Ipgblb.

Create New VPN Topology ? ¥
Ty
Metwork Topology: % Hub and Spoke | * Full Mesh
IKE Version:® IKEv1
[ rapores [ e aovnca
Node A: [+
Node B: o

@ Ensure the protected networks are allowed by access control policy of each device.

1Jg 1096 3. |ols FTD Judlos wolss Isdis.

2o, 1Uslz06 IJos sop wbusd Esbs IJoids) edsol. szw o wop wewss suslo IP eddlss! po odsso IJzols.

108y W98 L) Green Plus opu Iduvodle 1dpzess Jogsss Idgvodle 1JWd,es6 IJos sop ouvdsol gu) 0d8 VPN o3l B o3l IJpeld: sedsy Jlisy
Jueds "ldsdsd IJpeds" eds FMC oo Idubeds 1J,es6 J IPv6 '2001:DDDD::/64".



Edit Endpoint ?

Device:* FTDwv ""’ .
Interface:® ' OUTSIDE w
IP Address:* 2001:0CCC: 11 v

This IP is Private
Connection Type: 'Bidirectlnnal v

Certificate Map: ' v '+ )

Frotected Networks:*

© Subnet [ IP Address (Network) = Access List (Extended)

(&= LocaL_proxy ) 3

OK || Cancel |



Network Objects ?

Available Networks & | Selected Networks

, Search [;g Lm:AL__PFt-::-x*fJ

i IF Y= MiUil_asL

& 1Pv4-Private-10.0.0.0-8

& |Pva-Private-172.16.0.0-12

& 1Pv4-Private-192.168.0.0-16

=4 IPv4-Private-All-RFC1918

B 1PvE-1Pv4-Mapped

&= 1Pv6-Link-Local

B IPvE-Private-Unique-Local-Address
& 1PvE-to-1Pva-Relay-Anycast

2 REMOTE_PROXY

Ok, Cancel

et 1Jglb9es |Jgl)ro ieJlo; lJepd wdsso udbs volss FTD.

IUglbgs 4. bl de I green plus 505 J £856 w ls sdso ASA Bs IJogvdsd pold. 9ogou,
IJIzoj6 IdJos Jl owpe bhool wglyulos FMC extranet. | ol96 | w e zolj 9gusly IP.

IJg1096 5. 235 ls 8906 £Jles Iz pe 1UtLole Jluolds svudle pppess.



Edit Endpoint ? X

Device:* Extranet v
Device Name:* ASA
IP Address:* 0 Static Dynamic
2001:BBBB::1
Certificate Map: v O

Protected Networks:*

O Subnet / IP Address (Network) Access List (Extended)

(&2 RemoTE_pROXY) 5

OK Cancel

lJg1b9o 6. 235 Jvodle ASA IJW,es6 Ides sdie wuvds)ol 9luoldwel |Us Iduvedle 1Jeesss.

Remote Proxy' os s ASA IJ8,e56 "2001:AAA:/64" B o3l IUpeld.



Network Objects ?

Available Networks (5 + | Selected Networks

| Search [-E REHﬂTE_F‘HDJ{‘f] 5

: I YT NI -ao L

& 1Pv4-Private-10.0.0.0-8
& 1Pva-Private-172.16.0.0-12
& 1Pv4-Private-192.168.0.0-16
= IPv4-Private-All-RFC1918
== 1Pv6-IPv4-Mapped

& 1Pv6-Link-Local

22 1PvE-Private-Unique-Local-Address
22 1PvE-to-IPv4-Relay-Anycast
B LOCAL_PROXY

il

oK Cancel

odysu pedelo IKE

lJglbgs 1. SRo edlps lJowsse IKE_‘ e Idpedelo IJos gusop luvegsleol JJoolsd |._Ji9J§
IKEV2. 168, W99 e edlpd IUluolé IUgo,le Jluusle woz IKE zas>.



Edit WYPN Topology T X

Topology Name:™ L2L_VPN
Network Topology: == point to Point =
IKE Version:*® IKEw [KEw2
coports () rvec  Avenes
IKEv1 Settings
Policy:™ : 3 W
Authenication T'l'l:ll:i 1 A I K.y »
[KEV2 Sattings
Palicy:® Thevd_Palicy o
Authentication Type: Pre=shared Manual Key v
EEy:® LITEERET
Confirm !::III':' T

Enforce hax-based pre-shared key only

Save Cancel

196 2. B Gwslws IKE 1626 235 580 i_9._J_9§6 ;_;I.J!u'ahtéé lJs We,0 sodless Idezdo 1
eu IJlosold. suuegse 03l 1dsdsd 0o ldpedple Jdoobd IUlsds:

lJodled (SHA256).

lJouvds,) (AES-256).

PRF (SHA256). 9

pzp9eo Diffie-Hellman (IJpge9e6 14).

wsop buwld I8 woz IKE eds IJzols [Js Iubs) IJuess wEup IJob) el 09 929> B
Suvpe [Juog Idpess. uvsop weass lsd ublog Jdubs) Idegss Jlouold VPN.

[lgeshs]ize, ooz IJss sop Luwlde lsdl uluvegsle 28d 1isdsss. soe busld [Jlssss 1
loJL.



Edit IKEv2 Policy

MName;*

Description:

Priority:

Lifetime:

(integrity Algorithms )
Encryption Algorithms
PRF Algorithms
Diffie-Hellman Group

Ikev2_Policy

86400

Available Algorithms
¢ MD5

Lk SHA

b SHA512

b SHA384
&# NULL

(1-65535)

| seconds (120-2147483647)

Selected Algorithms

Save

J|

Cancel

J




Edit IKEv2 Policy ?

Name:* ! Tkev2_Policy
Description:
Priority: (1-65535)
Lifetime: -BE'#CID | seconds (120-2147483647)
Integrity Algorithms y Available Algorithms Selected Algorithms
— ' (G nes-2s6)

PRF Algorithms » BaES 15 B
Diffie-Hellman Group d

4k DES

&8 30ES

_ . Add
L5 AES-192
b AES-GCM

b AES-GCM-192
b AES-GCM-256

® NULL

|  save || cancel




Edit IKEv2 Policy ?

Mame:* Ikev2_Policy
Description:
Priority: ' | (1-65535)
Lifetime: 86400 | seconds (120-2147483647)
Integrity Algorithms Available Algorithms Selected Algorithms
Encryption Algorithms
o MD5S -
DR Alorithms QE ; . SHA256 G
LB SH
Diffie-Hellman Group ‘ﬁ'
# SHAS512

b SHA384 oo ]

[ Save ] [ Cancel




Edit IKEv2 Policy ? X

Mame:™® Ikev2_Policy

Description:

Priority: (1-65535)

Lifetime: BE400 seconds (120-2147483647)
Integrity Algorithms Available Groups Selected Groups
Encryption Algorithms

. o 1 b 14
PRF Algorithims — =
2
( Diffie-Hellman Group ) w

-+ R

& 15 ( Add J

w16

o 19

o 20

o 21

Save | Cancel

1Jg1096 3. pzrs [Uolds Idpedple: 235 Iduwsluws IJes we odasuel ledlo slge, use
lJeuol>96.

22> esh Ipelz Idso9s Ipuivend puwodl. J o3l oy wegpde IJplelz puve,d puvodl
cisco123'.



Edit VPN Topology

Topolegy Name:™*

L2L_VPN

Network Topology: == Point to Point % Hub and Spoke ";' Full Mesh
IKE Version:® IKEv1 IKEw2
Endpoints m IPsec Advanced
IKEv1 Settings
Policy: ™= preshared_sha_aes256_dhl4_3 o
Authentication Type: Pre-shared Automatic Key w
Pre-shared Key Length:*® Characters (Range 1-127)
IKEvZ Settings
r R
Policy:® Tkev2_Policy v
Authentication Type: Pre-shared Manual Key b d
Key:™ snesanns
Confirm Key:*® sEEsEEES
b r

Enforce hex-based pre-shared key only

Save

od9su pedele IPsec

1gkss 1. 109G 1ds gl 1o s IPsec sée lodile "adz IPsec” zas? g0 busd 1Jad <isd el 1Jads 1duualua Jir s azeses 10 ssd.

Cancel



Edit VPN Topology

Topology Mame:™ L2ZL_WPN
Network Topology: =+ point to Point % Hub and Spoke | & Full Mesh
IKE Version:* IKEvl [ IKEw2

Endpoints IKE | IPsec Advanced

Crypto Map Type: (@ Static Dynamic
IKEw2 Mode: Tunnel at

e e IKEv1 IPsec Propasals IKEv2 IPsec Proposals<()
Tkew2  IPSec Proposal

Enable Security Association (SA) Strength Enforcement
& Enable Reverse Route Injection
Enable Perfect Forward Secrecy

Modulus Group b
Lifetime Duration®: 28800 Seconds (Range 120-2147483647)
Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save

1Jg 96 2. Jugble pdenz IKEV2 IPsec zass po 2JIJ ceass ls 9w Green Plus glsgld pedple 1Ueseds 2 Jpl 09 p9 o bule:
wejisé ESP: SHA-1

ouuds, ESP : AES-256



Edit IKEv2 IPsec Proposal

Mame:* [Ikev:_lPSe:_Pmpnsal ]
Description:
. Available Algorithms Selected Algorithms
ESP Encryption .

¢ SHA-384

. SHA-256

[ Add
4 MD5
42 NULL

[ Save ] [ Cancel




Edit IKEv2 IPsec Proposal ?

Name:* Ikev2__ IPSec_Proposal

Description:

ESP Hash Available Algorithms Selected Algorithms
(ESP Encryption |

¢ AES-GCM-256 ¢ AES-256 a

%® AES-GCM-192

&b AES-192 E ]
¢ AES-GCM Add -J
%% AES
¥ 3DES
¢ DES
4 AES-GMAC-256
(. save (. cance ]
1Jgbb96 3. vz luuile pdoz IPsec 1Jzsss Gp wluoldwe IUs peesele Idozssd 1dpessé.
IKEv2 IPsec Proposal
Available Transform Sets & o Selected Transform Sets
| 4 Search | (G IkevZ_IPSec_Pmpnsal]
@ AES-GCM
@8 AES-SHA
a DES_SHA-1

- s )

1J2b96 4. op 1o)lz pdoz IPsec Ipess easel IJlu Jopu pdesele IKEV2 IPsec.



lo obdo s spdo oz g0 1dpeds 2 9pdBle PFS oul. Josl IJpold. sop soub IUg ey 11 e,luos gds iuo 1o los 9 PFS pelod.

Edit VPN Topology

Topology Name:* L2L VPN
Metwork Topology: *= Paint to Point <% Hub and Spoke  %* Full Mesh
IKE Wersion:™ IKEv1 IKEv2

Endpoints IKE m Advanced

Crypto Map Type: D Static Dymamic
IKEv2 Mode: Tunnel »

Transform Sets: IKEv1 IPsec Proposals IKEv2 IPsec Proposals®
(Ikev2__1PSec_Proposal )

Enable Security Association (SA) Strength Enforcement
Enable Reverse Route Injection
{ Enable Perfiect Forward Secmqr::l

Lifetime Duration™: 2B800 Seconds (Range 120-2147483647)

Lifetime Size: 4608000 Kbytes (Range 10-2147483647)

= ESPv3 Settings

Save Cancel

St edsd cdasu Igbsle 1deldss Jorlys IUozde B 1dsgosd 19 lugile Bsles pusluws Idogde s 1Usuosd Jduwele wlduswdle 1Jd,es6
Jdusudle IUgluos Idblo,sé (VPN) o gJIJ FTD.

- s .
IJoede wldsuesd ldeluws
Bl Je swe wpdsu sysopt allowed-vpn wg> 309 sew louile pusluws IJozde Vs 1d9uosd JJuwelz weyds 2295 VPN o0 ¢JlJ 205 FTD. sl wp wpdso
sysopt allowed-vpn c¢bs louvle pusluws ldozde B 1Uguo9d. suvegsp pold IJodsu oil gsl) "Ideede B 1Usuosd IUIJolls".

Spdu wpdsu IUpedps sysopt allowed-vpn oo Advanced > Tunnel.

w3yl Sisd o3l 1Jgsh ledluss luwesle uvsluws ldeede Os 1Usuosd Jdz e 2yds
195 1d8bed pu Idpuwetseso. Jl sl spdo luvasle e9led ©uo9s6 VPN Iy 9lisp
IJozde Vs Idsuesd (ACL) IJ8leJs JJouisd Jouodss 2yds pi9) ldpumwegspe. 03l e,
glp suboy eds zgpse uvodle VPN Bl wp wpdsy glus [JIgesl) ose.



Edit VPN Topology

Topology NMame:*® LZL_WPN
Network Topology: = point to Point %% Hub and Spoke ‘E' Full Mesh
IKE Version: * IKEvl () IKEv2
e e (IR

IKE

P MAT Settings

Keepalive Messages Traversal

Interval: 20 Seconds  (Range 10 - 3600)
Access Control for VPN Traffic

Bypass Accass Control policy for decrypted traffic {s'ysnpl: p-ennrl:avpn]

N bypassss the nspechion,
Bul VPN 'rw' .-'I.-Cl'. .d'“\ﬂ' autharization .ﬂl'_'l. dawnioaded from m server are shill applied to VPN traffic.

Certificate Map Settings
Use the certificate map configured in the Endpoints to determine the tunnel
Use the certificate OU field to determing the tunnel
& use the TKE identity to determine the tunnel
0 Use the peer IP address to determine the tunnel

o) e

odosu luwosole NAT

e NAT Jeddle Ll J IJ VPN 2,36 p9). Szw 1o oo luveule NAT B p9 g Jpug eadd @9y VPN o0 pbluds eobs NAT igss 9oizeb o) Js
229 VPN wuvdd Es)y woese.

IJgbss 1. luedd lJs I.Jiao_jé > NAT 5 Clgs Luslws 22838 LIJud,) 898 uuslwd 2828 > NAT JUsuble o Idwosss.

System Help v admin v

Overview Analysis Policies JeISVIENE Objects | AMP  Intelligence
Device Management VPN v QoS Platform Settings FlexConfig Certificates

| &3 New policy

S T U 1 — "
Threat Defense NAT



New Policy T X

MName: MAT_Exempt

Description:

Targeted Devices

Select devices to which you want to apply this policy.
Available Devices Selected Devices

, Search by name or value a

Add to Policy

Save | Cancel

1Jgb96 2. 168, 998 luol9s lers.

=N Devices [elhids AME

Device Hanegement  HAT  WRN w Qo5 Flaiform Seitngs  FewConfig Cerificases

MNAT_Exempt e e
PO
' Gragital Wik " L Pakat Y
T S i L

W HAT Rukm Bafora
T i T ies

W HAT Rk #finr

1Jgb9s 3. gJdw pa8d wldu luwolosds Glgss nat.

iaJo |J>|'&J§ 938bu ghes J1J nat @lgss. s9>s wpass Idslzole B gdlps IUowsse Jlsule 1Uslzes [Js pug oio§J o030 IUBsle> eds 2yJo 1Upi9) pu
IJslzole Ul )s.

loedd s gdlps IUowssy '_'o_,a,oé"sc» ldubvedle 1,886 1deu0s) 91J9z06. wel i o3l 09 Blgss [ wooule nate opouw IJpuos,/1U9z0d IJiqu§6
Sldpuo,llszes Idpcsze O



Add NAT Rule ? X
NAT Rule: Manual MAT Rule e Insert: In Category ¥ NAT Rules Before v
Type: Static v Enable
Description:
Interface Objects [ - U RGN PAT Pool  Advanced
Original Packet Translated Packet
Original Source: * [LOCAL_PRD}W w ]Q Translated Source: Address v
- LOCAL_PROXY v D
Original Destination: Address v
REMOTE_PROXY bd Translated Destination: [ REMOTE_PROXY w ]Q
Original Source Port: viig Translated Source Port: v i@
Original Destination Port: v g Translated Destination Port: v 2

108y B93 edlps IJowssy esble podrp8 99 wopdsy no-proxy-arp swes [Jeuwh.

Add NAT Rule

NAT Rule: Manual NAT Rule v Insert:
Type: Static v Enable
Description:

Interface Objects  Translation  PAT Pool [V 1C - 0

In Category

¥ | NAT Rules Before

b

IPv6

Net to Net Mapping

Do not proxy ARP on Destination Interface
Perform Route Lookup for Destination Interface

Unidirectional

10830 031 Blgsd sidhe IJuolss nat zpJs b IJ nat $lises.

Overview Analysis Policies JslaVicE

Objects

AMP Intelligence

m  Help v admin v

Device Management NAT VPN » QoS Platform Settings FlexConfig Certificates.
NAT_Exempt Show Warnings @ cancel
#] Policy Assignments (1)
8 Fiter by Device @ AddRue
e iginal Packet N\ 7
. Direction Type Source Destination Original Original Original Transiated Transiated Transiated Options
| Interface Objects | Interface Objects i Sources | Destinations. | Services Sources | Destinations | Services

® NAT Rubes Before

1 & Statie L LN WAN & LOCAL_PROXY & REMOTE_PROXY & LOCAL_PROXY 8 REMOTE_PROXY & Dns:false 78

1Jglogs 4. Ly 1Yopld IUodssu: lpdb IJodasy Sp Bp wuuine |Js FTD.

& route-lookup
& no-proxy-arp



Deployment History

Overview Analysis Policies Devices Objects AMP Intelligence IREGER Svstem Help v admin v
Deployment

1 device selected

Davice Inspect Interruption Type Group Last Modified Time Praview Status

FTDv FTD 11/04/2020, 17:15:59 B Pending
|.Jut._9._9 PU |.Ju0t0
Il 2588 39, pesyé JJlowple pu 2ol IJubuds 1dpedss Is spdud cuvgsd IJip, bbulo packet-tracer g Js ASA.

packet-tracer input inside icnp 2001: aaaa::23 128 0 2001: dddd: : 33 det ai
pdlebé: sped IJuge ool = 128 9lJ,05=0 "bJo Lo>s" ICMPV6.

Sued IJBuwe IJolds Iisle) 1dos spdod wuvgsdol eJs slzos Lwlb, 1Jisle, (CLI) J ASAv g

FTD LINA JJc288 po 2lJé b IKEV2.

03l pold pu luwle pu IJ ASA:

ci scoasa# show crypto ikev2 sa
| KEv2 SAs:

Session-id:3, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renvot e
St at us Rol e
6638313 2001: bbbb: : 1/ 500 2001: cccc:: 1/500
READY I NI TI ATOR

Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp: 14, Auth sign: PSK, Auth verify: PSK

Lifel/ Active Tinme: 86400/ 224 sec
Child sa: local selector 2001:aaaa::/0 - 2001:aaaa::ffff;ffff.ffff.ffff/ 65535
renpte sel ector 2001:dddd::/0 - 2001:dddd::ffff.ffff.ffff.ffff/65535
ESP spi in/out: OxaOfd3fe6/0xd95ecdb8

ci scoasa# show crypto ipsec sa detail
interface: outside
Crypto map tag: VPN, seq num 1, local addr: 2001: bbbb::1

access-1ist CRYPTO ACL extended pernit ip 2001:aaaa::/64 2001: dddd: :/64
| ocal ident (addr/mask/prot/port): (2001:aaaa::/64/0/0)

renote i dent (addr/mask/prot/port): (2001:dddd::/64/0/0)

current _peer: 2001:cccc::1

#pkts encaps: 11, #pkts encrypt: 11, #pkts digest: 11

#pkts decaps: 11, #pkts decrypt: 11, #pkts verify: 11

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#ipre-frag successes: 0, #pre-frag failures: 0, #fragnents created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICWP Errors rcvd: 0, #lnvalid ICMP Errors rcvd: 0

#pkts no sa (send): 0O, #pkts invalid sa (rcv): O

#pkts encaps failed (send): 0, #pkts decaps failed (rcv): O

#pkts invalid prot (rcv): 0, #pkts verify failed: 0O

#pkts invalid identity (rcv): 0, #pkts invalid len (rcv): O



#pkts invalid pad (rcv): O,

#pkts invalid ip version (rcv): O,

#pkts replay rollover (send): 0, #pkts replay rollover (rcv): O
#pkts replay failed (rcv): O

#pkts min mu frag failed (send): 0, #pkts bad frag offset (rcv): O
#pkts internal err (send): 0, #pkts internal err (rcv): O

l ocal crypto endpt.: 2001: bbbb::1/500, renpte crypto endpt.: 2001:cccc
path mu 1500, ipsec overhead 94(64), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

ICVMP error validation: disabled, TFC packets: disabled

current outbound spi: D95ECDB8

current inbound spi : AOFD3FE6

i nbound esp sas:
spi: OxAOFD3FE6 (2700951526)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 1937408, crypto-map: VP
sa timng: remaining key lifetime (kB/sec): (4055040/28535)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001
out bound esp sas:
spi: OxD95ECDB8 (3646868920)
transform esp-aes-256 esp-sha-hmac no conpression
in use settings ={L2L, Tunnel, IKEv2, }
slot: 0, conn_id: 1937408, crypto-nmap: VPN
sa timng: remaining key lifetime (kB/sec): (4193280/28535)
IV size: 16 bytes
replay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

ci scoasa# show vpn-sessiondb detail 121 filter name 200l:cccc::1

Session Type: LAN-to-LAN Detailed

Connection . 2001:cccc::1

| ndex . 473 | P Addr : 2001:cccc::1
Pr ot ocol : I KEv2 | Psec

Encryption : I KEv2: (1) AES256 | Psec: (1)AES256

Hashi ng : I KBEv2: (1)SHA256 | Psec: (1)SHAlL

Bytes Tx : 352 Bytes Rx ;352

Login Tinme : 12:27:36 UTC Sun Apr 12 2020

Duration : 0Oh: 06m 40s

| KEv2 Tunnels: 1
| Psec Tunnels: 1

| KEv2:
Tunnel ID : 473.1
UDP Src Port : 500 UDP Dst Port : 500

Rem Aut h Mode: preSharedKeys
Loc Auth Mode: preSharedKeys

Encryption : AES256 Hashi ng : SHA256
Rekey Int (T): 86400 Seconds Rekey Left(T): 86000 Seconds
PRF : SHA256 D'H G oup : 14
Filter Name
| Psec:

Tunnel ID . 473.2

1.1/ 500



Local Addr . 2001: aaaa::/64/0/0
Renote Addr : 2001:dddd::/64/0/0

Encryption : AES256 Hashi ng : SHA1

Encapsul ati on: Tunnel

Rekey Int (T): 28800 Seconds Rekey Left(T): 28400 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4608000 K-Bytes
Idle Tine Qut: 30 M nutes Idle TO Left : 23 M nutes
Bytes Tx : 352 Byt es Rx : 352

Pkts Tx 11 Pkts Rx 11

lwedunldd [Jigble gl oJlzol

Jlgweduls lgble louble oG IKEV2 9] odlzel eds ASA 9 FTD. §p wogugsd 9ley ouoese
IJizble IJolJsé:

ubs) Ui wuoese I,Ji'ablc JJovs, <peer IP>
debug crypto ikev2 protocol 255
debug crypto ikev2 platform 255

Ssel sds esub £od wusse leble IKEV2 Jd)zog [Jsol:
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/115935-asa-ikev2-debugs.html

lJeolze

https://www.cisco.com/c/en/us/support/docs/security-vpn/ipsec-negotiation-ike-protocols/119425-
configure-ipsec-00.html
https://www.cisco.com/c/en/us/support/docs/security/asa-5500-x-series-next-generation-
firewalls/81824-common-ipsec-trouble.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa95/configuration/vpn/asa-95-vpn-
config/vpn-site2site.html
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