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Define Endpoints

Identify the interface on this device, and the remote peer's interface IP address, that form the point-to-point WPM connection. Then, identify
tha lacal and remote networks that can use the connection. Traffic between these networks is protected wsing IPsec encryption.

Connection Profile Name

RTPVPM-ASA

LOCAL SITE REMOTE SITE

Local VPN Access Interface (® swatic () Dynamic
outside (GigabitEthernet(/0) w

Hemaote [P Address
Local Metwork

14.36.137.82
+

[ FOM_Local_Natwark Remote NMetwork

+

') ASA_Remaota_Metwork

B IJuodzs IJoldss: ge) ) ops) Josssu pedele Internet Key Exchange (IKE) Jol o9
p9LPT DS 1Jue96.

IKE Policy

ﬂ IKE policies are global, you cannot configure different policies per VPN. Any enabled IKE Policies are available to
all VPN connections.

IKE Version 2 IKE Version 1
IKE Palicy
Globally applied EDAT...

IPSec Proposal

Custom set selected EDIT...




2oy 5y logule wog IKE 238> Jpl 09 p9Loe B 1Uuo9,6.

Edit Globally: IKE v2 Policy

T Filter

AES-GCM-NULL-SHA, .

AES-SHA-SHA

DES-SHA-SHA

00C

Create New IKE Policy “

Suweese 03l 1Usdsd o3o IUpedele Jdoolbd IUisds J IKEV2:

IJogulds) AES-256
IJodle] SHA256
DH IJpz 966 14
PRF SHA256



Add IKE v2 Policy

Priority Name State
1 RTPVPN-ASA ()

Encryption

AES256 w

Diffie-Hellman Group

14 %) v
Integrity Hash

| SHA2S6 x v
Pseudo Random Function (PRF) Hash

m v

Lifetime (seconds)

86400

2o @8 18)s eds 1duodes Iyssuvss iy ey Jedaue IPSec. $p wlouble pdo,z IPSec
238> Jpl 09 p9oR s IJuo9)s.



Select IPSec Proposals

T Filter SET DEFALILT

*u AES-GCM in Default Set

%

P

AES-SHA
DES-5HA-1
v
Create new IPSec Proposal CAMNCEL “
Suweese 03l 1Usdsd Idpedele 1Jeldss J IPSec:

o vbs, AES-256

IJodle] SHA256



Add IKE v2 IPSec Proposal

Mame

ASA-IPSEC|

Encryption

AES256 o

Integrity Hash

m v

Sp wogssu IJpuolb$s eds pdelz puve,d puwedl 9bed IUpdole 1dpuve,d puvedl (PSK)
lIJ3s swp luwegsleo eds JJl IJuolsosy. WS o3l IUsdsd: sop luvwgsle PSK oo Cisco Jel o9
pIoT I 1Juoy,s.




Authentication Type
@ Pre-shared Manual Key O Certificate

Local Pre-shared Key

Remote Peer Pre-shared Key

Suoo Iblgds nat sgds Bhu. [o ould sogss slgd Bho lo sI90 luuog pdo Nat sgbds bless
$293l weo lduwslgwle > nat.

Additional Options

MAT Exempt Diffie-Hellman Group for Perfect Forward Secrecy

inside (GigabitEthernet0/1) W MNo Perfect Forward Secrecy (turmed off) W

B IJuozs IJigs)6: sop e pdeue JUleuold po p9de 1S p9de. <lds pu wrass golosy
IP1Juozses: 9pu luwesle pedele IJognds) Idpuluwas: S luogb ) luole. $p wuui



Uvods VPN 1Jz3556 o0 093¢ 1Js pode.

sop [Jeld cdosy ASA Lluegsle slzes Lulb, 1Jisle,.
wJdosy ASA

1. pdoo IKEVZ geds IJ8bu ghes pu |J ASA:

Crypto ikev2 enable outside

2. 8p wluyile wog IKEV2 1Uss s> udw Idpedele ldos wp wdsswuoel gds FTD:

Crypto ikev2 policy 1
Encryption aes-256
Integrity sha256
Group 14
Prf sha256
Lifetime seconds 86400

3. 8p wluuble Uog p2eIEd Suwee wwi9w9dsd IKEV2:

Group-policy FDM_GP internal
Group-policy FDM_GP attributes
Vpn-tunnel-protocol ikev2

4. Sp Slogile pzeses 1031 Jewslo IP 1Jgle J FTD IJobes). Llee woz IJpzeses: 922>
lJpbule IJpuve,d puwodl:

Tunnel-group 172.16.100.10 type ipsec-121

Tunnel-group 172.16.100.10 general-attributes
Default-group-policy FDM_GP

Tunnel-group 172.16.100.10 ipsec-attributes
ikev2 local-authentication pre-shared-key cisco
ikev2 remote-authentication pre-shared-key cisco

5. 8p wluuble Blispo 9,09d wess 2yJs Idey9) IJos uwsoe wuvds)ol: (FTDSubnet



10.10.116.0/24) (ASASubnet 10.10.110.0/24):

Object network FDMSubnet
Subnet 10.10.116.0 255.255.255.0
Object network ASASubnet
Subnet 10.10.110.0 255.255.255.0
Access-Tist ASAtoFTD extended permit ip object ASASubnet object FTDSubnet

6. luuble pdw,z IKEV2 IPsec subs) [Js 1Ugbjpesle [Jpessé s FTD:

Crypto ipsec ikev2 ipsec-proposal FDM
Protocol esp encryption aes-256
Protocol esp integrity sha-256

7. $p Llugble el sbs ouvds) sHvb lJodssy pel:

Crypto map outside_map 20 set peer 172.16.100.10
Crypto map outside_map 20 match address ASAtoFTD
Crypto map outside_map 20 set ikev2 1ipsec-proposal FTD
Crypto map outside_map 20 interface outside

8. §p wluuble wslo luvoeole NAT seug 2098 0195 VPN pu o wooe wsluwbs 2ol IJzelsé:

Nat (inside,outside) 1 source static ASASubnet ASASubnet destination static FDMSubnet FDMSubnet
no-proxy-arp route-Tlookup

lJozodl pu lduoes
lguegse 03l IUBuwe Joldss gpd IUodssy wuvdd Lozse.

pelods woe 2ds o9, Idwslule po @JIJ 08 VPN. pe 1Jsuesd IUs uwb, IUlsle) oo A:SAgb
FTD. spdu IJ9slpe o3JI oluweisle le) gip tracer. guspl suvoged low IU)ulo-tracer lo, 16
sede I VPN 0860 09 suvés sdupe proso inorder to 533w pl S 1Jods sbo,. loJ p,6
Swp luodh IJley sY9u w9 § VPN pebdl zos sWuvd IJle) packet-tracer pg o ds,) VPN
Drop. JI suwegpd IJguslo slgds pu ol 1dzelss wel 1o 1dpuoes) suslo B 1J,wlb-tracer ool



Io 03l sbuud skispl.

firepower# packet-tracer input inside icmp 10.10.116.10 8 0 10.10.110.10

Phase: 9

Type: VPN

Subtype: encrypt
ResuTlt: DROP

Config:

Additional Information:

firepower# packet-tracer input inside icmp 10.10.116.10 8 0 10.10.110.10

Phase: 1

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 172.16.100.1 using egress ifc outside

Phase: 2

Type: UN-NAT

Subtype: static

ResuTlt: ALLOW

Config:

nat (inside,outside) source static |s2sAcT1SrcNwgV4|c9911223-779d-11ea-9clb-5ddd47126971 |s2sAc1SrcNwgVv4
Additional Information:

NAT divert to egress interface outside

Untranslate 10.10.110.10/0 to 10.10.110.10/0

Phase: 3

Type: ACCESS-LIST

Subtype: Tog

Result: ALLOW

Config:

access-group NGFW_ONBOX_ACL global

access-1ist NGFW_ONBOX_ACL advanced trust object-group |acSvcg-268435457 ifc inside any ifc outside any
access-1ist NGFW_ONBOX_ACL remark rule-id 268435457: ACCESS POLICY: NGFW_Access_Policy
access-1ist NGFW_ONBOX_ACL remark rule-id 268435457: L5 RULE: Inside_Outside_Rule
object-group service |acSvcg-268435457

service-object ip

Additional Information:

Phase: 4

Type: NAT

Subtype:

ResuTlt: ALLOW

Config:

nat (inside,outside) source static |s2sAcT1SrcNwgV4|c9911223-779d-11ea-9clb-5ddd47126971 |s2sAc1SrcNwgVv4
Additional Information:

Static translate 10.10.116.10/0 to 10.10.116.10/0

Phase: 9

Type: VPN

Subtype: encrypt
ResuTlt: ALLOW

Config:

Additional Information:



Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

in order to )l §uw 1JodE 9, oe: lowdd IJs 1J CLI po IJ FTD iy ASA.

pu Slzod ywlo, Iisle, (CLI) IJgluos o FTD: w28 po leaads 1 51derzds 2 wluwesle 1le,
show crypto ikev2 sa.

> show crypto ikev2 sa
IKEv2 SAs:
Session-id:1, Status:UP-ACTIVE, IKE count:1, CHILD count:1

Tunnel-id Local Remote
3821043 172.16.100.10/500 192.168.200.10/500
Encr: AES-CBC, keysize: 256, Hash: SHA256, DH Grp:14, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/1150 sec
Child sa: local selector 10.10.116.0/0 - 10.10.116.255/65535
remote selector 10.10.110.0/0 - 10.10.110.255/65535
ESP spi in/out: 0x7398dcbd/0x2303b0c0

lpwod ol IJIgble 9l odlzol
$98, 03l IJBuwpe pedsple spdod luuegsleol Jluvad il igble IJoedssy sluadlzol.
euvdJle 1dlouold 1Jlsdss
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sluodlzol. spJdy |.:JE_CJ_9J eJds dJdsd v Losds 29d JsWss wuozse i'a]olc iu.élé IKEV2 oul:
Josudisé wuozse lgble IKEV2 VPNs

e, gwow uilise JBuvd 1Judd 09 puvdJs wouosd. 8ol bysds Jogsss o3l IJlg)le os
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Iwegse 03l 1Jle, JIJodlb z5p eds Izols:


https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html
https://www.cisco.com/c/ar_ae/support/docs/security/asa-5500-x-series-next-generation-firewalls/115935-asa-ikev2-debugs.html

Capture capout interface outside match ip host 172.16.100.10 host 192.168.200.10

ol 1o 1dleedldBs pdle glode 1o souwd erds 9wy IJ VPN 90z oo J Suliss loglo 2,96
029 IS lyob IJodlb.

Jlze IJodlb 1z 6 wluwaésle 1le, show cap capout.

firepower# show cap capout

4 packets captured

1: 01:21:06.763983 172.16.100.10.500 > 192.168.200.10.500: udp 574
2: 01:21:06.769415 192.168.200.10.500 > 172.16.100.10.500: udp 619
3: 01:21:06.770666 172.16.100.10.500 > 192.168.200.10.500: udp 288
4: 01:21:06.773748 192.168.200.10.500 > 172.16.100.10.500: udp 256

paildd 1081006 w26 1pus)
lJeublJd Iduiblisgs Jgyds 1Jde,9) Idos solzool IJpweéseu os:
o ol 1Joszs0 2J0 FTD - IJubods 1s1aJss £ Bla06 £ wzs0 10250 06 2 1
£olsso IP 1Jpg o068 98 pdle VPN.
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