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:Current configuration

1

version 12.2

service timestanps debug uptine

service timestanps | og uptine

no service password-encryption

1

host nane dr_whoovi e

!

enabl e secret 5 $1$KxKv$chqgKszZt QTLILGPN. t Er FZ1

enabl e password ww

1

i p subnet-zero

!

cns event-service server

!

Internet Key Exchange (IKE) Policies: crypto isakmp ---!
policy 1

authentication pre-share

crypto isakmp key ciscol23 address 150.150.150.3
crypto isakmp key ciscol23 address 150.150.150.2

1

IPSec Policies: crypto ipsec transform-set 170cisco ---!
esp-des esp-md5-hmac

crypto ipsec transform-set 180cisco esp-des esp-md5-hmac
1

crypto map ETHO 17 ipsec-isakmp

set peer 150.150.150.2

set transform-set 170cisco

Include the 160.160.160.x to 170.170.170.x network ---!
!--- in the encryption process. match address 170
crypto map ETHO 18 ipsec-isakmp

set peer 150.150.150.3

set transform-set 180cisco

Include the 160.160.160.x to 180.180.180.x network ---!
!--- in the encryption process. match address 180

1

interface Ethernet0

ip address 150.150.150.1 255.255.255.0

no ip directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

crypto map ETHO

1

interface Ethernetl

no i p address

no i p directed-broadcast

shut down




interface Serial0

i p address 160. 160. 160. 1 255. 255. 255.0

no i p directed-broadcast

no i p nroute-cache

no fair-queue

|

interface Seriall

no i p address

no i p directed-broadcast

cl ockrate 4000000

|

ip classless

ip route 170.170.170.0 255.255.255.0 150. 150. 150. 2

ip route 180.180.180.0 255.255.255.0 150.150. 150. 3

no ip http server

|

Include the 160.160.160.x to 170.170.170.x network ---!
!--- in the encryption process. access-list 170 permit
ip 160.160.160.0 0.0.0.255 170.170.170.0 0.0.0.255
Include the 160.160.160.x to 180.180.180.x network ---!
!--- in the encryption process. access-list 180 permit
ip 160.160.160.0 0.0.0.255 180.180.180.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

|

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogin

!

end
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:Current configuration

!

version 12.2

service tinmestanps debug uptine

service tinmestanps | og uptine

no service password-encryption

!

host nane yertle

!

/ enabl e secret 5 $1$me5Q2kF5zKI PPTVHEBdG EZ9m
enabl e password ww

!

i p subnet-zero

!

cnhs event-service server

!

IKE Policies: crypto isakmp policy 1 ---!
authentication pre-share

crypto isakmp key ciscol23 address 150.150.150.3
crypto isakmp key ciscol23 address 150.150.150.1
!

IPSec Policies: crypto ipsec transform-set 160cisco ---!
esp-des esp-md5-hmac

crypto ipsec transform-set 180cisco esp-des esp-md5-hmac
!

crypto map ETHO 16 ipsec-isakmp




set peer 150.150.150.1

set transform-set 160cisco

Include the 170.170.170.x to 160.160.160.x network ---!
!-—- 1in the encryption process. match address 160
crypto map ETHO 18 ipsec-isakmp

set peer 150.150.150.3

set transform-set 180cisco

Include the 170.170.170.x to 180.180.180.x network ---!
!--- in the encryption process. match address 180

1

interface Ethernet0

ip address 150.150.150.2 255.255.255.0

no ip directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

crypto map ETHO

1

interface SerialO

no i p address

no ip directed-broadcast

no i p nroute-cache

shut down

no fair-queue

!

interface Seriall

i p address 170.170.170.1 255. 255.255.0

no ip directed-broadcast

1

ip classless

ip route 160. 160.160. 0 255. 255. 255. 0 150. 150. 150. 1

ip route 180.180.180.0 255.255. 255. 0 150. 150. 150. 3

no ip http server

1

Include the 170.170.170.x to 160.160.160.x network ---!
!--- in the encryption process. access-list 160 permit
ip 170.170.170.0 0.0.0.255 160.160.160.0 0.0.0.255
Include the 170.170.170.x to 180.180.180.x network ---!
!--- in the encryption process. access-list 180 permit
ip 170.170.170.0 0.0.0.255 180.180.180.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

1

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogin

!

end

PJREAFOUNIW

:Current configuration

!

version 12.2

service tinmestanps debug uptine
service timestanps | og uptine
no service password-encryption
!

host nanme t hi dwi ck
!




enabl e secret 5 $1$Pcpo$fj 4FNS1dEDY9l Gg3Ne6FK1

enabl e password ww

1

i p subnet-zero

1

i sdn switch-type basic-5ess

i sdn voice-call-failure O

cns event-service server

!

IKE Policies: crypto isakmp policy 1 ---!
authentication pre-share

crypto isakmp key ciscol23 address 150.150.150.1
crypto isakmp key ciscol23 address 150.150.150.2

1

IPSec Policies: crypto ipsec transform-set 160cisco ---!
esp-des esp-md5-hmac

crypto ipsec transform-set 170cisco esp-des esp-md5-hmac
1

crypto map ETHO 16 ipsec-isakmp

set peer 150.150.150.1

set transform-set 160cisco

Include the 180.180.180.x to 160.160.160.x network ---!
!-—- in the encryption process. match address 160
crypto map ETHO 17 ipsec-isakmp

set peer 150.150.150.2

set transform-set 170cisco

Include the 180.180.180.x to 170.170.170.x network ---!
!-—- in the encryption process. match address 170

1

interface Ethernet0

ip address 150.150.150.3 255.255.255.0

no i p directed-broadcast

no i p route-cache

no i p nroute-cache

no nop enabl ed

crypto map ETHO

1

interface SerialO

no i p address

no i p directed-broadcast

no i p nroute-cache

no fair-queue

cl ockrate 4000000

1

interface Seriall

i p address 180.180.180.1 255. 255.255.0

no i p directed-broadcast

cl ockrate 4000000

1

interface BRI O

no i p address

no i p directed-broadcast

shut down

i sdn switch-type basic-5ess

1

i p classless

ip route 160.160. 160. 0 255. 255. 255. 0 150. 150. 150. 1

ip route 170.170.170.0 255. 255.255.0 150. 150. 150. 2

no ip http server

1

Include the 180.180.180.x to 160.160.160.x network ---!
!--- in the encryption process. access-list 160 permit
ip 180.180.180.0 0.0.0.255 160.160.160.0 0.0.0.255
Include the 180.180.180.x to 170.170.170.x network ---!




!--- in the encryption process. access-list 170 permit
ip 180.180.180.0 0.0.0.255 170.170.170.0 0.0.0.255
dialer-list 1 protocol ip permt

dialer-list 1 protocol ipx permt

|

line con O

transport input none

line aux O

line vty 0 4

password ww

| ogin

|

end

iceadl o aasgl

2o JSuin Jogy ousSil ol oo a5l Lgolasiw] diSay wlogleo pwsll 13 499,

Dl o0 el puiiillo (laad elxuall eMawll) 21,3V o> o 613l dAlawlyy o2l ol Lo, acs aiy
ol ol 21,31

[IPSec] aJl ooVl oLl S o dorziuwall wlslacyl o 2, —show crypto ipSec -
sabas (8 &)l IKE Glol oblyi8l gua> o .2 —show crypto isakmp sa -

Le>Noly clas VI BLiSiwl

LMool (oS3l cliaz] BlisSiwY lgolasinwl liSay ologles puwill 13D 96,

Le>Nolg a3Vl Blisiwl ol

 elasYl asus olol 3 dngall wlogleall @31, wlasVl auas Jolsl laol Jid sila>Vo

2 d>,all IPSec wlogles o ,2,—debug crypto ipSec -

al> ol (ISAKMP) co il olol blilg asilenll 6,151 JoSe39,0 wliogles Lo ,2,—debug crypto isakmp -
oVl

B ueis pi (Il oLl )90 a5,> Lo ,2,—debug crypto engine -

1 > ,0ll asleioll GV Ll g=a—isakmp el auuo -

2 d> )l asleioll LY G LLidI gxo—sa jusdull paue -

do old ologleo

IPSec ac> dx0 -
IPSec aSuis vylol 19S5 -
Internet Key Exchange v,lol ,JoS5i9 s 12955 -

Cisco Systems - _iall acill -



//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/cgi-bin/Support/browse/psp_view.pl?p=Internetworking:IPSec&referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdipsec.html?referring_site=bodynav
//www.cisco.com/en/US/docs/ios/12_1/security/configuration/guide/scdike.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



