99le> wersd 10S IKEVA/IKEVZ JeJlle
|J‘oL.9|ugSE__9u_9u0gS\-9|u |JU&)~.S'-9 >Jsd
lowoduulad IJizble 9l odlzol

lJpeosslo
| 95,00

l (WIS =

oo 9J9zsl

uvodé R1 9 wods VPN
. wu-Jo R2 9 woJs VPN

R1 Julxis IKE (, p?s?)
R2 Jolbxis IKE (g5 Lo2s2)
ouozse IJizble Jpaul? o o wo 8l 2o Jud

56 1) ocsle IKEV2 - Jl &5 o0 ol Jd

NFX YY)

S 03l IJpwows luwedsle pdlle pluse pugsss Juguosle wi9esdd bls Idpsluse
ool lely IJlue,ue (ISAKMP) IJee g6 Os gwsulisy v ds VPN 1UElLo6 woyulpe Cisco
10s® Software. 909 sglbos yvd9d IUluosl) 15.3T pu wyulez Cisco 10S Software LlJlolWo |Js
IJeublJd 1dpzopds g0 luwwgsle edldlo pdlose pogsds.

Swp U @3Sp wsubssosu: luvoubl |JUs v VPN pe w9 os9le ISAKMP s JJ p9zo.
s2o9s IJ pJO wersS eds 2l plost peodds Jol b ewslu IP )38, wouoz
lJuvsubsyole lue spdu wie oyvgsd udE VPN oy gluw 9lz> Wib pu lUloold vuwow
w228 pdU IJog,s9 9ldozdd pu worzwo.

odéuo Jlduwle 1Jeldss po ldpuwows pelss) IJoesss Jpdd wg)sed edds Idpddlose JIJ
pu wbis wobd polose lJlue,ue (IKE) spwerse IKE. guspl sop luvedsle olsse IP
pEod 96 L9luwlbs 2Jds IJpJlose eds Idpuworse J IKE Slu Idedssy sgpd wuvdd

w2 ST 9JIU luwesle euslu IP odywe suuis IdpuvdJs 1dpdsp6 S Iduwsobsy Ul

U9LOT |JiL§uu|ro lJoldso Jel3l @5 8958 929> JJ pu 2dBo ldpvdlese IJIveloss (Idedssy



IJelp) 9edile Idpvdlose [Jper6 1Js 239¢ puildd 9dpelsl suwles luwegsle wy9esdsd ould
pdulz IJloe,ue IUluosl 2 (IKEV2) eds wruw oo ldpuvdJs.

OEHILP IJIBuwle IJuolisss pelss) 1doesss Jpdd wg)sd IKE JJJ po wbsis 9puuozsy IKE.
e 1JIgbole 1J0p93286 1Jos wpads £05 0pass pdd CEuoSLo £S) LOESE.:

lJodosu

pdlzblo:

s>gp Cisco CLI Analyzer (pz.JJ 9lz0é b, IJislo, o0 Cisco) (Jdeodle lp wzdisy W,4b)
9l show PESUe. |uegse Cisco CLI Analyzer (pzdJ slzos yulbo, IJislo, o0 Cisco) Je,uo
wedsd Jege [Jle, show.

bee lds I popd g loloy o sz lJizble §od i owegse lale, debug.

by9Jozsl

Suvwgde Ideszo 1 (R1) sldesze 2 (R2) slzole slgoes I Idblo,ss (VTI) (cuppsy Idwszsoe
IJele [GRE]) JJsussd Ids gpdsle Iluveszle 1Jgluos wo. 1o VT pzes wwngcsdad lueoo
lew (IPSec).

lo0: 192.168.100.1/24 lo0: 192.168.200.1/24

EO/0: 192.168.0.1/24 EO/D: 192.168.0.2/24

Tun(; 10.0.0.1/24 Tun(: 10.0.0.2/24

R1 R2

S2e9s Jd pu R1 9 R2 gds wyos9s ISAKMP. JdJ puopl 2@ pllose peods. JJ
2Jle 1Jplose Jol 6w JUps 1ps)-

Ubods R1 9 s VPN

IJedsso Juvods R1 9w ds VPN:

crypto keyring keyringl

pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2

pre-shared- key address 192.168.0.2 key ci sco
|

crypto i saknp policy 10

encr 3des

hash nd5

aut hentication pre-share

group 2

crypto isakmp profile profilel

keyring keyringil

match identity address 192.168. 0. 102 255. 255. 255. 255 ! non exi sting host
crypto isakmp profile profile2


http://cway.cisco.com/go/sa/
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

keyri ng keyring2

match identity address 192.168. 0.2 255. 255. 255. 255 | R2
!
crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne
!
crypto ipsec profile profilel

set transformset TS

set isakmp-profile profile2
!
interface LoopbackO

description Simulate LAN

i p address 192.168.100.1 255. 255. 255.0
|
interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel
!
interface Ethernet0/0

i p address 192.168.0.1 255. 255. 255.

ip route 192.168.200.0 255.255.255.0 10.0.0.2

Lo s R2 9_uJs VPN

IJedsso Juvods R2 9w ds VPN:

crypto keyring keyringl

pre-shared-key address 192.168.0.1 key ci sco
crypto keyring keyring2

pre-shared-key address 192.168.0.1 key cisco
1

crypto i sakmp policy 10

encr 3des

hash nd5

aut hentication pre-share

group 2

crypto isakmp profile profilel
keyring keyringl
match identity address 192.168. 0.1 255.255. 255.255 IRl
crypto isakmp profile profile2
keyring keyring2
match identity address 192.168. 0. 100 255. 255. 255. 255 I non exi sting host
1
crypto i psec transformset TS esp-aes esp-sha256-hmac
nmode tunne
1
crypto ipsec profile profilel
set transformset TS
set isakmp-profile profilel
1
interface LoopbackO
i p address 192.168.200.1 255. 255.255.0
1
interface Tunnel 1
i p address 10.0.0.2 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 192.168.0.1
tunnel protection ipsec profile profilel



!
interface Ethernet0/0
i p address 192.168. 0.2 255.255.255.0

ip route 192.168.100.0 255.255.255.0 10.0.0. 1
ounwede JJ edile IJpvlose o guslo IP JJdoubs) souwedse Jdeos Ide,9,) ' cisco.'

Vs R1c suwegspe IJoyos92 Jloold VPN. IJogu_o.__sg_é 2 09 IJo9 o8 IJelos 9s
lJodosu I_J').__s SUNUEIP @J@é lJpdlose lJoloss Ws ldodssy. Jpl gwe)sc Vo wyose
2Js ldpslose ey wldg [Jlopss.

lpeds IJumsobssole

B Idumsubess Ulod RT 09 s ISAKMP. sop IJoBlas gw) IJosdd wuvdd Lozse: 9sop
2elss 296 1Up)9) Jel 09 pogSe.

SSUN e IJuu§QIJ§9 lJolos uduu el 9JJuo sguss eds R2 pod wlis ISAKMP
e pl sy vVl o IJpyeds 1 Vwlyudl

Sewlz Internet Key Exchange IJluosl) 1 (IKEVT) [Js pdelz puiveyd puwedl Jeuwle pdelz
Slese seop luwesleo JOY oIS, logv IS 2)ed 1J9uoe lrissuws 5 (MMS) 9250 IKEV
IJJI286. sop lubodls ldedelz eu zuwle Diffie-Helman (DH) sldple Idpuibe,d puwedl:
Sew wasd 0l lJpolz Ipuve,d puwodl ves odds MM3 (IJpuvezse) 19 MM4 (IJobs).
weSY §pdo CU”IV |J|m_.9&|a‘ Upu.uoé.)p ds MM5/MM6.

NJouwwé Jpzse ISAKMP B s MM3. Jp sop wpass pdd og s ISAKMP IJeess wes Jio
3JY spa8 wed luwedle IKEID Ws MMS. Lodl ey 3dd: sop ldoze Os Id pddle Idevlose
eu pdulz puveyd puwodli ssee w2 I9J 19 I8 ad 286 pulese pbluds pu IJodssy
IJglp. suwegse ol ldpdolz Jeuwle IUpwolz Idpuwedse JOJ oyvds) MMS o julds, MMB6.
w8 VY wyuds) MMS 90> weasd pdud wg)ysd ISAKMP 92J 86 1Jpdlosz Idpedwus: 89 e
lJeuweese J ISAKMP Clg)le 1oz dd bl wp vz oduw pd 8o [Jpdlosz: 9l Jp swe wpdss
OO 2d¥s ldpdlose sup luwdlb IJleuold.

J.’)J-:J: lJouwes Jpese ISAKMP. sz edsy luwwgsle ed@s pudlose 9lexs slo beldle pogsss
ddp”pdo.

R1 Jubis IKE (Uozse)

S92z 03l Iduwsulysg el sgoe gwspl sdsu R1 o9 wlbsis IKE:

1. luwegsp epdsle wuoese IJigble 030 JJJ po R1 9 R2:

R1# debug crypto isaknp
R1# debug crypto ipsec
R1# debug crypto i saknp aaa

2. 589 R1 woosisé IJus e 9suuwd IUzied MMT pe 18w lzle Iduoz: 9suvede MM2 O
IUlgwozlus. ssop wes 3Jd lesls MM3:

Rl#ping 192.168.200.1 source 1lo0 repeat 1
Type escape sequence to abort.



Sending 1, 100-byte |ICMP Echos to 192.168.200.1, timeout is 2 seconds:
Packet sent with a source address of 192.168.100.1

*Jun 19 10: 04: 24.826: | PSEC(sa_request): ,
(key eng. nsg.) OUTBOUND | ocal = 192.168.0. 1: 500, renote= 192. 168. 0. 2: 500,
| ocal _proxy= 192.168. 0. 1/ 255. 255. 255. 255/ 47/ 0,
renmot e_proxy= 192. 168. 0. 2/ 255. 255. 255. 255/ 47/ 0,
protocol = ESP, transform esp-aes esp-sha256-hmac (Tunnel),
|'i fedur= 3600s and 4608000kb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Jun 19 10: 04: 24.826: | SAKMP: (0): SA request profile is profile2
*Jun 19 10: 04: 24.826: | SAKMP: Found a peer struct for 192.168.0.2, peer
port 500
*Jun 19 10: 04: 24.826: | SAKMP: Locki ng peer struct OxF483A970, refcount 1
for isaknp_initiator
*Jun 19 10: 04: 24.826: | SAKMP: |ocal port 500, renpte port 500
*Jun 19 10: 04: 24.826: | SAKMP: set new node 0 to QM IDLE
*Jun 19 10: 04:24.826: | SAKMP: (0):insert sa successfully sa = F474C2E8
*Jun 19 10: 04: 24.826: | SAKMP: (0): Can not start Aggressive node, trying
Mai n nmode
*Jun 19 10: 04: 24.826: | SAKMP: (0): Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-rfc3947 |ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-07 ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-03 ID
*Jun 19 10: 04: 24.826: | SAKMP: (0): constructed NAT-T vendor-02 ID
*Jun 19 10: 04: 24.826: | SAKWP: (0): I nput = | KE_MESG_FROM | PSEC,
| KE_SA REQ MV
*Jun 19 10: 04:24.826: | SAKMP: (0): A d State = | KE_READY New State =
| KE_I _MvlL

*Jun 19 10: 04: 24.826: | SAKMP: (0): begi nning Mai n Mode exchange

*Jun 19 10: 04: 24.826: | SAKMP: (0): sendi ng packet to 192.168.0.2 ny_port
500 peer_port 500 (1) MV .NO_STATE

*Jun 19 10: 04: 24.826: | SAKMP: (0): Sendi ng an | KE | Pv4 Packet .

*Jun 19 10: 04:24.827: | SAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 G obal (1) MV.NO STATE

*Jun 19 10: 04: 24.827: | SAKMP: (0): I nput = | KE_ MESG FROM PEER, | KE_MMV EXCH
*Jun 19 10: 04:24.827: |SAKMP: (0): A d State = IKE_I_MML New State =

| KE_I _Mw2

*Jun 19 10: 04: 24.827: | SAKMP: (0): processing SA payl oad. nmessage ID =0
*Jun 19 10: 04: 24.827: | SAKMP: (0): processing vendor id payl oad

*Jun 19 10: 04:24.827: | SAKMP: (0): vendor |ID seens Unity/DPD but major 69
m smat ch

*Jun 19 10: 04:24.827: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 10: 04: 24.827: | SAKMP: (0) : Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.827: | SAKMP: (0): local preshared key found

*Jun 19 10: 04:24.827: | SAKMP : Looking for xauth in profile profile2
*Jun 19 10: 04: 24.827: | SAKMP: (0): Checki ng | SAKMP transform 1 agai nst
priority 10 policy

*Jun 19 10: 04: 24. 827: | SAKVP: encrypti on 3DES- CBC

*Jun 19 10: 04: 24. 827: | SAKVP: hash MD5

*Jun 19 10: 04: 24.827: | SAKMP: default group 2

*Jun 19 10: 04: 24.827: | SAKMP: aut h pre-share

*Jun 19 10: 04: 24.827: | SAKMP: life type in seconds

*Jun 19 10: 04: 24.827: | SAKMP: life duration (VPI) of 0Ox0 Ox1 0x51 0x80

*Jun 19 10: 04:24.827: | SAKMP: (0):atts are acceptable. Next payload is O
*Jun 19 10: 04: 24.827: | SAKMP: (0): Acceptable atts:actual life: O

*Jun 19 10: 04:24.827: | SAKMP: (0): Acceptable atts:life: O

*Jun 19 10: 04:24.827: | SAKMP: (0):Fill atts in sa vpi_length:4

*Jun 19 10: 04:24.827: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Jun 19 10: 04:24.827: | SAKMP: (0): Returning Actual lifetime: 86400

*Jun 19 10: 04:24.827: |SAKMP: (0)::Started lifetine timer: 86400.



*Jun 19 10: 04: 24.827: | SAKMP: (0): processing vendor id payl oad

*Jun 19 10: 04: 24.827: | SAKMP: (0): vendor |ID seens Unity/DPD but major 69
m smat ch

*Jun 19 10: 04:24.827: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 10: 04: 24.827: | SAKMP: (0): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04:24.827: |SAKMP: (0): A d State = IKE_I_MW New State =

| KE_I _Mw2

*Jun 19 10: 04: 24.828: | SAKMP: (0): sendi ng packet to 192.168.0.2 ny_port
500 peer_port 500 (1) MV _SA SETUP

e 1dwslsé: sg,W R1Tuo szw luwegsle pJd wg s ISAKMP2 Jige pyoulb Jopo pdud
ogHsW IPSec lJpuwegse J VTI ol

J3JIe wp losl) edys Idevlose Iduoeses (keyRing2). swe luvwgsle Idpdole
lJeuvo,d puwedl po KeyRing2 Jplsé wopso Jeuwlole DH gws lesls 2506 MMS.

el suwoded R2 2506 MM3 oJJ: Blue JI sjld Jl sg)yd Ls pJVO og)s9 ISAKMP szw
laweslpo 9ddue seolz lds pool pubesd puwedl Jlugile DH. sdosl ldwow swze
R2 B zese el ldpdlose Jdewys eds Idpdole Ipgvend puwodl J3JI 1dubs):

*Jun 19 10: 04: 24.828: | SAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 G obal (R) MV _SA SETUP

*Jun 19 10: 04: 24.828: | SAKMP: (0): I nput = | KE_MESG FROM PEER, | KE_MMV EXCH
*Jun 19 10:04:24.828: |SAKMP: (0): A d State = IKE.R MW New State =

| KE_LR_MvB

*Jun 19 10: 04:24.828: | SAKMP: (0): processing KE payl oad. nessage ID =0
*Jun 19 10: 04:24.831: | SAKMP: (0): processing NONCE payl oad. nessage ID =0
*Jun 19 10: 04:24.831: | SAKMP: (0): found peer pre-shared key matching
192.168.0.1

opldees, eds lUpdelz J 192.168.0.1 B 26 ldpdlosy [Jpeesss IJisds (keyring?).

L 0p SS9 R2 Luzos)eipd MM4 pe 2uwlole DH 9pg pkscbk:"CﬁSCCf'p(Jl(eyFQ”191:

*Jun 19 10: 04: 24.831: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.831: |SAKMP: (1011): vendor IDis DPD

*Jun 19 10: 04: 24.831: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.831: | SAKWP: (1011): speaking to another |OS box!

*Jun 19 10: 04: 24.831: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.831: | SAKMP: (1011): vendor |ID seens Unity/DPD but mmjor
32 mi smatch

*Jun 19 10: 04:24.831: |SAKMP: (1011): vendor IDis XAUTH

*Jun 19 10: 04: 24. 831: | SAKWP: recei ved payl oad type 20

*Jun 19 10:04:24.831: | SAKMP (1011): His hash no match - this node
out si de NAT

*Jun 19 10: 04: 24. 831: | SAKWP: recei ved payl oad type 20

*Jun 19 10: 04: 24.831: | SAKWP (1011): No NAT Found for self or peer
*Jun 19 10: 04: 24.831: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS MAI N_MODE

*Jun 19 10: 04: 24.831: | SAKMP; (1011): O d State = IKE R MMB New State =
IKE_R_MM3

*Jun 19 10: 04: 24.831: | SAKWP: (1011): sending packet to 192.168.0.1 my_port
500 peer_port 500 (R) MM KEY_EXCH
*Jun 19 10: 04:24.831: | SAKMP: (1011): Sending an | KE | Pv4 Packet .



5. gwpl suwodod R1TMM4: Bluo s89p wwzoss 2ipd MMS Uluueésle IKEID pg weas>
lJpSelz Iduozse puvedl (e0 Keyring2):

*Jun 19 10:04: 24.831: | SAKMP (0): received packet from 192.168.0.2 dport
500 sport 500 G obal (1) MM SA SETUP

*Jun 19 10:04:24.831: | SAKMP: (0): I nput = | KE_MESG FROM PEER, | KE_ MM EXCH
*Jun 19 10:04:24.831: ISAKMP: (0): O d State = IKE I|_MVB New State =

| KE_I M

*Jun 19 10: 04: 24.831: | SAKWP: (0): processing KE payl oad. nmessage ID =0
*Jun 19 10: 04: 24.837: | SAKWP: (0): processi ng NONCE payl oad. nessage ID = 0
*Jun 19 10: 04:24.837: | SAKMP: (0): Found ADDRESS key in keyring keyring2
*Jun 19 10: 04: 24.837: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.837: |SAKMP: (1011): vendor IDis Unity

*Jun 19 10: 04: 24.837: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04:24.837: | SAKMP: (1011): vendor IDis DPD

*Jun 19 10: 04: 24.837: | SAKWP: (1011): processing vendor id payl oad

*Jun 19 10: 04: 24.837: | SAKWP: (1011): speaking to another |OS box!

*Jun 19 10: 04: 24. 837: | SAKWP: recei ved payl oad type 20

*Jun 19 10:04:24.838: | SAKMP (1011): His hash no match - this node
out si de NAT

*Jun 19 10: 04: 24. 838: | SAKWP: recei ved payl oad type 20

*Jun 19 10: 04: 24.838: | SAKMP (1011): No NAT Found for self or peer

*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS MAI N_MODE

*Jun 19 10: 04: 24.838: | SAKMP: (1011): O d State = IKE | _MW New State =
| KE_ | M

*Jun 19 10: 04:24.838: | SAKMP: (1011):Send initial contact
*Jun 19 10: 04:24.838: | SAKMP: (1011): sA is doing pre-shared key
authentication using id type ID_IPV4_ADDR
*Jun 19 10: 04: 24.838: | SAKWMP (1011): |D payl oad
next - payl oad : 8

type o1

addr ess : 192.168.0.1
pr ot ocol 17

port : 500

| ength 112

*Jun 19 10: 04: 24.838: | SAKWP: (1011): Total payl oad | ength: 12
*Jun 19 10: 04: 24.838: | SAKWMP: (1011): sending packet to 192.168.0.2 my_port
500 peer_port 500 (1) MM KEY_EXCH

6. sep odds zied MMS: IJos wpws eJs pe)d IKEID IJgluo o 192.168.0.1. w9l wbs R2.
gw 0o IJudlbsc sgdpe R2 pJud wg s ISAKMP 1Uss sew uwb 290 1des9) (e gulasy
0956 IJpbly 99):

*Jun 19 10: 04: 24.838: | SAKMP (1011): received packet from 192.168.0.1 dport
500 sport 500 G obal (R) MV _KEY_EXCH

*Jun 19 10: 04: 24.838: | SAKMP: (1011): | nput = | KE_MESG FROM PEER, | KE_MM EXCH
*Jun 19 10: 04:24.838: | SAKMP: (1011): A d State = IKEER MV New State =

| KE_LR_MVb

*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing | D payl oad. nmessage ID =0
*Jun 19 10: 04:24.838: | SAKMP (1011): ID payl oad
next - payl oad : 8

type 1

addr ess : 192.168.0.1
pr ot ocol 117

port : 500

| engt h 112



*Jun 19 10: 04:24.838: | SAKMP: (0):: peer matches profilel profile
*Jun 19 10: 04: 24.838: | SAKMP: (1011) : Found ADDRESS key in keyring keyringl
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing HASH payl oad. nessage ID = 0
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing NOTIFY I NI TI AL_CONTACT
protocol 1

spi 0, nmessage ID = 0, sa = OxF46295E8
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA aut henti cation status:

aut henti cat ed
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA has been authenticated with
192.168.0.1
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA aut henti cation status:

aut henti cat ed

css R21JIo ez d Bl o 2d @8 1Jpdlose IJes op wpassol wundd lgps Jeips MM4
os udwol 2J§6 IJpBlose IJos wp wdsswol Joguosd ISAKMP 1Uss e lgosho IUlw.
Jiw keyRing1 og I9J 9les> W IJoyindsd: B> wp wpasso uvlodl ssoe weasso IUlu. wpe

IJozdd pu lduos wutle sspdo buwld 2506 MME:

*Jun 19 10: 04: 24.838: | SAKMP: (1011): sA is doing pre-shared key
authentication using id type |D_| PV4_ADDR
*Jun 19 10: 04:24.838: | SAKMP (1011): ID payl oad

next - payl oad : 8

type 1

address © 192.168.0.2
pr ot ocol 117

port : 500

| engt h 112

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Total payload length: 12

*Jun 19 10: 04: 24.838: | SAKMP: (1011): sending packet to 192.168.0.1
ny_port 500 peer_port 500 (R) MV KEY_EXCH

*Jun 19 10: 04: 24.838: | SAKMP: (1011): Sending an | KE | Pv4 Packet .

*Jun 19 10: 04: 24.838: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Jun 19 10: 04:24.838: | SAKMP: (1011): A d State = IKEER MVb New State =
IKE P1_COMPLETE

- Swwoded RTMMB 9l seole lJs lole wzdd pu 2dds IJeBlose Jivo Jly P99 oy
IJzse IUlsdst Bldulsis sgy0 slisel ls pdd wg 59 ISAKMP Jluegsleo 9ls pJ @6
pSlose pde,ws wedd IJog sV oil. wpo IUpuolb 8o wuele: sluwew IJpseds 1 wuvdd
UOTST

*Jun 19 10: 04: 24.838: | SAKMP (1011): received packet from 192.168.0.2
dport 500 sport 500 d obal (1) MM _KEY_EXCH
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing | D payl oad. nmessage ID =0
*Jun 19 10: 04: 24.838: | SAKMP (1011): ID payl oad

next - payl oad : 8

type o1
addr ess © 192.168.0.2
pr ot ocol 117
port : 500
| engt h 112
*Jun 19 10: 04: 24.838: | SAKMP: (1011): processing HASH payl oad. nessage ID = 0
*Jun 19 10: 04: 24. 838: | SAKMP: (1011): SA authentication status:
authenticated
*Jun 19 10: 04: 24.838: | SAKMP: (1011): SA has been authenticated with
192.168.0. 2
*Jun 19 10: 04: 24.838: | SAKMP AAA: Accounting is not enabl ed
*Jun 19 10: 04: 24.838: | SAKWP: (1011): I nput = | KE_MESG_FROM PEER,
| KE_MM_EXCH
*Jun 19 10: 04:24.839: | SAKMP: (1011): A d State = IKE_I_MWwb New State =



| KE_| _MVB

*Jun 19 10: 04: 24.839: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 10: 04:24.839: | SAKMP: (1011): A d State = IKE_I_Mvw New State
| KE_I _MvB

*Jun 19 10: 04: 24.843: | SAKMP: (1011): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_COWPLETE

*Jun 19 10: 04:24.843: | SAKMP: (1011): A d State = IKE_I_Mv New State
IKE P1_COMPLETE

*Jun 19 10: 04: 24.843: | SAKMP: (1011): begi nni ng Qui ck Mode exchange, M ID
of 2816227709

9. ool lJpeyzdd 2 ouvdd bouses 9swp |Jpldol Lugle.

seed o3l Iduwsobsy vuvdd Lozse Bdb vumow Idosose Iduorse Jeddle Idedlose
lJpg>36 WOs R2. suwwgse r¢_>._J-._9 lJogrse lUss ST !u.uo'@lroo Jeduwd gpd lduvods 1Ugl o6
lJbloysé (VPN) ed 96 ldpslosz IJos Jlve IUlsds vs ldodysu.

R2 Jobis IKE (8s) woese)

390522 03 IJuwsolisy el s2oe g0rpl swdl R21JuB$ 0B wo 9sUiLE Uy €3 logbls
IJod. e ilds weuop IJuwedle Jdesdss eds 1J9,98 wsu o3l Idesld sldpcld Iduwlod:

1. 8890 R2 Lwosso [Juwds:

R2#pi ng 192.168. 100. 1 source |00 repeat 1

2. Lpl Io R2 09 Idulbis: Blo 9,289 ISAKMP 92J.96 IJpdlese pe9910. Sop luvedsle
lJeole IJpuie,d puwedl po Jogo Idpdlose 1 Jeuwlole DH9sep huwldo s MMS3.
Sudds R2 MM2 95990 wozuos) MM3 lgwaeobl IJs o3l Idewele:

*Jun 19 12:28:44.256: | SAKMP (0): received packet from 192.168.0.1 dport
500 sport 500 A obal (1) MV NO STATE

*Jun 19 12:28:44.256: | SAKMP: (0): I nput = | KE_VESG FROM PEER, | KE_MM EXCH
*Jun 19 12:28:44.256: |ISAKMP: (0): O d State = IKE I_MML New State =

| KE_| _MVR

*Jun 19 12:28:44.256: | SAKMP: (0): processing SA payload. nessage ID =0
*Jun 19 12:28:44.256: | SAKMP: (0): processing vendor id payl oad

*Jun 19 12:28:44.256: | SAKMP: (0): vendor ID seens Unity/DPD but mmjor
69 m smat ch

*Jun 19 12:28:44.256: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 12:28:44.256: | SAKMP: (0): Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.256: | SAKMP: (0): local preshared key found

*Jun 19 12:28:44.256: | SAKMP : Looking for xauth in profile profilel
*Jun 19 12:28:44.256: | SAKMP: (0): Checking | SAKMP transform 1 agai nst
priority 10 policy

*Jun 19 12:28:44. 256: | SAKMP: encrypti on 3DES- CBC

*Jun 19 12:28:44. 256: | SAKMP: hash MD5

*Jun 19 12:28:44. 256: | SAKMP: default group 2

*Jun 19 12:28:44. 256: | SAKMP: auth pre-share

*Jun 19 12:28:44. 256: | SAKMP: life type in seconds

*Jun 19 12:28:44. 256: | SAKMP: life duration (VPI) of 0Ox0 Ox1
0x51 0x80

*Jun 19 12:28:44.256: |SAKMP: (0):atts are acceptable. Next payload is O



*Jun 19 12:28:44.256: | SAKMP: (0): Acceptable atts:actual life: O

*Jun 19 12:28:44.257: | SAKMP: (0): Acceptable atts:life: O

*Jun 19 12:28:44.257: | SAKMP: (0):Fill atts in sa vpi_length:4

*Jun 19 12:28:44.257: ISAKMP: (0):Fill atts in sa life_in_seconds: 86400
*Jun 19 12:28:44.257: | SAKMP: (0): Returning Actual lifetinme: 86400

*Jun 19 12:28:44.257: | SAKMP: (0)::Started lifetine timer: 86400.

*Jun 19 12:28:44.257: | SAKMP: (0): processing vendor id payl oad

*Jun 19 12:28:44.257: | SAKMP: (0): vendor |ID seens Unity/DPD but major
69 mi smatch

*Jun 19 12:28:44.257: | SAKMP (0): vendor IDis NAT-T RFC 3947

*Jun 19 12:28:44.257: | SAKMP: (0): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE

*Jun 19 12:28:44.257: |SAKWMP: (0): A d State = IKE_I_MW New State =

| KE_I _Mw2

*Jun 19 12:28:44.257: | SAKMP: (0): sending packet to 192.168.0.1 my_port

500 peer_port 500 (1) MV _SA SETUP

. Swdds R1TMMS3 oy R2. W 030 1dpyeds: JI sg5w9 R1 I..s pJV wg)5W9 ISAKMP Lusop
lowegsleor J3JY Jl sg)rd bs edds pidlose gwsep luvegslpol. suldelds: suuwgse R1
lod 2J@6 pdlose pu lJodsse IUglo: 909 keyRing1. suweése R1 o3l IJpd ol 1 ey,
povedl Jeuvlole DH s, gvd MM4:

*Jun 19 12:28:44.263: | SAKMP: (0): found peer pre-shared key matching
192.168.0.2

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): vendor IDis DPD

*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): speaking to another | OS box!
*Jun 19 12:28:44.263: | SAKMP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.263: | SAKMP: (1012): vendor |D seens Unity/DPD but major
151 mi smat ch

*Jun 19 12:28:44.263: | SAKMP: (1012): vendor IDis XAUTH

*Jun 19 12:28:44.263: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.263: | SAKMP (1012): Hi s hash no match - this node
out si de NAT

*Jun 19 12:28:44.263: | SAKMP: recei ved payl oad type 20

*Jun 19 12:28:44.263: | SAKMP (1012): No NAT Found for self or peer
*Jun 19 12:28:44.263: | SAKMP: (1012): I nput = | KE_MESG | NTERNAL,

| KE_PROCESS_MAI N_MODE
*Jun 19 12:28: 44. 263:
IKE R_MM3

*Jun 19 12:28:44.263: | SAKMP: (1012):
500 peer_port 500 (R) MM KEY_EXC

S dud R2MM4 o0 R1L s wessp IdpBolz Idpuic,d puvodl po KeyRing Jeoulo
DH. 958> 2506 MM5 § iKEID:

| SAKMP: (1012): O d State = |KE R MVB New State =

sendi ng packet to 192.168.0.2 ny_port

*Jun 19 12:28:44.269: | SAKMP: (0): Found ADDRESS key in keyring keyringl
*Jun 19 12:28:44.269: | SAKWP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.269: | SAKMP: (1012): vendor IDis Unity

*Jun 19 12:28:44.269: | SAKWP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.269: | SAKMP: (1012): vendor IDis DPD

*Jun 19 12:28:44.269: | SAKWP: (1012): processing vendor id payl oad
*Jun 19 12:28:44.269: | SAKWP: (1012): speaking to another |OS box!
*Jun 19 12:28:44.269: | SAKWP: recei ved payl oad type 20

*Jun 19 12:28:44.269: | SAKMP (1012): Hi s hash no match - this node
out si de NAT

*Jun 19 12:28:44.269: | SAKWP: recei ved payl oad type 20



*Jun 19 12:28: 44. 269:
*Jun 19 12:28: 44. 269:
| KE_PROCESS_MAI N_MODE
*Jun 19 12:28: 44. 269:
IKE I MM4

| SAKMP (1012): No NAT Found for self or peer
| SAKMP: (1012) : I nput = | KE_MESG | NTERNAL,

| SAKMP: (1012): O d State = IKE_ | MV New State =

*Jun 19 12:28:44.270: | SAKMP: (1012): SA is doing pre-shared key
authentication using id type |D_| PV4_ADDR

*Jun 19 12:28:44.270: | SAKMP (1012): ID payl oad
next - payl oad : 8
type 1
address 192.168.0.2
pr ot ocol 17
port 500
| engt h 12

*Jun 19 12: 28: 44. 270:
*Jun 19 12: 28: 44. 270:
500 peer_port

my_port

| SAKMP: (1012): Total payl oad | ength: 12
| SAKMP: (1012): sending packet to 192.168.0.1
500 (1) MM _KEY_EXCH

5. sodds RTMMS5 o0 R1. ool Jig IKEID swles 192.168.0. ¢ p wesss pdd IJog,sub2.
op wdysy KeyRing2 s pJud IJog)swd 2 JsJdY wpe weass KeyRing2. Ws Idgwlod:

Jewwle DH s MM4, §le RT Logass agjé lJedlese IJisds IJos op odssvol. sldes
Jlow pddo ldpvdlose 1. eds IJJ(é_ro:,o.;J lo Jdple 1dp,y9) 0 wdwol welel s v
lJozdd pu woeod Jgo ldpvdlese Jiu o3o Jlisule J9gs pdlese pgoduds:

*Jun 19 12:28:44.270:
dport 500 sport 500 d oba
*Jun 19 12:28:44.270:

| KE_MM_EXCH
*Jun 19 12:28:44.270:
| KE_R_MVb
*Jun 19 12:28:44. 270:
*Jun 19 12:28:44. 270:
next - payl oad
type
addr ess
pr ot ocol
port
| ength

*Jun
*Jun

aborting exchange

*Jun 19 12:28:44. 270:

19 12:28:44. 270:
19 12:28:44. 270:
*Jun 19 12:28:44. 270:

| SAKMP (1012): received packet from 192.168.0.2
(R) MM KEY EXCH
| SAKMP: (1012) : | nput = | KE_MESG_FROM PEER,

| SAKMP: (1012): O d State = |KE_.R M4 New State =

| SAKVP: (1012) :
| SAKMP (1012) :
8

1

192.168.0.2

17

500

12

| SAKMP; (0):: peer matches profile2 profile

| SAKMP: (1012) : Found ADDRESS key in keyring keyring2
| SAKMP: (1012) : Key not found in keyrings of profile ,

processing | D payl oad. message ID =0
I D payl oad

| SAKMP (1012): FSM action returned error: 2

cuozse Wighle Jpdolz puinosd puvedl pgodd

Ipvegspe Idussobssele Iduwluds IdeBele o uwo ("Cisco”). suldelds: zos gus luvesle
eJBs IJpoSlose gs) Iduoesesd: spdu BJ oy 2ipd MMS Luvdd pozse sluvélboel Jizdl
vuvow Suid 1Jozdd pu woes tdds ldevlose.

I Iduwsubssole [Jos swp Bsol |uvwgsle pbdlose peodds Jl spdo b o vds) MMS.

gubo,y juwldé U'abi 00!

*Jul 16 20:21: 25. 317
500 sport 500 @ obal
*Jul 16 20:21: 25. 317

| SAKMP (1004) :
(R) MM KEY_EXCH
| SAKVP:

recei ved packet from 192.168.0.2 dport

reserved not zero on |ID payl oad



*Jul 16 20:21:25.317: %CRYPTO-4-IKMP_BAD MESSAGE: | KE nessage from 192. 168.0. 2
failed its sanity check or is malformed

pelss) wpdsd edlds IUpVdlose

o3l pJeue Jpglssy wers> Joes Idpdluse. Llee IUISuwle IJeldss JJzuesd eds wlluasd
luolso.

. whis lJpuworsy
edlle pslose :
PUEE wp lJodsso. Blde sop odsso IS, coasdl po . |11 6 - |
weoldso P IJedsso wudd Lot 0 Webles coe
peodIs
2Jdlo plose Jlsedo IJoued wldodssy

e300 Jol 2P e dEpo. Sew IJI 12>
O s ISR lJud3¢u £s) posdE st pese- saw Il P00 L0 BT - SBR T

S9uoe 03l IdBuwpe Isuol Jeldl §> 8938 929> JJ pu 2d¥s Idpdlose IUlVe,lsoss (IJodssy
IJele) seddle [Jpolose 1dez6 1Us 2298 puildd 95Uz uvew ceuw luwedsle wi9esdsd
IKEV2 p&d 030 1dpulJJ.

IOSY waSd eddd IJpvdlose eds whis IKE

JJdodssy pe VT SUwdp Il 9lz06 &8 § PESUS LULS) IJs pdod wg)s IPSec pesu.
Ub)l J|u ro.JkQ uE)gSgS IPSec LSU.UUE_)ro ro.JLQ u&)sd IKE PCd pE E_.Jdo pd|u$a PE_uSuo‘ L9.J|
$92> ks bould wubly s pJ@s pdlose ouusgse.

soged Brsbs IJoids) Ios wuivs) lsuol IJs s oersd IKE ppas wed$s ellose
PESUE LU IUb,586.

9p& 3JIJc Jl spduslispl Idoesss pu IJod9§o L§ C_Jéé ,ogé_logsa VS luwweslpeol. ng _
wosd lJpold seae 3Jd gus g0 wdysu s pd wg)sVW IKE - |s g3p ©dysy pJd wg s
IPSec Jluweéslp pdd og)sw IKE:

crypto keyring keyringl

pre-shared-key address 192.168. 0.0 255.255.255.0 key ci sco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco

crypto i psec transformset TS esp-aes esp-sha256-hmac
node tunne

crypto ipsec profile profilel
set transformset TS

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

51 2lod wlsis IKE 031 huwld MM1. Bluo guseel pJds Idpdlose IJide, oeassl:



*Qct 7 08:13:58.413: | SAKMP: Locki ng peer struct O0xF4803B88, refcount 1 for
isakmp_initiator

*Cct 08:13:58.413: | SAKMP: (0): Can not start Aggressive node, trying Miin node
*Cct 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 not available in default
*Cct 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 found in keyringl

as

*Cct 08:13:58.413: | SAKMP: (0): key for 192.168.0.2 found in keyring2

*QOct 7 08:13:58.413: | SAKMP: (0): | SAKMP: Selecting 192.168.0.2,255.255.255.255
as final key

*Qct 7 08:13:58.413: | SAKMP: (0): found peer pre-shared key matching 192.168.0.2

el o IJobis Jl szoss eds w9028l IKE o900 g0 [gwedlpo MM6. BJu $9¢) £Js
©ILPS s pd wldouossd IJulze sldyuag Iduwsse (QM):

7
7
7

*Qct 7 08:13:58.413: | SAKMP: (0): 1 SAKMP: Sel ecting 192.168.0.0, 255. 255.255.0
y
7

Cct 7 08:13:58.428: | SAKMP: (0):: peer matches *none* of the profiles
*Qct 7 08:13:58.428: | SAKMP: (1005): processing HASH payl oad. nessage ID =0
*Qct 7 08:13:58.428: | SAKMP: (1005): SA authentication status:

authenticated
*Cct 7 08:13:58.432: | SAKVP: (1005): I nput = | KE_MESG | NTERNAL,
IKE_PROCESS_COMPLETE

SIOSY U8 edld Idpvdlose eds IJpuwozsy J IKE - gulyso IP pgoJuds

w9z e dJs B wpass Jogs ldpVlost eds ldpuwoese. ewpl ouwose tddle
lJedlose sulasy IP pgoduis sy oyose Iduesss vuvsbl.

e, o puvozse IKE Jsso o3l IJodgse:

crypto keyring keyringl

pr e-shar ed-key address 192.168. 0.0 255.255.0.0 key cisco
crypto keyring keyring2

pre-shared-key address 192.168.0.2 key cisco2

g0l S oo UNw@u 10236 MM i olis IKE sl 192.168.0.2: Sloo uszel)

pelssy woosw [Jogrss os:

1. swp leool) Idpulose IJos wzwss eds eudlo IP V@b,

2. sup ldozdd pu lJoszsoe IUblo,s slels IJegesoe (VRF) JJzies 1Jshsé (VRF [FVRF]
JJb,8 IUielos).

3. lu sy Idywb Bs IJoduas) VRF. IJpebdcle Jvled Weuow isJL. Swp s [Jpvolz
Ul 536 (bed Bulg Iduvods).

4. o Jl s9z> pdclz Ws IJoBduos) pole IJ Jogs pudlese i odlep 03l FVRF sJgy
Hobo.

5. wpo pbluds IJpdolz 1IJIJe,) 586 (Ibed Bule Luwds). eds uwosd IJpeld: s od 132
eds 124.

S IJooese IJozass:

Rl#debug crypto isakmp detail
Crypto | SAKMP internal s debugging is on

*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 not available in default
*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 found in keyringl



*Qct 2 11:57:13.301: | SAKMP: (0): 1 SAKMP: Sel ecting 192.168.0.0, 255. 255.255.0
as key

*Qct 2 11:57:13.301: | SAKMP: (0): key for 192.168.0.2 found in keyring2

*QOct 2 11:57:13.301: | SAKMP: (0): | SAKMP: Sel ecting 192.168.0.2,255.255.255.255
as final key

DS g 2dds [Updlose eds Idpuworsy J IKE - o guldsu IP

gwpl wuwogse pddle lJpdlose ubuw gulssy IP. wese puildd. 1B, ,uo b puvozse IKE
Jrso o3l o dysu:

crypto keyring keyringl
pre-shared-key address 192.168.0.2 key cisco
crypto keyring keyring2
pre-shared-key address 192.168.0.2 key cisco
Swed) IJouwd o3l IJodssy 909 Es) 3896 Sz Il sd9e Izd Ipbbdesy wodssy pdelzsy
Juduw gu9lu IP Iy cese Idpuvddo 1Jeso9w9s s R2 Julbsis IKE (g5, L02:82).

IJodssu IJglp KeyRing

cuops pdlose ISAKMP 1Jeg 90 Vs Idedysy 1Jele [Js ed@s Idpdlose IJlve,)loss:

crypto keyring keyringl
pre-shared- key address 192.168.0.0 255.255.0.0 key ci sco
crypto keyring keyring2
pre-shared- key address 192.168.0.2 key cisco2
crypto i saknp key cisco3 address 0.0.0.0
eds Igp pu lu pdelz ISAKMP o9 1JIgs) WO IJodssu Il luo wwp peldzwe Jlgd pdclz
eds lJpuwogsy J IKE:

Rl#show crypto isakmp key

Keyri ng Host name/ Addr ess Preshared Key
default 0.0.0.0 [0.0.0.0] ci sco3
keyringl 192.168.0.0 [ 255. 255. 0. 0] ci sco
keyring2 192.168.0. 2 ci sco2

seldolds: Slu luwopsle IJ po ldedsso Ieldes sldedlose IJez6 subss eds ptll,
Jo$)6 98> 898 IJs [Jpnldd.

2Jdé IpBSlose eds IKEV2 - Jl oo pudJs

eJs 1,Ep o0 10 w9099 IKEV2 sumweiap pdlose ppleds J IKEV. IUlo weass 2J§6
IJpSlese Jl suvow publdd ppleds.

S 1zlIe IJopwsbs. soe oubd Dug 2ie B8b. sop Luwld IKEID 1Jss $233 pJd wgisd
IKEV2 IJ5s ST UTASA0 eds ldpuwozse woluwbs [dolbs Ws Idgjpes IJoldes. 16
IJeldes puid,s wlduded.

SJpy IJIzedles UieJ..._,_) B 1Jen9099dsdso B Iy IKEV2 Suwode uoses DH S8b Jeuwle
pSule. Jp se> Idp ol Idpuivend puwodl Googss! Jeusle IdpSelz Ideumeise
JJdogves,)/wd ldovlds).



S>3, IKEv2 RFEC (5996, 1,9 wpe 2. 14):

SUp auul.__,gl.Jro-_élogga lJpubeyds Jel sds. sop guwle Jpsé ouwpes SKEYSEED pu 869>
IJpowbde loule oobd IKE_SA_INIT 9ld ), Idpuibe,d Diffie-Hellman 1Jss op loilgo leule 03l
lJowlsd.

Bs B [Jduwp: sl RFC is ol:
SKEYSEED = prf(N | Nr, g"ir)
Swpe buwld gese IUpedsple 1duo,9,86 WOs 1Ugie IUlsds sldeluss: 9dl gles Jluwegsle pclz

P, puwwdl £ zuwle SKEYSEED.

Obu 3JY pg IKE RFEC (2409 1J, 9 wpe 3.2): IS Suue £Js:

SKEYID o5 yuduwds p v 88 o0 091> yuis6 pe1996 S JJpuvédsu Idouuvbsy Ss
Exchange.

9050 "lJpl>8 IJwrsé Idos JI sgydol [JNIJlg oo IJSlg oo
IS IJduwe 5. sdlelb RFC lsol:

"o Idpdule IJpuve,d puwedl.
JdpBlese [Jpuibends suuudl: SKEYID = pri(edcle puisesd puwwdl NILb | NR_b)

903l sy Jpbl seuvow ouopse IKEVT Jdpuvlose Idpubeds puvedl Os 2398 1Ugds> pu
lJeubldd. JI w9g> 030 IUpuildd Bs IKEVT gus [gwegsle IUgboble JJeuol>$6.

oelss) wdsd pdud wg sy IKE

o3l pJee Jpelssy werss pdd wers IKE. lze IUIduwle IJeldss JJzuesd eds odluosd
luolso.

whbis lJeuvorsy
Sew vdssuol (0p wessuol Vs pdd wgHsd
IPSec lg Ws gHsbé IJoyuvds)). Vs 2lJs g0 lod wblo® pu lJodssu.

vprsd  IJodssu woblud ol po ldodssu. sev o soblud IJobs) Idoess pe pde

pJLo Sew lu soblog IJobs) lUogss pg pdud o8)SWO ISAKMP o235 9les Wb, |31 Jlye

lJog)sd og)sd ISAKMP o255 9lzy Wb bl Jluw 0986 0956 IJubbs) pblw 96 WS pdud wg)Hsd
lJobs, pble§s WS pdd og)sed ISAKMP. ISAKMP. sd9u IJodssu £s) welde.

SYyu IJodssu sy wolde.
S 03l 1 Buwp lsuol IJigble 1J0e932:56 1Jos 0ps §0 028> G9LoSS Sy LOTSe:
) weass pdd gy IKE gdis whois IKE

oubs) 9lzod VTl ghbé |Us pdud wg)s IPSec pesu wpdd wg)s IKE peso. sepd 1dpszo
w83 3JI s pdV wgrs IKE pwsop luvegslpo.

Soldped: wuvs) Easbs IJogids) Ids pdd wgrsd IKE pesur 988 1dpsze s pJod
OISV Sew luwedleo vuwe o IJodysu.

9p€ 3JI: 3> $I9u 0uld wsubsgele s Vsl pdd IJogrsd € p22d 925 Jl spdu
w8 pdu lJog)sV poluin,é pu IJodosu 1U3s See luwegsleoc 8Os 03l ldpeld: Jl swpe


http://tools.ietf.org/html/rfc5996
http://tools.ietf.org/html/rfc2409

0238 pdV wg)sV IKE W pdud wg sy IPSec:

crypto i saknp profile profilel

keyring keyring

match identity address 192.168. 0.0 255. 255.255.0
crypto i saknp profile profile2

keyring keyring

match identity address 192.168. 0.2 255.255. 255. 255

crypto i psec transformset TS esp-aes esp-sha256-hnac
node tunne

crypto ipsec profile profilel
set transformset TS

interface Tunnel 1

i p address 10.0.0.1 255.255.255.0

tunnel source Ethernet0/0

tunnel destination 192.168.0.2

tunnel protection ipsec profile profilel

s pl seglad o3l ldolbs huwld 2ies MM1 JJs 192.168.0.2 sep wdss pdd ldog s IJIYe,
weasol:

*QOct 7 07:53:46.474: | SAKMP: (0): SA request profile is profile2

o) oeass pdd o )sd IKE gds IJpuweesy J IKE

LS w8 pdV IJog)rs gds puvoesy IKE peled Josose wpass pdds Idevlose
zse wdyu ldlsdoss JJIJe, wesssl.

e,y o 03l IJodssy:

crypto i saknp profile profilel

keyring keyring

match identity address 192.168.0.0 255.255.255.0
crypto i saknp profile profile2

keyring keyring

match identity address 192.168.0.1 255. 255. 255. 255

ew odis logold pu 192.168.0.1 Jwsop wzass pdW IJog)swe2.

LIOSw pJdVle lJog)sw IJos op odsuol £s) pop. SU2E IJi 2, show running-config JJ »Jwd
SEHSWY 2383 U wdgsuo Vs wolsé 1J8lses.

B wewe Wlaslo 83 $dso Jos Idpuwoesy ©auo$Slu pu wsg IKE sumodelu vduw 2J s
lJpSlose. O 2lds wpass wauos €8 uozst s Ipuworse 9JIJu edds Idpdlese
lJpe36 Loeses wouwos Idpuob 8 wuvdd Loese:

*Qct 7 06:46:39.893: | SAKMP: (1003): processing |ID payl oad. nmessage ID =0
*Qct 7 06:46:39.893: | SAKMP (1003): | D payl oad
next - payl oad : 8

type 1

addr ess : 192.168.0.1
pr ot ocol 117

port ;500

| ength 112



*Qct 7 06:46:39.893: | SAKMP: (0):: peer matches profile2 profile

*QOct 7 06:46:39.893: | SAKMP: (0): key for 192.168.0.1 not available in default
*Qct 7 06:46:39.893: | SAKMP: (0): key for 192.168.0.1 found in keyring

*Qct 7 06:46:39.893: | SAKMP: (0): 1 SAKMP: Selecting 192.168.0.1,255.255.255.255
as final key

*Qct 7 06:46:39.893: | SAKMP: (1003): SA aut hentication status:

aut henti cat ed
*Qct 7 06:46:39.893: | SAKMP: (1003): SA has been authenticated with 192.168.0.1
*Qct 7 06:46:39.893: | SAKMP: (1003): SA aut hentication status:

aut henti cat ed

*QOct 7 06:46:39.893: | SAKMP: (1003): A d State = IKEER MVb New State =
IKE_P1_COMPLETE

..__s_uuo-.évJ lJeuwozse 18wsle QM ss$edo 9szlad lugle Yol pedplo iroch IPSec (SPIs).
Os ol IJpolde wpo Ii1Jé veuo wuozse IJIRble JJsose:

*Qct 7 06:46:39.898: | SAKMP: (1003): Checki ng |1 PSec proposal 1
*QOct 7 06:46:39.898: | SAKMP: (1003): atts are acceptable.
*Qct 7 06:46:39.898: | PSEC(validate_proposal _request): proposal part #1

gws 030 IJudbé. sbLud Idpuwozse 9888 Llu pdWd wg s ISAKMP 1Jozse Jp
Sublu@:

(key eng. nmsg.) I NBOUND | ocal = 192.168.0.2:0, renote= 192.168.0.1:0
| ocal _proxy= 192.168. 0. 2/ 255. 255. 255. 255/ 47/ 0,
renot e_proxy= 192. 168. 0. 1/ 255. 255. 255. 255/ 47/ 0,
protocol = ESP, transform= NONE (Tunnel),
i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 128, flags= 0x0
*Qct 7 06:46:39.898: map_db_check isakmp profile profile did not match
*QOct 7 06:46:39.898: Crypto nmapdb : proxy_match

src addr : 192.168.0.2
dst addr :192.168.0.1
pr ot ocol 147
src port 00
dst port 0

*Qct 7 06:46:39. 898: map_db_check isakmp profile profile did not match
*QOct 7 06:46:39.898: Crypto nmapdb : proxy_match

src addr : 192.168.0.2
dst addr :192.168.0.1
pr ot ocol 147
src port 00
dst port 0

*Qct 7 06:46:39. 898: map_db_check isakmp profile profile did not match
*QOct 7 06:46:39.898: nmap_db_find_best did not find matching map

*QOct 7 06:46:39.898: | PSEC(i psec_process_proposal ): proxy identities not
supported

*Qct 7 06:46:39.898: | SAKMP: (1003): IPSec policy invalidated proposal with
error 32

*Qct 7 06:46:39.898: | SAKMP: (1003): phase 2 SA policy not acceptable
(local 192.168.0.2 renpte 192.168.0.1)

*Qct 7 06:46:39.898: | SAKMP: set new node 1993778370 to QMW I DLE

R2#

*Qct 7 06:46:39.898: | SAKMP: (1003): Sendi ng NOTIFY PROPOSAL_NOT_CHOSEN
protocol 3

cuvon a8 pdd oers IKE ) Iduozse: sop bele 1Jebl 320 9syuwd Idpuwczse
IJ,wlJé PROPOSAL_NOT_CHOSEN.
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woops Uedlose Idpuvesds puuodl ldes op wgrsdol B 9uoe Idodsso IUgle [Us
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