Syslog "/CRYPTO-4-RECVD_PKT_MAC_ERR:"
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:2all L9 pioge od laS syslog % "RECVD_PKT_MAC_ERR

cMay 23 11:41:38.139 GMI: %CRYPTO 4- RECVD_PKT_MAC_ERR
decrypt: mac verify failed for connection

1d=2989 | ocal =172. 16. 200. 18 renote=172. 16. 204. 18 spi =999CD43B
seqno=00071328
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interface: G gabitEthernet0/1
Crypto map tag: MPLSWANGREVPN, |ocal addr 172.16.204.18

(protected vrf: (none

(local ident (addr/mask/prot/port): (172.16.204.18/255.255.255.255/47/0
(rermote ident (addr/mask/prot/port): (172.16.205.18/255.255. 255. 255/47/0
current _peer 172.16.205.18 port 500

{,PERM T, flags={origin_is_acl

pkts encaps: 51810, #pkts encrypt: 51810, #pkts digest: 51810#

pkts decaps: 44468, #pkts decrypt: 44468, #pkts verify: 44468#

pkts conpressed: 0, #pkts deconpressed: O#



pkts not compressed: 0, #pkts conpr. failed: O#

pkts not deconpressed: 0, #pkts deconpress failed: O#

pkts no sa (send) 0, #pkts invalid sa (rcv) O#

pkts encaps failed (send) 0, #pkts decaps failed (rcv) O#

pkts invalid prot (recv) 0, #pkts verify failed: 8#

pkts invalid identity (recv) 0, #pkts invalid len (rcv) O#
pkts replay rollover (send): 0, #pkts replay rollover (rcv) O#
pkts replay failed (rcv): O#

pkts internal err (send): 0, #pkts internal err (recv) O#

|l ocal crypto endpt.: 172.16.204.18, renote crypto endpt.: 172.16.205. 18
path mu 1500, ip nmu 1500, ip ntu idb G gabitEthernet0/1
(current outbound spi: 0xD660992C(3596654892

;i nbound esp sas

(spi: 0x999CD43B(2577191995

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Transport

,conn id: 2989, flow.id: Al MVPN SSL-3:2989, sibling flags 80000006
crypto map: MPLSVWANGREVPN

(sa timng: remaining key lifetime (k/sec): (4257518/ 24564

IV size: 8 bytes

replay detection support: N

Status: ACTI VE

:out bound esp sas

(spi: 0xD660992C( 3596654892

, transform esp-3des esp-sha-hmac

{ ,in use settings ={Transport

,conn id: 2990, flow.id: Al M VPN SSL-3:2990, sibling flags 80000006
crypto map: MPLSVWANGREVPN

(sa timng: remaining key lifetime (k/sec): (4199729/ 24564

IV size: 8 bytes

replay detection support: N

Status: ACTI VE
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Router (config)# crypto ipsec transform transform-1 esp-aes 256 esp-md5-hmac
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ip access-list extended VPN _TRAFFI C
<permit icnp <source> <destination
class-map match-all MARK
mat ch access-group nane VPN _TRAFFI C
pol i cy- map MARKI NG
cl ass MARK
set dscp af21
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interface G gabitEthernet0/0
service-policy MARKING in
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ip access-list extended VPN _TRAFFI C
<permt icnp <source> <destination
route-map markicnp permt 10
match i p address vpn
set ip precedence critica
ip local policy route-map markicnp
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Router(config)# ip access-list ext vpn_capo
Rout er (confi g)# permit ip host

Rout er (confi g)# permit ip host

.Router(config)# exit //the capture is only configured in enable mode
Rout er # monitor capture buffer vpncap size 256 max-size 100 circular
Rout er # monitor capture buffer vpncap filter access-list vpn_capo
Rout er # monitor capture point ip cef capo fastEthernet 0/1 both
Rout er # monitor capture point associate capo vpncap

.Rout er# monitor capture point start capo //starts the capture

"To stop replace the "start" keyword with "stop
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event nanager appl et detect_bad_packet

"event syslog pattern "RECVD PKT_MAC ERR

"action 1.0 cli command "enabl e

"action 2.0 cli conmand "nonitor capture point stop test

"laction 3.0 syslog nsg "Packet corruption detected and capture stopped
" action 4.0 snmp-trap intdatal 123456 strdata
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event nmanager appl et detect_bad_packet

.event snmp-notification oid 1.3.6.1.4.1.9.10.91.1.2.3.1.9

oi d-val "123456" op eq src-ip-address 20.1.1.1

"action 1.0 cli conmand "enabl e

"action 2.0 cli command "nonitor capture point stop test

"laction 3.0 syslog nsg "Packet corruption detected and capture stopped
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:Mar 1 00:01:38.923: After encryption*

....... 05F032D0: 45000088 00000000 E

. O5F032E0: FF3266F7 0A01201A 0A012031 7814619F .2fw.. ... 1x.a
$. 05F032F0: 00000001 DE9BACEF ECDO178C 3E7A7F24 ....~".LolY..>z
05F03300: 83DCF16E 7FD64265 79F624FB 74D5AEF2 .\ qn. VBeyv${tU. r
05F03310: 5ECOACL6 BLlF9F3AB 89524205 A20C4E58 @ . 1lys+. RB.". NX
+05F03320: 09CE001B 70CC56AB 746D6A3A 63C2652B . N.. pLV+tnj: cBe
05F03330: 1992E8AF 2CE2A279 46367BDB 660854ED .. h/,b"yF6{[f.Tm
. 05F03340: 77B69453 83E47778 1470021F 09436285 w6. S. dwx. p...Ch
.1].05F03350: CB94AEF5 20A65B1F 480D86F6 125BA12E K..u & .H..v
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....... 4F402C90: 45000088 00000000 E
. 4F402CA0: FF3266F7 0A01201A 0A012031 7814619F .2fw.. ... 1x.a
$. 4F402CB0: 00000001 DE9B4ACEF ECD9178C 3E7A7F24 ....~. LolY..>z

4F402CCO: 83DCF16E 7FD64265 79F624FB 74D5AEF2 .\ qn. VBeyv${t U.r
4F402CD0: 5ECOAC16 B1F9F3AB 89524205 A20C4E58 "@. 1ys+. RB. ". NX
........ +4F402CEO: 09CE001B 70CC56AB 00000000 00000000 . N.. pLV
................ 4F402CF0: 00000000 00000000 00000000 00000000
................ 4F402D00: 00000000 00000000 00000000 00000000
................ 4F402D10: 00000000 00000000 00000000 00000000
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