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version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec

no service password-encryption
|



crypto ipsec

hostname HUB1

!
crypto isakmp policy 1

encr aes 256

hash sha256

authentication pre-share

group 24
crypto isakmp key ciscol23 address 0.0.0.0
|
transform-set transform-dmvpn esp-aes 256 esp-sha256-hmac
mode transport

|
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn

|
interface Loopback0

description LAN

ip address 192.168.0.1 255.255.255.0
|

interface TunnelO

bandwidth 1000

ip address 10.0.0.1 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp map multicast dynamic

ip nhrp network-id 100000

ip nhrp holdtime 600

ip nhrp redirect

ip summary-address eigrp 1 0.0.0.0 0.0.0.0
ip tcp adjust-mss 1360

delay 1000

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile profile-dmvpn shared
|

interface Tunnell

bandwidth 1000

ip address 10.0.1.1 255.255.255.0

no ip redirects

ip mtu 1400

no ip split-horizon eigrp 1

ip nhrp map multicast dynamic

ip nhrp network-id 100001

ip nhrp holdtime 600

ip nhrp redirect

ip summary-address eigrp 1 0.0.0.0 0.0.0.0
ip tcp adjust-mss 1360

delay 1500

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100001

tunnel protection ipsec profile profile-dmvpn shared
|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.0.0 0.0.255.255

|

ip route 0.0.0.0 0.0.0.0 172.16.0.100
|

end
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version 15.4
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname SPOKE1l
!
vrf definition ISP1
rd 1:1
!
address-family ipv4
exit-address-family
!
vrf definition ISP2
rd 2:2
!
address-family ipv4
exit-address-family
!
crypto keyring ISP2 vrf ISP2
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
crypto keyring ISP1 vrf ISP1
pre-shared-key address 0.0.0.0 0.0.0.0 key ciscol23
!
crypto isakmp policy 1
encr aes 256
hash sha256
authentication pre-share
group 24
crypto isakmp keepalive 10 periodic
!
crypto ipsec transform-set transform-dmvpn esp-aes 256 esp-sha256-hmac
mode transport
!
!
crypto ipsec profile profile-dmvpn
set transform-set transform-dmvpn
1

interface Loopbackl0



ip address 192.168.1.1 255.255.255.0

|
interface TunnelO

description Primary mGRE interface source as Primary ISP
bandwidth 1000

ip address 10.0.0.10 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp network-id 100000

ip nhrp holdtime 600

ip nhrp nhs 10.0.0.1 nbma 172.16.0.1 multicast
ip nhrp shortcut

ip tcp adjust-mss 1360

delay 1000

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel vrf ISPl

tunnel protection ipsec profile profile-dmvpn
|
interface Tunnell

description Secondary mGRE interface source as Secondary ISP
bandwidth 1000

ip address 10.0.1.10 255.255.255.0

no ip redirects

ip mtu 1400

ip nhrp network-id 100001

ip nhrp holdtime 360

ip nhrp nhs 10.0.1.1 nbma 172.16.0.1 multicast
ip nhrp shortcut

ip tcp adjust-mss 1360

delay 1500

tunnel source Ethernet(0/1

tunnel mode gre multipoint

tunnel key 100001

tunnel vrf ISP2

tunnel protection ipsec profile profile-dmvpn
|

interface Ethernet0/0

description Primary ISP

vrf forwarding ISPl

ip address 172.16.1.1 255.255.255.0

|

interface Ethernet0/1

description Seconday ISP

vrf forwarding ISP2

ip address 172.16.2.1 255.255.255.0

|

router eigrp 1

network 10.0.0.0 0.0.0.255

network 10.0.1.0 0.0.0.255

network 192.168.0.0 0.0.255.255

|

ip route vrf ISPl 0.0.0.0 0.0.0.0 172.16.1.254
ip route vrf ISP2 0.0.0.0 0.0.0.0 172.16.2.254
|

logging dmvpn

|

end
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SPOKEl#show ip route

<snip>

Gateway of last resort is 10.0.0.1 to network 0.0.0.0

D* 0.0.0.0/0 [90/2944000] via 10.0.0.1, 1lw0d, TunnelO

.This is the default route for all of the spoke and hub LAN segments ---!

is variably subnetted, 4 subnets, 2 masks 10.0.0.0/8

C 10.0.0.0/24 is directly connected, Tunnell
L 10.0.0.10/32 is directly connected, TunnelO
C 10.0.1.0/24 is directly connected, Tunnell
L 10.0.1.10/32 is directly connected, Tunnell
is variably subnetted, 2 subnets, 2 masks 192.168.1.0/24
C 192.168.1.0/24 is directly connected, Loopbackl0
L 192.168.1.1/32 is directly connected, Loopbackl0

SPOKEl#show ip route vrf ISP1

Routing Table: ISP1
<snip>

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.1.254

is variably subnetted, 2 subnets, 2 masks 172.16.0.0/16
C 172.16.1.0/24 is directly connected, Ethernet0/0
L 172.16.1.1/32 is directly connected, Ethernet0/0

SPOKEl#show ip route vrf ISP2

Routing Table: ISP2
<snip>

Gateway of last resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.2.254

is variably subnetted, 2 subnets, 2 masks 172.16.0.0/16
C 172.16.2.0/24 is directly connected, Ethernet0/1
L 172.16.2.1/32 is directly connected, Ethernet0/1

SPOKEl#show crypto session
Crypto session current status

Interface: TunnelO



Session status: UP-ACTIVE

Peer: 172.16.0.1 port 500

Session ID: O

IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Active

.Tunnel(0 is Active and the routes are preferred via TunnelQ ---!

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.0.1
Active SAs: 2, origin: crypto map

Interface: Tunnell
Session status: UP-ACTIVE

Peer: 172.16.0.1 port 500

Session ID: O

IKEvl SA: local 172.16.2.1/500 remote 172.16.0.1/500 Active

.Tunnel(0 is Active and the routes are preferred via TunnelQ ---!

IPSEC FLOW: permit 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto map
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(Sep 2 14:07:33.374: SDUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO*
is down: holding time expired

SPOKEl#show ip route
<snip>

Gateway of last resort is 10.0.1.1 to network 0.0.0.0
D* 0.0.0.0/0 [90/3072000] via 10.0.1.1, 00:00:20, Tunnell
.This is the default route for all of the spoke and hub LAN segments ---!

is variably subnetted, 4 subnets, 2 masks 10.0.0.0/8

C 10.0.0.0/24 is directly connected, TunnelO
L 10.0.0.10/32 is directly connected, Tunnell
C 10.0.1.0/24 is directly connected, Tunnell
L 10.0.1.10/32 is directly connected, Tunnell
is variably subnetted, 2 subnets, 2 masks 192.168.1.0/24
C 192.168.1.0/24 is directly connected, Loopbackl0
L 192.168.1.1/32 is directly connected, Loopbackl0

SPOKEl#show ip route vrf ISPl

Routing Table: ISP1
<snip>

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] wvia 172.16.1.254
is variably subnetted, 2 subnets, 2 masks 172.16.0.0/16
C 172.16.1.0/24 is directly connected, Ethernet0/0

L 172.16.1.1/32 is directly connected, Ethernet0/0



SPOKEl#show ip route vrf ISP2

Routing Table: ISP2
<snip>

Gateway of last resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0/0 [1/0] via 172.16.2.254

is variably subnetted, 2 subnets, 2 masks 172.16.0.0/16
C 172.16.2.0/24 is directly connected, Ethernet0/1
L 172.16.2.1/32 is directly connected, Ethernet0/1

SPOKEl#show crypto session
Crypto session current status

Interface: TunnelO
Session status: DOWN
Peer: 172.16.0.1 port 500
IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.0.1

.Tunnel(0 is Inactive and the routes are preferred via Tunnell ---!
Active SAs: 0, origin: crypto map
Interface: Tunnell
Session status: UP-ACTIVE
Peer: 172.16.0.1 port 500
Session ID: O
IKEvl SA: local 172.16.2.1/500 remote 172.16.0.1/500 Active

.Tunnel(0 is Inactive and the routes are preferred via Tunnell ---!

IPSEC FLOW: permit 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto map

Interface: TunnelO
Session status: DOWN-NEGOTIATING
Peer: 172.16.0.1 port 500
Session ID: O
IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Inactive

.Tunnel(0 is Inactive and the routes are preferred via Tunnell ---!

Session ID: 0
IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Inactive
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(Sep 2 14:15:59.128: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO*
is up: new adjacency

SPOKEl#show ip route
<snip>



Gateway of last resort is 10.0.0.1 to network 0.0.0.0

D* 0.0.0.0/0 [90/2944000] via 10.0.0.1, 00:00:45, TunnelO

.This is the default route for all of the spoke and hub LAN segments ---!

is variably subnetted, 4 subnets, 2 masks 10.0.0.0/8

C 10.0.0.0/24 is directly connected, Tunnell
L 10.0.0.10/32 is directly connected, TunnelO
C 10.0.1.0/24 is directly connected, Tunnell
L 10.0.1.10/32 is directly connected, Tunnell
is variably subnetted, 2 subnets, 2 masks 192.168.1.0/24
C 192.168.1.0/24 is directly connected, Loopbackl0
L 192.168.1.1/32 is directly connected, Loopbackl0

SPOKEl#show crypto session
Crypto session current status

Interface: Tunnell
Session status: UP-ACTIVE

Peer: 172.16.0.1 port 500

Session ID: O

IKEvl SA: local 172.16.1.1/500 remote 172.16.0.1/500 Active

.Tunnel(0 is Active and the routes are preferred via Tunnel( ---!

IPSEC FLOW: permit 47 host 172.16.1.1 host 172.16.0.1
Active SAs: 2, origin: crypto map

Interface: Tunnell
Session status: UP-ACTIVE

Peer: 172.16.0.1 port 500

Session ID: O

IKEvl SA: local 172.16.2.1/500 remote 172.16.0.1/500 Active

.Tunnel(0 is Active and the routes are preferred via TunnelQ ---!

IPSEC FLOW: permit 47 host 172.16.2.1 host 172.16.0.1
Active SAs: 2, origin: crypto map
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#itH S G HE#$S Tunnel0 Failed and Tunnell routes installed #i#t#############HEH

(Sep 2 14:07:33.374: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO*

is down: holding time expired

Sep 2 14:07:33.374: EIGRP-IPv4(l): table(default): route installed for 0.0.0.0/0*
(origin(10.0.1.1 (90/3072000)

Sep 2 14:07:33.391: EIGRP-IPv4(1l): table(default): 0.0.0.0/0 - do advertise*

out Tunnell

Sep 2 14:07:33.399: EIGRP-IPv4(1l): table(default): 0.0.0.0/0 - do advertise*

out Tunnell

Sep 2 14:07:36.686: %DMVPN-5-CRYPTO_SS: TunnelO: local address : 172.16.1.1 remote*
address : 172.16.0.1 socket is DOWN

:Sep 2 14:07:36.686: %DMVPN-5-NHRP_NHS_DOWN: TunnelO: Next Hop Server : (Tunnel*
:NBMA: 172.16.0.1 ) for (Tunnel: 10.0.0.10 NBMA: 172.16.1.1) is DOWN, Reason 10.0.0.1



(External (NHRP: no error
####HHS S ###S## Tunnel0 came up and routes via TunnelO installed #####H####HS#HEHSH#H

Sep 2 14:15:55.120: %DMVPN-5-CRYPTO_SS: TunnelO: local address : 172.16.1.1 remote*
address : 172.16.0.1 socket is UP

:Sep 2 14:15:56.109: %DMVPN-5-NHRP_NHS_ UP: Tunnel(O: Next Hop Server : (Tunnel*
NBMA: 172.16.0.1) for (Tunnel: 10.0.0.10 NBMA: 172.16.1.1) is UP 10.0.0.1

(Sep 2 14:15:59.128: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 10.0.0.1 (TunnelO*
is up: new adjacency

Sep 2 14:16:01.197: EIGRP-IPv4(1l): table(default): route installed for 0.0.0.0/0%*
(origin(10.0.1.1 (90/3072000)

Sep 2 14:16:01.197: EIGRP-IPv4(1l): table(default): route installed for 0.0.0.0/0%*
(origin(10.0.0.1 (90/2944000)

Sep 2 14:16:01.214: EIGRP-IPv4(1l): table(default): 0.0.0.0/0 - do advertise*

out TunnelO

Sep 2 14:16:01.214: EIGRP-IPv4(1l): table(default): 0.0.0.0/0 - do advertise*

out Tunnell
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