obosd 1Jsueed IJpoluiy 1ds IJlue,uw (DIA)
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IJpobdole 1wl uss
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* wyged euslu Idubeds (NAT)
lJpdsole IUpuuegsped
oo Idpedple 1Ugl)sse Ws o3l lUpuwows IUs luosble 1duslez sldedsule 1Jpbss IJoldss:
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lLgwe Jetbsbs Jduyvods
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| | With NAT DIA Enabled
Transport IP VPN

N 10.1.198.143/26 10.1.122.100/26
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¢ Internet ¢ - rrry i
N % 4 | B2 ( 10.1.122.106/32
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‘Without NAT DIA Enabled
byosdoes! IUuvods

lJodysu
Swp wedsu DIA gJs p9zole Cisco SD-WAN Vs gbyosu:
1. 8p wopdsu NAT gJs glzos [Judd.

2. 2598 p18) poluinyd po Uvwedd VPN IJEIL08 LIJgsps Lluwagsle push loo Iy Guslgws
wslule pydjsé.

wedsu NAT eds 9lzos IJugd

Feature Template » Cisco VPN Interface Ethernet » CBOO0v_T1_East

Basic Configuration Tunnel MNAT VRRP ACL/QoS ARP TrustSec Advanced

v NAT

NAT @~ | O on Off

NAT Type @~ O Interface Pool Loopback
UDP Timeout @

TCP Timeout @~

MNew Static NAT |

Sldo vods (NAT) slzos Luwds VPN



030 0 IUbys 96 IJos swp wol wpdsu ldodysy [Jss sud9 pls IJugiy NAT.

ip nat inside source Tlist nat-dia-vpn-hop-access-1list interface GigabitEthernet2 overload
ip nat translation tcp-timeout 3600
ip nat translation udp-timeout 60

interface GigabitEthernet2
ip nat outside

298 0395 poluinys pu UuoJds VPN IUEl o6 Cldeses
900 IJppdu 1o sezdd 03l wlboysdosy:

1. puwly NAT IJeloe: sdip lousle puly NAT Sloe Gops Bldo o386 VPN 1 JJgsp6.

te > 5 VPN ¥ CBOOOW_WPN1
Basic Configuration DNS Advertise OMP IPv4 Route IPvE Route Service Service Route GRE Route IPSEC Route
NAT Global Route Leak

* IPv4 ROUTE

Mew IPv4 Route

[JJ Mark as Optional Row (1)

Prefix @~ o0000

Gateway () NextHop (O Nullo | @ VPN [) DHCP

Enable VPN @ - 0 On Off

E Cancel

éldo puwl, VPN 1 1Pv4

Swp 28¢ o3l 1dyub, Jgje po lodsso.

ip nat route vrf 1 0.0.0.0 0.0.0.0 global

2. u»sluuo |Ju..$|u|u |J,0_)¢J_)§O

Ip wlugble Slised obsle ldoslulo vese spdu lduuele JJpuvoreso Ipzrrso wldsuesd
IJs Idloc,ow po JIJ DIA.



»  Deding Lists

Custer Option:

Sebect a list type on the left and start creating your groups of interest

Application =) Mew Data Prafix List
Color
Commiunity Mama Entries Internet Pretocal Reference Count Updated By Last Updated Aetion

Data Prafix DIA_Prafic_Allow 10,1.122.106/32 1Pvd 1 addmin 18 dul 2023 S31:26 am oot O

Policer

e
ARR Probe Class
BLA Class

TLOC

VPN

Slisps wbisle ldoslule Ipguoues Jduwsluws 1de,dssé

¢S VPN GBlisps: JsJ ¢luo VPN puuceed suvobse wlo 2,96 0)9).

> Dafine Lists

Select a Bst type on the left and stan creating your growps of interest

Application Mew VPN List
Galor
Cammunity Name Entrigs Reference Gount Updated By Last Updated Actien

Data Prefix OlA_VPN 1 1 admin 18 Jul 2023 S56:21 AM COT

Palicer

Profix
Site
App Prabe Class

SLA Class

Blisps Uvodle VPN et o006 JJuwsluws 1Uerdiss

louile 8lisps p9l9e: vese spdu wbousd IJuog Js 98 pESU.

»  Define Lists

Select a 51 type on the left and start creating your groups of interest

Agplication ) Mew Site List
Color
Community Mame Entries Ruferance Coumt Updated By Last Updated Ation

Data Prfis DiA_Site_list 100004 1 adenin 18 Jul 2023 10:03:59 AM COT

Policor

Prafiz

Sive

App Probe Class
5L Glass

TLOGG

Slisps el peLoLeé JJuwsluws IUp)rdssé

Ip vlouvle vog wslule pguoue Jeblo¥sé vbsé Idoslule [deuos) sossso IJlgle
Jlgwegsle NAT VPN O zos spedu leesl; DIA.



y > Dataf > Edit Data Policy

3T [E0Y
Description o

- Custom Atz
(@ Sequence Type

(¥} Sequénce Rulé  Drag and drop fo re-armange nies

1, bn d el
'} Drag & drop to recrder m PR

Protocol IPwid - 4 List DNS Application List DNS DSCP Packet Length PLP Protocal Source Data Prefix Sowrce Port Desti [

3 Cussoen
Defauk Action
N Match Gonditions Actions
Seurce Dats Pref List X Ascapt Erabled
DLA_Prefu_Allow 3 "
NAT VPN VN D ¥
Source: 1P Profix
[ Famback
Courter Narme oA X

anco Save Match And Actions

wwslyws IJoslole 1Je,djsé

Sew 1o sJou loglo o3l 1Juoz pu zluw 1 e8.

Centralized Policy > Edit Policy

Policy Application Topology Traffic Rules

Add policies to sites and VPNs

Palicy Name DA

Palicy Description D&

Topology Application-Aware Routing Traffic Data Cflowd

DIA

® MNew Site List and VPN List

Site List VPH List Direction Action

& 0

Dia_VPN service

DlA_Site_list

Sless vslole 2ydé 1Jp,9)

030 08 p&lsud Juwsluws ldoslole [Jeyd;jss.

viptela-policy:policy
data-policy _DIA_VPN_DIA
vpn-Tist DIA_VPN
sequence 1

match
source-data-prefix-1ist DIA_Prefix_ATTow

!
action accept

nat use-vpn 0

count DIA_1164863292
!



default-action accept

!
Tists

data-prefix-Tist DIA_Prefix_Allow
ip-prefix 10.1.122.106/32

site-1ist DIA_Site_l1ist

site-id
!
vpn-Tlist
vpn 1
!
!
1

100004

DIA_VPN

apply-policy

site-Tist

DIA_Site_list

data-policy _DIA_VPN_DIA from-service

NRK

w39y DIA

sdodb IJIg)lz Idelds guspel Jlswp wpdsy NAT DIA sds glow 1Ug>e6.

cEdge_Sitel_East_Ol#show ip route vrf 1 nat-route

Routing Table: 1

Codes: L -
D_

local, C - connected, S - static, R - RIP, M - mobile, B - BGP
EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n_
i -

NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

H -

2 + o O

Gateway of

NHRP, G - NHRP registered, g - NHRP registration summary

ODR, P - periodic downloaded static route, 1 - LISP

application route

replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

last resort is not set

cEdge_Sitel_East_01#

lwos)luosl Jl seodds puvogped eds VPN 1 o000 |uoyuw.



C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

10.1.122.100: Destination host unreachable.
10.1.122.100: Destination host unreachable.
10.1.122.100: Destination host unreachable.
10.1.122.100: Destination host unreachable.

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),

C:\Users\Administrator>

o DIA

1. puwly NAT IJeloo: sdodb 1J18)lz Idelds NAT DIA IJepd s £Jis glow 1Jgsp6.

cEdge_Sitel_East_Ol#show ip route vrf 1 nat-route

Routing Table: 1

Codes: L -
D_

local, C - connected, S - static, R - RIP, M - mobile, B - BGP
EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP

n_
i -

ia - IS-IS dinter area,

H -

2 + o O

Gateway of

NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA

IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

* - candidate default, U - per-user static route
NHRP, G - NHRP registered, g - NHRP registration summary

ODR, P - periodic downloaded static route, 1 - LISP

application route

replicated route, % - next hop override, p - overrides from PfR
replicated local route overrides by connected

last resort is 0.0.0.0 to network 0.0.0.0

n*Nd 0.0.0.0/0 [6/0], 01:41:46, NullO0

cEdge_Sitel _East_01#

Sedu IJlo Jdpuwegsrpso s Iubods IUglues [Jblo,ss (VPN) ,8e 11dsuesd 1ds Ilue,ue.

C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:

Reply from
Reply from
Reply from
Reply from

bytes=32 time=1ms TTL=52
bytes=32 time=1ms TTL=52
bytes=32 time=1ms TTL=52
bytes=32 time=1ms TTL=52

0 Oo0 00 O
% 0 o o0
% 0 o 00
% 0 0 o

Ping statistics for 8.8.8.8:
Packets: Sent = 4, Received = 4, Lost = 0 (0% Toss),
Approximate round trip times in milli-seconds:



Minimum = 1ms, Maximum = lms, Average = 1lms

C:\Users\Administrator>

Ssdodb IJIg)lz 1ddlzs wozele NAT.

cEdge_Sitel_East_Ol#sh ip nat translations
Pro 1Inside global Inside Tocal Outside Tocal Outside global
icmp 10.1.198.143:1 10.1.122.106:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 1

sdodb Ui, IJelds Ipuwl) 1d3s sew o ousddo 1z e8.

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Remote
Remote IP: 10.1.198.129, Interface GigabitEthernet2 Index: 8

2. wsluwé Idoslole 1Jpydjs6:

e 2398 uwslywe Idoslule 1Jeydsss |Js wbowsd vSmart: )¢ show sdwan policy from-vsmart data-
policy SpIJu luweesle IJle, gJs gol; WAN Edge JJwe 9 pu lduog 1J3s luvede [Jgols.

cEdge_Sitel_East_0l#show sdwan policy from-vsmart data-policy
from-vsmart data-policy _DIA_VPN_DIA
direction from-service
vpn-1ist DIA_VPN
sequence 1
match
source-data-prefix-Tist DIA_Prefix_AlTlow
action accept
count DIA_1164863292
nat use-vpn 0
no nat fallback
default-action accept

cEdge_Sitel_East_01#

Sedu IJlo Jdpuwegseso B 1duveds 1Jglues [Ubloyss (VPN) H)Ge 11dsuesd IJs 1dlocsow.

C:\Users\Administrator>ping 8.8.8.8

Pinging 8.8.8.8 with 32 bytes of data:
Reply from 8.8.8.8: bytes=32 time=4ms TTL=52



Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52
Reply from 8.8.8.8: bytes=32 time=1lms TTL=52

Ping statistics for 8.8.8.8:

Packets: Sent = 4, Received = 4, Lost = 0 (0% Tloss),
Approximate round trip times in milli-seconds:
Minimum = 1ms, Maximum = 4ms, Average = 1lms

C:\Users\Administrator>

sdodb iy 1Jolds Jpush 1Jss szw 1o ouvddo 1z 06.

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Remote
Remote IP: 10.1.198.129, Interface GigabitEthernet2 Index: 8

sdodb U@z 1JJlz8 wozele NAT.

cEdge_Sitel_East_01#sh ip nat translations
Pro Inside global Inside local Outside Tocal Outside global
icmp 10.1.198.143:1 10.1.122.106:1 8.8.8.8:1 8.8.8.8:1

Total number of translations: 1

Sdodb o3l 1JIE)lz jsble 1Jgsls.

cEdge_Sitel_East_0l#show sdwan policy data-policy-filter
data-policy-filter _DIA_VPN_DIA
data-policy-vpnlist DIA_VPN
data-policy-counter DIA_1164863292
packets 4
bytes 296
data-policy-counter default_action_count
packets 0
bytes 0

cEdge_Sitel_East_01#

gds S o3l Il 2098 pu9, Iwslule 1o op 9uog0l B lises pugole wlb,l Jlu IJpuos,
IP Jl suwes IUs @lisps wbsle ldoslole.

cEdge_Sitel_East_0l#show sdwan policy service-path vpn 1 interface GigabitEthernet 4 source-ip 10.1.122
Next Hop: Blackhole



cEdge_Sitel _East_01#
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