oolJ gds luwedulld izble I0S-XE SD-WAN
sluodlzol wpuwless EPC souwg Ideipe
lJpzosslo

| 9300

| J o s J6

IzJ

luwed il I igble o] odlzol Ul uegsle EPC

I wed ol IJizble ol odlzol Ul wepsle o wless 516 wg §u 20 Cisco I0S-XE

lJp 9500

S 03l 98586 pild pu lousld podbe RIS oS wor eds punele wrs> Sydus cisco
|OS-XE SD-WAN swogpd pdpz ool (EPC) gbsle wovg 1Jgjes.

IJpuid Jé

SO puwwEde9 p93E IJD,e wldledle eu lu veup cbosdle ldlue,ue IJos ogwegse
IJsuo9d Idpolyis Ids Idloe,ue (DIA) pod SAP® 9 SSH 9o g o gpdle FTP 9020966 pu
IJobosdle IJIR)s sop luolgol g9§ lJ9gw Idpezss I3l Iy Idpuwegse Eledl JOe,0 lbgd pu 2
[Js 35318 1Bl Blpsl voudss s lplele ugbs sligd Idobosdle Jos cobde logald
IJubeodo: By Idobousile wgpd wuvdd 28> 9dl wwp pdlzbo s puulJJ.

g_.hJs wosd [deold Bl §po COUS) show versi_on suydo egduwé U.&pJ Jid&_) PU 30SVUSU
Os 9u2g IJEesd wasu ls wuslb Lp luogb s pcle eds Jogé IJplose Jel s IdlRlz oul:

rout er #Connecti on reset by 100.64.2.9 port 22

e IJordd pu podd IUgesd eds Iduwb, IUb,0s Jdesze 9o IJees) eds cessu exec-
timeout ¢ Js 10 538158 909 &) puwdd €0 Iduwdsd IUpsor (Log Vs Idlgcol lu ldobosdle
s wole, lsuol):

r out er #show user

Li ne User Host ('s) Idle Location
* 1 vty O ekhabar o idle 00: 00: 00 10.149.4.41
Interface User Mbde Idle Peer Address
unknown ( ONEP) csrmgnt _i nfr 00: 00: 14

router#show line vty 0 | s Timeout

Ti meout s: I dl e EXEC Idl e Session Modem Answer  Sessi on Di spat ch
00: 10: 00 never none not set
Idl e Session Di sconnect WArning
never
Logi n- sequence User Response
00: 00: 30

Aut osel ect Initial Wit
not set



b)syé ia)s Jogpyws Upui'ueUé pulub_,é os Idlogold voguo FTP gle. wgs 3JJ: Il glado
LIS Ilspo IU>dsd I9 UESS) UPCJ) I3 Cuisd Uvse wd o9 2-3 538lis 9 pu 30 IJuuilb:
k_9L)u_9k_9 uJDO_) |JJk}u|JO (ulJJgu |J|ap_))

CE. 198.18.3.34 - Remote Desktop Connection

E Mewr site = speedtest.tele? net - FileZilla
File Edit Wiew Transfer Server Bookmarks Help New wersion svailablel
HBITE ROV Faos
Host: | Usermname: Password: | Port: | -
AL JUTIST COTTIMTECOOTT E5 TS TTETT walung TOT WETLTUTTTE llﬂ‘_'}‘JdHE...
Status: Insecure server, it does not support FTE over TLE
Status; Server does not support non-ASCI characters.
Status: Logged in
Status: Retrieving directory listing of “/™...
Command: CWD Jfupload
Error: Disconnected from server: ECONNABORTED - Connection aborted
Error: Failed to retrieve directory listing
Status: Disconnectad from server
Status: Resolving address of speedtesttelel net
Stakiss: Connecting to I 21...
Status: Connection established, waiting for welcome message..
Status: Insecure server, it does not support FTP over TLE,
Status: Server does not support non=ASCI charackers.
Status: Logged in
Status: Retrieving directory listing of ".|f"...|
Stakus; Directory listing of "/ successful
Status: Disconnected from server ECONMNABORTED - Connection aborted

IJzJ

od9y (DU.J 030 lJpuvdJlo pg 956 Jlgwed ol Ulablc sluodlzol Bs wELP IJlaslu‘ngu
SpIdu lu 9 IJpwlers IJJws)6 o856 wous 2ipd wslule I0S-XE obsle IJodlb IJ2e

lJeu2pus (EPC) I0S-XE IJpuwless. oul peld gds IUluwegsle 9lduoz Jluweduld IJIaJolc
sluodlzol.

Ioweduuld Jigble 9] uodlzol Llueégsle EPC

odssu IJodlb 1Jzse IUpuoeu (EPC) 9use wubvgsdo eds IUpszo. wbl Jiu o3l 1Upsde
Suveede DIA Blue weles [Js Idedlb 2,96 0)9) Ideslole eds 1Jslzole 1Jgbzss 9ldslgdse
wuudd pudLod. ool 198.51.100.7 o9 gusly IP IJgluo wglbe FTP 9 10.5.40.14 o9 gooly IP
Ieloe wldepsd:

Branch#confi g-transaction

adm n connected from 127.0.0.1 using consol e on Branch
Branch(config)# i p access-1ist extended CAP_ACL
Branch(config-ext-nacl)# 10 permt ip any host 10.5.40.14
Branch(config-ext-nacl)# 20 permt ip host 10.5.40.14 any
Branch(config-ext-nacl)# 30 permt ip any host 198.51.100.7
Branch(config-ext-nacl)# 40 permt ip host 198.51.100.7 any
Branch(confi g-ext-nacl)# conmit

Conmi t conpl ete.

Branch(confi g-ext-nacl )# end

Br anch#

Branch#noni tor capture CAP_EXT interface G gabitEthernet 2 both
Branch#noni tor capture CAP_EXT interface G gabitEthernet 3 both
Branch#noni tor capture CAP_INT interface G gabitEthernet 7 both
Branch#noni tor capture CAP_EXT access-list CAP_ACL

Branch#noni tor capture CAP_I NT access-list CAP_ACL

Branch#noni tor capture CAP_EXT start

Started capture point : CAP_EXT


/content/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

Branch#nonitor capture CAP_INT start
Started capture point : CAP_I NT

w83 3JY pu ppSS IUpuuctsp pg Ilouold wihe FTP Llgwedsle gpsd FileZilla FTP. oids
pu websd pods gpsd FTP JJlouold Ws wgps) > lesble gshle gesd FTP:

Settings X
Select page: Overview
a For more c!etaileld infarmation about what these options do, please run the network
configuration wizard.
=-FTP
- Active mode Run configuration wizard now...
- Passive mode
FTP Proxy Tirmeout
SETP Timeout in seconds: | 0 (10-9999, Oto disable)
Generic proxy If no data is sent or received during an operation for longer than the specified time, the
= Transfers connection will be closed and FileZilla will try to reconnect,
:TD‘ :iID T\Jﬂﬂ(

wundd 1o o)lgos s89p epsd FileZilla FTP OlgdIS 1deduvs oS ywo o> 20 Slussé slue JI
ouobse loolz Idpuvddo IJos s)lol [dpuuesp pe ldobosyle IUIR)s.

w8 9lJs 21ds 353888 pu e3p [Juuilb: 2lad coase $lisps IU>dsd:

File Edit View Transfer Server Bookmarks Help New version available!

13 = ™ e | = = :

_.:_L"-—' «-lufhex -Jlafgh&

Host: Usel Refresh the file and folder lists Lassword: Por
l'it:mm: Retrievina directory listinn of "/unlnad”...

083 3J9. B gpsd FTP. s Huwlds IUpbl ped B Jbbbs 1 sl vs:

18:49:06 Status: Retrieving directory listing of "/"...

18:49:25 Command: PASY

18:49:25 Errar: Disconnected from server: ECONNABORTED - Connection aborted
18:49:25 Errar: Failed to retrieve directory listing

18:49:25 Status: Disconnected from server

w8 3JIJc vl pu [ op ldodlb veuo Idzie eds JJ pu 1Uslzole IUsIgJs6 9lJgzso: 9999
EPC 90¢bu IJouess) 1Jes9ws:

Br anch#show noni t or capture CAP_EXT buffer
buffer size (KB) : 10240
buffer used (KB) : 128

packets in buf 1 37
packets dropped : O
packets per sec : 24

Branch#show noni tor capture CAP_I NT buffer
buffer size (KB) : 10240

buffer used (KB) : 128

packets in buf : 39

packets dropped : O



packets per sec : 1

Br anch#noni t or capture CAP_I NT stop_export
Exported Successfully

Br anch#noni t or capture CAP_EXT stop_export
Exported Successfully

suegesd lJuoy) eds IUdpossu) eos spdud cedsdol oluwagslpe Wireshark:

Branch#copy fl ash: CAP_I NT. pcap sftp://adm n: adm n@03. 0. 113.36: vrf Mnt-intf
Address or nanme of renote host [203.0.113.36]?

Desti nation usernane [adm n]?

Destination filename [ CAP_I NT. pcap] ?

SFTP send: Witing to /CAP_INT. pcap size 4362

|

4362 bytes copied in 0.296 secs (14736 bytes/sec)

Branch#copy fl ash: CAP_EXT. pcap sftp://adm n: adm n@03. 0. 113.36: vrf Mnt-intf
Address or nanme of renmote host [203.0.113.36]?

Destination usernane [adm n]?

Destination filename [ CAP_EXT. pcap] ?

SFTP send: Witing to / CAP_EXT. pcap size 3839

|

3839 bytes copied in 0.299 secs (12839 bytes/sec)

ez Ul JpdBdsy VBs u9lds Wireshark IJpudo0Js 9 o0 b ougesd &u2 U

Jouwosd yob 1Uzie eds 1Uslzos 1Uzhzss wldzie e 1Jslzos 1Uslzdss woluwlos IUbslog

lJ5p0s6:

~ CAP_INT.pcap

Fle Edt |view Go Capture Analyze Statistics Telephony Wireless Tools Help

Fi | v Main Toolbar = ”E @ Q G £
—  Filter Toolbar
Wireless Toolbar
No. v Status Bar estination IPrctoml |Lenoth|lr-‘o
21 2.5.48.14 TCP 54 21 + 50524 [ACK] Seq=154 Ack=7
2 Full Screen F11 2.5.48.14 FTP 91 Response: 25@ Directory succes:
218 -e. FTP 62 Request: TYPE I
2.  Packet List B.5.40.14 FTP 85 Response: 200 Switching to Bini
2¢ o Packet Detads . FTP &@ Request: PASY
i 2! 8.5,48.14 FTP 184 Response: 227 Entering Passive
v Bytes
Time Display Fomsst Date and Time of Day (1970-01-01 01:02:03.123456) Chri+Ak+1 1:&'
' Year, Day of Year, and Time of Day (1970/001 01:02:03.123456) k='
E] Tirme of Day (01:02:03. 123456) k=%
= Zm o = e

Sp Jp weehls IJlblhle sdizb 1UB,8 wsu gpdsle Idodlb 1Jzje Idos we lp)lgel eds 1Uglzole

lJ¢hzso 9ldslgdss (leee gu bde FTP PASV U gpdsle IUIde @l 1UEluoo LJY):



=l x]

Fle Edk Yew Go Caphure Analyze  Statishics Telephorry Wiwelsss Tools Help

e @ RERes=sET 4 s|E/@aaa
[N [ip.oddr == 20.130.70.73 [5<] - | Expression_. | +
No. [ Tane | soures [ estmation [Protocal | Length [ o =]

= [FIN, ALE] Seqel Ack=1207 Min=4193024 Len=@
54 49732 » 21 [ALE] Seqel2l AckeST1 Win=28137& Len=D
78 Response: 126 Dlrectory send O,
10.5.48.14 TP 54 23045 -+ 49735 [ACK] Seq=1207 Ack=2 Win=20312 Lens=@

189 1444137, 922044 10.5.40.14
119 14:44:36. 039991
111 14:44:36. DIO082

113 14344136, D62946 18.5,40,14 TP 54 29732 - Il [ACK] Seqelll AckeSHS Hin=261376 Len=Q
129 14:49:07, 877963 18.5,40, 14 o

i} =10l
Fle Edt Yiew Go Capbure Analyze Stattstics Telephony Wireless Tooks Help
am @ REAe==ZT o EaQam
[ Jip-addr == 00.130.70.73 %] - | Expression... | +

101 .68.2.10

SpJdud lu oys I lJbdo wp huwldo |Js [Jghz 9e>8w pgegd pu gpdslo lelbé IULuwld. gus
o030 IJudbé. Jl swgoe Jebdl Jl cuod 1die pu Idwssle 1dpuns9s 1UEhzss (eds uvwsd
IJpold 1250 18 88:90.92 90l |Us 3J9) |Js lJeuosd IUslgds: 9JJo EPC lgboul pgdsple
Ssed 9ldbo luo sop lwdlb weuo Ideie po JId p9zo Edge.

Iowedunldd Iigble gl odleel Llguceslp pusless s ogdyw 2ip Cisco IOS-XE

JJeedsd 1de) seo luvedsle wslole IJedlb 1250 9gled IJouodss luveubl [Js IJgoslo
IJele Jgloe FTP:

debug platformcondition ipv4 198.51.100.7/32 both

debug pl atf orm packet-trace packet 1024 fia-trace data-size 4096
debug platformcondition start

'if you want to capture HEX data of the packet, use as well:
debug pl atf orm packet-trace copy packet both size 2048 L2

w3 3JY: logod o FTP B )6 wluss slowb, 19e) po 2-358ls8 $ud 1dod) B9 i
I.Joa)ggc:, 9 wujsd ubse o6 13)s. Vs Iduwed: spdud pdlebsé syw Huwldé [Jgbl Jpel o9
eIPT IS Iduey)é:

Status: Retrieving directory listing of "/upload”...

Command: PASV

Error: Disconnected from server: ECONNABORTED - Connection aborted
Error: Failed to retrieve directory listing

110 o0 o Ie5e8 spdod 1o oys les IUese wp luvdlbe:



134 G3 internal 0/ 0/ svc_eng: 0 PUNT
135  Tu6000001 a7 FWD
136 G7 internal 0/ 0/ svc_eng: 0 PUNT
137  Tu6000001 G3 FWD
138 G3 internal 0/ 0/ svc_eng: 0 PUNT
139  Tu6000001 a7 FWD
140 G7 internal 0/ 0/ svc_eng: 0 PUNT
141  Tu6000001 G3 FWD
142 G3 G3 DROP
143 G3 G3 DROP
144 G3 G3 DROP
145 G3 G3 DROP
146 G3 G3 DROP
147 G3 G3 DROP
148 G3 G3 DROP
149 G3 G3 DROP
150 G3 G3 DROP
151 G3 G3 DROP
sedod lsuol IJozdd pu oluosd 2ipd pesUs:
Br anch#show pl at f or m packet -trace packet 151
Packet: 151 CBUG I D: 151
Sunmmary
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 3
State DROP 479 (Sdwanl npl i cit Acl Drop)
<LLLLLLLLLLLLLLLLLLLLLLLLLL LKL L LLLLLLLLLLL LKL L LLLLLLLL LKL
Ti mest anp
Start : 179731083510 ns (11/07/2019 13:08:27.567722 UTC)
St op : 179731145820 ns (11/07/2019 13:08:27.567785 UTC)
Path Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put <unknown>
Sour ce 198. 51. 100. 7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPor t 21
Dst Por t 5801
Feat ure: DEBUG_COND_| NPUT_PKT
Entry I nput - 0x817e8838
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 8280 ns

Feat ur e:

Feat ur e:

Feat ur e:

Entry
I nput
Cut put

Lapsed tinme :
SDWAN I mplicit ACL
<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL

| PV4_| NPUT_DST_LOOKUP_CONSUNME

I nput - 0x817e885c
G gabi t Et hernet 3

<unknown>
4160 ns

Action : DI SALLOW
Reason : SDWAN_SERV_TCP
Defer Action to Ingress ACL : No

Entry
I nput
Cut put

Lapsed tinme :

STI LE_LEGACY_DROP_EXT

I nput - 0x81835c68
G gabi t Et hernet 3

<unknown>
12900 ns

64

64

64

64

479
479
479
479
479
479
479
479
479
479

(Servi ce Engi ne packet)
(Servi ce Engi ne packet)
(Servi ce Engi ne packet)
(Servi ce Engi ne packet)

( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)
( Sdwanl npl i ci t Acl Dr op)



Feature: | NGRESS MVA LOOKUP_DROP_EXT

Entry : I nput - 0x8182be6c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 14940 ns
Feat ure: | NPUT_DROP_FNF_AOR_EXT

Entry : Input - 0x81819480
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 22040 ns
Feat ure: | NPUT_FNF_DROP_EXT

Entry : I nput - 0x818185bc
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 17580 ns
Feat ure: | NPUT_DROP_FNF_AOR RELEASE_EXT

Entry : Input - 0x81818e08
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 4680 ns
Feat ure: | NPUT_DROP_EXT

Entry : I nput - 0x817ed780
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 5540 ns
Feature: | PV4_SDWAN | MPLI CI T_ACL <LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<
Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 449760 ns
Packet Copy In
00505608 6500050 56add375 08004500 00363481 40002d06 122c5a82 46496440
020a0015 16a9f 873 89d3ef aa 3785019 00e523ch 00003432 31205469 6d656f 75
Packet Copy Qut
00505608 6500050 56add375 08004500 00363481 40002c06 132c5a82 46496440
020a0015 16a9f 873 89d3ef aa 3785019 00e523ch 00003432 31205469 6d656f 75

owpe lebo huwld 030 1Jgie pu elbp FTP IJp w009, J @8> JigSCl PTPIES ppleJd py retransmit
Vs Iy b capture LlJwgd.

lpvoubl s 1ol cowe IUgies Sw lve Juwww ol ©@9p Slisps IJozde B 1dsuesd (ACL)
lJuopeusdé J SD-WAN (Idos os W 1Uglde Blisps wldgsple IUpuwesz wol ceo odysy 9lgod
IJod8) wluwdlb 1Jz5e. spdod luuveidluo 309 po IUgbob IJpw,i6 pg <<<<</marks.
JJIecobr $p wlumoweh §lises Idoede B 19,09 (ACL) IJopcss Ids SD-WAN sl uple
Jeese IUeele Vs wdssu 1slzos IUghess IJpldlods:

Br anch#confi g-transaction

adm n connected from 127.0.0.1 using consol e on Branch
Branch(confi g)# sdwan

Branch(confi g-sdwan)# i nterface G gabitEthernet3
Branch(confi g-interface-G gabi tEthernet3)# tunnel -interface
Branch(config-tunnel -interface)# all ow service all
Branch(confi g-tunnel -interface)# commt

Commit conpl ete.

odpse: &> sd9u ould gsb Ie) Jodssu Blises 9u09d IPVA 10,828 slduwele wIdzse
Pu Ilzojo lJpos590 IJogs26 eds 9lzos GigabitEthernetd Llgwegsle IJle, access-group.
Wos wuely) Blisped IJoedpe Bs 1Uyuosd IUu2pusé J SDWAN.



wped wudss IJodssu sgol oy Il s3I olds pu lsBled cowe 1Jze6 slduse pu
228> Yot

debug platform condition stop
debug pl at form packet-trace packet 1024 fia-trace data-size 4096
debug platformcondition start

gurpl sop ot IpubdJs 06 1S (eds uvosd Ipeld: g0 p2lads wiss) IhrJsd) 958>
IUlouold euve wedle gpsd FTP (2lod gesd FTP g IUloold): Bogol vys leuolissle
ooug Idgie b 13)s:

Branch# show pl atform packet-trace statistics
Packets Summary

Mat ched 292
Traced 292
Packets Recei ved
I ngress 282
I nj ect 10
Count Code Cause
10 6 QFP Fwal | generated packet

Packets Processed
Forward 134

Punt 134
Count Code Cause
5 22 QFP Fwal | generated packet
129 64 Servi ce Engi ne packet
Drop 24
Count Code Cause
21 55 For Us

Consunmre O

Ul spdod adlzos e luudll T2 drop 55 (ForUs)™ eJs lsép po webbsd Blses lJozdp
Bes 1J9,o9d (ACL) I oeuss Lluwesle wdssy Allow-Service all. JI s3lJ sep lovdlb [Jzse.
UG 0,6 19 8ol 9219 Bop 18,6 w0 1Uzse Idpuwdbs sldzse IJpeels wozsool:

Br anch#show pl at f or m packet-trace sunmary

<ski pped>

269 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
270 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
271  Tu6000001 G7 FWD

272 Tu6000001 G7 FWD

273 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
274 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
275  Tu6000001 G 3 FWD

276  Tu6000001 G 3 FWD

277 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
278  Tu6000001 G 3 FWD

279 G3 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
280  Tu6000001 G7 FWD

281 G7 internal 0/0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
282  Tu6000001 G 3 FWD

283 G 3 G 3 DROP 55 (ForUs)

284 G3 G3 DROP 55 (ForUs)

285 G 3 G3 DROP 55 (ForUs)

286 G 3 G 3 DROP 55 (ForUs)

287 G3 G3 DROP 55 (ForUs)

288 G 3 G3 DROP 55 (ForUs)



289 G3

290 G 3
291 G 3
292 G 3
293 G 3
Ss IJIglz

G3 DROP 55 (ForUs)
G3 DROP 55 (ForUs)
G3 DROP 55 (ForUs)
G3 DROP 55 (ForUs)
G3 DROP 55 (ForUs)

IJuwloBe sgo Gi7 9lzod zluw 1Jgpé: wsupl sg> Gi3 9lzos eluw IJudd. eds wwosd

IJeelde Lo 1J8)8 v 1dzied 279 5lJzses 283 (sop wpss) 18,98 [pops pg <<<<):

Br anch#show pl at f or m packet -trace packet 279

Packet: 279 CBUG I D: 794
Sunmmary
I nput G gabi t Et hernet 3
Qut put internal 0/0/svc_eng: 0
State PUNT 64 (Service Engine packet)
Ti mest anp
Start 142279273535701 ns (11/07/2019 12: 46:47.57026 UTC)
St op 142279273732912 ns (11/07/2019 12: 46:47.57223 UTC)
Path Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put <unknown>
Sour ce :198.51.100.7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPor t : 28143
Dst Por t : 5668
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x817e8838
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 5880 ns
Feature: | PV4_| NPUT_DST_LOOKUP_CONSUME
Entry I nput - 0x817e885c
I nput G gabi t Et hernet 3
Qut put <unknown>

Lapsed time : 7320 ns
Feature: SDWAN Inplicit ACL <LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL <

Action
Reason :

ALLOW
SDWAN_NAT_DI A <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<

Defer Action to Ingress ACL : No

Feat ur e:
Entry
I nput
Cut put

| Pv4_SDWAN | MPLI CI T_ACL

I nput - 0x8183c774
G gabi t Et hernet 3
<unknown>

Lapsed time : 112800 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry
I nput
Cut put

I nput - 0x817e8860
G gabi t Et hernet 3
<unknown>

Lapsed time : 78480 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N

Entry
I nput
Cut put

I nput - 0x817e8848
G gabi t Et hernet 3
<unknown>

Lapsed time : 1460 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N_CLR TXT

Entry
I nput
Cut put

I nput - 0x817e884c
G gabi t Et hernet 3
<unknown>



Lapsed time : 120 ns
Feature: |PV4_| NPUT_VFR <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Entry : I nput - 0x817e89b0
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 3880 ns
Feat ure: NAT <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Di rection QUT to IN
Acti on Transl ate Destination
St eps
Match id 1
O d Address : 100.64.2.10 05668
New Address : 10.5.40.14 49588
Feature: | PV4A_NAT_I NPUT_FI A <<<<<<<<L<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Entry I nput - 0x8182c8a8
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 117600 ns
Feature: | PV4_| NPUT_DST_LOOKUP_I SSUE_EXT
Entry I nput - 0x817e8858
I nput G gabi t Et hernet 3
Qut put <unknown>
Lapsed time : 19620 ns
Feat ure: RELOOKUP_NOTI FY_EXT
Entry I nput - 0x817eed90
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 14040 ns
Feature: | PV4_|I NTERNAL_DST_LOOKUP_CONSUME_EXT
Entry I nput - 0x817e8870
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 4620 ns
Feature: |PV4_I NPUT_FOR _US_EXT
Entry I nput - 0x817e89a4
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 280 ns
Feature: | PV4_VFR _REFRAG EXT
Entry I nput - 0x817e89c0
I nput G gabi t Et hernet 3
Qut put : <unknown>
Lapsed time : 2720 ns
Feature: CFT
API cft _handl e_pkt
packet capabilities 0x0000018c
input vrf_idx 0
calling feature STI LE
di rection I nput
triplet.vrf_idx 3
triplet.network_start : 0x01003f 8e
triplet.triplet_flags : 0x00000000
triplet.counter 32
cft _bucket _nunber 942419
cft _| 3_payl oad_si ze 20
cft_pkt_ind_fl ags 0x00000100
cft_pkt_ind_valid 0x00009bf f
tuple.src_ip 198. 51.100. 7
tuple.dst_ip 10.5.40. 14
tupl e.src_port 28143
tupl e. dst _port 49588
tuple.vrfid 3
tupl e.l4_protocol TCP
tupl e. | 3_protocol | PV4



pkt _sb_state 0

pkt _sb. num fl ows 1

pkt _sb. tupl e_epoch 1 32
returned cft_error 0

returned fid . Oxec4eeb70

Feat ure: NBAR
Packet nunber in flow NA
Classification state: Final
Classification nane: ftp-data
Classification ID: [|ANA-L4: 20]
O assification source: Unknown
Nunber of matched sub-classifications: 0
Nunber of extracted fields: O
Is PA (split) packet: Fal se
TPH MQC bi t mask val ue: 0x0
Is optim zed packet: Fal se

Feature: |PV4_I NPUT_STI LE_LEGACY_EXT

Entry : I nput - 0x81835ba8
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 315800 ns
Feature: |PV4A_I NPUT_FNF_FI RST_EXT

Entry : Input - 0x81818128
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 62200 ns
Feat ure: SDWAN_APP_ROUTE_POLI CY_EXT

Entry : Input - 0x8183c758
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12440 ns
Feat ure: SDWAN_DATA POLI CY_QOUT_EXT

Entry : Input - 0x8183c754
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12520 ns
Feature: | PV4_|I NPUT_LOOKUP_PROCESS EXT

Entry : Input - 0x817e8864
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 8900 ns
Feature: | PV4_|I NPUT_| POPTI ONS_GOTO_OUTPUT_FEATURE_EXT

Entry : Qutput - Ox817e895c
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 9840 ns
Feat ure: CBUG OUTPUT_FI A

Entry : Qutput - 0x817e8840
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 6520 ns
Feature: |PV4_OUTPUT_VFR

Entry : Qutput - 0x817e89b4
I nput : G gabitEthernet3
Qut put : G gabitEthernet?7

Lapsed time : 3660 ns
Feature: ZBFW
Action : Pwd

Zone- pai r nane : ZP_GUEST- | NSI DE_QUTSI D_642078363
Cl ass-nmap nane : BRANCH- DI A- GUEST-seq-11-cm_
Input interface : G gabitEthernet3

Egress interface : G gabitEthernet7

AVC Cl assification ID : O
AVC C assification name: N A



Feat ur e:

| PV4A_OUTPUT_| NSPECT

Entry Cut put - 0x8181c97c
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 296980 ns
Feature: CFT
AP : cft_handl e_pkt
packet capabilities : 0x00000014
input vrf_idx 0
calling feature : UTD
di rection ;I nput
triplet.vrf_idx 3
triplet.network_start : 0x01003f 8e
triplet.triplet_flags : 0x00000004
triplet.counter 1 32
cft _bucket _nunber 1942419
cft_| 3_payl oad_si ze 1 20
cft_pkt_ind_fl ags : 0x00000100
cft_pkt_ind_valid : 0x0000bbf f
tuple.src_ip : 198.51.100.7
tuple.dst_ip : 10.5.40.14
tupl e.src_port 1 28143
tupl e. dst _port : 49588
tuple.vrfid 3
tupl e.l4_protocol : TCP
tupl e. | 3_protocol I PV4
pkt _sb_state 0
pkt _sb. num fl ows 1
pkt _sb. tupl e_epoch 1 32
returned cft_error 0
returned fid . Oxec4eeb70
Feature: UTD Policy (First FlA)
Acti on Di vert
Input interface : G gabitEthernet3
Egress interface: G gabitEthernet?7
Feat ure: OUTPUT_UTD_FI RST_I| NSPECT
Entry : Qutput - 0x8183a0d8
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 117420 ns
Feature: UTD I nspection
Acti on Di vert
Input interface : G gabitEthernet3
Egress interface: G gabitEthernet?7
Feat ure: OUTPUT_UTD_FI NAL_I NSPECT
Entry Cut put - 0x8183a108
I nput G gabi t Et hernet 3
Qut put G gabi t Et hernet 7
Lapsed time : 122900 ns
Feature: | PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry : Qutput - Ox81l7eele8
I nput : G gabitEthernet3
Qut put : Tunnel 6000001
Lapsed time : 10980 ns
Feature: | PV4_OUTPUT_GOTO OQUTPUT_FEATURE_EXT
Entry Qut put - 0x817edf dO
I nput G gabi t Et hernet 3
Qut put Tunnel 6000001
Lapsed time : 16200 ns
Feat ure: CBUG OUTPUT_FI A
Entry : Qutput - 0x817e8840
I nput : G gabitEthernet3
Qut put Tunnel 6000001

Lapsed

time : 4960 ns



Feature: |PV4_OUTPUT_VFR

Entry : Qutput - 0x817e89b4
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 520 ns
Feature: | PV4_QOUTPUT_I NSPECT

Entry : Qutput - 0x8181c97c
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 4420 ns
Feature: | PV4A_OUTPUT_THREAT_DEFENSE

Entry : Qutput - 0x81838278
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 3300 ns
Feature: |PV4_VFR _REFRAG

Entry : Qutput - 0x817e89cO
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 320 ns
Feat ure: DEBUG COND_APPLI CATI ON_OUT_CLR TXT

Entry : Qutput - 0x817e8854
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 4740 ns
Feature: UTD Encaps
Action . Encaps
Input interface : G gabitEthernet3
Egress interface: Tunnel 6000001
Feature: |PV4_OUTPUT_L2_ REWRI TE

Entry : Qutput - 0x817e83b0
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 296420 ns
Feat ure: DEBUG _COND MAC EGRESS

Entry : Qutput - Ox817e8844
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 860 ns
Feat ure: DEBUG COND_APPLI CATI ON_OUT

Entry : Qutput - 0x817e8850
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 300 ns
Feat ure: | PV4_QOUTPUT_FRAG

Entry : Qutput - Ox817e89a8
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 2560 ns
Feature: | PV4_OUTPUT_SDWAN_FNF_FI NAL

Entry : Qutput - 0x818181h8
I nput : G gabitEthernet3
Qut put : Tunnel 6000001

Lapsed time : 100980 ns
Feature: | PV4A_TUNNEL_OUTPUT_FI NAL

Entry : CQutput - 0x81838bac
I nput : Tunnel 6000001
Qut put : Tunnel 6000001

Lapsed time : 55460 ns
Feature: |PV4A_TUNNEL_GOTO OUTPUT

Entry : Qutput - 0x81838bb0
I nput : Tunnel 6000001
Qut put : Tunnel 6000001

Lapsed time : 3920 ns



Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put
Lapsed
Feat ure:
Entry
I nput
Cut put

| PVA_TUNNEL_FW CHECK EXT
: Qutput - 0x81838de8
Tunnel 6000001
: Tunnel 6000001
time : 9520 ns
| PV4_| NPUT_DST_LOOKUP_I SSUE_EXT
CQut put - 0x817e8858
Tunnel 6000001
Tunnel 6000001
time : 14960 ns
| PVA_| NPUT_ARL_EXT
Qut put - 0x817e89d0
Tunnel 6000001
: Tunnel 6000001
time : 5680 ns
| PVA_| NTERNAL_DST_LOOKUP_CONSUVMVE_EXT
CQut put - 0x817e8870
Tunnel 6000001
: Tunnel 6000001
time : 1260 ns
| PVA_TUNNEL_ENCAP_FOR_US_EXT
Qut put - 0x81838db8
Tunnel 6000001
: Tunnel 6000001
time : 5460 ns
| PV4_| NPUT_LOOKUP_PRCCESS_EXT
CQut put - 0x817e8864
Tunnel 6000001
Vi rtual Port Groupl
time : 960 ns
| PVA_TUNNEL_ENCAP_GOTO_OUTPUT_FEATURE_EXT
Cut put - 0x817ee30c
Tunnel 6000001
Vi rtual Port Groupl
time : 13020 ns
CBUG_QUTPUT_FI A
CQut put - 0x817e8840
Tunnel 6000001
Vi rtual Port Groupl
time : 1980 ns
| PV4_OUTPUT_VFR
Qut put - 0x817e89b4
Tunnel 6000001
Vi rtual Port Groupl
time : 660 ns
| PV4_OUTPUT_| NSPECT
CQut put - 0x8181c97c
Tunnel 6000001
Vi rtual Port Groupl
time : 15960 ns
| PV4A_OUTPUT_THREAT_DEFENSE
Qut put - 0x81838278
Tunnel 6000001
Vi rtual Port Groupl
time : 1720 ns
| PVA_VFR_REFRAG
CQut put - 0x817e89cO
Tunnel 6000001
Vi rtual Port Groupl
time : 660 ns
DEBUG_COND_APPLI CATI ON_OQUT_CLR _TXT
CQut put - 0x817e8854
Tunnel 6000001
Vi rtual Port Groupl



Lapsed time : 1560 ns
Feature: |PVA_OUTPUT_L2_REWRI TE

Entry : Qutput - 0x817e83b0
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 10420 ns
Feat ure: DEBUG _COND MAC EGRESS

Entry : Qutput - Ox817e8844
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 520 ns
Feat ure: DEBUG COND_APPLI CATI ON_OUT

Entry : Qutput - 0x817e8850
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 180 ns
Feat ure: | PV4_OUTPUT_FRAG

Entry : Qutput - Ox817e89a8
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 940 ns
Feature: | PV4A_OUTPUT_SDWAN_FNF_FI NAL

Entry : Qutput - 0x818181h8
I nput : Tunnel 6000001
Qut put : Virtual Port G oupl

Lapsed time : 2560 ns
Feat ure: QOUTPUT_SERVI CE_ENG NE

Entry : Qutput - 0x81834550
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 65820 ns
Feature: | PV4A_|I NTERNAL_ARL_SANI TY_EXT

Entry : Qutput - 0x817e89f4
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 12280 ns
Feature: ZBFW
Action : Pwd

Zone- pai r nane : NVA

Cl ass-nmap nane : NVA

Input interface : Tunnel 6000001

Egress interface : internal 0/0/svc_eng: 0

AVC Cl assification ID : O
AVC C assification name: N A
Feat ure: | PV4A_OUTPUT_I NSPECT_EXT

Entry : Qutput - 0x8181c97c
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 38200 ns
Feature: | PV4_OUTPUT_THREAT_DEFENSE_EXT

Entry : Qutput - 0x81838278
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 1980 ns
Feature: |PV4_VFR _REFRAG _EXT

Entry : Qutput - 0x817e89cO
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 400 ns
Feature: |PV4_OUTPUT_DROP_PCOLI CY_EXT

Entry : Qutput - 0Ox817e893c
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 26240 ns



Feat ure: | NTERNAL_TRANSM T_PKT_EXT

Entry : Qutput - Ox817e88e4
I nput : Tunnel 6000001
Qut put : internal 0/ 0/svc_eng: 0

Lapsed time : 156540 ns

Br anch#show pl at f or m packet -trace packet 283

Packet: 283 CBUG I D: 798
Sunmmary
I nput : G gabitEthernet3
Qut put : G gabitEthernet3
State : DROP 55 (ForUs)
Ti mest anp
Start : 142367023778233 ns (11/07/2019 12:48:14.807268 UTC)
St op : 142367023853492 ns (11/07/2019 12:48:14.807343 UTC)
Pat h Trace
Feature: |PV4(Input)
I nput : G gabitEthernet3
Qut put : <unknown>
Sour ce :198.51.100.7
Destination : 100.64.2.10
Pr ot ocol 6 (TCP)
SrcPort 21
Dst Por t : 5635
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x817e8838
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 12340 ns
Feature: | PV4_|I NPUT_DST_LOOKUP_CONSUME

Entry : Input - 0x817e885c
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 7140 ns
Feature: SDWAN Inplicit ACL <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Action : ALLOW
Reason : SDWAN_SERV_ALL <<LLLLLLLLLLLLLL LKL LLLKLLL LKL LKL LKL LLKLLLLKLLLLLLLLLL LKL

Defer Action to Ingress ACL : No
Feature: |PV4_SDWAN_| MPLI Cl T_ACL

Entry : Input - 0x8183c774
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 139700 ns
Feature: |PV4_I NPUT_FOR US_MARTI AN

Entry : Input - 0x817e8860
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 97840 ns
Feat ure: DEBUG COND_APPLI CATI ON_IN

Entry : Input - 0x817e8848
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 2260 ns
Feat ure: DEBUG COND_APPLI CATI ON_I N_CLR TXT

Entry : Input - 0x817e884c
I nput : G gabitEthernet3
Qut put : <unknown>
Lapsed time : 140 ns
Feature: |PV4_| NPUT_VFR <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
Entry : I nput - 0x817e89b0

I nput : G gabitEthernet3



Qut put : <unknown>
Lapsed time : 5860 ns

Feat ure: OCE_TRACE( | nput) <<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L<L<L<L<
I nput : G gabitEthernet3
Qut put : <unknown>
Type : OCE_ADJ_RECEI VE

Feature: | PVA_NAT_INPUT_FI A <<<<<<L<<L<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL<L
Entry : Input - 0x8182c8a8
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 166780 ns
Feature: STILE_LEGACY_DROP_EXT

Entry : Input - 0x81835c68
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1920 ns
Feature: | NGRESS_MVA LOOKUP_DROP_EXT

Entry : I nput - 0x8182be6c
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 8340 ns
Feat ure: | NPUT_DROP_FNF_AOR_EXT

Entry : Input - 0x81819480
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 10920 ns
Feat ure: | NPUT_FNF_DROP_EXT

Entry : I nput - 0x818185bc
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 6460 ns
Feat ure: | NPUT_DROP_FNF_AOR _RELEASE_EXT

Entry : Input - 0x81818e08
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 2240 ns
Feat ure: | NPUT_DROP_EXT

Entry : I nput - 0x817ed780
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 1200 ns
Feature: | PV4_] NPUT_LOOKUP_PROCESS

Entry : Input - 0x817e8864
I nput : G gabitEthernet3
Qut put : <unknown>

Lapsed time : 176340 ns

Bl G5 155 1 issmes 09 10 1z w0 10elz Susez wol et 15p; SDWAN_NAT_DIA o3l
125 1Jp w8 los SDWAN_SERV_ALL. sl zlow o3l wsw sblscs IPv4_INPUT_VFR
91PV4_nat_INPUT_FIA. LIdooses JJzie Wegmsdz wol couoes psié I0SXE IJegaduss NAT
p8lod OCE_TRACE. JJ 1Jw,9 Suwobse wldued pugd WYH6 1y IJpuvdJs pogd s o nat
J3JdIreul udzuo wygps Nat wes elyvsuw FTP gdwé:

Branch#show i p nat translations tcp verbose | b 198.51.100.7

tcp 100.64.2.10:5801 10. 5. 40. 14: 49648 198.51.100.7: 21 198.51.100.7: 21
create: 11/07/19 13:02:05, use: 11/07/19 13:02:06, timeout: 00:00:57
Map-1d(In): 1
Fl ags: unknown

Appl type: none
WLAN- Fl ags: unknown



Mac- Addr ess: 0000. 0000. 0000 I nput - | DB:

VRF: 40, entry-id: Oxee54lecO, use_count:1

In_pkts: 24 In_bytes: 698, CQut_pkts: 13 Qut_bytes: 605
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5795 10. 5. 40. 14: 49644 52.179. 129. 229: 443 52.179. 129. 229: 443
create: 11/07/19 13:01:18, use: 11/07/19 13:01:18, timeout: 00:00: 09
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 I nput - | DB:
VRF: 40, entry-id: Oxee542640, use_count:1
In_pkts: 29 In_bytes: 5114, CQut_pkts: 12 CQut_bytes: 7113
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5802 10. 5. 40. 14: 49649 198. 51. 100. 7: 21319 198. 51. 100. 7: 21319
create: 11/07/19 13:02:06, use: 11/07/19 13:02:06, timeout: 00:00:57
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee541380, use_count:1
In_pkts: 8 In_bytes: 184, Qut_pkts: 4 CQut_bytes: 837
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10: 5800 10. 5. 40. 14: 49636 198.51.100.7: 21 198.51.100.7: 21
create: 11/07/19 13:02:05, use: 11/07/19 13:02:05, timeout: 00:00: 56
Map-1d(In): 1
Fl ags: tim ng-out
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee5423c0, use_count:1
In_pkts: 2 In_bytes: 66, Qut_pkts: 1 Qut_bytes: 20
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5633 10. 5. 40. 14: 49432 52.242.211. 89: 443 52.242.211. 89: 443
create: 11/07/19 12:44:18, use: 11/07/19 13:01:17, timeout: 00:00: 08
Map-1d(In): 1
Fl ags: unknown
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee527840, use_count:1
In_pkts: 53 In_bytes: 6257, CQut_pkts: 29 CQut_bytes: 7030
Qut put-1DB: G gabitEthernet3

tcp 100.64.2.10:5792 10. 5. 40. 14: 49647 51.143.111. 7: 443 51.143.111. 7: 443
create: 11/07/19 13:02:00, use: 11/07/19 13:02:09, timeout: 00:01: 00
Map-1d(In): 1
Fl ags: syn_in
Appl type: none
WLAN- Fl ags: unknown
Mac- Addr ess: 0000. 0000. 0000 | nput - | DB:
VRF: 40, entry-id: Oxee542500, use_count:1
In_pkts: 6 In_bytes: 224, Qut_pkts: 3 CQut_bytes: 96
Qut put-1DB: G gabitEthernet3

Total nunber of translations: 12

slowwo Jdpeds. IUl ouss pud s wubdd ersu wes 29lJs 2-3 58588 pu 830 wublb gpsd



FTP. 02838 08 1805 95pJud pdlebos g0 929> wozele Bis 229 NAT:

Branch# show ip nat translations | i 198.51.100.7
Br anch#

B9 sl IsJd Slu ldwow Isssuvs JdpuvdJs: eduwle Idgpd cowos vunngd Jos)d 9eds
Isép pu 3 o0 puby) eduws gpd gpsd FTP Jl s5ld e9295l Slu pozo cEdge JI sgyd |s
e 29d gduws god TCP 030 LlJSed 9589p wluwdlb 2)J6 1y, IUglsss. lu sdzue lue
oubdsdi lue wes o NAT eduwsé websd gvdde 120 olos: yupl wEbl:

Branch#show run | i tcp-timeout
ip nat translation tcp-tinmeout 120
Branch#

9szw b oy 03l 1Jpdde elool Bs Bldo IJzols Idpblud eJs vManage:

Cisco vManage

¥ CONFIGURATION | TEMPLATES

Feature

Feature Template VPN Intarface Etharneat

Basic Configuration Tunnel VRRP ACL/QoS ARP 802.1X Advanced

MAT
-
o m

MAT - ® on | off
Refresh Maode s~
Leg NAT flow creations or deletions S~ On & Off
UDP Timeout oS-
TCP Timesut -
Bleck ICMP S~ & On off
Respend To Ping &~ On e Off
MAT Peaol Range Start s -

Ip woEsSo lJs 6059586 eds wosd ldpoldc o sop 2d IJpubdds.
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