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Sluo sz9d yIs 1Jp,9 IJs 2lass UTD. suweése IJoessd slzos VirtualPortGroup1 Jslzos
poe Jos couoeu IUgies ditd 08 wuopsu Iogzse IUele (GRE).

SS IJdpszoe IJlgle "PUNT" Cluweésle |Jk}uvg:1: 64 (2506 pod 1UE300)" 9suuvd 20J6 39,
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Intrusion Prevention - Diversion control by the
container

Grwa] cacackss I Plowy meed Fusther inapesomion. ___'__._..'ﬁ-gl
r—

F ircapse=Sion @ ezl nsgoinad arvarora |, o B
P 1S A Wl JElasEN Do SIS0
TEARSRI I 8D Tl OOy

[T} ) _.J.l — =

eds wosd IJ,oQIJ‘.ro& w99 HTTPS. sJ9y Idpgldeow Uro.__,l).:slolrooo,o..go w980 2ip roJa.__',I /
poewl wlJEbe pg ©leo TLS. s 3Jd Jl wop lelss worse 1w wb)l JBJs IUSses B
V22 96 039 TLS Ipid,6.

Molold 38w Y8y DSOS

PU 9206 U, pug 9w IJzip Uwswpe U2 peesed IJlplele 030 (192.168.16.254 o9 £05J 9SUL):

debug platformcondition ipv4d 192.168. 16. 254/ 32 both
debug platformcondition start
debug pl atform packet-trace packet 256 fia-trace data-size 3000

p3¢d Jwb p0 LAN Iy WAN zlow ologle IJzloss

B o3l IJuwsuliss IUgluo: elos 1Jzp6 lJos op wowgol pu lJubeds Idpzdss (LAN). oo
906 uwbj lghs IJugzse: ould lpodlvle sle yods I3l Il IJesdd slus po Iduveds 1dpedss
(LAN) lg v Jo WAN.

selod 1Jg psd 1Usuesd |Js www.cisco.com gJs HTTPS
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cedge6b#show pl at f orm packet-trace packet 14

Packet: 14 CBUG | D: 3849209
Sunmmary
I nput G gabi t Et her net 2
Qut put internal 0/0/svc_eng: 0
State PUNT 64 (Service Engine packet)
Ti mest anp
Start 1196238208743284 ns (05/08/2019 10: 50: 36. 836575 UTC)
St op 1196238208842625 ns (05/08/2019 10: 50: 36. 836675 UTC)
Path Trace
Feature: |PV4(Input)
I nput : G gabitEthernet?2
Qut put <unknown>
Sour ce 192. 168. 16. 254
Destination : 203.0.113. 67
Pr ot ocol 6 (TCP)
SrcPor t 35568
Dst Por t : 443
Feat ure: DEBUG_COND_| NPUT_PKT
Entry : Input - 0x8177c67c
I nput G gabi t Et her net 2
Qut put <unknown>
Lapsed time : 2933 ns
<sni p>

SO Ys py9) wblu g Idui,b prgd eds $Lo GigabitEthernet2.

Feature: UTD Policy (First FIA)
Acti on Di vert
Input interface : G gabitEthernet?2

Egress interface: G gabitEthernet3

Feat ure: OUTPUT_UTD_FI RST_| NSPECT
Entry Qut put - 0x817cc5b8
I nput G gabi t Et hernet 2
Qut put G gabi t Et hernet 3
Lapsed time : 136260 ns
Feature: UTD I nspection
Acti on Di vert <LLLLL L L L L L L L L L L
Input interface : G gabitEthernet?2

Egress interface: G gabitEthernet3

Feat ure: OUTPUT_UTD_FI NAL_I NSPECT
Entry : Qutput - Ox81l7ccb5e8
I nput G gabi t Et hernet 2
Qut put G gabi t Et hernet 3

Lapsed tine :

43546 ns

<sni p>
eJs o996 |wesgle ps;d IJgu9z (FIA) oo 9lzes IUg 9z Sy UTD FIA o9 odo IUzjpd lds
lJzloss.

Feature: | PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry Qut put - 0x81781bb4
I nput G gabi t Et her net 2
Qut put Tunnel 6000001
<r enoved>
Feature: | PV4_OUTPUT_LOOKUP_PROCESS_EXT
Entry Qut put - 0x81781bb4
I nput G gabi t Et her net 2
Qut put Tunnel 6000001
<r enoved>
Feature: |PV4_|I NPUT_LOOKUP_PROCESS_EXT

Entry CQut put - 0x8177c698



I nput : Tunnel 6000001

Qut put : Virtual Port G oupl
Lapsed time : 880 ns
<sni p>

©9u2¢ IJzies eds 1Jus g Il w,luas 600001 9sep wozsool gw) 9lzos VPGT. W oo
IJeyedo: sop wuppsu IJeies IUIuodse Ws GRE.

Feat ure: OUTPUT_SERVI CE_ENG NE

Entry : Qutput - 0x817c6bl10
I nput : Tunnel 6000001
Qut put : internal 0/0/svc_eng: 0
Lapsed tinme : 15086 ns
<r enoved>

Feat ure: | NTERNAL_TRANSM T_PKT_EXT
Entry : Qutput - Ox8177c718
I nput : Tunnel 6000001
Qut put : internal 0/0/svc_eng: 0

Lapsed time : 43986 ns

Sope buwld 1Uzje6 slgds! 1Js 1Uz19s6.

pdlebd: &80 pedyple LolOSs B 03l 1Ud,e gu Ipedsple 1U51Js6 Idpoed$o
cNJelasle Jiglue Idledle W8k, JI spdo 1Jsuesd 1Js 219ss UTD g, 9lzod 9lgos yulo,
Jisle, Igl>eso.

IJs0le I pd B 1p9zo wduwo: suod 236 1Ue)g) [Js VRF slgds s 9lzos pelde 1Je9zso
ETH2:

[cedge6:/1$ chvrf utd ifconfig

et hO Li nk encap: Et hernet HWaddr 54: Oe: 00: Ob: Oc: 02
inet6 addr: fe80::560e:ff:felb:c02/64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 1500 Metric:1
RX packets: 1375101 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 1366614 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 96520127 (92.0 M B) TX bytes: 96510792 (92.0 M B)

ethl Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: ba
inet addr:192.168.1.2 Bcast:192.168.1.3 Mask: 255.255. 255. 252
inet6 addr: fe80::2le:e6ff:fe6l: 6dba/ 64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 2000 Metric:1
RX packets: 1069 errors: 0 dropped: 0 overruns:0 frane: 0
TX packets: 2001 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX bytes: 235093 (229.5 KiB) TX bytes: 193413 (188.8 Ki B)

et h2 Li nk encap: Et hernet HWaddr 00: le: e6: 61: 6d: b9
inet addr:192.0.2.2 Bcast:192.0.2.3 Mask: 255. 255. 255. 252
inet6 addr: fe80::2le:e6ff:fe6l: 6db9/ 64 Scope: Link
UP BROADCAST RUNNI NG MULTI CAST MTU: 2000 Metric:1
RX packets: 2564233 errors: 0 dropped: 0 overruns:0 frame: 0
TX packets: 2564203 errors: 0 dropped: 0 overruns: 0 carrier:0
col l'isions: 0 txqueuel en: 1000
RX byt es: 210051658 (200.3 M B) TX bytes: 301467970 (287.5 M B)

lo Li nk encap: Local Loopback
inet addr:127.0.0.1 WMask:255.0.0.0



inet6 addr: ::1/128 Scope: Host

UP LOOPBACK RUNNI NG MrTU: 65536 Metric:1

RX packets: 0 errors: 0 dropped: 0 overruns: 0 frane: 0
TX packets: 0 errors: 0 dropped: 0 overruns: 0 carrier:0
collisions: 0 txqueuelen:1

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

ETHO o9 9lz0é louoldle IJudd wsu ldgpdsle (TIPC) pouodd wgpdss 10Sd. wgpd Yuld
OneP W9 ol Jupys) Idodsule gldigblhle solul glslol wsu glass 10S 9 UTD.

ppl sopdi swp Hyub "eth2 [ 9lzod 1Jzlass]" [Js "VPG1T [ 192.0.2.1/192.168.2.2]" 905 IJgwlosyw
lJos swpe >9¢0l Lyl ywlos vManage |Js 10S-XE glJzloss.

BBl Spo wouvgsd tepdump. Wsedud H986 296 p)9) GRE IJpopus IUos coodd Ids
lJzless. swuopu wuopsu GRE I VPATH.

[cedge6:/]1$ chvrf utd tcpdunp -nNvvvXi eth2 not udp
tcpdunp: listening on eth2, link-type ENLOMB (Ethernet), capture size 262144 bytes
06: 46: 56. 350725 I P (tos Ox0, ttl 255, id 35903, offset 0, flags [none], proto GRE (47), length
121)
192.0.2.1 > 192.0.2.2: GREVO, Flags [none], length 101
gr e- prot o- 0x8921
0x0000: 4500 0079 8c3f 0000 ff2f abl2 c000 0201 E..y.?2.../[......
0x0010: c000 0202 0000 8921 4089 2102 0000 0000 ....... r@!.....
0x0020: 0000 0000 0300 0001 0000 0000 0000 0000 ................
0x0030: 0004 0800 e103 0004 0008 0000 0001 0000 ................
0x0040: 4500 0039 2542 4000 4011 ce40 c0Oa8 10fe E .9%B@@.@...
0x0050: ad26 c864 8781 0035 0025 fe81 cfa8 0100 .& d...5.%.....
0x0060: 0001 0000 0000 0000 0377 7777 0363 6e6e ......... WWW. chn
0x0070: 0363 6f6d 0000 0100 01 .com. ...

p>¢d b p 219$6 |Js LAN Iy WAN zlue

8> pelJzs SNORT (Clde,l o 30 luwdlle )96 1de)9)) swp lgls spze O puwly lglbs wozso
QFP.

cedge6b#show pl at f orm packet-trace packet 15

Packet: 15 CBUG | D: 3849210
Sunmmary

I nput : Tunnel 6000001

Qut put : G gabitEthernet3

State : FWD

IJud 600001 09 9lz06 otz puo IJ219.s6.

Feature: OUTPUT_UTD_FI RST_I| NSPECT_EXT

Entry : Qutput - 0x817cc5b8
I nput . G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed tinme : 2680 ns
Feature: UTD I nspection
Action . Reinj ect
Input interface : G gabitEthernet2
Egress interface: G gabitEthernet3
Feat ure: QOUTPUT_UTD_FI NAL_I NSPECT_EXT
Entry : Qutput - Ox81l7ccb5e8
I nput . G gabitEthernet2
Qut put . G gabitEthernet3



Lapsed time : 12933 ns

wel b 2,96 1dp,9) 8> wp Beuool Lldded. Bl 1dpsze eyl Iu 03l 09 lelss 2 8uw.

Feature: NAT

Direction : INto QUT

Acti on : Transl ate Source
St eps :

Match id 1

O d Address : 192.168. 16. 254 35568
New Address : 172.16.16.254 05062

lJeosy wsseds "NATed" sosbdes elduw.

Feat ure: MARMOT_SPA D TRANSM T_PKT

Entry : Qutput - O0x8177c838
I nput : G gabitEthernet2
Qut put : G gabitEthernet3

Lapsed time : 91733 ns

oIled oywzsd 39§ UTD pg cowg IJzje6

i_ols 10S-XE 17.5.1 50z ouwzsd o399 UTD pe wowe IJgipd: s uvsouopu [Dlz wove
ldewl) 2dpl Vs UTD. spdu lo s 1dzdpe 125 1Jley) Joldsé gds uweosd 1dpeld:

- IJgipd Idos @) UTD elbjollouusool Jduvgs)
< I duwpele/lJlgs sl J URLF
- 2oyl welz J AMP
wldouwes Jdoie o Jlozess eds pedsple OoL UTD: Jl sop ouwesd Is peJ9plo
cuwzsd w388, Jleb ks ol 30 uwzsd luosh &by IPSIDSIIwele cuvow clos, IUble
IJovdos [peeed.

Jopdso odlpd cuvesd IJesB 8. Iuwegse Bldo 9bsds CLI U ol sé pf:

utd engi ne standard nul ti-tenancy
utd gl obal
flow | ogging all

Il IJpeld Jdizdle 1JpgoJuwds:

show pl atform packet-trace pack all | sec Packet: | Feature: UTD Inspection
Packet: 31 CBUG I D: 12640
Feature: UTD I nspection
Action . Reinject
Input interface : G gabitEthernet2
Egress interface : G gabitEthernet3
FI ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Allow(1)
URLF Reason : URL Lookup Ti meout (8)

Suwpe uvees URLF .9UE'Jr°



Packet: 21 CBUG I D: 13859
Feature: UTD I nspection

Action : Reinj ect
Input interface : G gabitEthernet3
Egress interface : G gabitEthernet?2
Fl ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Allow(1l)
URLF Reason : No Policy Match(4)
URLF Cat egory : News and Medi a(63)
URLF Reputation : 81

Jowpes sldpde B Bupss URLF:

Packet: 26 CBUG | D: 15107
Feature: UTD I nspection

Action . Reinj ect

I nput interface : G gabitEthernet3

Egress interface : G gabitEthernet2

FI ow Loggi ng I nformation :
URLF Policy ID 1
URLF Action : Bl ock(2)
URLF Reason . Category/ Reputation(3)
URLF Cat egory : Soci al Network(14)
URLF Reputation : 81

bdo I le:

IJozdd pu w9l |uosl, UTD pg 10S XE

cedge7#sh utd eng sta ver

UTD Virtual -service Nane: utd

| OS- XE Recommended UTD Version: 1.10.33_SV2.9.16.1 XEnain

| OS- XE Supported UTD Regex: ~1\.10\.([O0-9]+)_SV(.*)_XEnai n$

UTD Installed Version: 1.0.2_SV2.9.16.1 XE17.5 ( UNSUPPORTED)

Bl e ey "Es) 890" Sdip ©u8s6 1Jel9ss Jebgs lads Sud wae luwedjulo Uiz ble
sluodlzol.

IJe2dd po odosu b luuple Lolde Bis IJeloss

wobde weup eple Ulely pod AMP 9 URLF o odoo 2loss UTD Gy eds od luwele pi95s
&3p6 Iduwelod J3JI seo lu wrogs elass UTD eds wdssule pozses Jebe IUluwels. spdu
lJozdd pu o3l Idlg)le pu gdId IJezldd pu pJwd resolv.conf JJzl9se 1Je9z956 wew shell
IJobbl e

cedge: / harddi sk/virtual -i nstance/utd/rootfs/etc]$ nore resolv. conf
nanmeserver 208.67.222.222

naneserver 208.67.220. 220

naneserver 8.8.8.8

IJpuindJs 1

9981 JJouopse: Stw wosss psjo 1UsSle 1Upses el pduin 1ol wuvdd Jled pg 2ldd
|wua.)|p IJguagJ U,oulu»J U@ UIU._,JU._, (DIA) uuuang Ualgso eJ ap| bct| brlghtcloud com



URL Idos wp Wzuool zus Bl wpe cbosy Idodss Idpolgwe
lwod bl IJigble 9] odlzol

slspl pl ool lds pdwd guzd 1Jzl9s6.

cedge6#app- hosting nove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_RO-0_R0-0.18629_0.20190501005829. bi n. gz

IJes couws pdd IUuved 8 31,6 Flash (1318,6 1J0986) b wol.

Spdu &0 Juwed wluweésle 1Ule):

cedge6# nore /conpressed i ox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz
SIuS &0 lduwed:

2019- 04-29 16:12: 12 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution

2019- 04-29 16:17: 52 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenmporary failure in
name resol ution

2019- 04- 29 16: 23: 32 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenmporary failure in
name resol ution

2019- 04- 29 16:29: 12 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenmporary failure in
name resol ution

2019- 04- 29 16:34: 52 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution

2019- 04- 29 16:40: 27 ERROR Cannot resol ve host api.bcti.brightcloud.com Tenporary failure in
name resol ution

wubdd lVu,)los: 99, vManage zloso wuvwgsp ¢l OpenDNS [208.67.222.222 9
208.67.220.220]

Wy 208

e luvdlb 2,36 0,9, wble luwe IJezld (DNS) JzJ api.beti.Ghtcloud.com W pdly ol S
lJeuwh wsu 1Jeleass 989150 DNS IJpelbJs. wlds slisel pu ledluss 1Usuosd IJs JJI wblpes DNS.

IJp s 2

9 wsubsy sV Vso gl p9lde 95w Wisé IJJpusye, 9pedsple IUlue 00 swp
luwlb bJo http |Js www.cisco.com wuuvdd Lozse vsupl Jl swp luwllb bdole HTTPS.

lpwedublad IUigble o] odlzol

Jel 09 9,02 pwodl sop Jorw I8 1de)9) eds Izloss. euspl sop ouppsy 03l 1o
s Jlu.u GRE: scp wuopsu pdzdle Idosolee 995JY Jluu VPATH. Clgwegsle o3l LJJlu.U‘
Suwee lJuble vop,s) elds wuozse Iablc IJs 1Jzlass udwol. 03l sgus I zlosle UTD
olJes Jdeuibsd wudd 2>

Os o3l Il wsolisy sdsu guslu IP Jdgpsd 192.168.16.254. e ol ugwodyvd igble peldzd
lJuigs) g0 lusd Ielass uduwel Jords IJess) o clos pu lJepsd IUElue ws.
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debug platformcondition ipv4d 192. 168. 16. 254/ 32 bot h

debug platformcondition feature utd control pl ane subnmode servicepl ane-web-filtering | eve
ver bose

debug platformcondition start

eoubs 030 [Upzeses pu Ilsle, 10S-XE Jogdse epds IUes) pu 9 Ids 192.168.16.254. spdy
o0 WSy £J1p6 debug-me |Js 1Jzl9s6 £y Jluw VPATH

LSMPI punt Outer IP header (e.g. GRE header vPath header (conditional debug Inner {original) IP packet
header 192.0.2.x) flag is here)

S99 Iuigs) vouorse 03 1JwsBd @ 1dpess B3k wsupl wop peldes IUlRso wubvdd
boses.

Os 030 IJprzdé: spdud pbldus Idpuwede wouvésd Is pi9) Idoslole po lUgpsd IUs
WWW.CiSCOo.com.

owpsd IUgbys IJoldss Wb luwe)sh Iduwedle:

app- hosting nmove appid utd | og to bootfl ash:
B 2lds 2yds 9, HTTP: sdogvd pelde HTTP 1Jpuwed eoslo URL B bdo 1dzuesd.

2019-04-26 13:04:27.773: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 39540, p->dst_port
= 80

2019-04-26 13:04: 27.793: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port
39540

2019- 04- 26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 39540, p->dst_port
= 80

2019- 04- 26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 39540, p->dst_port
= 80

2019-04-26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG got utndata_p

2019- 04- 26 13:04: 27.794: (#1): SPP- URL- FI LTERI NG HTTP Cal | back, directi on = 00000080

80, p->dst_port =

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Wiite |ist regex natch not enabl ed
2019-04-26 13:04: 27.795: (#1): SPP- URL- FI LTERI NG Bl ack |ist regex match not enabl ed

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG URL dat abase Request: url_len = 12, nmsg overhead
12 url: www ci sco. com <<<<<<<

2019-04-26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Send to URL dat abase: req_i d=0x10480047
2019-04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Sent to URL dat abase 24 bytes

2019-04-26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Send to URL dat abase done, idx: 71, URL:
www. ci sco. cond

2019- 04- 26 13:04:27.795: (#1): SPP- URL- FI LTERI NG Recei ved from URL database 24 bytes

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG UTM pr eprocessor p->src_port = 80, p->dst_port =
39540

2019-04-26 13:04:27.816: (#1): SPP- URL- FI LTERI NG Found UTMData at 0x007f8d9ee80878, action =
0000000a

2019- 04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG Ut m verdi ct Process: vrf_id 1, category 0x63,
score 81 <<<<<<<<<L<LLLLLLLLLLLLLL<L <L

2019-04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG Cat egory O0x3f

<LLLLLLLLL L L L L L L L L L L L L L L L L L <

2019-04- 26 13:04:27.816: (#1): SPP- URL- FI LTERI NG i ndex = 63, action =1

<LLLLLLLLLLLLL L L L L L L L L L L L L L <

2019- 04- 26 13:04: 27.816: (#1): SPP- URL- FI LTERI NG Bl ocki ng category = Ox3f

<LLLLLLLLLLL L L L L L L L L L L L L L <

B 2lds )96 p)9, https. wp luwcle DNS 1Uszos o IUghe pozel wsluwbd IUeelde Idpuved
HTTPS
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2019-05-01
= 443
2019-05-01
35322
2019-05-01
= 443
2019-05-01
= 443
2019-05-01
35322
2019-05-01
35322
2019-05-01
= 443
2019-05-01
35322
2019-05-01
35322
2019-05-01
35322

2019- 05-01
35322

2019- 05-01
2019- 05-01
2019- 05-01
2019- 05-01
2019- 05-01
12 url:

2019- 05- 01 00:
2019- 05- 01 00:
2019- 05- 01 00:
WWW. Ci SCO. com
2019- 05- 01 00:

35322

2019- 05-01 oO0:

00000008

2019- 05-01 oO0:
2019- 05-01 oO0:

35322

2019- 05-01 oO0:

00000009

2019- 05-01 00: 56:18. 910: (#1): SPP- URL- FI LTERI NG Verdi ct very |ate,

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:

00:
00:
00:
00:
00:

56:

56:

56:

56:

56:

56:

56:

56:

56:

56:

56:

56:
56:
56:
56:
56:

56:

56:

56:

56:

56:

56:

56:

56:

18.

18.

18.

18.

18.

18.

18.

18.

18.

18.

18.

18.
18.
18.
18.
18.

18.

18.

18.

18.

18.

18.

18.

18.

870:

886:

887:

887:

903:

906:

906:

907:

907:

907:

908:

908:
908:
909:
909:
909:

909:

909:

909:

909:

910:

910:

910:

910:

(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)
(#1)

(#1):

(#1):

(#1):
(#1):
(#1):
(#1):
(#1):
WWW. Ci SCO. com  <<<<K<<K<K<
(#1):
(#1):
(#1):

(#1):
(#1):
(#1):

(#1):

(#1):

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG UTM pr epr ocessor
SPP- URL- FI LTERI NG
SPP- URL- FI LTERI NG got utndata_p
SPP- URL- FI LTERI NG Wi te |ist
SPP- URL- FI LTERI NG Bl ack |i st
SPP- URL- FI LTERI NG

SPP- URL- FI LTERI NG
SPP- URL- FI LTERI NG
SPP- URL- FI LTERI NG
SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG

SPP- URL- FI LTERI NG Verdict very | ate,

SPP- URL- FI LTERI NG UTM pr epr ocessor

SPP- URL- FI LTERI NG Found UTMData at 0x007f 1d9c479640,

<<LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLL
2019- 05- 01 00: 56: 18. 909: (#1) : SPP- URL- FI LTERI NG Recei ved from URL dat abase 24 bytes

Jl &) 0ol Lodes 1Jzlb) B IJouvésd Jiu Idesolez Jlsd9p wldledig eo wolisg luueedle

webroot.

Wy 20S

regex match not
regex match not
URL dat abase Request:

Send to URL dat abase
Sent to URL database 23 bytes
Send to URL dat abase done

p->src_port

p->src_port

p->src_port

p->src_port

p->src_port

p->src_port

p->src_port

ut m ssl LookupCal | back

35322, p->dst_port

443, p->dst_port

35322, p->dst_port

35322, p->dst_port

443, p->dst_port

443, p->dst_port

35322, p->dst_port

p->src_port 443, p->dst_port
p->src_port 443, p->dst_port
p->src_port 443, p->dst_port
p->src_port 443, p->dst_port
enabl ed
enabl ed

p->src_port

Found UTMData at 0x007f 1d9c479640,

p->src_port

url _len

i dx:

in queryig state 2,

in queryig state 2,

11,

req_i d=0x10130012

18, URL
443, p->dst_port
action =
i dx=18
443, p->dst_port
action =

i dx=18

CSCv077664 "B iuJ ouodsé UTD URL Jduze gu 1Udiss pe Buud Iduze go WebBroot”
29d wJo ldpsg) ldos sop wuwswol gusel Jl sdso bs Idosolee luveelos Jbdo 1Uede
IJglue o URL IJgluo wul weo.

IJpidJ6 3

nmsg over head


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvo77664

B o3l Iduwsoubsy wuvdd podbe sop luwdlb edusle gpd luvoe)lup Idsse IJos see
Jowele wol w9lgubs o uodss URL [ wuuww cuousdoll. gds uwwsd Ipcld: Jl sedo
lJoe9d IJs www.google.com wvdd gusliss zos O gldé [Juwple w9isé "peyd v
lJ9se"

lwod bl IJigble 9] odlzol

IJglo9é 1: 2pg IUleuolele [Jglod
Jleb [e156 wessu ez IJle, 031 IJ 5 56lis @

cedge7#show utd engine standard statistics internal
*************Engi ne #1*************

<r enoved> HTTP

I nspect - encodings (Note: streamreassenbl ed packets included): <<<<<<<<<< generic l|layer7 HITP
statistics POST nethods: 0 GET nmethods: 7 HTTP Request Headers extracted: 7 HTTP Request Cookies
extracted: O Post paraneters extracted: 0 HTTP response Headers extracted: 6 HTTP Response

Cooki es extracted: O Unicode: O Double unicode: O Non-ASCI| representable: 0 Directory
traversals: 0 Extra slashes ("//"): 0 Self-referencing paths ("./"): O HTTP Response &zip
packets extracted: 0 Gzip Conpressed Data Processed: n/a Gzip Deconpressed Data Processed: n/a
Http/ 2 Rebuilt Packets: O Total packets processed: 13 <renobved>

SSL
Preprocessor: <<<<<<<<<< generic layer7 SSL statistics SSL packets decoded: 38 Client Hello: 8
Server Hello: 8 Certificate: 2 Server Done: 6 Client Key Exchange: 2 Server Key Exchange: 2
Change Cipher: 10 Finished: 0 Cient Application: 2 Server Application: 11 Alert: 0 Unrecognized
records: 11 Conpl et ed handshakes: 0 Bad handshakes: O Sessions ignored: 4 Detection disabled: 1

<renpved> UTM Preprocessor Statistics < URL filtering statistics including ---------------------
------ URL Filter Requests Sent: 11 URL Filter Response Received: 5 Blacklist Hit Count: O
Whitelist Hit Count: O Reputation Lookup Count: 5 Reputation Action Block: O Reputation Action
Pass: 5 Reputation Action Default Pass: 0 Reputation Action Default Bl ock: O Reputation Score
None: O Reputation Score Qut of Range: 0 Category Lookup Count: 5 Category Action Block: 0
Category Action Pass: 5 Category Action Default Pass: 0 Category None: 0 UTM Preprocessor
Internal Statistics ------------mmmmmii i Total Packets Received: 193 SSL Packet
Count: 4 Action Drop Flow. O Action Reset Session: 0 Action Block: 0 Action Pass: 85 Action

O fload Session: 0 Invalid Action: O No UTM Tenant Persona: 0 No UTM Tenant Config: O URL Lookup
Response Late: 4 <<<<< Expl anation bel ow URL Lookup Response Very Late: 64 <<<<< Expl anation

bel ow URL Lookup Response Extrenely Late: 2 <<<<< Expl anation bel ow Response Does Not Match
Session: 2 <<<<< Expl anati on bel ow No Response Wen Freeing Session: 1 First Packet Not From
Initiator: 0 Fail Open Count: O Fail C ose Count : O UTM Preprocessor |Internal G obal Statistics
------------------------------------------- Domain Filter Wiitelist Count: O utndata Used Count:
11 utndata Free Count: 11 utndata Unavailable: 0 URL Filter Response Error: 0 No UTM Tenant Map:
0 No URL Filter Configuration : 0O Packet NULL Error : O URL Database Internal Statistics -------
------------------------- URL Dat abase Not Ready: O Query Successful: 11 Query Successful from
Cloud: 6 <<< 11 queries were succesful but 6 only are queried via brightcloud. 5 (11-6) queries
are cached Query Returned No Data: 0 <<<<<< errors Query Bad Argunent: 0 <<<<<< errors Qery
Network Error: 0 <<<<<< errors URL Database UTM di sconnected: 0 URL Database request failed: O
URL Dat abase reconnect failed: 0 URL Database request blocked: 0 URL Database control nsg
response: 0 URL Database Error Response: 0

Fil es processed:

none

"bdo pol)" - spod HTTP GET g Liolsé gpsdighe HTTPS [ 2se spdu luweélz SNI /DN
Jdozo. wp lehs woeso IUbdo IUpclg.

- "bdolo poié)é " - seus 3JY i U9El pu 3D luw il gduwo IJgpd swp VS0 luvdlb
IJese 1JIE)s B 1Jesdd eos suvede Idpsze 29p URL po Ghtcloud. 9w pgos Te) gusep
luwdlb ls Ubse wes IJzuesd eds HTTP Iigds Is Llds <33 SSL zos sop wdds


http://www.google.com

lJeJpe.

Mbdole polg s JIELsS" - oo lehs wessy luvoedle eduws IJg pd J Brightcloud 594 ool
2Yp. wouwos pods gduws IJgpd wed 60 Sluss JJluesl) < 17.2.1. pu 17.2.1 O olesl
W99 wuwos pods gduws IJluwegdle |Js Brightcloud wgs eluseso. [ £y CSCvrag723
UTD: luwoele pods bdule URL wgs elusesy]

O o3l Idwsubsy: uys Ideshle IJgldpso IJos oundb Iduoge eds 2ldo €55 woeso.
IJglogs 2: 1Jub; s pdu yued IUcbosd

WS wulez "o bl pduinle IJeslulb 1Jpszss" wouwzsd Iizsle Bs pdd pwed
lJobosdlo.

cedge6#app- hosting nove appid utd | og to bootfl ash:
Successful ly noved tracel og to bootfl ash:
i ox_utd_RO-0_R0-0.18629_0.20190501005829. bi n. gz

IU3s suwediz pdS uved obosd 1Jzl9ss sszdbo eds 1J31956 1Jpd §ws wdywol.

Spdu &0 Juved wluwoésle 1Ulo):

cedge6# nore /conpressed iox_utd_RO-0_RO-0.18629_0.20190501005829. bi n. gz

pdlzbé: W IJluosl, 20.6.1 pu wyuler I0S-XE sldluesble IJizae. Jpe $&> pbdycl v 9d
wwed obosd UTD 9l sedu gyu0 odo lduwedle IJlo oluwedsle IUles IUSsluvs
show logging process vman module utd

SIS &0 Iduwed:

2020- 04-14 17:47:57.504: (#1): SPP-URL-FILTERING txn_id mss match verdict txn_id 245 , utndata
txn_id O 2020-04-14 17:47:57.504: (#1): SPP- URL- FILTERING txn_id niss nmatch verdict txn_id 248 ,
utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP- URL- FILTERING txn_id nmiss match verdict txn_id
249 , utndata txn_id 0 2020-04-14 17:47:57.504: (#1): SPP-URL- FI LTERING txn_id m ss match verdict
txn_id 250 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERING txn_id mi ss match
verdict txn_id 251 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP-URL-FILTERING txn_id m ss
match verdict txn_id 254 , utndata txn_id O 2020-04-14 17:47:57.660: (#1): SPP- URL- FI LTERI NG
txn_id mss match verdict txn_id 255 , utndata txn_id O 2020-04-14 17: 48: 05. 725: (#1) : SPP- URL-
FILTERING txn_id miss match verdict txn_id 192 , utndata txn_id O 2020-04-14

17:48: 37. 629: (#1): SPP- URL- FI LTERING txn_id m ss match verdict txn_id 208 , utndata txn_id O
2020- 04-14 17:49:55.421: (#1): SPP-URL-FILTERING txn_id mss match verdict txn_id 211 , utndata
txn_id 0 2020-04-14 17:51: 40 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:52:21 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:53:56 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:28 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:29 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out 2020-04-14 17:54:37 ERROR Cannot send to host api.bcti.brightcloud.com Connection
timed out

2ol Jl spdo IJLusld 1Js 1Jpuosed api.beti.Ghtcloud.com” - sgous o zduwé Iluwoedleo
lJs Ghtcloud 9> wp w9 8swol [60 wlusé <17.2.1/2 eluss >=17.2.1]. 030 gJlpd £Js
IJlouold sy IJuezse o Brightcloud.

Jussose IJpuvdJé: pu uulo luvegsle EPC [ Embedded Packet Capture] I SUYPT


https://tools.cisco.com/bugsearch/bug/CSCvr98723

couo9 pudJs IUle ol :
eblod pde £30 oblug SPP-URL-Filtering TXN_ID" - c.ebJo 2ls IJgbl 030 sl e

lJosoose. swp wudss luwogdle LiveCloud gy POST pse swpe luuile pg)d [pwegdle
w9luwlos [Jpszo

IJpudJs 4

WO o3l Idgwsubsy: wed wy9e99d9d IPS S0 IJlolo 19286 1Jppdus B Idesdse IJgldps
IJpourd (UTD). 9s9lzo IJgpsd punldd B louald Idblogs 1Uss sg> wbosd TCP.

lwedublad IJigble o] odlzol
Jluwedgild iglole 030 1JpndJs sl uodizol: $p lodl Ligs Idedlb 1Jz5e6 oo puosd TCP 1Uss
Jyso Idpuvdds. sbo,y IJIJo @l puoldzs TCP edless Idlozlole ulzes 9JJo swd9 1o 2)p

Joslole IJeldss pe wslole TCP 3> we luvdlbol wsluvbs eszo CEdge. wpdss wowe Iz
IJelds: slJds sboy pl sJs:

edge#show pl at f orm packet-trace summ

Pkt I nput Qut put State Reason

0 G0/0/1 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
1 Tu2000000001 G 0/0/2 FWD

2 G 0/0/2 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
3 Tu2000000001 G 0/0/1 FWD

4 G0/0/1 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
5 Tu2000000001 G 0/0/2 FWD

6 G0/0/1 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
7 Tu2000000001 G 0/0/2 FWD

8 G 0/0/2 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engi ne packet)
9 G 0/0/2 i nternal 0/ 0/svc_eng: 0 PUNT 64 (Service Engi ne packet)

o weasd Ieeadsu ls pzud UTD JJlgle 1deuih 1dse ledle B 1Uz5p6 1$p 8.9 9 9JJ0 Jp
oo g 2duop )6 1S B puwh lebs IJeszse. Idozgdd pu lzdle wuwpsd pzyd UTD JI
SYUV s ol gu ls 2ldle luwdlb w98se Snort. w2 9§ e 3JY pu ldlzuolissle 1UslgJso
Jou9e9dsd UTD. gldos wduvsd gu weue eldle luwdlb 1Uzgie vuvew wlbose wi9wsdsd
TCP:

edge#show utd engi ne standard statistics interna
<sni p>

Nor mal i zer drops:

QUTSI DE_PAWS

AHEAD PAWS

NO_TI MESTAMP:

BAD_RST:

REPEAT_SYN:

W N_TOO BI G

W N_SHUT

BAD_ACK:

DATA _CLOCSE:

DATA NO_FLAGS:

FI N_BEYOND:

Wy 28

OO0 O0OO0OO0OO0ODO0OOMOOo

Sz Iduwew Jeds Jdeuvdds |Js wdgd pdogw TCP wuvdd ¢lbis gds Idblogle. gosel
Sop lJodly o eds gsh IUblog 1Ujpus loole puoldzs TCP 3-way. syivs) RFC7323 |Js lwo



St £Js TCP |uwld IJgsh TSopt B I 25es g5y <RST>. Lusdss Idzoo IUIE)w JIdodlb
IJz5p6 IJs 1ol 30 wpdsu gie wslule TCP IJos we luwdlbol. Ulgueesle wudss I0S-XE
UTD: sep cpdiso wuozse TCP luwegsle gl Iddeds wéuo Idub) eo IPS Iy Idpe,dle.

IJelze



/content/en/us/td/docs/ios-xml/ios/sec_data_utd/configuration/xe-17/sec-data-utd-xe-17-book/snort-ips.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



