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IJodssole 1Jlwl usé

olds pu o Idodssuole 1Jluwluséd 092958 eJs 1pzo 9lu e Izols 1 pessé B)s8 JIJ zolj
WO IJogguvse:

wdssule IJuble

<ttroot>

system

system-ip <system -ip>

site-id <site-id>
admin-tech-on-failure
organization-name <organization name>
vbond <vbond-ip>

Exanpl e:

system

system-ip 10.2.2.1
site-id 2

admin-tech-on-failure
organization-name "TAC - 22201"
vbond 10.106.50.235

wdysule 1Jglzos

interface TunnelO

no shutdown

ip unnumbered GigabitEthernet0/0/0
tunnel source GigabitEthernet0/0/0
tunnel mode sdwan

exit

sdwan
interface GigabitEthernet0/0/0
tunnel-interface
encapsulation ipsec
color blue restrict
no allow-service all



no allow-service bgp
no allow-service dhcp
no allow-service dns
no allow-service icmp
allow-service sshd
allow-service netconf
no allow-service ntp
no allow-service ospf
no allow-service stun
allow-service https
no allow-service snmp
no allow-service bfd
exit

exit

olds po w98, [Jp9zo B 229J IJe9zso J!:;,uiulc louold wede pe gedle lJoedp (VBond 9
vManage 9 vSmart). spJdod lguegsle 03l 1dle, JJlIbdle eJs zese IJpszole IUpewes Vs 239J
lJo9zso:

show 1ip route

Il Yoo ouuegse vBond FQDN. Belds oo lo glbe DNS Iy ¢bp Iluwe 13s op odssuo Szoss
EJ;S |)a|.J .JE_.J |u.uro roQo@QQ vBond. §ded |'JUCL9L9 PU C;GJ_9;§Q 'abro DNS lg 'abp |.J|u.uro
Lluweesle 03l 1Jle):

show run | in ip name-server
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Sedd pu wouse Idubobs gds 1esze wluwagsle o3l 1ie):

show sdwan certificate installed
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283 P wouse Iduboble 1zs) eds IJpsze wluwegsle 1Uisle, 1ol ss:

show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

oedd pu lilz euuoy wede show sdwan B IUguolisuo 1dpedsé JJolds oo 9293 IJodssule
slduuoble lJplbdyus.



SD-WAN-Router#show sdwan control local-properties

personality
sp-organization-name
organization-name
root-ca-chain-status

certificate-status
certificate-validity

certificate-not-valid-before
certificate-not-valid-after

enterprise-cert-status
enterprise-cert-validity

enterprise-cert-not-valid-before

enterprise-cert-not-valid-after

dns-name

site-id

domain-id

protocol

tls-port

system-ip
chassis-num/unique-id
serial-num
subject-serial-num
enterprise-serial-num
token

keygen-interval
retry-interval
no-activity-exp-interval
dns-cache-tt]
port-hopped
time-since-last-port-hop
embargo-check
number-vbond-peers

vedge

TAC - 22201
TAC - 22201
Installed

Installed

Valid

Nov 23 07:21:37 2015 GMT
Nov 23 07:21:37 2025 GMT

Not-Applicable
Not Applicable
Not Applicable
Not Applicable

10.106.50.235

2

1

dtls

0

10.2.2.1
ASR1001-X-JAE194707H]
983558

JAE194707H]

No certificate installed
_NA_

1:00:00:00

0:00:00:18

0:00:00:20

0:00:02:00

TRUE

0:00:01:26

success

0 10.106.50.235

number-active-wan-interfaces

NAT TYPE: E -- indicates End-point independent mapping
A -- dindicates Address-port dependent mapping

N -- indicates Not learned
Note: Requires minimum two vbonds to learn the NAT type
PUBLIC PUBLIC PRIVATE PRIVATE
INTERFACE IPv4 PORT IPv4 IPv6
GigabitEthernet0/0/0 10.197.240.4 12426 10.197.240.4

GigabitEthernet0/0/1

10.197.242.10

12406 10.197.242.10
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* lowe IJpsuwuws pogduw wubdd Lorse: _ _
© odyu uodless Iduvelss Lozses Vs IUsde IUss w¥9e Sso v Sz o IRl

* euslu FQDN/IP IJgl e o vBond Loz.se.

+ SYSTEM-ip/SITE-ID Logzse-

* sbo, gusly VBond IP B p3gd J ,§pe-vbond-peers”. I3l Jp swp g502 eudlu IP 1Jglue o
vBond. ez dd po 2d DNS Jsusle URL 1J¢luo o vBond Lluwegsle 1, ping <vBond
FQDN>.

* Sup ogbsb lUglzele wdu Lozsz sewslu IP 9zlds 1Uslzes up.
« Jl s> MAX CNTRL JJslzes IJpbJsws Jodssy leuold IJezde 0.

cldo louoldle dogde

22838 pu 2lds louold Idepde wluweesle o3l 1Jle):

show sdwan control connection

Bl Il I logold ooy Idoede 88> Idogvgsd: Wlo Idgols Jsso louold cede oy IUs
vBond 9 vManage 9 vSmart. 9o pz)> louble louoldle vSmart 9 vManage |JelbJyoé swp Sbg
louold IJopde s vBond.



ro\4|tlb61 WO gldo wessu logold vSmart glzs Wb Vs IJogubss slouoldle IJozde
lIJIBuos eds 1Jdses 1JIGe,)luoso 20 sop IJlzeudlb Lloyold wpde elewe |Js vBond
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SS9 o3l lJodssy SPPU oJ9su 9lzos IJud§ po Guwpe 9lzos sdwan. oo Suvubse
YO0 09 suwuwepd IUlp, show sdwan s,d o sdwan. |31 e wJd9sy max-control-
connection gJs 0 gJs 1J9lzos: Wl Idpsze Jl suvdd louold IJeede eJs o030 1Jglzoo.

I3l Iy ould 2 vSmart Vs IJoguvssé S uwsdye lJpsze vodysy louold Idozdpe wJJ vSmart
eJs JJ Ju peds p9de IJudd (TLOC) wpe wdgsue Jlooldle Idozde.
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SD-WAN-Router#show sdwan control connections

PEER
PEER PEER PEER SITE DOMAIN PEER PRIV PEER
TYPE PROT SYSTEM IP ID ID PRIVATE IP PORT PUBLIC IP
vsmart dtls 10.1.1.3 1 1 10.106.50.254 12346 10.106.50.
vbond dtls 0.0.0.0 0 0 10.106.50.235 12346 10.106.50.
vmanage dtls 10.1.1.2 1 0 10.106.65.182 12346 10.106.65.

loweduld gble louoldle IJeede sluodlzol

Vs 1plz leuoldle IJogde W show sdwan. 31 Je oJdu gese louoldle IJogde IUplbdyws
I8 IJouvgsd: Yozl pu Ig)lz show sdwan control connection-history.



SD-WAN-Router#show sdwan control connection-history

Legend for Errors

ACSRREJ - Challenge rejected by peer.

BDSGVERFL - Board ID Signature Verify Failure.
BIDNTPR - Board ID not Initialized.

BIDNTVRFD - Peer Board ID Cert not verified.
BIDSIG - Board ID signing failure.

CERTEXPRD - Certificate Expired

CRTREJSER - Challenge response rejected by peer.
CRTVERFL - Fail to verify Peer Certificate.
CTORGNMMIS - Certificate Org name mismatch.
DCONFAIL - DTLS connection failure.

DEVALC - Device memory Alloc failures.

DHSTMO - DTLS HandShake Timeout.

DISCVBD - Disconnect vBond after register reply.
DISTLOC - TLOC Disabled.

DUPCLHELO - Recd a Dup Client Hello, Reset G1 Peer.
DUPSER - Duplicate Serial Number.

DUPSYSIPDEL- Duplicate System IP.

HAFATL - SSL Handshake failure.

IP_TOS - Socket Options failure.

LISFD - Listener Socket FD Error.

MGRTBLCKD - Migration blocked. Wait for local TMO.
MEMALCFL - Memory Allocation Failure.

NOACTVB - No Active vBond found to connect.
NOERR - No Error.

NOSLPRCRT - Unable to get peer's certificate.
NEWVBNOVMNG- New vBond with no vMng connections.
NTPRVMINT - Not preferred interface to vManage.
HWCERTREN - Hardware vEdge Enterprise Cert Renewed

EMBARGOFAIL - Embargo check failed

NOVMCFG
NOZTPEN
OPERDOWN

ORPTMO
RMGSPR

RXTRDWN
RDSIGFBD

SERNTPRES

SSLNFAIL

STNMODETD
SYSIPCHNG

SYSPRCH

TMRALC
TUNALC

TXCHTOBD

UNMSGBDRG

UNAUTHEL

VBDEST

VECRTREV
VSCRTREV

VB_TMO
VM_TMO
VP_TMO
VS_TMO

XTVMTRDN
XTVSTRDN
STENTRY
HWCERTREV - Hardware vEdge Enterprise Cert Revok

DOMAIN PEER
PRIVATE IP

No cfg in vmanage for device.
No/Bad chassis-number entry in ZTP.
Interface went oper down.
Server's peer timed out.
Remove Global saved peer.
Received Teardown.
Read Signature from Board ID failed.
Serial Number not present.
Failure to create new SSL context.
Teardown extra vBond in STUN server
System-IP changed.
System property changed
Timer Object Memory Failure.
Tunnel Object Memory Failure.
Failed to send challenge to BoardID.
Unknown Message type or Bad Register
Recd Hello from Unauthenticated peer
vDaemon process terminated.
vEdge Certification revoked.
vSmart Certificate revoked.
Peer vBond Timed out.
Peer vManage Timed out.
Peer vEdge Timed out.
Peer vSmart Timed out.
Teardown extra vManage.
Teardown extra vSmart.
Delete same tloc stale entry.

PEER PEER PEER SITE

TYPE PROTOCOL SYSTEM IP ID ID
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vmanage dtls 10.1.1.2 1 0
vsmart dtls 10.1.1.3 1 1
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0
vbond dtls 0.0.0.0 0 0

PEER PEER

PRIVATE PEER PUBLIC
PORT PUBLIC IP PORT

12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.65.182 12346
12346 10.106.50.254 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346
12346 10.106.50.235 12346

s 1¢)lz show sdwan control connection-history « ©z 99 puw 030 IJguluo):
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Joess. subsy Idel Idpeds s 1Jebl 1Uss op logblde woluulbs IJesze. subvs) lJghl
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JJlgble Ws wslss 1JIE)lz.

elJle Buvd e IJebl I slisg s

« DCONFAIL (WuJ louold DTLS): suinsy 03l 1ol |Js 929> W@ Jzje DTLS IJos swp
oubdol wsu IJpsze 99236 IJoedp IJpdluds sldos vuvowol Jl spdu |Jpld puoldes
DTLS. Jop 03l wuudd 18 od: spdoud lesh IJedlb 1Jzse IJposles s 1pszo 99256
IJogde IUpdleds. wup puilyds by peodds Jlesh Idodlb 1Jzje WS Guve lUodlb
lz508 lp_opué. loole cpdsd IJodlb 1Uz5p6: pu Idpop IJelds oo odds Iese
IJeyuwds pu les IUbydso B 1, 1JTE) 590 ls wessdle. Il Jp sop luvedle 1Jz 506
IJpywdd po boydd gles B 1, 1J1E ) suvs) 3JY 1Us 9295 B @sly 25p6 B 1Uslis)6
IJowddsé sldes see IJozdd puel pg pi9> 1JE2p6. spdu lJews) eds pis> pu
lJovluosd 29d Jsdse IJo@lb 2506 O Suwpe euild] 1Uzje 1) wd s,

« PortTvrfd (Jp sop IJozdd po perd 1UJses):suis, 03l IJgbl |Js 1o UUID 91,80
lJouvduwds Jduiolss Jsuw b¢ldl sozsel Ws Blises VEdge Jggao |Jothro. SpJdud
IJozdd pu lole Slisps VEdge IJuoldzs eds spole Idoede wluvesle 1UBle, IJoldss:

<#root>
vBond:

show orchestrator valid-vedges

vManage/vSmart:

show control valid-vedges

gl>é. 59y BIDNTVRFD tbl ew wes eds Ipszo Jivo wp lugilde gJs 9258 IJoedp. £Js zols
IJoede Idubzoos: loe suvobse 38w IJ log in IJ vdebug ooy swgles S 1J /var/log/tmplog
sdsd suvegpd o3l lp):

vmanage# vshell
vmanage:~$ cd /var/log/tmplog/
vmanage:/var/log/tmplog$ tail -f vdebug

. CRTV!ERFL (Wuvd Idozdd pu Iduiolxs): syis) 03l I._Jé_]oi IJs wed) Idozy pu lduvolss
lJos huwdol IJubs,.

* Bl Il o3l glol prdisl edis Idesze: Slue suivesy IJs Tue we3) 1Jcedd pu uors bols 9236
IJozde Ipyuwds Jzie oo puold26 DTLS Lluwlbs Idpgze. 2 IUluwolo Idblisgs Josl og
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show sdwan certificate root-ca-cert
show sdwan certificate root-ca-cert | inc Issuer

* o sy ol 'ajoi wESd eds IJpuwele wésss: Léq_uoo |J vdebug uwzd pu)> eds IJzols
wede nguos lo sdop Idwow suwagpd o3l lp):

vmanage# vshel |
vimahage: ~$ cd /var/| og/tnpl og/
vmanage: /var /|l og/tnmpl og$ tail -f vdebug

+ VB_TMO (vBond Timeout) / VM_TMO (vManage Timeout) / VP_TMO (vPeer Timeout) /
VS_TMO (vSmart Timeout): o s, 030 IJigble [Js 2396 B@s10 25p wsu IJizojé: ppl
Souvww B luwole pods louold Idopde. Jbop 03l wuvdd 1B od: spdud lesl
IJoslb 1Jz5e Idewslpus eds 1dpsze 99228 IJoede Idpdluds. wop pubh ds by §
peodds Jlesh 1dedlb 1ge Bs Suwe IJedlb 1z 06 le poeus. loule cpdsd IJodlb
|Jajp6‘ 1) |Jpop Uoid) V-19) !U.UCJJ|p |Ja)|p |Jro_)u.uJ6 V-19) |E_.) |Jb);§§o \_96 |Jb)d |JTC)
390 s wessdle. bl Jp sep luvedle 1Jz506 1pyuuds o les IUb,dso B 1Ub,w 1J1E.
Ilo 3JY suvs) 1Js 929> B8slG 2jpo Vs IUsks)o IJuwddss sldoes see ldozdd puol
pE pi9> 1Ug>006

JJzwood eds Luible 29d Jsdss Ipuwad il igble 5095 Buud louold Idoedp 1JiE)s
sluodlzol spdud lUseee 1Us ol ldpuweus:

lowed wld gble |oolle Idepd e bs SD-WAN gl_oJlzol

I euwlisd IUluwl uss

ceodad 1ol Ipuwaéses Jlgued il Tgble 1Jz50 sluodlzol B IUzie IJuwdds
IJIz0;6 1dpeodws. uldouwws Jopsle ldoede Bs ivwdé SD-WAN 909z0 VEdges. spdud
lwegsle 1Jie, tepdump. ldouwwd Jesld Catalyst IOS® XE. luueésp wove IJodlb 1Uz5e
IJp 200 (EPC) 5,088 |uwasgle Ips;le (FIA).

JWop wouw Wy logaldle Ideedp 90p pdly Idpuvdds: wpolz |Js Wop pdly 2298 W@y
lJzipd. eds uwesd ldpold: 3l Jly Jssd p9go vBond 9 Edge Jl suvdd louold wedp souoe
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tcpdump vpn O interface ge0/0 options "host 10.1.1.x -vv"

lpwoubl s Idbde sldlgucelos Jdgie Idos spdo Jdpuuaise Bop lJzol; IJpuw9sd gu
epdsle lJluwslb. spdu [uwegsle 1Ule, tecpdump gJs gese lzosé IJozde 9vEdge.

IJollb 2506 puopud
louble Slises wedpe B Idsuosd (ACL) eds 1Jzols.

ip access-list extended TAC
10 permit ip host <edge-private-ip> host <controller-public-ip>
20 permit ip host <controller-public-ip> host <edge-private-ip>

I wodssu ol 1dunl s souugsdo.

monitor capture CAP access-Tist TAC bidirectional
monitor capture CAP start

sl IUIdoBlb souoss) pdo IUIJo@lb.

monitor capture CAP stop
monitor capture CAP export bootflash:<filename>

& peossle IJpdd Vs ereshark J-._9°,o ngslu lJuw99bo. 5pdud IJews, eds wlosd
luoldss Vs wdase

sl erse
odysu wowg FIA.
debug platform condition ipv4 <ip> both

debug platform packet-trace packet 2048 fia-trace data-size 4096
debug platform condition start


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/ios-embedded-packet-capture/116045-productconfig-epc-00.html#toc-hId-123731596

e poele Tips ewlis FIA.

debug platform condition stop
show platform packet-trace summary
show platform packet-trace summary | i DROP

5l Jlg 0uld luwdlb. Bép wopdsd [z voue FIA Jdzips IJes op luvdlibol.

show platform packet-trace packet <packet-no> decode

Jdoro asl)lu uuu& FIA Uluold..so‘ Op wEuo 03l IJpuous: |I weod) ol |, !ia’ ble 9l_oJlzol

Catalyst SD-WAN Edge ol _wogsle voog FIA

poldl gdis luwedsle wooe FIA.
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https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220271-determine-policy-drops-on-cedge-with-fia.html
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https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/216954-how-to-collect-an-admin-tech-in-an-sd-wa.html
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