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Cisco vManage

1) Dashboard

Monitor Manage Users

Configuration Cluster Management

Integration Management
Tools gre g

: Root CA Management
Maintenance

Disaster Recovery

VPN Groups
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2.168) VIS wepIdsu.

3. 1ud, Jouisd wslule SAML IJlsJss 9pb Ipee9s B pJd. 903l pbodsw B zluw OKTA.



o

= Cisco vManage Select Resource Groupw

Administration Settings

Identity Provider Settings Disabled

tnable Identity Provider: o Enabled D Disabled

Upload ldentity Provider Metadata

+|- Click here to download SAML metadata

wuisd SAML
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————— END CERTI E'ICATE————-l

Juol>s X.509
odosy OKTA
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Applications ﬁ

Applications

Self Service

obosyle > lIJobosgle

3. o) lousle wdlpd IJobosy.


https://login.okta.com/

Applications

Create App Integration

logule obosd

4. bibde SAML 2.0 9o 3.

Create a new app integration

Sign-in method OIDC - OpeniD Connect
Token-based OAuth 2.0 authentication for Single Sign-On (SSQO) through API
endpoints, Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

Learn More 3

O SsAML2.0
XML-based open standard for SSO. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support QIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for

machine-to-machine authentication.

Cancel Next

odosu SAML2.0
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o General Settings

1 General Settings

App name

App logo (optional)

App visibility Do not display application icon to users

Idlgsbsle 1Jgles J SAML
wdsu SAML
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General Settings o Configure SAML

A SAML Settings

General

Single sign-on URL @ ‘ https: XX IOXXXXXHXX [samlLoginResponse ‘

Use this for Recipient URL and Destination URL

Audience URI (SP Entity ID) @ ‘ O WO ‘

Default RelayState @ ‘ ‘

If no value is set, a blank RelayState is sent

Mame ID format @ EmailAddress

Application username @ Olcta username .

Update application username on Create and update .

Hide Advanced Settings

od9su gje SAML 1



Response @

Signed -
Assertion Signature @ Signed v
Signature Algorithm @ RSA-SHA256 -
Digest Algorithm @ SHA?56 -
Assertion Encryption @ Encrypted -
Encryption Algorithm @ AES256-CBC -
Key Transport Algorithm @ RSA-OAEP v
Encryption Certificate @ Browse files...
Signature Certificate @ Browse files...
Enable Single Logout @ Allow application to initiate Single Logout
Signed Requests @ Jalidate SAML requests with signature certificates.

SAML request payload will be validated. S50 URLs will be

read dynamically from the request. Read more

Other Requestable S50 URLs URL Index

+ Add Another

odysu gie SAML 2



Assertion Inline Hook None (disabled)
Authentication context class @ ¥ 504 Certificate
Honor Force Authentication @ Vag

SAML Issuer ID @ http://www.example.com

Maximum app session lifetime Send value in response

Uses SessionMNotOnOrAfter attribute

Attribute Statements (optional) LEARN MORE
Name Name format Value
(optional)
Username Unspecified v user.login v
Add Another

Group Attribute Statements (optional)

Mame Mame format Filter
(optional)
Groups Unspecified v Matches regex v | ¥
Add Another

* 1ud) W9 Next (IJels).
IJeJlz bl
1. e les IJgsble Jgsly pdod JU.

2. 1u8) Y98 lwole.



o Help Okta Support understand how you configured this application

Why are you asking me this?

This forr g
is 1

Are yOu & CUSTOMEr OF PAMNer? (_) I'm an Okta customer adding an intemnal app

®) I'm a software vendor. I'd like to integrate my app with Okta

Once you have a working SAML integration, submit it for Okta Submit your app for review

review to publish in the OIN

PrLuVI Sy m

pdleble, SMAL

odysu Idpgpesele bs OKTA

1 lvedd IJs Idsdsd > [Jegeselo.



Directory

Feople

Groups

Devices

Profile Editor

Directory Integrations

Profile Sources



2.1039) 9938 luolWo pge9ed sluile pze9Ed 25826.
Groups @ Helo

All Rules

Q ‘ 4, Add group

Advancad caarrh -

pdlebs: szv lo coblud IUpzesele pe pzesele Cisco vManage ssew v wdso B
)

odysu Idpuwedresy Ws OKTA
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Directory

Feople

Groups

Devices

Profile Editor

Directory Integrations

Profile Sources

puwctes l9dol



2. 108, 998 luolds o op louile puwedsp 2383 &p wesswo IJs [Upgpsss sedbo.

Add Person

User type @ User )
First name Toct

Last name Test

Username

Primary emauil

Secondary email (optional)

Groups (optional) |Onetadmin N

Activation Activate now v

| will set password

E Save and Add Another Cancel

luold6 puucesp
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vManage

©

Active 'l l L ] View Logs Moenitor Imports

Once you have a working SAML integration, submit it for Okta review to publish in the OAN.

General Sign On Import Assignments

m l Convert assignments ~ Search...

| Assign to People
Fi s P Assignment

p{ Assignto Groups

Groups

01101110
01101111

No groups found

obosd > peesele

3. 225 1pzeses 9108, B8 wesSU > we.

Groups ~

Submit your app for review

REPORTS
= Current Assignments

&5 Recent Unassignments

SELF SERVICE

You need to enable self
service for org managed apps
before you can use self
service for this app.

Go to self service settings

Requests Disabled
Approval N/A
Edit




Assign vManage to Groups

Search...

Everyone _
O : L Assign
All users in your organization

0 netadmin

wESsSU [Jpgesgs sldpuveise
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IJozdd pu lduogsd
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Connecting to G}

Sign-in with your cisco-org-958976 account to access viManage

okta

Sign In

Username

Password

| Remember me

Meed help signing in?

Islia o0 > e | v2a | SSO


https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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