odgsy SD-AVC gJs SD-WAN

lJpzooslo
| 9300
lpcbdole | lwl_w,sé
e bdole
ledacle | L3300
lJ2 .56
ol 09 SD-AVCS

ol o9 Cisco Cloud Connector§

G

wedisy, SD-AVC g.)s vManage
wpdsy e 0J wzlus SD-AVC g,)s vManage

290,0,) _wzlué EnableSD-AVC. |l o>l, 20.14 ol Jl_oosle L iz

wdesy ooz
lJe2 8.8 o0 5
lowed il | izble oo, Jlzol
le sl 8
|Jp 95006

S9uoe 03l ldpuwows Jsss wdssu lpdluss j9s6 IJobosdle ldes ;96 IUo,pzso sldoede
Bsol (SD-AVC) s Ui Js pulb 96 9l ugs pg 96 9luwbs 1w ulez (SD-WAN).

IJecbdole IJlul jusé
lJpolbdolo

w90 Cisco vig oJ9y s pgy9s wldpesluose IJoldss:

* Juods WAN Idpg 96 g0 bysd Idwlez
« SD-AVC

Sew o sewss IJzol IUblo,s J Cisco vManage gJs 1gs IUbos po 1eshs IJoldss:
¢ 31958 IJsoed IJeLisliss (RAM): ugs 32 eszlulse

s gpdlo lJogisu: ywed 500 zszlolse
« vCPU:16



lJpdouvlo Idpuweispd
ouwowd Idpedypele 1Jglo WO o3l ldpuwews 1Js luesble Idolez ldedsule 1Jpebss Ideldss:

* o, ulpez Cisco vManage 1J]_osl, 20.3.x 19 |uool, Tzse.

* vManage: |Jl_o>l, 20.6.3

+ vBond IJ|_o>l, 20.6.3

* Smart. IJ]_o>l, 20.6.3

« p9zole IUgsp6 IUpcdleds (ISR)4321/K9. IJ|Lool, 17.5.1a

op logule Upg_dgp|u Ugl_).)o Bs o3l IJp e pu Ulao_)o 1J 92956 WOS wSis6 pgpdso ¢luos.

u)lu apsg Ula_o_)o Upu»ua)po -._95 05l IJrouuUL_p uudgsu prouuga (Idujluos) Bl Iloe

lJgJ9s6

ol 09 SD-AVCY

Cisco SD-AVC o9 Iz> pdgule IJoedp Bs 19sé wlbwsd Cisco (AVC). swp spg IJogld
lJJoy9peullbbsyus (AVC) WOs !rodl.;.lf, U:c,&,x_é eds vwbosy lzoss lduwzso 9eol9w6 IUble
lUos oo9d, wubdd eddsss eds luol lzojé peuoud. wgpd Jeops Uvods pydjsé sogpd
cluwogsle 12056 peswo Vs Iduvwde.

Jeiss pu ldovdlosdlze psile SD-AVC 9W99lisyol.

ol 09 Cisco Cloud Connector®

psued Iduweled pu Cisco o9 gr06 yugled w990l Cisco wepd eds wepuwsy wuruSS 2dé
IJeo9)- 909 suweeae looe Idpedoele Idpoles gu guslo IUehe Idpuveese pu Sod el
9grple dlue,uw Idgles Joguwsy wuousd SD-AVC Jz,Js [Jp)9..

lJodosy

wedsu p9ued lJuvelué

5 Cisco 9l 8 My Apps & Keys.

% adlghs: sebde 1Jzols Idpuweold uwds SD-AVC IUyosd 1Js peldle glse wwzleé Cisco SD-AVC: api.cisco.coms

cloudsso.cisco.com: prod.sdavc-cloud-api.com.

2. 169, Register a New App Jpel 09 p9oe B 1Juo9)s.


/content/en/us/td/docs/ios-xml/ios/avc/sd-avc/1-1-0/ug/sd-avc-1-1-0-ug/features.pdf#unique_5
/content/en/us/td/docs/ios-xml/ios/avc/sd-avc/1-1-0/ug/sd-avc-1-1-0-ug/features.pdf#unique_5
/content/en/us/td/docs/ios-xml/ios/avc/sd-avc/1-1-0/ug/sd-avc-1-1-0-ug/features.pdf#unique_5
https://apiconsole.cisco.com/apps/myapps/%C2%A0
https://apiconsole.cisco.com/apps/myapps/%C2%A0
https://apiconsole.cisco.com/apps/myapps/%C2%A0
https://apiconsole.cisco.com/apps/myapps/%C2%A0

'élllgélol' Cisco API Console Documentation Interactive APIs My Apps & Keys > ¢

My Apps & Keys

Applications Keys Register a New App

3. s Name of your application IJz8J: b luwpel soo8s! JJobosd 1Ugluo W
4. 25> ¢lus Client Credentials IJlz o).

5.2 ¢lus Hello AP IJIgesl.

6. 22> glud IJlgwsly JJesld9s eds Uingl [Jgs 6.

7. 168, Register. og) 0 Lodz6 9236 wedp 9lzos uypes lJobusdle pu Cisco ol osd perd IUgpsd 9o IUgpsd- 1o o030
[JuoWdes pde9z6 JlJeld Ilp)le Jpl 09 p9 02 B 030 IJ09,6.

My Apps & Keys

Applications Keys Register a New App

SDWAN_SDAVC_Test

Registered: 8/10/22 5:21 pm Grant Type: Client Credentials

API KEY CLIENT SECRET STATUS

Hello API ttg aUw active

Edit This App Delete This App Add APIs

wedsy SD-AVC gJs vManage

L lyedd IJs Administration > Cluster Management > Service Configuration. 1o 9, (...) MoreActions glge, Edit.



= Cisco vManage Select Resource Groupe Administration - Cluster Management

Service Configuration  JEELUER RS 1Y

Hostame P Address Configure Status Node Parsons wuio

1721214 Ready COMPUTE_AND_DATA

% letJbé! Ji VTIVr Sy 3|a05 VPN 0 tunnel/transport |_9 VPN 512 Jo,od@;, SD-AVC. §pdo lu.uot)ho _9|E_06 o]bho LJrOE_,OSE_é t.9§
JuwJs VPN 0.

2. 8 Buwp eudlu IPVManage: 168, 896 £usle IP. 233 gusly IP s, IJudd B VPN 0. bed wslole Idlgepls 925 glué
Enabled SD-AVC IJIzosh &p lod, Update Jol 09 p9 oz b 1Juo9,)6.

Node Persona ()

Compute + Data Compute Data
(Up to 5 nodes each) (Up to 5 nodes) (Up to 10s of nodes)
vManage |IP Address
172.12.1.4 v

Username

admin

Password

Enable SD-AVC

3. e oldss Iopsse: lud) OK B9 Jlghs wuvgsd IJzols Jpl 09 p9 e B IJLo9,6.



/. Inorder to apply these changes the device will need to be
rebooted.

Do you want to make these changes?

Cance

4. ogs gl wposs vManage: o ¥d |Js Administration > Cluster Management > Service Reachability. slbo, SD-AVC Reachable.

= Cisco vManage 2 - Administration - Cluster Management

dtiahine mici m

1P Addross Appicasion Sorver Saatistics Database Configuraton Database Meszaging Server FD-ave

wpdsu p9ued uvelué SD-AVC gJs vManage

Sads psuad uag e SD-AVCe Gwd 20.10

1. Bs Yuwpe YManage Jylgos [Jpuwese ldyuwsessd: loodd IJs Administration > Settings > SD-AVC Cloud Connector sl §, Edit.

2.JJzuesd eds p9ed uweles SD-AVC 1ud) B9 Enabled 5, IJIzesh. Se wbeld 1Jdse B 0o IJzdad Ides we lugulyel B
Suwe ©pdsu paved Iduweles: Jel 09 p9 oz S 1Uuss,s.

VI SCAN XN

o uwldgpsd

o lowe ldpduu s

. iJus

o 1JBsluw gu wes (lRosbs)



SD-AVC Cloud Connector Enabled

SD-AVC Cloud Connector () ) Enabled (O Disabled

Clent ID Ii:jl g
Clent Secret auw
Organization Name SDWAN_SDAVC_Test
Affinity USA v
Telemetry (] Disabled
Cancel

3. 1ud) W9 Saveldlgdle 9ldez 8l puo Jpl 09 p9 oz B 030 IJo9,)6.

= Cisco vManage elect Resource Group- Administration - Settings

@ sovedt SD-AVC Cloud Connector settings x

=

de@g ,ogqu uudyé SD-AVC. U E_JU 20.13

el 00 20.10.1: sobde wpdso esued Iduwelus euslo URL Jouslus IJuwelws 99Jps 195 06 9226 (OTP) Lol pu pesd
gpsd su gesd:

NJouwes Jdoowsole 1Jessss IJos ouvososdol Cisco oo 20.10.1 Iy 1Jizse: sop wpdso Cloud Connector o isdJ
leslgos 9dl Yoo Ibeld wslole IUlgo el pbdyol.

1. Bs Yuwpe VManage Jolgos [Jpuwegse luwsess: loodd lJs Administration > Settings > SD-AVC slu§, Edit.

2.oldouwes Jpsued Iduwelws: lud, B9 Enabled 5, IJIRosh. B beld 1ddse Bs 030 IJzdsd IJus we logbldel Bs Suve
opdsu p9ued Iduwelos: Jel 09 p9or S 1Jues,s.

. OTP



- Idpgvouold wsluubs Iduwelus: iu,uo'a.)p w9l Cisco Catalyst SD-WAN JJgue9d eJs wi9wedsd OTP. Slze

Dashboard » Fabric Details

o0 o I

- eds-prem: Bog glJs Cisco TAC J OTP

o eu9lu URL Joslosé Idgwelud
Iuvegse hitps//datamanagement-us-01.sdwan.cisco.com/validate_sdavc/

SD=-AVC

Cloud Connector -n Enabled -’:] Disabled

|:| '| I'_:I T p———————

Cloud Gateway URL hitps://datamanagement-us-01.5C

Telemetry D Disabled

Cancel



https://ssp.sdwan.cisco.com/
https://ssp.sdwan.cisco.com/
/content/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
/content/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
/content/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
/content/en/us/td/docs/routers/sdwan/configuration/self-serv-por/sdwan-ssp.html
https://datamanagement-us-01.sdwan.cisco.com/validate_sdavc/

3. 10, W98 Savesuz 8l pu lu Idledle s8> wbusd IJleshle.
0900d yuglué EnableSD-AVC. IJl ool, 20.14 slJl oslle IJizse

20.14.1 5850 lp)le 2380l Jopdsu pued uwelws Cisco SD-AVC ey ¢sh grple Iduwelos s 1dbLs > Idleshblo. e o3l IUluos)).
Jlsebdo wpdso pooed duvelus wi9esdsd OTPIy Beg 2lds o Idpuwless IJBuss.

1. Bs Yuwe VManage Jylzos IJpuwedsp Ihuwpss: lowdd |Js Administration > Settings >
Cloud Services. Confirm Cloud Services are enabled.

2.uldouwesd Jpsood Iduwelewd: 1o,y 899 Enabled 5, IJIzesl).

Cettings | Dats Colaction & Siatistics
Chaiid Sarvicdd

Clowd Services Terms & Conditlons

Cisoo Catalyst S0-YWAN Analylics. By enabding Cisoo Catahyst SO-WAN Anakytics youw agres fo the
lodlgving:

1. H you ane & CHcs chanodl pbdines oF nedells oroviticning The Catalyat S0-WAN Ardgiyiics sericn on
behalf of an end customses, you warrant that you have permission from Ehe end customar fior Cisco 1o
protats thal dals in accondance with the neferenced links above

2. Al Clsco devices conmecling ta the Clsco Catalyst SO-WAM fabric with Catalyst SD-WAN &nalytics
enabled st have Caco DA Advaniage licenses

3. Calalyst SD-WAN Analytics |5 owrenty nod avadable for ernd customsess kocated i madndand Chma
Hong Eong or Macaa. Tharelore, you warant thad the end customer using The Satahysi SO0k
Anglytics SErica |5 not eadguartensd o masny baced in masniang Ching, Hong Eong, of Macaw,
ard you shall ersure that end cusiomess kncated in such junsdichors do nob use Calalyst S0-000N
Analytics,

D coud Services

O rraiyics @

I:I SD-8C Clousd Corniiod

Ol Telemenry

e (o)

3. 1ud) B9 Save sz pu o Idledle 39> busd IUlgsble.

odysu IJuez



wee? wpdsu SD-AVC. weolz IUs lugbls vz peds 9updsu 19ss IJobusy.
Llovodd lJs 9lzes IJpuwwgse lyuwsessé VManage: slg e, Configuration > Policies > L ocalized Policy > Add Policy.

2. 1ue@d |Js Policy Overview,. B Policy Settings IJ e« 23> pywg Application IJIzesl) 9lud) Save Policy.

v » Add Policy

@ Croate Groups of Interest @ Configure Forwarding Classes/CoS @ Configure Access Control Lists @ Configure Rovte Policy @ Folicy Overview

Enter name and description for your localized master policy

Poicry Narm policy_test
Policy Dascription policy_test
Policy Settings

O wethow () notiow Pvs | B Appiication [ Application #ve [ Clowd QoS [ Cloud QoS Senvice side [ Implicit ACL Logging

G
5 : P
FNF IPvd Max Ga G
EN PvE Max i

Back Pravidw Save Policy Cancel

3. lueyd lJs Configuration > Templates. g ;9 gJs luwpe Bldw p9zo Cisco Edge lJgl o wdi lu§) 893 (...) More Actions glg o, Jel
09 p9oZEdit Vs 1Juo9)6.

= Cisco vManage .} Select Rest Groupe Configuration - Templates

[LE))  Featern

Total Rows: &
Hame Deseripsen Type Device Msdel [-—— Bessures Group Festun Tempiates Deste Misese [ - Usdated By Last Upalaned Tompisze Statess
cu whmant giotal o Bisablod 09 Aug 2022 T24... InSyme
I
Delete
Feanen ASRIO0 =X SDVWAN Ege tal 1 Disablog 1 22002022 %37 In Syme
Copy
Enabie Dratt Mode
Fraten vEdige Cloud SDAN Edge ghbal w0 Disabled 0 2000 022 B0%. In Sy
Attach Devices
Feanern SR 1100 4GLTE® ... SDWAN Edge ghobal 10 Dissblog 0 01 Aug 2032 755... In Sy Changre Risourc Geoug:
Export CSV
ESR4321_Template  ESRAXZ1_Terplate Featurn R4 SOWAN Edge gibal n Disabled admin 18 Aug 2022 B04... In Sy

4. 1luyo@dd lJs Additional Templates. oo 1JSlispes Policy 1JeouwsJs. i'a-;;u "vog puee” wp lugildo puuwdl.



Additional Templates

Applok Choose... -
Global Templata * Factory_Defaull_Global_CISCO_Templ..
Cisco Bannar Choose. .. -
Cisco SNMP Choose... -
TrustSec Choose... -
CL1 Add-0n Template Chaaas, -
Policy policy_test -
Probas Choose -
Security Policy Chaoose,.. -
5. leb IJslJe.

IJozdd eu lduors

luwegae 03l I3uwe Joldss gpd IJedssy wubdd Lozse.

1. B zolj Cisco Edge. bgJ o3l 1l JJopdd po IJlouold wso zols Cisco Edge 99256 IJozdp s SD-AVC.

<#root>
ISR4321#

show avc sd-service info sunmary

Status : CONNECTED <<<<<<<<<<<<<<<< The device is connected with SD-AVC
Device ID: ISR4321

Device segment name: <organization name>

Device address:<device ip address>

Device 0S version:17.03.05



Device Type: ISR4321/K9

Active controller:

Type : Primary

IP : <system-ip>

Status: Connected

Version :4.0.0

Last connection: 21:20:28.000 UTC Thu Jul 31 2022

Active SDAVC 1import files
Protocol pack: Not loaded

Secondaru protocol pack PPDK_af575ccaebf99b0c4740dfc7a611d6.pack

2.00w2sd 10589d 1Jss 91206 yulo, 1Ulsle, (CLI) Jusulez vManage sldeezdd o 2lds 1Jzloss.

<ffroot>
vManaget

request nns contai ner-nmanager status

Container Manager is running<<<<<<<<<<<<<<<<<<

<#root>
vManaget

request nns-contai ner sdavc status

b'Container: sdavc\nCreated: 7 weeks ago ago\nStatus: Up 7 weeks\n' <<<<<<<<<<<<

<tfroot>
vManage#

request nns contai ner-nmanager di agnostics

NMS container manager
Checking container-manager status
Listing all images

REPOSITORY TAG IMAGE ID

sdwan/cluster-oracle 1.0.1 aa5d2a4523a4
cloudagent-v2 fb3fc5c0841 fa24f9ef31a7
sdwan/host-agent 1.0.1 038ad845f080
sdwan/statistics-db 6.8.10 08fc31a50152
sdwan/coordination-server 3.6.2 5f4497812153
sdwan/configuration-db 4.1.7 ad351b31f7b9

CREATED
5 months
6 months
7 months
8 months

13 months ago
13 months ago

ago
ago
ago
ago

SIZE

357MB
590MB
152MB
877MB
260MB
736MB



sdwan/messaging-server
sdavc
sdwan/support-tools
sdwan/service-proxy
sdwan/ratelimit

Listing all containers

CONTAINER ID IMAGE
270601fc94ec
53bba5216b24
59bf900edf14
62defa38c798
3fbf32dd8d73
c2e7b672774c
f42ac9b8ab37
112f3d9b578b sdavc:4.
06b09f3b030c
3484957576ee
Docker info
Client:

Debug Mode: false
Server:

Containers: 10

Running: 10

Paused: 0

Stopped: 0

Images: 11

Server Version: 19.03.12
Storage Driver: aufs

Root Dir: /var/Tib/nms/docker/aufs

Backing Filesystem: extfs
Dirs: 149

Dirperml Supported: true
Logging Driver: json-file
Cgroup Driver: cgroupfs
Plugins:

Volume: Tocal

0.20.0
4.1.0

Tatest
1.17.0
master

cloudagent-v2:fb3fc5c0841
sdwan/ratelimit:master
sdwan/service-proxy:1.17.0
sdwan/messaging-server:0.20.0
sdwan/coordination-server:3.6.2
sdwan/configuration-db:4.1.7
sdwan/statistics-db:6.8.10

1.0

sdwan/host-agent:1.0.1
sdwan/cluster-oracle:1.0.1

a46dc94d4993
721c57247519
0c3a995f455c
4e3c155026d8
£2f93702ef35

COMMAND

13
14
15
15
16

months
months
months
months
months

"python ./main.py"
"/usr/local/bin/rate.."

"/entrypoint.sh /run..
"/entrypoint.sh /mes..
"/docker-entrypoint...

"/sbin/tini -g -- /d.."
"/bin/tini -- /usr/1."
"/usr/local/bin/scri.."

"python ./main.py --..
"/entrypoint.sh java.

Network: bridge host ipvlan macvlan null overlay
Log: awslogs fluentd gcplogs gelf journald json-file Tocal Togentries splunk syslog

Swarm: 1inactive
Runtimes: runc

Default Runtime: runc
Init Binary: docker-init

containerd version: fd103cb716352c7e19768e4fed057f71d68902a0.m
runc version: 425e105d5a03fabd737al26ad93d62a9eeede87f-dirty

init version: fec3683-dirty (expected: fec3683b971d9)

Kernel Version: 4.9.57-Ttsi
Operating System: Linux
OSType: Tinux

Architecture: x86_64

CPUs: 16

Total Memory: 30.46GiB
Name: vManage

ID: XXXX 1 XXXX 2 XXXX 1 XXXX 1 XXXX : XXXX : XXXX 2 XXXXX
Docker Root Dir: /var/Tib/nms/docker

Debug Mode: false

Registry: https://index.docker.io/vl/

Labels:
Experimental: false

ago
ago
ago
ago
ago

CR

N N~NOOOoOOOOoO OO

EATED
weeks
weeks
weeks
weeks
weeks
weeks
weeks
weeks
weeks
weeks

71.2MB
1.17GB
16.9MB
205MB

47.6MB

ago
ago
ago
ago
ago
ago
ago
ago
ago
ago

STAT
Up
Up
Up
Up
Up
Up
Up
Up
Up
Up

(o))

NNNPEFEOOOO OO



Insecure Registries:
127.0.0.0/8
Live Restore Enabled: false
WARNING: No cpu cfs quota support
WARNING: No cpu cfs period support
WARNING: bridge-nf-call-iptables is disabled
WARNING: bridge-nf-call-ip6tables is disabled
WARNING: the aufs storage-driver is deprecated, and will be removed in a future release.

g 20.10¢ o0 < (55, g 1dosdsd His of gl bl nms all status':

g0 luwegsle pdovle IJepde Bs SD-WAN ey Cisco Catayst 1] ool) 20.10.x 19 | ool l2ae: B wowse Ciscoldss
Suwwuosdo Cisco J Cisco Catalyst SD-WAN: egpd pdyule SD-AVC wvdd pgedod gu lUluosble Iduwle@s. sooszs JsJd.
sbo, wuvgsd Ui, request nmsall status g Jis posd Cisco Catalyst SD-WAN 1o 1Jed9e "NMS SDAVC Server ¢, ppdo. o3l
wdsd posde: 9dl subs) 1Js s puvdJs pg SD-AVC. Jlebs Iu IJpdsy, "NMS SDAVC Gateway" sbo, Jpl 09 ppdu.

NMS SDAVC server Enabled: false Status: not running NMS SDAVC gateway Enabled: true Status: running PID

lowoduuld IJigble 9l oJlzol

89, 03l 1JBwp pedsple spdod lgueeslpol Jluwed bl Tgble IJodosy sluodlzol.

Vs ywedle vManage: w8 pu oo ldpuwlile:

Ivar/log/nms/vmanage-server.log
Ivar/log/nms/contai ners/sdavc/ave/sdave_application.log

)aJu o3l |r0)

<tfroot>

request nms cont ai ner - manager

{

st at us

di agnosti cs

}



s Cisco Edge Cisco |0S® XE. I>¢J 1Jisle, 1Jeldsé:

<#root>
Router#

show avc sd-service info connectivity

show avc sd-service info

{

export

i mport

pedyple slo Lods



/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html
/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html
/content/en/us/td/docs/routers/sdwan/configuration/sdwan-xe-gs-book/hardware-and-software-installation.html

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



