I spdud [osh pade pesu Jsdou
wedlod IUIze)ld 1JIedses IJpsod

JJlL'Jh"J_)L'JC'J?
lJpzosslo

| Jp, 9506

IJpobJole Il wsé
lJeclbdole
lJoedoule | P00

NFX YY)

S92z 03l ldpwe s Jsds6 wdosy wusé SD-WAN Jodssy ¢lbe VEdge B)es pesu Jod
l8Jsps pouod JJozpse v Iluc,ue weunless Idsuosd Ideclui, [Us 1dlue,ue (DIA)
Iuwsluws Idoslole 1Jeyd5s6. 99> sI9u 03l 1dzd pdssl B gldo luwesle p9lde lBJsps:
eds uwosd dpeldc Jgrps pydjss pod Zscaler® 9suwés quua.)Ipo -Ju,_gloo 292 pOoJo
00 Ilocsoe. sobde 03l 1oy ouopss IJasese Ighs (GRE) Iy loBl Talo wa9csds]
IJloc,oo (IPSec) 1ldes sop odasvol po uivods VPN Jdodd 900838 [Juslole wovdd
peodd eu ed DIA IJghbs: s wund 096 19 Ids Idloe,ue polyins.

IJpcbdule IJigulguss
IJeobJule
cisco s9,28 1u sedds luo PE 906 py 03l P9 DIE:
10 Iloulus Jlbly uslosle Lvodé SD-WAN.
IJpdoule IJpyuweg>pd
oo Idpedple 1Ugl)sse Ws o3l IUpuwews [Us luosble 1duslez sldedsule 1Jpbss IJoldss:

- pogole VEdge
- 9ea6 IJuedp vSmart pg ool wyulpe 18.3.5.



pEJ9pIS I wl s

oop lghs wozse U8 pr9) VPN JJgses eu VEdge2: IJos sev o wuad Ids Ilucsoe: IUs
WO, 13, VEdgel. wluwedslp lovdly puwess IJoslule. VEdget o9 1Jp9zo ese wp wdysy DIA

Jboy, IUlue,ue Idpeds.

lLuwe IJogbgslbs JJubwdd

Internet
traffic flow

vEdge?2

Branch without DIA

luwpe IJp o5
9, Idpupsd

VPN O
e9l e IJuwd (TLOC) 1

eoloe IJugd (TLOC) 2
Service VPN 40

lJodsule

SDWAN
overlay

Regional
Internet Breakout

vEdge1
zob W,es 09> w DIA (louald
loe,ue [8dses)

biz-internet. ip: 192.168.110.6/24
Jlooyoe IJelp wi9e99d9d
IJloe,yue: 192.168.109.4/24
IJslzo6 ge0/1. ip: 192.168.40.4/24

vEdge2
2ol Wyes Jp swp wdysu DIA
eJso

biz-internet. ip: 192.168.110.5/2¢
Jloesoe Ideloc 90999
IJlooyue: 192.168.109.5/24
lslz06 ge0/2. ip: 192.168.50.5/:

IJed 1: |luwodsdle vog IJuslule ey djs Jogss) IUgbs IJoldss.

Sewss Idb,l; VEdge2 eds v § puwess wslule wp logblge wluvegsle 1dlb,l; VEdget 99l de
126 (loueld ueb IdyveJs 1l eJs)

Sz VEdge eJs DIA IJes op odssool wluwegsle IP route 0.0.0.0/0 VPN 0.

odysu ywsluws Idoslole 1Je,d556 vSmart:



policy
data-policy D A VE1
vpn-list VPN _40
sequence 5
mat ch
destination-data-prefix-Iist ENTERPRI SE_| Ps
1
action accept
1
!
sequence 10
action accept
set
next - hop 192. 168. 40. 4
!
1
!
defaul t-action accept
1
!
1

lists
vpn-list VPN _40
vpn 40

dat a- prefi x-1ist ENTERPRI SE_I Ps

i p-prefix 10.0.0.0/8

i p-prefix 172.16.0.0/12 ip-prefix 192.168.0.0/16 ! apply-policy site-list SITE2 data-
policy DIA vE1 from service

vEdge2 - Jl sebJo ls odssu ¢lus.
oul spdud Idewy) eds ghsle Jouwdss IJozdd Bl wp obosy vor wuvdd Lozse.

1. olds oy £3p 9295 030 IJuwsluwé pu IJgD e VEdge2:

vedge2# show policy fromvsmart
% No entries found.

2. 102838 pu wiprd 8lesd pedsple lelhs IJoszso. Jlip sSwsu punb gsle (0d1Jogd) JJ9zos
eds Jluo,oe:

vedge2# show policy service-path vpn 40 interface geO/2 source-ip 192.168.50.5 dest-ip
173. 37. 145. 84 protocol 1 al

Nurmber of possible next hops: 1

Next Hop: Bl ackhol e

3. obosd wsluws wslule vSmart Lo oo §uwpe apply-policy Ws wJdyse vSmart s lJoouuvshb
WO 9lzod IJpwegse lyuu9pess (GUI) vManage.

4. ol po o VEAGE2 6> oJids uwsluws wslule wuele pw vSmart:

vedge2# show policy fromvsmart
fromvsmart data-policy D A VvEL
direction fromservice
vpn-1ist VPN 40
sequence 5
mat ch
destination-data-prefix-list ENTERPRI SE | Ps
action accept



sequence 10
action accept
set
next - hop 192. 168. 40. 4
defaul t-acti on accept
fromvsmart lists vpn-list VPN _40
vpn 40
fromvsmart lists data-prefix-1ist ENTERPRI SE | Ps
i p-prefix 10.0.0.0/8
i p-prefix 172.16.0.0/12
i p-prefix 192.168.0.0/16

5.1dez 88 pu wped Vless pedyple lels IJuszsoe (FIB) IJos wlbo) Idpuwble 1Jpewedd
JJsgoed gds lJluo,uw:

vedge2# show policy service-path vpn 40 interface geO/2 source-ip 192.168.50.5 dest-ip
173. 37. 145. 84 protocol 1 al
Number of possible next hops: 4
Next Hop: | Psec

Source: 192.168.110.5 12366 Destination: 192.168.110.6 12346 Col or: biz-internet
Next Hop: | Psec

Source: 192.168.109.5 12366 Destination: 192.168.110.6 12346 Col or: public-internet
Next Hop: | Psec

Source: 192.168.110.5 12366 Destination: 192.168.109.4 12346 Col or: biz-internet
Next Hop: | Psec

Source: 192.168.109.5 12366 Destination: 192.168.109.4 12346 Col or: public-internet

6. wldss [edluss 1Usuesd [Js 1sz06 eds Ilue,uw:

vedge2# ping vpn 40 173.37.145.84

Ping in VPN 40

PI NG 173.37.145.84 (173.37.145.84) 56(84) bytes of data.

64 bytes from 173.37.145.84: icnp_seqg=1 ttl =63 tine=0.392 ns
64 bytes from 173.37.145.84: icnp_seq=3 ttl =63 tine=0.346 ns
~C

--- 173.37.145.84 ping statistics ---

2 packets transmitted, 2 received, 0% packet |oss, time 2000ns
rtt mn/avg/ max/ ndev = 0.345/0.361/0.392/0.021 s

oul spJdudldewy) eds gbsle wdosy VEdge.

1. couvshb wyges euslu IJuveds (NAT) eds 9lzod IJoWd: e Sgw luvweésle DIA:

vpn O
!
interface ge0/0
description "Dl A interface"
i p address 192. 168. 109. 4/ 24
nat <<<<==== NAT activated for a |ocal DI A

2. 140G IJpuwly IJoloe ip route 0.0.0.0/0 VPN 0 (s vwds VPN 306 Joo sl DIA:

vpn 40
interface ge0O/ 4
i p address 192. 168. 40. 4/ 24
no shut down
|

ip route 0.0.0.0/0 vpn O <<<<==== Static route for DA
3. ©2d8 pel 131 JIo RIB szo9s s puwl, NAT:



vedgel# show ip route vpn 40 | include nat
40 0.0.0.0/0 nat - ge0/O - O - - - F, S

4. olds po 1o DIA sgpd 98pId0ul 4886 2duwd wy9e9dsd Huwlisd IJoede B IJlue,uo (ICMP)
|Js 173.37.145.84 oy, VEdge2 B.s o zple NAT

vedgel# show ip nat filter | tab

PRI VATE PRI VATE PRI VATE
PUBLI C PUBLIC
NAT  NAT SOURCE PRI VATE DEST SOURCE DEST PUBLI C SOURCE
PUBLI C DEST SOURCE DEST FI LTER | DLE OUTBOUND OUTBOUND | NBOUND | NBOUND
VPN | FNAME VPN PROTOCOL ADDRESS ADDRESS PORT PORT ADDRESS
ADDRESS PORT PORT STATE TI MEQUT PACKETS OCTETS PACKETS OCTETS

DI RECTI ON

0 ge0/0 40 icnp 192.168.50.5 173. 37.145. 84 9269 9269 192. 168.109. 4 173. 37. 145. 84 9269 9269
est abl i shed 0:00: 00: 02 10 840 10 980 -

pdlzlbs: Jl sosz Jol o3l ldzd cobse IJedil Iy puuldé IUizeld luvagsle polds
l8Jsps6 peoduwss.
.Jl ..SE_ID.J PE pjaok) IOS-XE

IJzd 2: ¢l IJpuwls 11l o [Js OMP 1JpbJs. GREIPSec\NAT.

2o IUToe Jl ooz ledloss Jdeuosd eds Idpusly IJIGe,lgos: pe 1dlouhs [Js odd
GRE\IPSec gJ.s VEdgeT. JJleJlo ewe eu ¢JlJ OMP |Jis VEdge2 (lglss wosse IJpuwl &wn
192995 OMP). Izl pdlzbos Io 1duudsd 6> sogsy B luosble Idolez IUeuuedodss.

039yl 09 lugile puwl) lVGC,)los elow puwbpe (ip route 0.0.0.0/0 <next-hop ip addr>) seJdy
logulge w9lywlos VEAge2 (IJzol) I od J DIA) 958156 wuiyo gy OMP.

Jozdsd d3Jdde sop lugile yvwdd VPN 9056 edis VEdgel ssep lpls tdds puds bouses

clovosle IJdod. ¢JEe lugusbs wsu psule sesu [Js VPN 90ps 9psule B 1J VPN o890
s sobde widy [wolosds cduos) pe. ksaal loo suvabse tJéo lugsbs pg B3
sl Bho buses o sdsu subae [Us IJedolz pg VLAN g0ps 8 loulo $ho Boes sesu ls
VPNs splod gds 1duog,é buole:



Logical loop

= —a S e Sy

abp3n
abp3n

UOUMS

oul spJdudldevy,) eds puld wdgsy VEdge.

1. Jouble Gvods VPN 900.56:

vpn 50

interface ge0O/ 3
description DIA for_region ip address 192.168.111.2/30 no shutdown ! ip route 0.0.0.0/0 vpn O
<<<<==== NAT activated for a local D A

ip route 10.0.0.0/8 192.168.111.1 <<<<==== Reverse routes, pointing to |oop interface GEO/3
ip route 172.16.0.0/12 192.168.111.1

ip route 192.168.0.0/16 192.168.111.1 !

2. &2 pu FIB o w9zso DIA. puis)l 1Us 91206 NAT. cpw luoldwoe wuele 1Us 229d IJegzse:

vedgel# show ip route vpn 50 | i nat
50 0.0.0.0/0 nat - ge0/O - O - - - F, S

3. U ds VPN JJgseé 1dpuwcsesd JIElue Ulucle: 2se sop wdsso Idpusl 11l jos
IJebs (9lJss uwsIys OMP $lsl eds Idledlo gwo):

vpn 40
interface ge0O/4
descri pti on CORPORATE_LAN
ip address 192. 168. 40. 4/ 24
no shut down
!
interface ge0O/5
description LOOP_for_DIA ip address 192.168.111.1/30 no shutdown ! ip route 0.0.0.0/0
192.168. 111. 2 <<<<==== Default route, pointing to loop interface GEO/5 onp advertise connected
advertise static ! !

4. o289 pu RIB Lol g0 929> Idpuwl) IJIV el os 1U3s suvs) 1Js 9lzes Iod)ly:



vedgel# show ip route vpn 40 | include 0.0.0.0
40 0.0.0.0/0 static - geO/5 192.168.111.2 - - - - F, S

5. 2283 pu I 1Jluosl, VEdge 1deedo £0 1dpuwly IIGE,lLos g0y wi9e9ds) OMP:

vedgel# show onp routes detail | exclude not\ set
onp route entries for vpn 40 route 0.0.0.0/0 <<<<==== Default route OW entry ------------------
--------------------------------- RECEI VED FROM peer 0.0.0.0 <<<<==== OWP route is locally

originated path-id 37 |abel 1002 status C Red,R Attributes: originator 192.168.30.4 type
installed tloc 192.168.30.4, public-internet, ipsec overlay-id 1 site-id 13 origin-proto static
origin-metric O ADVERTI SED TG peer 192.168.30.3 Attributes: originator 192.168.30.4 | abel 1002
path-id 37 tloc 192.168.30.4, public-internet, ipsec site-id 13 overlay-id 1 origin-proto static
origin-metric O

6. Jl sebdo Idb,l; VEdge2 s odysu e sop odids IJpuwb Il o,luos o) waesdsd
OMP. sldss subs, IJs VEdgeT

vedge2# show ip route vpn 40 | include 0.0.0.0
40 0.0.0.0/0 onmp - - - - 192.168.30.4 public-internet ipsec F, S

7. olds pu ledluss IJsosd [Js 173.37.145.84:

vedge2# ping vpn 40 173.37.145. 84

Ping in VPN 40

PI NG 173.37.145.84 (173.37.145.84) 56(84) bytes of data.

64 bytes from 173.37.145.84: icnp_seq=2 ttl=62 tine=0.518 ns
64 bytes from 173.37.145.84: icnp_seq=5 ttl=62 tine=0.604 ns
~C

--- 192.168.109.5 ping statistics ---

2 packets transmitted, 2 received, 0% packet |oss, time 3999ns
rtt mn/avg/ max/ ndev = 0.518/0. 563/ 0. 604/ 0. 032 ns

pJIa_ch"?: suse JJ ol lded wubspe IJod)l,) i_9 publ)IJs IJiale Cluwedsle pghz 1BJspsd
ptodu9s.
Jl sgpd pg p9zole I0OS-XE

IJ2d 3: oppsu el IJIBS,luos [Us wu9099sd b Iiubes IJpde9ps
(OMP) g luwodle voz wslule pydss J DIA.

gwd !uuoé)l_ro wSlywé _|JV§IQIQ lJeydis6 J DIA Idpeedss: gos IUb,s96 [Jppdud Jog
IJeuwb IJle,)lgos: Oluol ouis) 1Js zobi 18Jspes pg DIA 909 [uuosle o3l 1degul)
lJIe,luas IJelow: ip route 0.0.0.0/0 nullO.

o)l Jod9§ 1zied IUslRds: ound 096 19, IJos wuad pu ldd)se |Js DIA oo
wwslows Idoslolosdl ouad pbddl lds Idegel [Js NUll0. Jpl o)s ool Sl Idoze g
IJgbgs IJeldss seae W gb wes uuy IJuoeg.



Local Policy
Shaping and ACL

= = i Shaping
Aware Routing Policy Routing :
: Forwarding Re-Marking
Path Selection based on SLA Policer/ACL
4
2 6
Service VPN Transport VPN R
1 3 5
I | Poli - - Centralized Data Poli Scheduli T :
Palicer Policer LLQ
Admission Control Admission Control WRR
Classification Classification RED
Marking Marking/Re-Marking
Path Selection

Packet Flow through the vEdge Router (from service interface to WAN/Transport interface)

Sewss ldb,l; VEdge2 eds 098 puwess wslule wp lugvlie wlgwegsle IUb,l; VEdge 90919
1S (logold veb Idysveds 1JIleds). Jl sebde ls odssu glue.

Sups) bl vVEdgel cwosisé DIA pg yusluwd wslole pydjss.
oul spdud ldeey) eds ebsle wdssy VEdge.

1. cuuvsl w)zped suslo IJuveds (NAT) eds 9lzod IJuWd: e sSew luwwesle DIA:

vpn O
!

interface ge0/0
description "Dl A interface"
ip address 192. 168. 109. 4/ 24
nat <<<<==== NAT activated for a local DA
2. oW 1Jpuwl) IJelow ip route 0.0.0.0/0 null0 s Lo ds VPN JJgses JJledlo go 1Jlgsls
IJIGe,loos JJB)9e:

vpn 40
interface ge0O/4
i p address 192. 168. 40. 4/ 24

no shut down
|

iproute 0.0.0.0/0 nullO <<<<==== Static route to null0 that will be advertised to branches
via OW !

3. wzdy ppl B JIG RIB s2w9s eds Idpuwl) IJlG el os:

vedgel# show ip route vpn 40 | include 0.0.0.0
40 0.0.0.0/0 static - - - 0 - - - B,/F, S

4. 2288 oo I 1Uluosl, VEdge! 1degdo g0 1dpuwly IUIBE oS oy w999 OMP:

vedgel# show onp routes detail | exclude not\ set



omp route entries for vpn 40 route 0.0.0.0/0 <<<<==== Default route OW entry ------------------
--------------------------------- RECEI VED FROM peer 0.0.0.0 <<<<==== OWP route is locally
originated path-id 37 |abel 1002 status C Red,R Attributes: originator 192.168.30.4 type
installed tloc 192.168.30.4, public-internet, ipsec overlay-id 1 site-id 13 origin-proto static
origin-metric O ADVERTI SED TO peer 192.168.30.3 Attributes: originator 192.168. 30.4 | abel 1002
path-id 37 tloc 192.168.30.4, public-internet, ipsec site-id 13 overlay-id 1 origin-proto static
origin-metric O

5. clds po £3p 9292 030 IJwsluws eds VEdgeT 9o £30 wpdso DIA:

vedgel# show policy fromvsmart
% No entries found.

6. 1Joedd pu wiprd Blexd pedyele lelo IJogzso. sew lo o, £30 929> puwl, (BlackHole)
JJozos gds IJlucyue zse lu DIA g5, ppdus:

vedgel# show policy service-path vpn 40 interface geO/2 source-ip 192.168.40.4 dest-ip
173.37. 145. 84 protocol 1 all

Nurmber of possible next hops: 1

Next Hop: Bl ackhol e

w0556 uwsluwé IJoslule 1Jpydjs6 vSmart J DIA:

policy
data-policy D A VEL
vpn-1list VPN_40
seqguence 5
mat ch
destinati on-data-prefix-list ENTERPRI SE_I Ps
action accept
sequence 10
action accept

nat - use vpno <<<<==== NAT reference for a D A default-action accept lists
vpn-1list VPN_40 vpn 40 dat a- prefix-list ENTERPRI SE_I Ps i p-prefix 10.0.0.0/8 i p-prefix
172.16.0.0/ 12 i p-prefix 192.168.0.0/ 16
site-1ist SITE1l
site-id 1001 apply-policy site-list SITElL <<<<==== policy applied to vEdgel data-policy DI A VE1l

fromservice

wlbosy uwsluws wslule vSmart oo 9uw e apply-policy Jodyso vSmart 13 lJouuvshb Ws
9lzod |Jpwegse lyuw9pssé (GUI) vManage.

7. olds py o VEdge §s odds gusluws wslule wugle eo vSmart:

vedgel# show policy fromvsmart
fromvsmart data-policy D A VELl
direction fromservice
vpn-1list VPN _40
sequence 5
mat ch
destination-data-prefix-list ENTERPRI SE_| Ps
action accept
sequence 10
action accept
nat -use vpnO default-action accept fromvsmart lists vpn-list VPN 40 vpn 40 fromvsmart lists
dat a-prefix-list ENTERPRI SE_|IPs ip-prefix 10.0.0.0/8 ip-prefix 172.16.0.0/12 ip-prefix
192.168. 0.0/ 16

8. ,lee woprd Blexsé pedaple lelss Idogzse (FIB) Ides wuoe Ieusble Idpeopds Jozes eds

IJlooyow:



vedgel# show policy service-path vpn 40 interface geO/2 source-ip 192.168.40.4 dest-ip
173. 37. 145. 84 protocol 1 al

Nurmber of possible next hops: 1

Next Hop: Renote

Rermote | P:173.37.145.84, Interface ge0/0 |ndex: 4

9. cldss ledluss 1Usuosd 1Js 1szes gds IUloesow:

vedgel# ping vpn 40 173.37.145. 84

Ping in VPN 40

PI NG 173. 37. 145. 84 (173.37.145.84) 56(84) bytes of data.

64 bytes from 173.37.145.84: icnp_seq=1 ttl=63 tine=0.192 ns

64 bytes from 173.37.145.84: icnp_seq=3 ttl =63 tine=0.246 ns

64 bytes from 173.37.145.84: icnp_seq=3 ttl =63 tine=0.236 ms ~"C --- 173.37.145.84 ping
statistics --- 3 packets transmitted, 3 received, 0% packet loss, tinme 2000ns rtt

m n/ avg/ max/ ndev = 0.245/0.221/0.192/0.021 ns

tbsle IJoe 9y pu lJEbe VEdge2:

1. olds o0 wdds lJpuwl) IJIVe,)los soewswo wogle Ws RIB:

vEdge2# sh ip route vpn 40 | include 0.0.0.0

40 0.0.0.0/0 onp - - - -
192.168. 30. 4 bi z-i nternet ipsec F, S
40 0.0.0.0/0 onmp - - - - 192.168.30.4 public-internet ipsec F, S

2. 1Joz 88 pu wped Vless pedyple lels IJugzso (FIB) IJos wlbo) Idpuwble 1dpewedd
JJozos eds lJluw,uw:

vedge2# show policy service-path vpn 40 interface ge0O/2 source-ip 192.168.50.5 dest-ip
173. 37. 145.84 protocol 1 al
Number of possible next hops: 4
Next Hop: | Psec

Source: 192.168.110.5 12366 Destination: 192.168.110.6 12346 Col or: biz-internet
Next Hop: | Psec

Source: 192.168.109.5 12366 Destination: 192.168.110.6 12346 Col or: public-internet
Next Hop: | Psec

Source: 192.168.110.5 12366 Destination: 192.168.109.4 12346 Col or: biz-internet
Next Hop: | Psec

Source: 192.168.109.5 12366 Destination: 192.168.109.4 12346 Col or: public-internet

3. oldss lpdluss 1d9uesd 1Js 1Uszes eds Iloc,ow:

vedge2# ping vpn 40 173.37.145.84

Ping in VPN 40

PI NG 173. 37.145. 84 (173.37.145.84) 56(84) bytes of data.

64 bytes from 173.37.145.84: icnp_seqg=1 ttl =63 tine=0.382 ns

64 bytes from 173.37.145.84: icnp_seqg=1 ttl =63 tine=0.392 ms 64 bytes from 173. 37. 145. 84:
icnp_seq=3 ttl =63 tine=0.346 nms ~C --- 173.37.145.84 ping statistics --- 3 packets transnitted
3 received, 0% packet loss, time 2000ms rtt mn/avg/ max/ ndev = 0.392/0. 361/ 0. 346/ 0. 023 s

4. 01> o0 1o DIA sgpd 95ed0ol 1586 eduws w9esdsd Huwlsd IJoedp B ldluw,oe (ICMP)
|Js 173.37.145.84 o, VEdge2 B.s o zele NAT

vedgel# show ip nat filter | tab

PRI VATE PRI VATE PRI VATE
PUBLI C PUBLIC



NAT  NAT SOURCE PRI VATE DEST SQURCE  DEST PUBLI C SOURCE

PUBLI C DEST SOURCE DEST FI LTER I DLE OUTBOUND QOUTBOUND | NBOUND | NBOUND
VPN | FNAME VPN PROTOCOL ADDRESS ADDRESS PORT PORT ADDRESS

ADDRESS PORT PORT STATE TI MEQUT PACKETS  OCTETS PACKETS COCTETS
DI RECTI ON

0 ge0/0 40 icnmp 192.168.50.5 173.37.145.84 9175 9175 192. 168.109.4 173.37.145.84 9175 9175
est abl i shed 0:00:00: 04 18 1440 18 1580 -

pdlzbs: swse o3l 1ed cubse IJodl 9 puislyds 1dizpld Lluwegsle pulds [$Jspss
P Ju9s.
J| g.__';&pd PE_ p}@_olo I0S-XE

IJed 4: eld 1Jpush Il el os [Js OMP gos |uwoésle DIA 1Jeedss.

SpJdu luwedsle 03l 1ded JIJ pu pogole I0S-XE 9 Viptela OS-WAN IJpwe o6 |Js SD.
wlgouol Vs o3l lded: sop oduwse puvl lWe,luss J DIA (0.0.0.0/0 Null0) |Js gvedosy
Yyesosy 0.0.0.0/1 9 128.0.0.0/1 syvsylo IJs NUll0. 9swpe IJBsle wodo IJgbys Joguw walgd
punb 180)luos see lledlu euo JJB,9¢ 9ldesze IUISS,luos: 9lds sop luweesleo J DIA
|;_J,°E_~Ju§- 9s puwble I0S-XE |.Jr0ua.JQé_)|oE) Juusesded DIA Jol pw'dé blso (AD) ouwlys 6.
OS zsu lu AD 1Ugluo wldlesh IJlee,)lyos 1Jelow 09 1. coped ~_9|:5>6.|.J3_J WS 1dwsys eds
luvesle peblo IJodsl) gus ©dosu DIAIUISJISpss Bs p9desy peodidsy.

1. cuuvsl NAT gds 9lzos v 9J

£ CONFIGURATION | TEMPLATES

Device Feature
Feature Template - VPN Interface Ethernet
Basic Configuration Tunnel NAT VRRP ACL/QoS ARP
NAT
NAT ® On off

2. B BlJo psié Juvwds VPN JJgspé: 28 Sew luwwgsle DIA Lo puwble IPV4A IJelows
lJoldsé:

- 0.0.0.0/1 9 128.0.0.0/1 subs) s VPN, o yuwwgsp odo ldpuwlle J DIA

-0.0.0.0/0 subs) s Osp Eldss 0. sywegsp o3l ldpuwl, Jdledlu eu bisd waswsdad blyé
IJiob e 1Jpde9z6 (OMP) [Js 1JW,0e (puilwo Jel 09 1Jzld B 1Jzd 3)



£t CONFIGURATION | TEMPLATES

Device  Feature

Basic Configuration DNS Advertise OMP IPv4 Route IPv6 Route Service GRE Route IPSEC Route

IPv4 ROUTE

3. olds pu luols lJpuulile wugle lJs RIB :

cedgel#show ip route vrf 40

Routi ng Table: 40
Codes: L - local, C- connected, S - static, R- RIP, M- mobile, B - BG, D- EIGRP, EX -
El GRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2, El - OSPF external type
1, E2 - OSPF external type 2, m- OW

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA, i - IS IS, su - IS-IS sunmary,
L1 - IS-ISlevel-1, L2 - IS IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route, o - ODR, P -
peri odi c downl oaded static route, H- NHRP, | - LISP

a - application route, + - replicated route, % - next hop override, p - overrides from
Pf R

Gateway of last resort is 0.0.0.0 to network 0.0.0.0

S* 0.0.0.0/0 is directly connected, NullO <<<<==== Static route to nullO
that will be advertised to branches via OW n Nd 0.0.0.0/1 [6/0], 00:08:23, Null0 <<<<==== DI A
route n Nd 128.0.0.0/1 [6/0], 00:08:23, Null0 <<<<==== DI A route 192.40.1.0/32 is subnetted, 1

subnets m 192.40.1.1 [251/0] via 192.168.30.207, 3d0lh 192.40.2.0/32 is subnetted, 1 subnets m
192.40.2.1 [251/0] via 192.168.30.208, 3d01h

4. olds pu 1o DIA ogpd v dd 22 prds!:

cedgel#ping vrf 40 173.37.145.84
Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 173.37.145.84, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ns

5. o2dd pu 3JY 1dpuwl) IJIG e, luos 1Uss wp Iledio gwo wogle 1Js Tz 10898 9o o uswo
Ws RIB

cedge3#show ip route vrf 40

Routing Table: 40
Codes: L - local, C- connected, S - static, R- RIP, M- nobile, B- BG&, D- EIGRP, EX - EIGRP
external, O- OSPF, |A - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2, El - OSPF external type
1, E2 - OSPF external type 2, m- OW

n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA, i - IS IS, su - IS-IS sunmary,
L1 - IS-ISlevel-1, L2 - IS IS level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route, o - ODR, P -
peri odi c downl oaded static route, H- NHRP, | - LISP

a - application route, + - replicated route, % - next hop override, p - overrides from
Pf R



Gateway of last resort is 192.168.30.204 to network 0.0.0.0

nt 0.0.0.0/0 [251/0] via 192.168.30.204, 00:02: 45 <<<<==== Default route that advertised
via OW 192.40.1.0/32 is subnetted, 1 subnets m 192.40.11.1 [251/0] via 192.168.30.204, 00:02:45
192.40.13.0/32 is subnetted, 1 subnets C 192.40.13.1 is directly connected, Loopback40

6. olds pu lo DIA wgpd wuvdd 283 pedsl:

cedge3#ping vrf 40 173.37.145.84
Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 173.37.145.84, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/10 ns

7. 0298 pu uelz wiged NAT Jegzo DIA IUI SIS ps.

cedgel#show i p nat translations

Pro |Inside gl obal I nsi de | ocal Cut si de | ocal Cut si de gl obal
icnp 192.168. 109. 204: 1 192.40.13.1:1 173.37.145.84: 1 173.37.145.84: 1
Total nunmber of translations: 1

pdlelod: sosz 03l 1ded cubse IJodsl Iy puvhds IUlzeld Wlgwesle polds 18Jspss
péQJL_Qé.

pdleld: CSCvr72329 - bJo vz wso "lglhé u9jse pwly NAT | Js OMP"

pedjpk) Slo LoJé
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