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9. VManage
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1. ops) ledlple 1do)ss I 908 po 1L > 1Ulesblo.
2. 8p wodssu ledlple IUosss IUIJIe 906 pu ol Idesue > 1Jlos.

JJgb9s 1. oo J926 ped9ple VManage. luedd [Js 1dbLs > lesble > ledlsle IJo,ss
IJIJI 908 > cs) 90dasu Suve wedsu ledlple Idoss IUIJIe 906 oul peld eds JSbo
MgV

Email Notifications Enabled

Enable Email Notifications: (@) Enabled Disabled

Security: None (® sSSL TLS

SMTP Server SMTP Port
smtp.gmail.com 465

From address Reply to address
vmanage(@viptela.com vmanage@viptela.com

[T] Use SMTP Authentication

Username/Email Address Password

By I:(ql-'I:JTT.'IaII ':.-UTT"I T T R N R T T

sedud 0283 £0slo e 2uwy RSl 908 53U sev 1o soblud luwe IJpeld pe e
lJonss. eds uwesd IJpold: <..username..>@cisco.com gg y9lu 1J)> 09 noreply@cisco.com.
Jive. I3l ool >0 W)y vManage Jl e Jo@bo. o3l IJuwsulysy puilwo Jyuwlisd 1de)s>
IUIJIe90s IJos op louiliel oddlss! sldos clos pg gudlo £30 1U)s.

131 o I puwese Suwegse ebe SMTP 1Jgl o o GMail. B 8> 238 wéss) B bysds odled
GMail pg whbosyle IUbyv IJelde. eds uvesd Idpeld: vManage o9 cbbwosd pu zod ghzso
J GMail. vzole ls 1ol po cpdso Idozdd eds ¢bscso 99Jes @9, IJobuss.
Spdud el 03l B £Jlpé lJowssy "Jiel" Lopo "blLé puvle Google". gus wpdsy puol> §6



SMTP _opeu lesble vManage: olds pu luwogsle Jdes pi9) IJeboss.

E" Security
2-Step Verification @ on

2 People & sharing
App passwords 1 password

Lo - -

JJgbgs 2.. suopu 03l gbgle W86 pod IUgby 6. luwe lJouuso: Slispesd IUu s>
IJIJIJ o908 98w9lo URL Joslos IJsow.

up9de Joble IJyilie:

L MONITOR | ALARMS -
Q) Emal Hotiicasions |



Email Address (Maximum 10)

l@gmail.com

@viptela.com

© Add Email

soe luwoesle boulblo 9so wsluwbs wble thzs Jlgdle IJoble IUpzds 29d 2w Iy corse
PESU. luol pod pdldple API

B Ulozle IUpglduu. spdo Luwld HTTP POST o vManage |Us |s 306 cuoés 1 o3l gds
woesd Idpold: godpl 0 @9p wlesh bl 9sw Vs vManage sua)o gie "Jl ghe" pu Ip) Bs
AWS: V]uo sbdy IJeuly Jzae el JIssle pzpogd pu I._Jiub'aluo O IJp9wwo. ould 1Jgsrss pu
IJgsple g IJloes,o IJos spdod 1dleuold wol JJBsle woso 1Jies). Lze 1Js
https://testwebhooks.com/.

pld 185 09 luuble Ubse pl Bs B 6 wple 2os wopds pu odds boulble s vManage.
Lze |Js https://api.slack.com/incoming-webhooks



https://testwebhooks.com/
https://api.slack.com/incoming-webhooks

2> Idossy IdlJde 908

ould 28d 2> Vs LoWes ledlple IUowyss YO 0us. loedd Ids Monitor>|gJlele [Je)s
IJIJIe90s-

Subs) 03l 1dzdd s £33 Huwlisd Idesss I 908 IJos ess luwedlpel B

1J>8886. wuvdd 18e,)luos: 5 Huwlisd wyss IJJe 906 Bs 18880 Jzo i,juos cuwdpl
oozly oulisd Idesss IJIJIe)s0s o3l 1des wodds 1d)uwlds -J.o| 09 P9OT BS Uuog_)o JI
Sope huwld Huwlsd Idosss IUIJIo)908 Jpsé 5581ks g &p uu>| lJeowd 1Jg>s36.~ st snnsrios) |5

sdodb olvs Jpuwows [uwedsle "vuwsele [do)ss IUIJIde 908"

ozl pu wvedle vManage: /var/log/nms/vmanage-server.log

28-Jul-2018 15:51:41,847 UTC INFO ge) [NotificationsConsumer] (yMan, |default| Sending email.......
28-Jul-2018 15:51:41,854 UTC INFO el (NotificationsConsumer] (yMan: 11) |default| Recipient to . _ . i.com, from vmanage@viptela.com to vmanage@viptela.com
28-Jul-2018 15:51:41,894 UTC INFO gel [NotificationsConsumer] (yMan: 4) |default| Sending email.......
28-Jul-2018 15:51:41,903 UTC INFO [NotificationsConsumer] (wMana. faull ~dispatch |default| Recipient to s - — s.com, from vmanage@viptela.com te vmanage@viptela.com

IJozedd pu lduogs

wedd pu ¢Jld vManage-Dashboard. oo @d 1Js 1l gvs > ywzd 1Jes 889 Jel 09 p9 oz Os

system 1.1.1.5 Email sent to1 ; Agmail com Email Emai
system 1.1.1.5 Email sent to Egmail.com Email Emai
system 1.1.1.5 Configuration change event - Device in CLI mode device-config device-config-sync  11.1.1.254

ozl pu ldesss IIJIe90s



From: \ @gmail.com

Subject: [NETWORK EVENT]Criticalinterface_Admin_State_Change
Date: July 28, 2018 at 8:51:41 AM PDT

To: _ @viptela.com

Reply-To: vmanage@viptela.com

** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Critical

Event: Interface Admin State Change

Devices: [11.1.1.254]

Hostnames: [ts_vedge w1]

Occurred on: Sat Jul 28 15:51:41 UTC 2018

lpwoduld IJIgble 9l odlzol

$98, 03l IJBuwpe pedsple spdod luuegslel Jluvaduld Igble IJodssy sluadlzol.

G2 wwed IJesdsd:

eldsl ould puvdJs s @5 s89d VManage Audit-Log Io 1w IJIJIe 908 &> op buwldo.

9JIo B 1Uslde: Jp swp luwedle IUwsy IUIJIe 906 Spdud Idezdd po 3JY po ¢JIJ
oJu in/var/log/nms/vmanage-server.log Jel 09 p9 0z WO IJuo9,6.

128.107.241.169  Email Metification EmailMeotifications updated Email Ermail

Ly ELem 1.1.1.5 Email sént 1o Bl com Email Erniail

28-Ju1-2018 18:48:42,963 UTC INFO  [ts_wmapage] [MotificationsCopsumer] (wManage-akka.actor.default-dispatcher-13) |default| Sending email.......

28-Jul-2818 18:48:42,979 UTC INFO [ts_wmanagel [MotificationsConsumer] (wManage-akka.actor.default-dispatcher-13) |default| Recipient to -.@com, from wmanagegviptela.com to
vmanaoe@viptela. com

28-Jul-201E 18:48:43,286 UTC ERROR [ts_wvmanage] [MotificationsConsumer] (vManage-akka.actor.default-dispatcher-13) |default| Senc 3 emall notification f
javax.mail.AuthenticationFailedException: 535-5.7.8 Username and Password not accepted. Learn more at

535 5.7.8 https://support.goagle. com/mails?p=BadCredentials ®7-vesml2675153pgk.9 - asmtp

Jl sop logvle IBs wuwsole IUwyss IUIJIe 908 wuvdd pouluwd:

lodlc sgwp> eds 25 IUILLle IJos wad> p@_roggégldlplo. vManage seglod ldgee vsu lJlesle
lJs 9lz> losble Bl dlue sle yods. b3l Jp s 1Jle)y I3 BOluo 9> €36 ludhle bs O w
lJsde. JYJ wuwso sop lugvlae 991836 ould wyss [UJe,90s. lo IJIEbl) wlde)ss

IJIJIe 908 oo oldliusble sdsuw leiaplo.

Slosl bl Joo B 1déless 1dlsds: ous 1o ould €36 [wsblo: oold Wb 1 w)yss IJIe,90s
bovdo Jdeblo@e 1J8less. bl oo wyss yuwlisd sy IJJe)gus pogsss Jdesre [Ju)ss:
Slo 1UBless 1 psé weole IUs wg)ss.

"Jo swp 3wod luwe [Jpuwedse 99Jes [Jp)9," WOs vmanage-server.log:



Jpl 09 09,02 S5 J§bb IJubl s §> e 1Jgbl "lue IJpuvcesp 99p8 1) £
PEwIJSU". pey I8 I1Jpjs> gud

535,7,8https://support.google.com/mail/?p=BadCredentials m92sm8305479qte.50 - gsmtp. 9eJs
l)gp pu 3JdYe B> sbbo)y Vs ywgd IJesysy vManage 1o 1de)ss IIdIe 908 &> Ble wldwed
huwld Huwlsd.

wundd 1Be)los: wdsy puwlule Gmail leus JJElss. gus luveesle SMTP oo Gmail oy 1518
g5y Gmaile sop b Idoss Idldde,sus. Jizeol) odldloce IUgbsle IJoldss:

1. wwed [J>¢9d |Js Gmail.
2. 9p wldouo9d lJs gugly URL ashttps://www.google.com/settings/security/lesssecureapps.
3. 23> wUbESJ.

98pdu wes 3JY odds ledlple ldosss IUIJIess0s eds tuvle Idosss IUIJJe,90s [Upeoo.
Suid buwld ledle (ledlelo) Idooss IIJIe,gus:
B weuo Ieldlo 8> o 1o ebe Iwsss IUIJIess0s 13s op logblio op ,d 0. B $2oe

o3I I3l Iy edasy IJzusle 1Jpsd) wldded £, wozse I8 Jp sop puz 28 Idsuesd. B
lJowedloc spdud puulessd oo I, ywlds: SendAsDenyException.

03-Dec-2018 15:46:37,177 CST ERROR [ts_vManage][EmailNotiUtil] (default task-84) |default| Sending emai
STOREDRV.Submission.Exception:SendAsDeniedException.MapiExceptionSendAsDenied; Failed to process messag
with message Cannot submit message.

2lJé luwedsle ig)s os lu £33 Huwlsd IUwuss IUIUIe 908 Idos spdo Jdpuwegspso buwldel
S9p3! sEodW pu ¢hbp SMTP |Js 1Jgbe. 9> wys Huwldo Iduwed 030 s vManage:

"Sending email notification failed : com.sun.mail.smtp.SMTPSendFailedException: 550 5.4.5 Daily user se

eds uwosd ldpold ould 2> |51 Jlgy, Gmail: https://support.google.com/a/answer/166852.

I3l )lse lsl po I uwlisd bolo. B e wepe IJodlb 2506 JUlouold wso VManage 9¢ls e
|Jg_;_).,$.).

1. 0288 pu 929> luweelus pu Ebe Idwso.

"Sending email notification failed : javax.mail.MessagingException: Could not connect to SMTP host: mai

"Sending email notification failed : javax.mail.MessagingException: Could not convert socket to TLS;"


https://support.google.com/mail/?p=BadCredentials
https://www.google.com/settings/security/lesssecureapps
https://support.google.com/a/answer/166852

I3l )lse lue s wes Iduiolss Llb)sds publuos JUIJodlb oo,

2. 0298 pu woed Iduuolys gds gbpe 1du)ss.

N |tcp.stream eq O [x] ~| Expeession + |
Ha. Time Source Destination Protocal  Length Info

1 2020-05-30 20:49:55.736316 TCP T4 45798-25 [SYN] Seqs® Win=14600 Lensd MS5=146@ SACK_PERM=1 TSval=2983638644 TSecrs=@ WS=128

2 2020-85-30 20:49:55.744878 TP 74 25-45798 [SYN, ACK] Seq=0@ Ack=1 Win=14488 Len=@ MSS5=1380 SACK_PERM=1 WS=128

3 2020-85-30 20:49:55.744891 TP 66 45798-25 [ACK] S Ack=1 Win=14720 Len=@ TSval=2983638653 TSecr=9099879853

4 2020-85-30 2@:49:55.755094 SHTP 158 S: 220 wewwssa B e TR

5 2020-05-30 20:49:55.755109 Tce 66 45798-25 [ACK] Seq=1 Ack=B5 Win=14720 Len=0 TSval=2983638663 TSecr=099079863

6 2020-85-30 20:49:55.755204 SMTP 94 C: EHLO localhost.localdemain

T 2020-85-30 20:49:55.763506 TP 66 25-45798 [ACK] Seq=85 Ack=29 Win=14592 Len=0 TSval=999079872 TSecr=2083638663

B 2020-05-30 20:49:55.763877 SHTP 266 5: 250 mail | 250 PIPELINING | 250 AUTH LOGIN PLAIN | 250 AUTH=LOGIN PLAIN | 250

9 2020-85-30 20:49:55.763915 SMTP 76 C: STARTTLS

18 2020-05-30 29:49:55.772408 SHTP 90 S5: 220 Ready to start TLS

11 2020-85-30 20:49:55.772025 TLSvi. 314 Client Hello

12 2020-@5-30 20:49:55.783568 TLSvl. 993 Server Hello, Certificate, Server Key Exchange, Server Hello Done

13 2020-@5-30 20:49:55.783945 TLSv1.. 72 Alert (Level: Fatal, Description: Certificate Unknown)

14 2020-05-30 20:49:55.783980 TP 66 45798-25 [FIN, ACK] Seq=294 Ack=1236 Win=17536 Len=9 Tsecr |

15 2020-85-30 20:49:55.792412 TCP 66 25-45798 [FIN, ACK] Seq=1236 Ack=295 Wi Len=0 1

16 2020-@5-30 20:49:55,.792422 TP 66 45798-25 [ACK] Seq=295 Ack=1237 Win=17536 Len=0 TSval=2982638700 TSecr=999079900

Frame 12: 993 bytes on wire (7944 bits), 993 bytes captured {7944 bits) |
Ethernet IT, Src: 52:60:94:00:00:02 (22:60:94:90:90:82) . Dot: Vmware e7:6c:el (@8:0c:29:e7:6c:el)
Internet Protocol Versien 4,
Transmission Control Protocol; oI5, 4 T 309, Ack: 287, Len: 927 |
Secure Sockets Layer |
» TLSv1.2 Record Layer: Handshake Protocol: Server Hello
¥ TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
Length: 689
+ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 605
Certificates Length: 602
v Certificates (602 bytes)
Certificate Length: 598

¥ signedCertificate

serialNumber: 17
signature (shalWithRSAEncryption)
cquence

A4vTYYTCY

v
-
i

validity

v notBefore: utcTime (@)
utcTime: 11-12-15 @8:55:49 (UTC)H

v notAfter: utcTime (@)

utcTime: 20-83-92 BB:55:4

3. olds ol 31 o 1Ugle 380 STARTTLS. 2l 03l plodse Jghse [Jenss JJgpd pe vManage.
Seuwsy CSCw40941 p b9z J vManage Jodse 8ls,6 e sgp IUgolbe ws9o STARTTLS

ceddle s JJoedd pu lJuoes

From: @gmail.com

Subject: [NETWORK EVENTIMajerBFD_TLOC_Down
Date: July 23, 2018 46:47 PM PDT

To:

From:
Subject: [NETWORK EVENT]Mediuminterface_State_Change
Date: Jul 118 at 12:20:50 PM PDT

To: ptela.com

Reply-To: vmanage@viptela.com

ally gena
ving details hagp

*** This is an automatically generated email, please do not reply ***
rent with following details happened in your network:

ity: M
Event: Interface State Change
Devi 11.1.1.254]

Hostnames: [ts_vedge_\
Qccumed on: Mon Jul 23 19:20:50 UTC 2018

Fram: @gmail.com

Subject: [NETWORK EVENTIMediumOMP_Site_Up
Date: July 23, 2018 at 1:07:42 PM PDT

To: @viptela.com

Reply-To: vmanage@viptela.com

*** This is an automatically generated email, please do not reply ***
An event with following details happened in your network:

Severity: Medium

Ewvent: OMP Site Up

Devices: [11.1.1.3]

Hostnames: [N/A]

Occurred on: Mon Jul 23 20:07:40 UTC 2018

From:
Subject: [NETWORK EVENT] Rule has been added to receive alerts at this address
Date: July 23, 2018 at 7 AM PDT

To:
Reply-To: v

M

*** This is an

This is a test e

y generated email, please do

Rule has bes

his asddress


https://cdetsng.cisco.com/webui/#view=CSCvv40941

wedle Igble I3,

23-Jul-2018 82:11:56,216 UTC INFO
23-Jul-2018 92 1 156,221 UTC INFO
ymanagesgnai

[Nnu icationsConsumer

23-Jul-; 2019 32 11 56,358 UTC INFO [ts_vmanagel] [EventDataCollector] (device-event-processing-2) || Configuration change event from device. Device IP:

[admin]

r] {(vManage-akka.actor.default-dispatcher-4) |default| Sending email

{vManage-akka.actor.default-dispatcher-4) |default| Recipient to ...@g=ail.com,

from ymanage@geail,com to
111.1.1.254] Device type:

23-Jul-2018 ©2:11:56,358 UTC INFO [1ts N_!ﬂnp‘aﬂej [qulqel;qnflqchange;ygn,typgager] {device-config-@) || Received configuration change event for dewvice 11.1.1.254
i rl {

23 Jul-2018 02 1 156,423 U’TC ERR.OR [ts
il. SendFail

SHMTP! : 53@-5.5.1 Authentication Requtred Learn more at
530 5.5.1 https Jdsupport.,

m/mail/?p=wWantAuthError rl6-v6sm11748122pfe.173 - gsmtp

NotificationsCon: nage-akka.actor.default-dispatcher-4) |default| Sending email notification failed :

[vedoe] User:

23-Jul-2018 02:18:27,614 UTC INFO  [ts_vmanage] |
23-Jul-2818 82 27,621 UTC INFO  [ts_vmanage] ([No

1-2018
javax.mail. kutnent:cationFailmExcep
534

53

icationsC ] (vM kka.actor.default-dispatcher-12) |default|
icationsConsumer] ( ge-akka.actor.default-dispatcher-1@) |default|

27,836 UTC ERROR [ts vmgnagg] [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11) |default|
5.7.9 Please log in with your web browser and then try again. Learn more at
lf?p-ﬂ_gquglnReq!J.)rEd e19-v6smBT473T6pgv.48 - gsmtp

Sending email.......
Recipient to ..

Sending email notification failed :

-Egmail.com, from ymanagegmail.com to

23-1ul-2018 01:38:37,500 UTC INFO [ts .

ymanage@viptela, co

£om
23-Jul-2018 ©1:38:37,885 UTC ERFUJR It,,swmpggej [NotificationsConsumer] (vManage-akka.actor.default-dispatcher-11)
icati 535-5.7.8 Username and Password not accepted. Learn more at
ail/?p=BadCredent ials nB@-v6sm11951267pfh.95 - gsmip

onsumer] (vManage-akka.actor.default-dispatcher-11)
23-Jul-2018 ©1:38:37,509 UTC INFO [ts_vmanage) [Mot ig;qt}gnsv(\ouwlerl {vManage-akka.actor.default-dispatcher-11)

Sending email..
Recipient to ,.@vimqlp .com, from vmanage@viptela,com to

Sending email notification failed :

23-Jul-2818 91:51:50,903 UTC INFO [ts vmanage] [N

23-Jul-2018 #1:51:50,911 UTC INFO  [ts_vmanage] [Not;

ymanage@viptela, com

3 -Jul-2018 01: 51 51,204 UTC ERROR [ts_vmanage] [Mot
il.Auth t}gat,ipl:ﬁa} edException: 5

) kka.actor.default-dispatcher-13)
onsConsumer] [\Manage—akk@actor default-dispatcher-13)

onsConsumer] (vManage-akka.actor.default-dispatcher-13)
tion-specific password required. Learn more at
owmall.-’?p—;nvalip;gcoparacto; B7-vBsm14806588pTn. 183 - gsmip

Sending email..
Recipient to ......@vatglq com, from ymanage@viptela.com to

Sending email notification failed :

sop bhuwld IUesss IUIUIe,90s o0 YManage IP (Public-IP Jslzos & 8J VPNO).

Return-Path: < @gmail.com>
Received: from localhost localdomain (ec2-_

for <~ ——-fgmail.com>

(version=TLS1_ 2 cipher=ECDHE-RSA-AES128-GCM-SHA256 bits=128/128);

Tue, 30 Oct 2018 12:32:23 -0700 (PDT)
From: __ "~ _Bgmail.com
¥-Google-Original-From: wvmanage@viptela.com
Date: Tue, 30 Oct 2018 19:32:09 +0000 (UTC)
Reply-To: umanage@\rlptela com
To: " ° '""fgmail.com
Message—ID: <499401607.28.1540927929205@1ccalhost>
Subject: [NETWORK EVENT]MajorBFD TLOC_ Down
MIME-Version: 1.0
Content-Type: text/plain; charset=us-ascii
Content-Transfer-Encoding: 7bit

us-west-2.compute.amazonaws.com. [ . ___
by smtp. gma.ll.com with ESMTPSA id h62- vﬁsm22‘34?040pfa 146.2018.10.30.12.32.22

.222))
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