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Ip voubgsd odo ldpsjlu:

DMVPN g, IPSec
Netflow

NBAR (Jzie o0 wslu plolo§é Gusluws 2956 1Jg>09)

lJodosu

crypto isakmp policy 1

encr 3des

group 2

crypto isakmp policy 2

encr 3des

aut henti cation pre-share

group 2

crypto i saknp key ciscol23 address 0.0.0.0
crypto i psec security-association replay disable
crypto i psec transformset renoteoffice-vpn esp-3des esp-sha-hnac
nmode tunnel

crypto i psec transformset |PTerm TransSet esp-3des esp-sha-hmac
nmode tunnel

crypto i psec profile |PTerm nal s- VPN

set transformset |PTerm TransSet

crypto i psec profile vpn-dnvpn

set transformset renoteoffice-vpn

|

<sni p>

cl ass-nmap match-any Test

match i p precedence 2

match ip dscp af21

match ip dscp af22

match ip dscp af23

mat ch access-group nane testl

match protocol ftp

match protocol secure-ftp

|

pol i cy-map test

<sni p>

!

interface Tunnel O

bandwi dt h 512000

ip vrf forwardi ng Corpnet VPN

ip address 10.1.1.1 255.255.255.0

no ip redirects

ip ntu 1350



ip flow ingress
ip nhrp authentication 1dcBb
ip nhrp map nul ticast dynamc
ip nhrp network-id 1000
ip nhrp holdtime 600
ip nhrp shortcut
ip nhrp redirect
ip virtual -reassenbly max-reassenblies 256
ip tcp adjust-mss 1310
ip ospf network point-to-multipoint
ip ospf hello-interval 3
ip ospf prefix-suppression
| oad-interval 30
gos pre-classify
tunnel source LoopbackO
tunnel node gre multi point
tunnel key 1234
tunnel protection ipsec profile vpn-dmvpn
1
int gi 0/1/0
bandwi dt h 400000
ip address 12.12.12.1 255. 255. 255. 252
| oad-interval 30
negoti ati on auto
ip flow ingress

servi ce-policy output PM 1DC- AGGREGATE
!

e Dynamic Multipoint VPN (DMVPN) s pszole ASRTK. op louble 2,96 .9, IJoslole o
IXIA 1Js IXIA gy gugled DMVPN Qe 2ips sodé 512 Clse JJJ 50000 g6 S Idelouss.
op odysy wxdd 1) Jeyds p)9) lebo IJwszse IUuwyse (EF) pu IXIA |Js IXIA
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cho oJy PQIGJ jsbo Ws zldle lugsluo IJuleg 9dl 2ldle lugl o Jes,yo wyvles Ws Wisé EF
lg Wisle 136 Ul po [JBss 1l el goss Jouog 1Ugs e6.

2>w eldle owsb s QFP Llgwwgsle show platform hardware QFP wdbo IJlguolissle
IJoubbé gdlzbo 1y gldle Iduwgsb odd Jlpe wuslss ouvdd puse.

RTR- 1#show platform hardware gfp active statistics drop

IpsecInput 300010 175636790
IpsecOutput 45739945 23690171340
Tai | Drop 552830109 326169749399

RTR- 1#
RTR- 1#show platform hardware gfp active statistics drop



IpsecInput 307182 179835230
IpsecOutput 46883064 24282257670
Tai | Drop 552830109 326169749399

RTR- 1#

oy lJUadﬁ U |J|o_)'..§.) U EpJ§|Q |Lw§|b IPSec J QFP -._J|uuoé.)|lo |Ji|o_) show platform
hardware qfp upé uubbd gpdslo |uwdlb vslule IPsec

RTR- 1#show pl atform hardware qgf p active feature ipsec data drops

28 IN_PSTATE CHUNK_ALLOC_FAIL 357317

54 OUT_PSTATE_CHUNK_ALLOC_FAIL 51497757
66 N2_GEN_NOTI FY_SOFT_EXPI RY 4023610

RTR- 1#

op pdlebbs 1y g3l Ilgusll Jgsls IN_PSTATE_CHUNK_ALLOC_FAIL scoblug eg g3l
IPseclnput s gpdsle [uvdll QFP 9sble§ gl IPsecOutput [Jss swblwd pe el
OUT_PSTATE_CHUNK_ALLOC_FAILED.

Jlse o3l [uosl) slzw 1Js 1Jesprss gJJ# CSCuf25027 .
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eJs gwed pelded VLol Bseped Idsh IV od Ws IJe)9sé |Js ASR1002-X [9 ASR1006
luwegsle ESP-100.
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