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//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

SCP

\n0Sill 13 paziwl VRF (506 pi dg>19 o0 ASR e SCP Jsac doas plakiw

croSill

Jrae oloas o JSI VRF Mgmt-intf uJI 6,bY1 dg>19 ax>gil ip ssh source-interface ;oY plasiuw] o
ol oy 3 VRF xaxi copy scp 3oV 8 31 L3 a9,V .SSH pasiuwy SCP oY Lk SCP 9 SSH

SLwMl oLl aexi 5,31 ag>ly sl ule Blainll juss dulaig 13 ip ssh source- interface ol oz
(VRF)

ASR(confi g) #ip ssh source-interface GigabitEthernet0

XE3.5S )luoYl _i> VRF dg>lg, Lol SCP JgSeis Jams ¥ ASRTK _awlwVl pllaill e :alasMo
((15.2(1)S

auall o gaxill

JuSuiwl] s8> in order to ol 13® clasiwl

ASR#tshow vrf

Name Default RD Protocols Interfaces
Myt -intf <not set> ipv4,ipve GO
#ASR

0l 13® SCP g0 a2 6151 JI ASR (0 540 <o in order to s>

ASR#copy running-config scp://guest@10.76.76.160/router.cfg
?[ Address or nanme of renote host [10.76.76.160

?[ Destinati on username [guest

?[Destination filenane [router.cfg

:Witing router.cfg Password

!

Si nk: C0644 2574 router.cfg

(bytes copied in 20.852 secs (123 bytes/sec 2574

#ASR

0l 13® SCP g0 ASR _JI a2 6151 (0 5u0 e in order to alss

:ASR#copy scp://guest@10.76.76.160/router.cfg bootflash
?[Destination filenane [router.cfg

: Password

Sending file nodes: Q0644 2574 router.cfg

!

(bytes copied in 17.975 secs (143 bytes/sec 2574

TFTP

0S5l 13D paziiwl g VRF oSai o6 dg=l9 oo ASRIK Lle TFTP Jiac dox> plasiw)



oSl

1L a9V .VRF Mgmt-intf _JI 6,151 dg=lg a>gi J=i we Ip tftp source-interface L= plp.uul P
Blaiall Luss galaig .13 ip titp source-interface ol pasius ol vy Ui VRF 3 copy fftp JJosll w9
(VRF) _SLoMl 53,0l pcxs 5,31 agzlg sl e

ASR(confi g) #ip tftp source-interface GigabitEthernet0
- ||C,o aisll

JuSuiwdl s8> in order to ol 13® clasiwl

ASR#tshow vrf

Name Default RD Protocols Interfaces
Mymt-intf <not set> ipv4,ipve GO
#ASR

oVl 13® sl TFTP o35 _JIASR 0 cals gl

ASR#copy running-config tftp
?[ Address or nanme of renote host [10.76.76.160

?[Destination filename [ ASRconfig.cfg
I

(bytes copied in 0.335 secs (7934 bytes/sec 2658
#ASR

50l 13® (ASR bootflash _JI Jsb TFTP JI (0 540 <o in order to s

:ASR#copy tftp://10.76.76.160/ASRconfig.cfg bootflash

?[ Destination fil ename [ ASRconfig.cfg

. Accessing tftp://10.76.76.160/ ASRconfig.cfg

I :(Loadi ng ASRconfig.cfg from 10.76.76.160 (via G gabitEthernet0
[OK - 2658 byt es]

(bytes copied in 0.064 secs (41531 bytes/sec 2658
#ASR

FTP

Sl 13D paziwl VRF (Sas a5 dgzly oo ASR e FTP Jiac dons plaziw

oSl

23153 226,V .VRF Mgmt-intf _J| 6,151 dg>lg W05 J=1 ¢ ip ftp source-interface ;> robk'uul P
le slaiall Guss guaiyg .ip ftp source-interface jol pacius ol vy Ui .VRF 3,123 copy ftp Y o
(VRF) _SLoMl 55,1 pexi 5,31 ag>lg sl

ASR(confi g)#ip ftp source-interface GigabitEthernet0

auall o Gaxdll



Sl a8 in order to ol 13® cloasiwl

ASR#tshow vrf
Nane Default RD Protocols Interfaces
Myt -intf <not set> ipv4,ipve GO

50l 13® (J5L FTP _JI ASR (0 540 <o in order to s

ASR#copy running-config ftp://username:password@10.76.76.160/ASRconfig.cfg
?[ Address or nanme of renote host [10.76.76.160

?[Destination filename [ ASRconfig.cfg

I Witing ASRconfig.cfg

(bytes copied in 0.576 secs (4542 bytes/sec 2616

#ASR

-0l 13® (ASR bootflash _JI Jsb FTP Jl &0 5,0 <o in order to cds>

:ASR#copy ftp://username:password@10.76.76.160/ASRconfig.cfg bootflash
?[ Destination fil ename [ ASRconfig.cfg

... Accessing ftp://[***x*x*x ***x*xx@(Q. 76.76. 160/ ASRconfi g.cfg

I Loadi ng ASRconfig.cfg

[OK - 2616/4096 byt es]

(bytes copied in 0.069 secs (37913 bytes/sec 2616
#ASR

6V JI Joog)l Vg5 639 5
pliio Jg09

(SSH) oYl Jaul JoSsi9

woless] cuuy Juines SSH JgSg59 0 ol _® ASR1Ks go L9, pii 6a>9 aS jiuine dSuie JUd ixs
0813l olassl oV cuww SSH dadsbas  Lind JI &>l (dlSinall 01 Jo> wlogleall p0 0l .6,S1AI
.Cisco Jlso

pal VRF JI ey 0l 5L 2519 (2ol o ASR (SSH _le SSH hac doxs it oloasiasy obls JUd
w05 VRF (o 19,0 @,> SSH ¢y aol gadaiuy il i) camss ol sSh JI L9

ASR#ssh -vrf Mgmt-intf -1 cisco 10.76.76.161
: Passwor d

Rout er >en

: Passwor d

#Rout er

Qi diueo dg>l9 0 SSH 9,0 dS,> jaa0 J=1 ¢,» ip ssh source-interface L= olaziw] 98 L3V LI
g VRF (Sai

ASR(confi g)#ip ssh source-interface GigabitEthernet0
#ASR


/content/en/us/support/docs/security-vpn/secure-shell-ssh/116649-technote-vpn-00.html

ASR#ssh -1 cisco 10.76.76.161
: Passwor d

Rout er >en

: Passwor d

#Rout er

&>, 31 CISCO 10S a>g0 sl e SSH (5w L2Vl gal (gpall LJI SSH (SSH o35 doxs plasiwy
oloxs lgzen 2ol e85 S5 o Cisco ASR 1000 dbubw olg>g0 amil SSH g Telnet _le dole & ,la;
‘ologleall oo 250 _le Jouaxl Cisco ASR 1000 Series alubull oo gl

Telnet

Jraall umy ol 5l 3519 (gsell oo ASR (Telnet le Telnet Juoc doxs Jybiad oloasi obls JLd
1D 2090 oD LaS awis ol telnet 8 VRF Jl 5 6

ASR#telnet 10.76.76.160 /source-interface GigabitEthernet 0 /vrf Mgmt-intf
Trying 10.76.76.160 ... Open

User Access Verification

User name: ci sco
: Passwor d

Rout er >en
: Passwor d
#Rout er

aJWl sglazl 9 puwl VRF JI i 24 225 il .ol ip telnet source-interface Jl Josiuy ol Hs 3V
LD 2090 9 S ol telnet Jl go

ASR(confi g) #ip telnet source-interface GigabitEthernet0

#ASR
ASR#telnet 10.76.76.160 /vrf Mgmt-intf
Trying 50.50.50.3 ... Open

User Access Verification

User nane: cisco
: Passwor d

Rout er >en
: password
#Rout er

g2l 31 azg0 sl le Telnet ouSad e,2 Yl gl (gpall U] Telnet zoli ) Telnet o315 doas plasiw
oloas olgzgo ol 295 Jud 0 Cisco ASR 1000 dhwlw wlg>g0 paus) SSH g Telnet e dole 6l
Ologleall o 250 Je Jouaxll Cisco ASR 1000 Series dlududll 0 guozill

HTTP

a013 9l HTTP 0313 uSai 8 ASR1IK J wlezgall grax) ,8055 il dovaall cugll paciame dg>l9 965 oS
sl 13D 5 pivge 9@ LS ASR _lc Jsasll

(GUI) drogau I pasiamsall dgly LI Jguosll plasiuwly (po11) goall doas I pyaall HTTP Jguog (il
@8skanll pol5 plaiw] Loyl cliSey) ddxall @slanll pasiuwy SHl GueSil i pasiwl «usll _J| 6xikuall

(LB (AAA) dulally sl
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ASR(confi g)#ip http
ASR(confi g)#ip http authentication local
<> ASR(confi g) #username <> password

{(HTTPS) oYl HTTP o315 uSoi) 053l Ly Lod

ASR(confi g)#ip http secure-server
ASR(confi g)#ip http authentication local
<> ASR(confi g) #username <> password

ana) 1d aslisl sl pasiwall Clws plaziwl Je3al Jxwy ASR e dgzlg, Lol IP ylsie J| pawns
du Lo

e0o /| ASR Home Page * '.1\‘_.
€ & C [} 10.106.47.122

Cisco Systems
Accessing Cisco ASR1002 "ASR"

Show diagnostic log - display the diagnostic log.
Monitor the router - HTML access to the command line interface at level 0.1.23.456.7.8.8.10,11,12.13.14.15

Show tech-support - display information commonly needed by tech support.
Extended Ping - Send extended ping commands.

Qo8 Device Manager - Configure and monitor QoS through the web interface.

Help resources

1. CCO at www cisco.com - Cisco Connection Online, including the Technical Assistance Center (TAC).

2. [ac®@cisco.com - ¢-mail the TAC.
3. 1-800-553-2447 or +1-308-526-7209 - phone the TAC.

4. cs-html@&cisco.com - e-mail the HTML interface development group.

_ol<source-interface <interface name g4; ip http JI .aox> (945 HTTP Jl closiwl in order to ez
12090 98 S () Sy VRF (o j9,0 45,> 0ees HTTP Ul J a0

ASR(confi g)#ip http client source-interface GigabitEthernet0

(flash) @dgall 6,STUI J| 3= HTTP o35 (0 6,90 i) HTTP Jsac doxs plaiuw| ping, Jlio L

#ASR

:ASR#copy http://username:password@10.76.76.160/image.bin flash
? [Destination filename [image.bin

...Accessing http://10.106.72.62/i mage. bin

Loadi ng http://10.106. 72. 62/ i nage. bi n

(bytes copied in 20.038 secs (465819 bytes/sec 1778218

#ASR

Joiuo Jgo9

.&0ll ol Telnet/SSH/HTTP wYlail e V] pusll 13D gulaiy ¥



290 &> axlleo dax Jas dlay,3 (9SS diSoy aiuwall Telnet ol 9 soiuwall SSH JoSei9, plaiwl
a>gall J Jaog)l e 6,aa)l elis] JI 13D 38, (JWLg 6,1Vl cii] dg=ly e 85,)ls)l Telnet of SSH
cwasuul| gy Jo> wlogleall (o 250l dlauis jue Cisco |0S ddac (956 baie > Lacuiudl giog ue

Cisco ASR 1000 Series Aggregation Services goliJl 1655 Jud> (9 Lackiill 209 009 pund JI &>
.Routers Software

.GigabitEthernet0 .6,I>)I dg>19 e lnsd culil Telnet zol ol @351l SSH (655 S0y tdla>No

xizs (Cisco CSCUJ37515 o clasVl aumas 8,20l 2ol e sgizs ¥ Ll olluodl L6 rdasNo
Ml Jsosll oty VTY o e lgolastia] piy il ddplall e pilall Jswosl) @slasll ds, b
138 a2, Bl @dslaall Lisd xie Jas, asidl gy | Jsosll Joy i e @slasll oS ol
ol @85Laall plaziw] Loyl Llas, ssle telnet 9 SSH Jguos i ol iz

ax, (Cisco CSCug77654 1o clasVl auai 8,20l Mol le sz ¥ il ohlasdl (9 iz
JoS959 0 plaiuw] aic SSH ol azg0 JBo] Ll pastiuall 8,08 oo dwol,idYl AAA s, b ol adiwl
Cisco _wogi «hlaoYl 0ig) auuilly awasuidll alasll JBo] Jle Lils padiwall L] iy a1l SSH
omolell telnet 9 SSH S5 oo 91 (puwdl @85las dsy o pladiwl,

oisoll SSH

Sl pawsdl 9 z2iog0 90 S wildl SSH JgSgi9 pu gloawd) Jas5 dlay ;5 clinl 09
CMSSHI

ASR(confi g) #crypto key generate rsa label ssh-keys modulus 1024
The name for the keys will be: ssh-keys

The key nodul us size is 1024 bits %
..Generating 1024 bit RSA keys, keys will be non-exportable %
(K] (el apsed tine was 1 seconds]

#ASR

ASR( confi g) #transport-map type persistent ssh
persistent-ssh-map

ASR(confi g-t map) #rsa keypair-name ssh-keys
ASR(confi g-t map) #transport interface GigabitEthernet0
ASR(confi g-t map) #banner wait X

."Enter TEXT message. End with the character 'X

--Waiting for vty line--

X

#( ASR(confi g-tmap

ASR(confi g-t map) # banner diagnostic X

."Enter TEXT message. End with the character 'X

--Wel cone to Diagnostic Mde--

C

ASR(confi g-t map) #connection wait allow interruptible

ASR(confi g-t map) #exit

ASR(confi g) #transport type persistent ssh input persistent-ssh
:Jul 10 15:31:57.102: 9%J CFGEXP- 6- SERVER _NOTI FI ED_START: R0/ 0: psd*
Server persistent ssh has been notified to start

.9, 5l AAA new-model ol plasiwl, lol Wiy el Say9 . ailal SSH J ddxall ddskasll ouSas GII
;A>3_ﬁbﬂ iAB7pA§Luo paulH;Lu> bl ol cg)AfU‘cﬁﬂtk“tgo‘§|kié).uD‘JQQ&UU+ud|MStJhQS PJA§9
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(azgall e

Y ol ASR _lc AAA 505 @5 15] Lo Il siiansy s3I cpp0Sal LS| liSa,

‘AAA (Sai go .1

ASR(confi g) #aaa new-model

ASR(confi g) #aaa authentication login default local
ASR(confi g)#line vty 0 4

ASR(config-1ine)#login authentication default

AAA Sai 9> .2

ASR(confi g) #1line vty 0 4
ASR(config-1line)#login local

M|ww|

ad5 ol bo g VRF (85 o I GigabitEthemet0 dg=ls, Lol IP wlgic plasiwl, ASR JI SSH
(Ctrl-shift-6 o Ctrl-C) Julus Jas)l cdss (s el 1095, anlSI

nmanagenent -stati on$ ssh -1 cisco 10. 106. 47. 139
:cisco@O. 106. 47.139' s password

--Waiting for vty line--

--Wel cone to Diagnostic Mde--
#( ASR(di ag

dazoll e vty jlaw sl S— o 42, baic (Ctrl-shift-6 51 Ctrl-C) Juolall Julus S35 :da>Mo
skl gog J5sY ad bll

oo Telnet aol 5
oSl

Ja5 a3 elisl a8 (SSH) uloVl adub JoSei9,) (Gludl punsll (9 zioge 98 LS Jiloo slaio plasiwl,
LD quogo 98 S pila)l Telnet JgSgi9 54

ASR(confi g) #transport-map type persistent telnet persistent-telnet
ASR( confi g-t map) #banner diagnostic X

."Enter TEXT nmessage. End with the character 'X

--\Wel come to Diagnostic Mde--

X

ASR( confi g-t map) #banner wait X

."Enter TEXT nmessage. End with the character 'X

--Waiting for 10OS Process--

X

ASR(confi g-t map) #connection wait allow interruptible

ASR(confi g-t map) #transport interface gigabitEthernet 0

ASR( confi g-t map) #exit

ASR(confi g) #transport type persistent telnet input persistent-telnet
:Jul 10 15: 26: 56. 441: %J CFCGEXP- 6- SERVER_NOTI FI ED_START: RO/ 0: psd*
Server persistent telnet has been notified to start

2090 90 oS ddxoll a93Laall eSH lis, lo JUd SSH JgSgi9 oo 3V pandll (9 > didlio caoi oS
L2



‘AAA (Sai o .1

ASR(confi g) #aaa new-model

ASR(confi g) #aaa authentication login default local
ASR(confi g)#line vty 0 4

ASR(config-1ine)#login authentication default

{(AAA) duwlxally augailly @8sLaall 095 .2

ASR(confi g) #1line vty 0 4
ASR(config-1ine)#login local

auall o ozl

Sl g5 Jola)l Juubus J551 olaieYl obly J55] s, .GigabitEthernet0 ag>ls; Lol IP ylgic JI Telnet
skl giog N Jol s U (oloV asy 9 coll Jam, iy § i 9) ol g

Managenent - station$ tel net 10.106.47. 139
.Trying 10. 106. 47. 139

. Connected to 10.106.47.139

'[N Escape character is

User nanme: cisco

: Password

--Waiting for 10OS Process--

--Wel cone to Diagnostic Mde--
#( ASR(di ag

adac Uil 5— baic .olgs giad Jhaily B+ _Jlel+Ctrl ol Ctr+C Juola)l Juubus 351 :dasVe
il g9 JBl diSay, ad ll daxall e o el ai —IOS

sl HTTP

plaxiwly (HTTP Juae doxs 5l gsall (o HTTP doas L9515 V) gipall I sssall HTTP Jguog (puSad
plaziw] Loyl eliSay) ddxall @slanll pasiuy sl oSl 13® pagiwl sl cygll Il xisuwall GUI Jguog

(=B AAA s
oSl

Jaidl bsl,> clawl https-webuig http-webui oS, o lioSill 0i® 9

ASR(confi g)#ip http serverASR(confi g)#ip http authentication local
<> ASR(confi g) #username <> password

ASR(confi g) #transport-map type persistent webui http-webui
ASR(confi g-t map) #server

ASR(confi g-t map) #exit

ASR(confi g) #transport type persistent webui input http-webui

(HTTPS) oVl HTTP o315 (uSai) pasiansall (oSl L, lagd

ASR(confi g) #ip http secure-serverASR(confi g)#ip http authentication local
<> ASR(confi g) #username <> password
ASR( conf i g) #transport-map type persistent webui https-webui



ASR( conf i g-t map) #secure-server
ASR(confi g-t map) #exit
ASR( conf i g) #transport type persistent webui input https-webui

auall o Gaxill

il 59,0)l dalS/ pasimall punl plaziwl, Josal Jmus 08 ASR e dg=l Lol IP Glsic I Jol,siwl
10S WebUl _J| Loy, a8l ally ixally daleiall clogleall (o, al - dwui )l axaall i) lglisl, cad
g )| dxaall oo daidl UL lads oloVl gulas cliSay cu>

8 OO / glhHome: hips://10.106.47. % \\ |

€& = O [ https://10.106.47.139/home/

1:55 pm
|I|I|I|I- Router Abaut | Help
cli:n l!r LTRLIALIRTE LTALTALIRLARTARIARIRRARIIRTTRIARIADT IARTALTa LI Lo oul SR

Home
Configuration - %
[_] Refreshovery =3 minutes * | Star.. | 3.F
Stals, role and alarm Temparature (SIP 0)
Conieni Aarms (Active RP) Laft 28 °C
FRU Siate Rols Severity Audible Visual
var seo [ crical [T (T3] 1 € |
espo [ 7 mar B WD Center 31 °C

rro I ¢ mine I W

Agicl 41 °C
Hiztory
— B @
Right 27 *C
Mamory and Process [Acthe RP)
Mamory Surmmary Process summary
ID Usage kB Braakup ID  Sme  Coum Braakip

1 Used 3307112

2 Froe 567384
2 (18%)

1 {85%)

I Nomaiiok, [ :Disabied, [ : Fated, ] : Booting, ] - Stuidown, [% : Unknown
T Active, % sandby
B mermais ok [[[] : Enables

Temperature - _:Mmummw-mmmmmmm

& 2004-2010 Oaco Systama. Ing. All Aghts rmesrvad
1050034 AM Wed Jul 10 2013 GWT




le>Nol9 ellasVl BLiSiwl

(Rivest-Shamir-Adleman (RSA g 65lgidl 2lico 3529 oo Bixid HTTPS i 6,990 WebUl oS5 o) I3]
a0 JSuin WebUl Jigis 3 paC cuw izl 130 debug LoVl plasiw] cliSe, .laghéing

ASR#tdebug platform software configuration notify webui

ASR#config t

ASR(confi g) #no transport type persistent webui input https-webui

Ul CFGEXP- 6- SERVER_NOTI FI ED_STOP: SI PO: psd: Server wuii has been notified to stop%
ASR(confi g) #transport type persistent webui input https-webui

CNOTI FY-Ul ;. Setting transport map

CNOTI FY-Ul : Transport map https-webui input being processed
CNOTI FY- Ul : Processing map associ ation

CNOTI FY-Ul : Attenpting to send config

CNOTI FY-Ul : Preparing to send config

CNOTI FY- U : server cache: false, tm false

CNOTI FY- Ul : secure-server cache: true, tm true
CNOTI FY-Ul : Validating server config

CNOTI FY-Ul : Validating secure server config
CNOTI FY-Ul : Checking if secure server config is ok
CNOTI FY-Ul : Secure server is enabled in map
CNOTI FY-Ul . Getting trust point

CNOTI FY-Ul ;. CGetting self-signed trust point
CNOTI FY-Ul : Coul d not get self-signed trustpoint
CNOTIFY-UI: A certificate for does not exist
CNOTIFY-UI: Getting rsa key-pair name
CNOTIFY-UI: Failed to get rsa key pair name
CNOTIFY-UI: Key needed to generate the pem file
CNOTI FY-Ul : Secure-server config invalid

CNOTI FY- Ul : Config anal ysis indicates no change
CNOTI FY-Ul : Failed to prepare config

RSA zliso

0l 138 (pliso RSA JI o0 3920)l <ads in order to s>

ASR#tshow crypto key mypubkey rsa

Key pair was generated at: XX XX XX XXX XXX XX XXXX %
Key nanme: ASR.ASR

Key type: RSA KEYS

St orage Device: not specified

Usage: General Purpose Key

.Key is not exportable. Redundancy enabl ed

; Key Dat a&col on

XXOXXXX XXXX

Key pair was generated at: XX XX XX XXX XXX XX XXXX %
Key nane: ASR. ASR. server

Key type: RSA KEYS



Tenporary key

Usage: Encryption Key

.Key is not exportable. Redundancy enabl ed

; Key Dat a&col on

XXIXKRKXK KIKRXXXXK XRXXXXHKXK XXXXHXHXKK - XHXXKKKKK XIXKKKKXXK XXX XXXXXXXX
XXIXKRKXK KIKRXXXXK XRXXXXHKXK XXXXHXHXKK - XHXXKKKKK XIXKKKKXXK XXX XXXXXXXX
XXIXKRKXK KIKRXXXXK XRXXXXHKXK XXXXHXHXKK - XHXXKKKKK XIXKKKKXXK XXX XXXXXXXX
XXHXXKRKK XIKRXXXXK XRXXXXKXK T XRXXXXHXKK XXXXKAKKK XHXKKXXXK XXXXXXXX - XXXX

#ASR
A &l oloVl

ASR(confi g)#ip domain-name Router

ASR(confi g) #crypto key generate rsa

The name for the keys will be: Router. Router

Choose the size of the key nodulus in the range of 360 to 4096 for your
General Purpose Keys. Choosing a key nmodul us greater than 512 may take
.a few mnutes

How many bits in the nodulus [512]: 2048
...Cenerating 2048 bit RSA keys, keys will be non-exportable %
(K] (el apsed tine was 1 seconds]

#(ASR(config
Dec 22 10:57:11.453: %SH 5- ENABLED: SSH 1.99 has been enabl ed*

o> lgis

:65lgid] s8> in order to ol 13® ez guaiuy il Liol> plissll oSy Ul b

ASR#show crypto pki certificates
ASR Sel f-Signed Certificate
Status: Avail able
Certificate Serial Nunber (hex): 01
Certificate Usage: Ceneral Purpose
;1 ssuer
seri al Number =XXXXXXXXXXX+i paddr ess=XXX. XXX. XXX. XXX+host name=ASR
cN=XXX XXX, XXX, XXX
c=US
st =NC
| =Ral ei gh
: Subj ect
Nanme: Router
I P Address: XXX, XXX. XXX. XXX
Serial Nunber: XXXXXXXXXXX
seri al Number =XXXXXXXXXXX+i paddr ess=XXX. XXX. XXX. XXX+host nanme=aSR
cN=XXX XXX, XXX, XXX
c=US
st =NC
| =Ral ei gh
:Validity Date
start date: XX XX XX XXX XXX XX XXXX
end date: XX XX XX XXX XXX XX XXXX
Associ ated Trustpoints: |ocal

Wl oloVl plasiwly 63lgil clis] Sy (638>00 & 9 dxyxuo & 63lgadll cals 13|

ASR(confi g) #crypto pki trustpoint |ocal

ASR(ca-trustpoint)#enrol | nent sel fsigned

ASR( ca-trust poi nt)#subj ect - name CNEXXX. XXX. XXX. XXX; C=US; ST=NC, L=Ral ei gh
ASR( ca-trustpoi nt) #rsakeypai r ASR.ASR 2048



ASR( ca-trustpoint)#crypto pki enroll I|ocal
Include the router serial nunber in the subject nane? [yes/no]: yes %
I nclude an I P address in the subject nanme? [no]: yes %
Enter Interface nane or IP Address[]: XXX XXX. XXX. XXX
Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

HTTPS (1055 63lginll G13] o,Say logillog 65lgidly RSA plise éuaxs 5,%a;

ASR(confi g) #ip http secure-trustpoint local

Joszs @l Glaia) aiSos 83lely WebUl Judass <l sy liSay

ASR#conf t

.Enter configuration conmands, one per line. End with CNTL/Z
ASR(confi g) #no transport type persistent webui input https-webui
#(ASR(confi g

CNOTI FY-Ul: Setting transport map

CNOTI FY- Ul : Transport map usage bei ng di sabl ed

CNOTI FY- Ul : Processing map associ ation

CNOTI FY-Ul : Attenpting to send config

CNOTI FY-Ul: Preparing to send config

CNOTI FY- Ul : Persistent webui will be shutdown if running

CNOTI FY-Ul : Creating config nessage

CNOTI FY- Ul : Secure-server state actually being set to: disabled
CNOTI FY- Ul : Webui server information: changed: true, status: disabled, port: 80
CNOTI FY- Ul : Webui secure server information: changed: true, status: disabled, port: 443
CNOTI FY- U : Webui service (re)start: false. Sending all config
#(ASR(confi g

ASR( conf i g) #transport type persistent webui input https-webui
#(ASR(confi g

CNOTI FY-Ul ;. Setting transport map

CNOTI FY-Ul : Transport map https-webui input being processed
CNOTI FY- Ul : Processing map associ ation

CNOTI FY-Ul : Attenpting to send config

CNOTI FY-U : Preparing to send config

CNOTI FY- Ul : server cache: false, tm false

CNOTI FY-Ul : secure-server cache: true, tm true

CNOTI FY- Ul : Val idating server config

CNOTI FY-Ul : Validating secure server config

CNOTI FY- Ul : Checking if secure server config is ok

CNOTI FY-Ul : Secure server is enabled in map

CNOTI FY-Ul: Getting trust point

CNOTI FY-Ul: Using issued certificate for identification

CNOTI FY-Ul: CGetting rsa key-pair nane

CNOTI FY-Ul : CGetting private key

CNOTI FY-Ul : CGetting certificate

CNOTI FY- Ul : Secure server config is ok

CNOTI FY- Ul : Secure-server config is valid

CNOTI FY-Ul : Creating config nessage

CNOTI FY- Ul : Secure-server state actually being set to: enabl ed
CNOTI FY- Ul : Addi ng rsa key pair

CNOTI FY-Ul : CGetting base64 encoded rsa key

CNOTI FY-Ul: CGetting rsa key-pair nane

CNOTI FY-Ul : CGetting private key

CNOTI FY- Ul : Added rsa key

CNOTI FY-Ul : Adding certificate

CNOTI FY- Ul : CGetting base64 encoded certificate

CNOTI FY-Ul : CGetting certificate

CNOTI FY-Ul ;. Getting certificate for |ocal

CNOTI FY-Ul: Certificate added



CNOTI FY- Ul : Webui server information: changed: false, status: disabled, port: 80
CNOTI FY- Ul : Webui secure server information: changed: true, status: enabled, port: 443
CNOTI FY- Ul : Webui service (re)start: true. Sending all config

UICFGEXP-6-SERVER_NOTIFIED START: SIPO: psd: Server wui has been notified to start%
o by ologlo
SSH g Telnet 2ol 19 aSxil 62>9 Jdio dxlleo -

;E'A..!IE.E 2.
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