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Router (config) #crypto ca profile enrollment LDevID_Profile
Router (config-enroll-profile) #enrollment url
http://networkdeviceenrollmentserver.your.domain.com/CertSrv/mscep/mscep.dll
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Router (config) #crypto ca trustpoint LDevID

Router (config-trustpoint) #enrollment profile LDevID_Profile
Router (config-trustpoint) #rsakeypair LDevID_Keypair 2048
Router (config-trustpoint) #revocation-check none

Router (config-trustpoint) #serial-number

Router (config-trustpoint) #fingerprint

KX IXXIXX I XX I XX I XX I XX I XX I XX I XX I XK I XK I XK I XX I XX I XX I XX XX I XX 1 XX

SCEP 055 plaziwl, &by dawolzdl TrustedPoint a9>lao .9



Router (config) #crypto ca authenticate LDevID

...Trustpoint CA authentication in progress. Please wait for a response

Mar 8 19:02:00 %$ VDC-1 %$ %CERT_ENROLL-2-CERT_EN_SCEP_CA_AUTHENTICATE_OK: Trustpoint 2017
.LDevID: CA certificates(s) authenticated
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Router (config) #crypto ca enroll LDevID

Create the certificate request

Create a challenge password. You will need to verbally provide this

.password to the CA Administrator in order to revoke your certificate

.For security reasons your password will not be saved in the configuration
.Please make a note of it

:Challenge password

:Re-enter challenge password

#H###########The serial number in the certificate will be: PID:CGR1120/K9 SN:JAF
...Certificate enrollment in progress. Please wait for a response

Mar 8 19:02:24 %S VDC-1 %$ %CERT_ENROLL-2-CERT_EN_SCEP_ENROLL_OK: Trustpoint LDevID: 2017
.Device identity certificate successfully enrolled to CA
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Router#show crypto ca certificates
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Router (config) #snmp-server contact NAME
Router (config) #snmp-server user admin network-admin
Router (config) #snmp-server community PUBLIC group network-operator
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Router (config) #interface wpan 4/1

Router (config-if) #no shutdown

Router (config-if) #panid 5

Router (config-if) #ssid meshssid

Router (config-if)#ipv6 add 2001:db8::1/32
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Router (config) #ip http secure-server
Router (config) #ip http secure-server trustpoint LDevID
Router (config) #ip http secure-port 8443
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Router (config) #callhome

Router (config-callhome) #email-contact email@domain.com

Router (config-callhome) #phone-contact +1-555-555-5555

Router (config-callhome) #streedaddress TEXT

Router (config-callhome) #destination-profile nms

Router (config-callhome) #destination-profile nms format netconf

Router (config-callhome) #destination-profile nms transport-method http

Router (config-callhome) #destination-profile nms http https://tpsproxy.your.domain.com:9120
Router (config-callhome) #enable

oSl la>l .16



o3lel 95 Loy Uil ey 35 cuS 131 U9 azgall Jsazs 65lel 8 @ plidl clle Lo JS calaid] 0id e .17
:CGDM (3855 diSasd «Jsazs

Router (config) #cgdm
Router (config-cgdm) #registration start trustpoint LDevID

oSl oo de

ig>19 plasiwl po (03 sl &y _8) 6,bo a>Wl ZTD Ui CGR1120 o0 393lo Jlase cusSs L Lo
(wlwVl IPSec 345 ,ua0S Ethernet2/2

(version 5.2 (1)CG4 (3
logging level feature-mgr 0
hostname YOUR-HOSTNAME
vdc YOUR-HOSTNAME id 1
limit-resource vlan minimum 16 maximum 4094
limit-resource vrf minimum 2 maximum 4096
limit-resource udroute-mem minimum 9 maximum 9
limit-resource ubroute-mem minimum 24 maximum 24
limit-resource mdroute-mem minimum 58 maximum 58
limit-resource mé6route-mem minimum 8 maximum 8
feature ntp
feature crypto ike
feature dhcp
feature tunnel
feature crypto ipsec virtual-tunnel
username admin password YOURPASSWORD role network-admin
username Administrator password YOURPASSWORD role network-admin
ip domain-lookup
ip domain-name your.domain.com
ip name-server X.X.X.X
crypto key param rsa label LDevID_keypair modulus 2048
crypto key param rsa label YOUR-HOSTNAME.your.domain.com modulus 2048
crypto ca trustpoint LDevID
enrollment profile LDevID_Profile
rsakeypair LDevID_keypair 2048
revocation-check none
serial-number
fingerprint XxX:XX:XxX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX:XX
crypto ca profile enrollment LDevID_Profile
enrollment url http://x.x.x.x/CertSrv/mscep/mscep.dll
snmp-server contact NAME
snmp-server user Administrator network-admin
snmp-server community public group network-operator
callhome
email-contact ciscotac@cisco.tac.com
phone-contact +1-555-555-5555
streetaddress Here
destination-profile nms
destination-profile nms format netconf
destination-profile nms transport-method http
destination-profile nms http https://tpsproxy.your.domain.com:9120 trustpoint LDevID
destination-profile nms alert-group all
enable
ntp server X.X.X.X
ntp server X.X.X.X
crypto ike domain ipsec
vrf context management
vlan 1



service dhcp
ip dhcp relay
line tty 1
line tty 2

interface Dialerl
interface Ethernet2/1
interface Ethernet2/2
ip address x.x.x.x/30
no shutdown
interface Ethernet2/3
interface Ethernet2/4
interface Ethernet2/5
interface Ethernet2/6
interface Ethernet2/7
interface Ethernet2/8
interface loopback0
ip address 1.1.1.1/32
ipv6e address 2001:x:x::80/128
interface Seriall/1l
interface Seriall/2
interface Wpané/1
no shutdown
panid 20
ssid austiniot
ipv6e address 2001:db8::1/32
interface Wifi2/1
clock timezone CST -6 0
clock summer-time CST 2 Sun Mar 02:00 1 Sun Nov 02:00 60
line console
line vty
boot kickstart bootflash:/cgrl000-uk9-kickstart.5.2.1.CG4.3.SPA.bin
boot system bootflash:/cgrl1000-uk9.5.2.1.CG4.3.SPA.bin
ip route 0.0.0.0/0 x.x.x.X
feature scada-gw
scada-gw protocol tl01
scada-gw protocol tl104
ip http secure-port 8443
ip http secure-server trustpoint LDevID
ip http secure-server
cgdm
registration start trustpoint LDevID
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