wJ9d Slises IJogde W IJso9d (ACL) W
PBR gJ.s Nexus 7K 209 £Js JJ o0
peJ9plo L3 9 L4

lJpzosslo

216 113Ul 20 20396 10,9, lJos wales £0 ) o Jud sniffer o0, 0920 LAN Us 2> U?pl&o
ol wedsle UDP 500

lJp 9500

SueW o3l IJpwews uwded IJwgzse IJpuwows IJs Idgwsluws (PBR) eJs peodle Nexus g
lJouodss luwoubl lds pedspele IJbw@s 3 (L3) sldbe o 4 (L4).

peJ9plo lul st

Bl Ypo wluolve oywdund WS PBR Jeblw@o pedyple L4 pesus: e lu lzas [dpsslo N7K
89 wlugule beldle Jbeld IJopde B 1dumsd (ACES) 9sop logble 15Eld 1Eld Idezde Os
IJso9d (ACE) JJzjs wddlssl sblud pedople L3 1dpess6 Os woguduwd Ipblo$s. O 2lJs
IJesp 1Jezsle. ozoss Ideied IJlsJs |Jro&_9do e IUzse IUlsds eds Hluw L4 sobloug
cubdd ozse Vs alspo I.Juad,o O I.J_9uo_9.J (ACL). 9 3JY. Jl wewss I.JIEJI:: lJoldsé
lJpg 996 Lluwpe I.Jla)lc ¢y IJlsdss eds ls peJsple 29d LA soldalds bl Jio 1dese L3 pu
I>eld L9lgs,oo IJozde O 1Jsuo9d (ACL) pbloll Bswp Iduvelz oldzie €s) IJlsds. JsJI
SUWES O92:S Iauos yal IJe3) leole ouovss Yo I.J,oJ_9J |uUuul)| IJs pedsplo IJpuwess
4. 258 o Uigsle £, 1lodss &> sop wozsool wuvdd €5 Lozse B Esle pedsple
Urouu-_;js 4,

by9J9zs!

Swp w9uesd pozo Uvwdo LAN o Nexus gds 1Jglzos E2.1. VLAN 700. swpeed ldpcbde WOs
lebé wozso s py9) Idoslule IJos oblod w)ygesdsd bLs lduveds Idogusl (SNMP)
Suveds lJosu 9pl IUs 3JY [Js bls Idoeuvso gepse erdle 1dpye) 1UIRS poluuyé po led 9lgod
E2/2 uz9 2ob) IJaplso Swp wd9su PBR gds 9lzod [Jpgsd IUblo,s6 (SVI) VLAN700 gJs zolj
Nexus. swp w998, IJodsse Juduw IJlgle oul. 889p IJouwdund 70 Os &sbo [Jpuwl)



Slels wzse zese Il 1Jeas, IS s 22b 1Jzelss. ould pobdy 236> Tu Id 2,98 1e)9,
& UDP psule 920x wewle 1o wp) guy Idpeuwo: J 03l oundund 50 oo Ws ¢)sbé Idpuwl).

Jlze ool Jsdsé |uwozlus PBR JJzse 1Jezils 988, Idpzsls IJos wuod Bs ldouudusd 50
soblo® JJ pu pedypele L3 9 LA

oul IJouvdsd eds Nexus §lo VLANT00 iy sess IJe)ds o)9) 1o slos eds E2/1:

interface Vl1an700

no shutdown

mtu 9000

vrf member ABC

no ip redirects

ip address 10.11.25.25/28

ip policy route-map In_to_Out

Nexus# show route-map In_to_Out
route-map In_to_Out, permit, sequence 3
Match clauses:
ip address (access-1lists): Toolbar
Set clauses:
ip next-hop 10.3.22.13
route-map In_to_Out, permit, sequence 5
Match clauses:
ip address (access-1lists): Internet
Set clauses:
ip next-hop 10.11.25.19
route-map In_to_Out, permit, sequence 7
Match clauses:
ip address (access-1lists): Web
Set clauses:
ip next-hop 10.11.25.19
route-map In_to_Out, permit, sequence 10
Match clauses:

ip address (access-1lists): In_to_Out_Internet



Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 30
Match clauses:
ip address (access-lists): In_to_Out_www
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 35
Match clauses:
ip address (access-lists): In_to_Out_https
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 40
Match clauses:
ip address (access-1lists): In_to_Out_8080
Set clauses:
ip next-hop 10.11.25.23
route-map In_to_Out, permit, sequence 50
Match clauses:
ip address (access-1lists): UDP_Traffic
Set clauses:
ip next-hop 10.11.25.23 >>>>>>>>>>>>>>>>>>>> Towards Optimizer
route-map In_to_Out, permit, sequence 70
Match clauses:
ip address (access-1lists): To_Firewall
Set clauses:

ip next-hop . 10.22.45.63 >>>>>>>>>>>>>>>> Towards Firewall

Nexus# show ip access-lists UDP_Traffic
IP access list UDP_Traffic

10 permit udp any any eqg 9201
20 permit udp any any eqg 9202



30 permit udp any any eqg 9203

Nexus# sh ip access-lists To_Firewall

IP access list To_Firewall

10 permit ip any any

vee? wdsu ldouszse Idpuwows [Js Iduwsluws eds SVI s @9p Nexus Clogsle [5gld Os
IJIzoj6 J udwo. sg90l IUlG wulby WOs wyped IJlzojo J PBR gds 1J9g»6 2 oo Nexus:

Nexus# show system internal access-1list vlan 700 input entries detail module 2

Flags: F - Fragment entry E - Port Expansion

D - DSCP Expansion

M - ACL Expansion

T - Cross Feature Merge Expansion

INSTANCE 0x0

Label_b = 0x201

Bank 0

IPv4d Class

Policies: PBR(GGSN_Toolbar)

Netflow profile: 0

Netflow deny profile: 0

Entries:

[Index] Entry [Stats]

[0019:000£:000f] prec 1

[002d4:0024:0024] prec 1
[0]

[002e:0025:0025] prec 1

[002£:0026:0026] prec 1
8080 [0]

[0030:0027:0027] prec 1

[0031:0028:0028] prec 1
(0]

permit-routed ip 0.0.0.0/0 224.0.

redirect (0x5d) -routed tcp 1.1.22.

redirect (0x5d)-routed tcp 1.1.22.

redirect (0x5d) -routed tcp 1.1.22.

redirect (0x5d) -routed tcp 1.1.22.

redirect (0x5d) -routed tcp 1.1.22.

0.0/4

80/28

80/28

80/28

80/28

48/28

[0]

.0/0

.0/0

.0/0

.0/0

.0/0

eq 80 flow-label 80

fragment [0]

eq 8080 flow-label

fragment [0]

eq 80 flow-label 80



[0032:0029:0029] prec 1 redirect (0x5d)-routed tecp 1.1.22.48/28 0.0.0.0/0 fragment [0]

[0033:002a:002a] prec 1 redirect (0x5d)-routed tecp 1.1.22.48/28 0.0.0.0/0 eqg 8080 flow-label
8080 [0]

[0034:002b:002b] prec 1 redirect (0x5d)-routed tecp 1.1.22.48/28 0.0.0.0/0 fragment [0]
[0035:002¢c:002¢c] prec 1 permit-routed ip 1.1.22.24/29 0.0.0.0/0 [0]
[0036:002d:002d] prec 1 permit-routed ip 1.1.22.32/28 0.0.0.0/0 [0]
[0037:002e:002e] prec 1 permit-routed ip 1.1.22.64/28 0.0.0.0/0 [0]
[0038:002£:002f] prec 1 permit-routed ip 1.1.22.80/28 0.0.0.0/0 [0]
[003d:0033:0033] prec 1 permit-routed ip 1.1.22.96/28 0.0.0.0/0 [0]

[003e:0034:0034] prec 1 permit-routed tcp 0.0.0.0/0 196.11.146.149/32 eqg 25 flow-label 25 [0]
[0059:004f:004f] prec 1 permit-routed tcp 0.0.0.0/0 196.11.146.149/32 fragment [0]
[005a:0050:0050] prec 1 redirect(0x5e)-routed ip 1.1.22.16/29 0.0.0.0/0 [0]

[005b:0051:0051] prec 1 redirect (0x5e)-routed tecp 0.0.0.0/0 0.0.0.0/0 eqg 80 flow-label 80 [0]
[005¢:0052:0052] prec 1 redirect(0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[005d:0053:0053] prec 1 redirect (0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 eqg 443 flow-label 443
[0]

[005e:0054:0054] prec 1 redirect(0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[005f:0055:0055] prec 1 redirect (0x5e)-routed tcp 0.0.0.0/0 0.0.0.0/0 eg 8080 flow-label 8080
[0]

[0060:0056:0056] prec 1 redirect(0x5e)-routed tecp 0.0.0.0/0 0.0.0.0/0 fragment [0]

KrREX KKKk kK kkkkxxxx*Gequence 50 is to match the traffic for UDP ports
9201/9202/9203*********************

[0061:0057:0057] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
[0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0063:0059:0059] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9202 flow-label 9202
[0]

[0064:005a:005a] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005c:005¢c] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
FrAA I IR KA I Ik xRk FSequence 70 is to send all other traffic to Firewall*x®#kkkxxxdkddkhxx &k
[0067:005d4:005d] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [23]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]
e oys o oldluslds IJs I5gld $lises 1Jsosd 1des whble g UDP 0.0.0.0/0 0.0.0.0/0 eq 9201,
ould [gld Tg) sblug IJiz;le udp 0.0.0.0/0 0.0.0.0/0 zje 9JIJo o3l IJb¢ld Jl szess gds bs



peJ9plS £0 euds UDP. o3l I5gld pdlcdis Jis ¢l T bl 2ipé UDP. JsJd Blu 1ese
Jeulds UDP 1Jig s sop pblodeol isual B o3l ldeuudusd 136 op louilie wsluulbs [Jzol;.

clJs IUlgowl) 1: woe 2yd6 1Jp)9) pu poeo IJuvedé IJpedsd
(LAN) uz9 b IJeelss
s Jloe IJges IJos ouad lJs nexus £ pzsls suldolds eblude 2)dé 1Je,s, Jel 09
o998 Vs PBR.

- 0p lghs wozsool LubIJ Lozst IJs 2ol IJzelss 9spdu Ldswol Vs gpdsle wusrse
lJlgble lJos swp ouugsdol gds 2ol [Jgplss.

UDP packet -port 500

*Mar 26 04:07:48.959: IP: s=1.1.1.1 (GigabitEthernet0/0), d=3.3.3.3, len 28, rcvd 4 -a
Traffic entering from Nexus interface

*Mar 26 04:07:48.959: UDP src=500, dst=500

TCP packet - port 80

*Mar 26 04:07:48.671: IP: s=1.1.1.1 (GigabitEthernet0/1), d=3.3.3.3, len 40, rcvd 4
-a Traffic entering from Optimizer interface

*Mar 26 04:07:48.671: TCP src=1720, dst=80, seg=0, ack=0, win=0

UDP packet -port 9201

*Mar 27 09:30:19.879: IP: s=1.1.1.1 (GigabitEthernetO0/1), d=3.3.3.3, len 28, input
feature a Traffic entering from Optimizer interface

*Mar 27 09:30:19.879: UDP src=6000, dst=9201, MCI Check(80), rtype 0, forus FALSE,
sendself FALSE, mtu 0, fwdchk FALSE

2lJs IJlzoul) 2: 2,36 1Jea9) IJos wile gu)y pJu shiffer oo
09zo LAN IJs 2>b I1Jgpelss wlguvagsle UDP 500

Jo Idey9) Idos veoss eds @Ji@g, Os pdu sniffer 1IUss wpe logulgo oul:

Ma. Time Source Destination Protocol  Length Info
1 15:48:45.815197 1.1.1.1 3.3.3.3 IPv4 1514 Fragmented IP protocol (proto=UDP 17, off=8, ID=86le)
2 15:48:45.815288 1.1.1.1 3.3.3.3 IPv4 1514 Fragmented IP protocel (proto=UDP 17, off=1488, ID=B6le)

1. 1iz5le 1JloJsé pg Ersbd Ip ul):

- s IJgse Jlod 39 IJDlzs = 0 Llgwe IJzse 1I9ds 95209 edis sluw UDP B 1Uz5p6.
e opl 16 2038 1,9, J UDP 500, Gloo sop pusloleol B Idoosdusd 70 Jduwelz ip any.



prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [23]
- B3dY sop wozse 1Uze6 1Jlsds ubuwol Idos weess sds IJ pu pedsple [Ubo§6 3
sldboys 4 wuvdd Lozse.

2. 250 igsle &) 1Jlsdisé g rsbos IJpuwl:

- S8 IJzse IJelus 39 Lled # 0 Lldzse sy 1Jivds 9Jl szess eJs Is sluw UDP. o 2506 IP
elJuos pe wse [Jwn9wsdsd UDP (17).

wpllve Jl woes pedsple gu ldbou@s I)lugs Bluol wblud s lJoguduud 70: sop
o9zso IP 0.0.0.0/0 0.0.0.0/0.

- 9p& 3JY. k_9$ lJouvdund 50: ould $lispsd 9,09d whblu 9 2)J6 09, pot_é.') UDP 920x. 99,0
IJzol; wlousle bgld oddlss! Jduwelz wizile UDP IJos wblud pedsple 1dbw$é 3
|Jpe>>6.

- I3 I 256 pls Jis pedsple po 1Ubw @6 3 Lluwegsle wy9e9d9) UDP sep
pblu ool Vs lJoyvdyvd 50.

prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eq 9201 flow-label 9201 [0]

prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [23]
SSSSSSSSSS>SS5>>>>>>>

-+ w030 15960 00l 2je Swp w00 wubId LozSE 918 See w0 Euy wuwdund
¢lbss.

c Sop wessd Idzie IJelus po led zed ILled = 0. 9sep pblodeo Bs IJouudusd 70 Jpl
09 PUIVE.

- 9031 Jud9d pu9 e £ud wJds lgjle Ibu s 1U)lugs.

- IS 0 louble pagd luolds Jduwelz wldizsle o9 Iuwele Lluwedle Iizsle )
IJlaJs6 390 pedople pu lJbo@s I lugs. p

- B IJzldé. Jlue 2,96 1dp,9, J UDP 9201 9de sJu ould [gld Jduwele wldizile. & p
wblod Idzie Idelus Vs ldogwduvd 70 Jduwelz w ip any soldelds sope wozsoo wuvdd
¢lboss.

Nexus# sh route-map In_to_Out pbr-statistics
route-map In_to_Out, permit, sequence 3
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 5
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 7
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 10
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 30



Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 35
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 40
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 50 ========== > 2 Fragment for UDP 500 is matched here
Policy routing matches: 4397 packets
route-map In_to_Out, permit, sequence 70------------ > 1

Fragment for UDP 500 is matched here

Policy routing matches: 4397 packets

- sop logsle ounduud 1) 45 Jduwele weuds 1e,9, J UDP 500 9ol bs o JJI IJz5lse
publogly u§g$|LJc>L}uLJL)th¢15.

s opo pbluds IUge IJlsds vuvow pedsple sluw UDP oldpblo s gs) 1Jlsdssé B uwb,
IJiz5le JJogudound 45.

Nexus# sh route-map In_to_Out pbr-statistics
route-map In_to_Out, permit, sequence 3
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 5
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 7
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 10
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 30
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 35
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 40
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 45---------- > Both fragments matched here
Policy routing matches: 213 packets

route-map In_to_Out, permit, sequence 50



Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 70

Policy routing matches: 0 packets

Default routing: 0 packets

8lisps 19 o9d JJouwduwd 45:

Nexus# sh ip access-1lists udptraffic

IP access list udptraffic

permit udp any any eq isakmp
3. 1Jl Jups Jsd wouoyd IJlgjle 1U)ssuuss pe Slisps Idopdpe Bs 1Ugosd (ACL)
sorsbo IJpyul)

s sop wbosd Jogwdund 5 Jduwele ls euds UDP gisliss 56 s lises IJopdp S
IJsuo9d (ACL) 1Jgl o Lldpouds.

Nexus# sh ip access-lists TEST_UDP

IP access list TEST_UDP
statistics per-entry
5 permit udp any any eq 56 [match=0]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]
- ol 03?9(? Y0 o9 pE 2o peild &) l9dse 9dleh luoel publu§o Vs IJogudund 5. eds
lUyép pulu 1dz)jes J UDP 500 W|yol whblwd Vs ldouwduvd 5 JJuwelz UDP 56.

Nexus# sh ip access-1lists TEST_UDP

IP access list TEST_UDP
statistics per-entry
5 permit udp any any eq 56 [match=56]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]
s Sop B IUizsle sds Blises Idopdp B 1Jso9d (ACL) 1Jgl o6 wldpuds sl ive JI
Sop pblods 1Jgie Bs Blispes Idopde B 1suosd (ACL) 1Jglues Lld@skse ¢ IJlsdss
eSS wup pbluds IJeses B 1Uslde B bgld UDP s Izsle sop logbldol odélssl



w9luls IJoble 1Jiwlus.

NEXUS# sh ip access-lists TEST_UDP

IP access list TEST_ _UDP
statistics per-entry
fragments deny-all
5 permit udp any any eqg 56 [match=0]
10 permit udp any any eq isakmp [match=0]

20 permit ip any any [match=0]

[0014:000a:000a] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eq 56 flow-label 56 [0]-> Here we are
now not seeing any entry to allow UDP fragments

[0015:000b:000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 500 flow-label 500 [0]
[0016:000c:000c] prec 3 permit ip 0.0.0.0/0 0.0.0.0/0 [0]

[0017:000d4:000d] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragment [100]>> Getting matched in
fragments deny statement

[001e:0014:0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0  [0]
s op Lo Iigsle B Blisps IJozdp B IJso9d (ACL) 1Jlubdldsé B PBR. 9pg 3JJ Jp
Sepd 03l 1dzd 9ldzip ol wsld eys Jobled Vs JJ pu ldouuduvd 50 9 70. 9031 s)ze I1Us
wwJod [Jopzs JBlisesd 1d9uosd 98,sbd Ipuuls.

NEXUS# sh ip access-1lists UDP_Traffic
IP access list UDP_Traffic
statistics per-entry
fragments deny-all
10 permit udp any any eqg 9201
20 permit udp any any eq 9202

30 permit udp any any eqg 9203

[0061:0057:0057] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
[0]

[0062:0058:0058] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027]

[0063:0059:0059] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9202 flow-label 9202
[0]



[0064:005a:005a] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eg 9203 flow-label 9203
[0]

[0066:005c:005¢c] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
[0067:005d:0054] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8027]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]
olz g cbosd sBue Uigsle eds IJ po Blises IJozde B 1dsuesd (ACL) IJ¢luos
NJpuds 98lisps Idoede B 1Jso9d (ACL) IUgluoé wuu9esded PBR:

[0061:0057:0057] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9201 flow-label 9201
[0]

[0062:0058:0058] prec 1 redirect(0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [8027] ---
> Once the fragments are denied in port CAL, we observed non-initial packets to be getting

dropped (See the mismatch in number of packets between UDP and IP counter)

[0063:0059:0059] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9202 flow-label 9202
[0]

[0064:005a:005a] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]

[0065:005b:005b] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 eqg 9203 flow-label 9203
[0]

[0066:005c:005¢c] prec 1 redirect (0x5e)-routed udp 0.0.0.0/0 0.0.0.0/0 fragment [0]
[0067:005d:005d4] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [8214]

[0068:005e:005e] prec 1 permit-routed ip 0.0.0.0/0 0.0.0.0/0 [0]

VDC-1 Ethernet2/1

Label _a = 0x200
Bank 0
IPv4 Class
Policies: PACL(TEST_UDP)

Netflow profile: 0



Netflow deny profile: 0
Entries:
[Index] Entry [Stats]
[0014:000a:000a] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 56 flow-label 56 [8027]
[0015:000b:000b] prec 3 permit udp 0.0.0.0/0 0.0.0.0/0 eqg 500 flow-label 500 [8214]
[0016:000c:000c] prec 3 permit ip 0.0.0.0/0 0.0.0.0/0 [0]
[0017:0004:000d4] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 fragment [100]

[001e:0014:0014] prec 3 deny ip 0.0.0.0/0 0.0.0.0/0 [0]
00l 1JE383 00 101,06 1Jpedud JJoido £ 00 lpuind s Is 12> po IUzie 1Jpz506
Cluwwddle pedyple L4:

c Spdu uuw Lsbs el Jduselz weedsele p2236 g0 L3 Jpulds UDP pesus.
S ldodasu Idelds: bl wp 39, pedsple puos) L3 9ldozes. BSumsoe wozsoe IUzied £s)
lJlsJso quoQbJ IJs o')o‘IJrog_Jgrolo lJpe36. 908 3JJ: sI9y 03l o883l Wb gudpl JI sy
ould cuwduwd 13 Yod lu sblo® v pedspele L3.

Nexus# show ip access-lists UDP_Traffic
IP access list UDP_Traffic

10 permit udp host 1.1.1.1 host 3.3.3.3 eqg 9201
20 permit udp any any eq 9202

30 permit udp any any eqg 9203
+ $pJu IJezdd pu ldpeuwly pu 1deuos) 1s 1U9zes JJezdd pu 9226 1dzs 1JIGues JJudd
(MTU) zos Jl sep ogjsé Idgjes.

o ded IJwssd Jobosd ouvduvd 1e) suvee J UDP igds IJouvduvd 1Jluadlds
wldepd 9pg 3Jd: Slu Iduwdsd 09 udywo Jpl wp Uinge unlodl ewpl wp wbosd
lJousduvd 45

Nexus# sh route-map In_to_Out pbr-statistics

route-map In_to_Out, permit, sequence 3
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 5
Policy routing matches: 0 packets

route-map In_to_Out, permit, sequence 7

Policy routing matches: 0 packets



route-map In_to_Out, permit, sequence 10
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 30
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 35
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 40
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 45-========= > Both fragments matched here
Policy routing matches: 213 packets
route-map In_to_Out, permit, sequence 50
Policy routing matches: 0 packets
route-map In_to_Out, permit, sequence 70

Policy routing matches: 0 packets

Blispod 1U9 09d JJogwduwd 45:

Nexus# sh ip access-1lists udptraffic

I8 p19) wslule Slises 1Usuod IUs IP:

permit udp any any eq isakmp

sl 1Jpucos: CSCve05428 N7K ¢lol I p waws || Blises IJoede B IJs oo (ACL) s PBR
lJos ozess eds pedsele I pu ldpuwessso Idelde sldslog.


https://cdetsng.cisco.com/webui/#view=CSCve05428

agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
Systems puu(sgdsol g 988 030 IJUjapld gl widiage SlGel lds
ldewvoys Idlvadsis IJlueds (Idylub pogus)).



