odosu wuwesd izl 1Jlesé J NetFlow gJs
lJ>Bdlg gu woss> FirePOWER

lJpzosslo

| Jp, 9506

lJpobJole |l wlwsé

lJodoule | 0200
I Il w56

lJodasy

lUe2.88 oo L) ozé

psJ9ple So o

lJp 9500

S9uoe o3l ldpuwews JsWvss wdysy ouwesd Ui@lo IUTewé J NetFlow (NSEL) eJs 1J>S8le g0
w0358 FirePOWER (FTD) g, o) Ibl,6 FirePOWER (FMC).

IJpcbdule IUIgul usé

lJecbJule
w9os Cisco vio oJ9u s pgy96 wldesluose 1Joldss:

- pEyB86 s FTD
- pEy96 Jusluwo FlexConfig

Jpedoule 1Jp g pd
ouvows Idpedsple 1Jgl)o s 03l IUpuwaows IJs luoshle Ideslez sldpdsole 1debse Ioldso:

- FTD IJlo>l, 6.6.1

. FMC 1J] o>l 6.6.1
op logvle Urog.Jg,olu |J_9|J)6 WIS o3l IJpwews pu UiaoJé 1J 09296 WS wSiS6 pgpdso gluoo.
u)lu angSE_ |JICOJO |.Jf0uuua)|00 k9._S o5l I-JP;_}UUU3 uu'J_SgSu forou.uja (ldu)luDgS) l)l \.Jluu

pEJ9pl 1wl pusd

S92z 03l ldpuwows Jsdsse wdysy wuwesd IJi@Io IUlew6 J NetFlow (NSEL) eJs 1>3le g0
wo0>3> FirePOWER (FTD) g, o5 I3l,6 FirePOWER (FMC).

uL9u_)u Jldulu qu FIexConflg Iqu&sjlu Iqu»u@po d§ dlgSulu FIexConflg |Jroa.>.)o



FMC JoJsse NSEL. ould [ugé Jlisule FlexConfig pg 86 puuwdl slgd FMC goJles Jlisule
U2 pE)I96 puwwdl. Jlisule FlexConfig Idee»s6 puwedl os JJ@)les W8l 9Jl spdu wersdol.
Jogssd pedple NetFlow: spdo ouwe IJIJlsolo.

IJIlisole IULogs 1Jpers puvwdl pozd B 1Jzs9d:

FlexConfig Object Name Description

Netflow Add Destination Creates and configures a NetFlow export destination
Netflow_Set Parameters Sets globla parameters for NetFlow export
Netflow_Delete_Destinations Deletes a NetFlow export destination
Netwflow_Clear_Parameters Restores Netflow export global default settings

Jlsolo Idoue IJedles ez puwedl puw)y9ro Os 1Uza9d:

Text Object Name Description

o Define the single NetFlow export destination’s interface, destination IP
netflow_Destination
- address and UDP port number for NetFlow.

netwflow_Event_Types Define NetFlow events based on event type

Define values for active refresh-interval, delay flow-create and template
netflow_Parameters :
timeout-rate.

lJodsso

Suod 03l IJduwpe Jsdsé wdosy NSEL gJs FMC oo gJIJ usluws FlexConfig.

lJglogs 1. vessu pedple Jlisule [Juue J NetFlow.

Jogssu pedplo Idpogs): luedd IJs IJdlisule > FlexConfig > Jlsule IJoue. Bp woz)ys)
Jlisy netflow_destination. 9 wog s ug Idpwgs) Idpwess 9ldess Idpuow9b geds 3. oo
IJSL O luwpe: Elsé guslo 9095,

B pold 1Jodsss odl odys 1Uslzos DMZ. 9539y gu9le IP Jezeg NetFlow o9 10.20.20.1
9p083 UDP o9 2055,



Edit Text Object @

Name:
Description:
Variable Type Count
Multiple 3 =
1 DMZ

2 10.20.20.1
3 2055

pdlebé: sop lvedslp IUSse Il ose J netflow_event_types g netflow_parameters.

IJg1096 2. 9o wodssu Jlisu $lises 1d9uosd IJpsuwed Jeblo§6 2,96 09, pesUs.

Jlouble BYlisped Ug&,ogJ. lJeowed eJs FMCi luewd IJs IJ;’JI:_sQI.;_; > bho IJdlisy 9eds
IJ8lspé Idsuws: luvsd Gksps 1U9uead wass ppen.lud) Iuol9s Blisps 1Jguosd IJpguwes.

Ip wwgwso 2od IJlgwe. Vs <_>5I IJeeld: sYyu IJlgw e flow_export_acl. 16,9, 999 1J)) luoldé.
Sp wodssu beldle Idopde BOs 1Usuesd Jpblo 96 2)9é 0)9) pesus.

Bs 03l pold lwoouse s p)9) pu ldpupss 10.10.10.1 |Js I..s elso 92,96 p39) wSU
lJeuosd 172.16.0.20 9 192.168.1.20. swp wuppsu s 296 059 13)s.



Edit Extended Access List Object [+

Name

[ how, export_aci |

Entries (3)

Sequence Action Source Source Port Destination Destination Port

1 @Elock 10.10.101 Any Any Any VR 1
2 @Block 172.16.0.20 Any 192.168.1.20 Any /s
3 SAllow Any Any Any Any s u

Allow Overrides

lJzlbgs 3. wdssu Jlsy FlexConfig.

Jodosu Jlsule FlexConfig: luewd 1Js [JJlisule>FlexConfig>FlexConfig IJJlisule FlexConfig
sludy eds Jy luelws Jlisy FlexConfig.

23 sbo [Juso IJos wess 2yJds o9 Idoslule IJos sdje wuess) i@Io NetFlow Jol. Ws
o3l lJpold: lywp |JIlisy o9 flow_export_class.

2> $lispd IUgoad Idos wp loublgel s 1Ugb9s 2. 16,9, W99 Irlz > |lg Jliso vog > Jlisu
Slisps IJogdp Vs 1J9uo9d (ACL) IJpguwed 985, wogssu luwe. s 3Jdilud) W99 1U))
luolss. Vs o3l Idpeld: luwp IUpcgs) o9 flow_export_acl. b b §s pdb.



Insert Extended Access List Object Variable ®

Variable Name:

‘ flow_export_acl ‘

Description:
Available Objects C' Selected Object
‘ Q_ Search D4 ‘ flow_export_acl v

flow_export_acl

Sp wlplds tbgb lJodssu IJoldss Bs IUedd IUSLE 98p wouppsu Idecés) IUees>
puvwdl ($flow_export_acl.) B b, wdJysey match access-list.

Jieb 16 A$ susl 1)) luwe 1dpwgs). 03l suwles eds wersy o Ipcés) slos wesol.

class-map fl ow export_cl ass
mat ch access-list $flow export_acl

o9y eds edb goo IJluwole.




Edit FlexConfig Object @

Name:

flow_export_class

Description:

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.
Insert - Deployment: Everytime Type: Append

class-map flow export class
match access-list Sflow export acl|

v Variables

Property

Name Dimension Default Value (Type:Name)

Override Description

low_export_class SINGLE low_export_acl EXD_ACL:A...

lJglb9eé 4. o d9su 9z0d NetFlow

Jodosy 9zos NetFlow: lpwdd [Js IUIJlisule > FlexConfig>Jlisule FlexConfig 9gloJ
lJouosse woluwbo NetFlow. logwg IJJlise, NetFlow_Add_Destination. w e loJile
NetFlow_Add_DESTINATION_COPY.

Ip vutssu IJuise IJos wpe logilgol WS 1296 3. spdud lugile peblb Guslwd zos>
Jobosy lplele IJosv@-1douoss) eds IJusle [Jeg 096.

O o3l ldpelde swp Ib)lz 1JWse Vs Idywsluws 1Jzldse (Iduvsluws 1Jglpo).

## destination: interface_naneif destination_ip udp_port
## event-types: any subset of {all, flowcreate, flowdenied, flowteardown, flow update}
flow
export destination $netflow Destination.get(0) $netflow Destination.get(1l) $netflow Destination.
get (2)
policy-map gl obal _policy
cl ass flow export_class
#f oreach ( $event _type in $netflow Event _Types )
fl ow export event-type $event _type destinati on $netflow Destination.get(1)
#end

lud) eds edb gus IJluwole.



Edit FlexConfig Object (7]

Name:

| Netflow_Add Destination_Copy

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CL| before deployment.
Insert » Deployment: Once v | Type: | Append v
fi# destination: interface nameif destination ip udp port

#4 event-types: any subset of fall, flow-create, ELOW~dénied, flow-teardown, flow-update]}
flow-

on.get (0)

policy-map global policy
class flow export class
#foreach {_$event__type in $netflow Event Types )
flow-export event-type $event type destination $netflow Destination.get (1)

#end
v Variables
Name Dimension Default Value r;sg:ﬁime} Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:. false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

|Jgb9é 5. wessu uwsluws FlexConfig |Js FTD

loewd lJs IJiaoNJ'iS > FlexConfig _9igui;:s wwSluwo 23636 (pl Jp I ould ywsluws wpe lugblol
ldoed JeHue 13 9op wessuwol IUs uduw FTD). W o3l Idpeld: wp luuvle FlexConfig
olded. 9p vozys) uvsluws FlexConfig 9ga> Jlisule FlexConfig IJws wpe lugvlgel s
lJ¢bsle |Jwle 96.

Vs o3l IJpeldi swp luwegsle pedple ouoss) NetFlow IJld el josé: goldelds: sop wzass
NetFlow_Set_Parameters. p0b IJogss)lo slJodiy.



FlexConfigPolicy

Enter Description

“a Selected Prepend FlexConfigs
Available FlexConfig C

netflow b4

L] Mame

~ User Defined
"8 Metfow_Add_Destination_Copy
7 Metfiow_Delete_Destination_Copy
«f Metflow_export_Copy
"8 Netflow_Set_Parameters_Copy
* Systam Dafined
"B Metfiow_Add_Destination =7 Selected Append FlexConfigs
«f Netfiow_Clear_Parameters 3 Narme
o5 Netflow_Delete_Destination

| etovsormrees [

2 Netflow_Add_Destination_Copy

flow_export_class

3 Netflow_Setl_Parameters

You have unsaved changes [

Dascription

Dascription

Create and configure a MetFlow export destination.

Set global parameters for NetFlow export,

How To

Palicy Assignments (1)

pdlebé: Jpblu§6 2,36 1,9, 290 1deles IJs plolo$6 2,36 019, pesus: Spdud IJogbs
eu lJgbole pu 2 |Js 4 9luwedslp Jlsule NetFlow 1Jeess6 puwodl

FlexConfigPolicy

Enter Description

"% Selected Prepend FlexConfigs
Avallable FlexConfig C

netflow X

L MName

* User Defined
"8 Netflow_Add_Destination_Copy
=7 Netflow_Delete_Destination_Cogpy
o Metflow_export_Copy
"8 Metfiow_Set_Parameters_Copy

" System Defined

«ff Metflow_Clear_Parameters

<7 Selected Append FlexConfigs

o Mame
o Metflow_Delete_Destination
1 Netflow_Set_Parameters

2 Netflow_add_Destination

You have unsaved changes | Preview Config Cancel

Description

Description

Set global parameters for NetFlow expart.

Create and confgure a NetFlow export destination.

Palicy Assignmants (1)

pdlelbos: Jlolds pzee NSEL &l sep Luwld 2 NetFlow |Jso. B 1Ugbgs 1. iuous 4
pogsle Jluolds gusly IP 1Jelus Jezee NetFlow.



Edit Text Object @

Name:

Description:

Variable Type Count
Multiple 4 3

—

DMZ
10.20.20.1
2055

AW N

10.20.20.1

B 1Jgbgs 4. 1o Lub, IJodssy: flow-export
destination$netflow_destination.get(0)$netflow_destination.get(1)$netflow_destination.get(2)

I vous) ldpcgs) Snetflow_destination.get Jpoés) IUpylgndlo. B o3l IUpdlJ: §sp6
lJpogsy 05 3. gds pwwsd Idpsld:

flow

export destination $netflow Destination.get(0) $netflow Destination.get(1l) $netflow Destination.
get (2)

flow

export destination $netfl ow Destination.get(0) $netflow Destination.get(3) $netflow Destination.
get (2)

lsuol luow Idpwg s, IJelus Snetflow_destination.lz Lod eJs yvlo) IUodgsy: flow-export
event-type $event_type destination$netflow_destination.get(1). eJs uvosd lJpeld:

fl ow export event-
type $event _type destination $netflow Destination.get(1l) $netflow Destination.get(3)

cedd po Loed 03l IJodssy Jpl 09 poLoe B IUue9ys bole:



Edit FlexConfig Object

Name:
Netflow_Add_Destination_Copy |

Description:

Create and configure a NetFlow
export destination.

A Copy-pasting any rich text might introduce line breaks while generating CLI. Please verify the CLI before deployment.

‘ Insert » ‘ Deployment: | Once v | Type: | Append v

## destination: interface nameif destination_ip udp_port
## event-types: any subset of {all, flow-create, flow-denied, flow-teardown, flow-update}

flow-

policy-map global policy
class flow export class
fiforeach ( Sevent_type in $Snetflow_Event Types )
flow=-export event=-
type jevent type destination $netflow Destination.get(l)$netflow Destination.get(3)

fend
¥ Variables
Name Dimension Default Value ?;S:;ﬁzme] Override Description
netflow_Event_Types MULTIPLE [all] FREEFORM:... false This variable provides the glo...
netflow_Destination MULTIPLE [DMZ, 10.20.20.... FREEFORM:... false This variable defines a single ...

Cancel

lJo2dd pu lduogs

Sedu ldoedd pu wdssu NetFlow slgd wogz FlexConfig. Jeglsws IJodssu: lud) eds pelsud
IJodgsu. 225 FTD 9o 8y pu lJodssu.



Preview FlexConfig @

Select Device:
FTD-b

exit
INTERFACE_END

H#HitHFlex-config Appended CLI #H#
class-map flow_export_class
match access-list flow_export_acl

flow-export destination DMZ 10.20.20.1 2055
policy-map global_policy
class flow_export_class
flow-export event-type all destination 10.20.20.1

flow-export active refresh-interval 1
no flow-export delay flow-create 1
flow-export template timeout-rate 30

Close

I wlJsuesd IJs FTD pu gdId Secure Shell (SSH) sluvwgse wble IJingJ support diagnostic-cli
98 vouugsd Idble, IJoldsé:

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press '"Crl+a then d to detach.
Type help or '?' for a list of avail abl e commands.

firepower# show access-1ist flow export_acl

access-list flow export_acl; 3 elenents; name hash: Oxe30f ladf

access-list flow export_acl line 1 extended deny object-group ProxySG Ext endedACL_34359742097
obj ect 10.10.10.1 any (hitcnt=0) 0Ox8edff419

access-list flow export_acl line 1 extended deny ip host 10.10.10.1 any (hitcnt=0) 0x3d4f23a4
access-list flow export_acl line 2 extended deny object-group ProxySG Ext endedACL_34359742101
obj ect 172.16.0.20 object 192.168.1.20 (hitcnt=0) OxOec22ecf

access-list flow export_acl line 2 extended deny ip host 172.16.0.20 host 192.168.1.20
(hitcnt=0) 0Ox134aaeea

access-list flow export_acl line 3 extended pernmit object-group ProxySG Ext endedACL_30064776111
any any (hitcnt=0) 0x3726277e

access-list flow export_acl line 3 extended pernit ip any any (hitcnt=0) O0x759f5ecf

firepower# sh running-config class-map fl ow _export_cl ass
class-map fl ow export_cl ass
mat ch access-list flow export_acl

firepower# show runni ng-config policy-map
1

policy-map type inspect dns preset_dns_map
paraneters

message- | ength maxi mum client auto
message- | engt h maxi mum 512

no tcp-inspection




policy-map type inspect ip-options UM STATI C | P_OPTI ONS_MAP
paraneters

eool action allow

nop action allow

router-alert action allow

policy-map gl obal policy

cl ass inspection_default

nspect dns preset_dns_map

nspect ftp

nspect h323 h225

nspect h323 ras

nspect rsh

nspect rtsp

nspect sql net

nspect skinny

nspect sunrpc

nspect xdntp

nspect sip

nspect netbi os

nspect tftp

nspect icnp

nspect icnp error

nspect i p-options UM STATI C_| P_OPTI ONS_MAP
nspect snnp

cl ass fl ow export_cl ass

fl ow export event-type all destination 10.20.20.1
class cl ass-default

set connection advanced-options UM STATI C_TCP_NAP

firepower# show running-config | include flow

access-1ist flow export_acl extended deny object-group ProxySG Ext endedACL_34359742097 obj ect
10. 10.10.1 any

access-1ist flow export_acl extended deny object-group ProxySG Ext endedACL_34359742101 obj ect
172.16. 0. 20 object 192.168.1.20

access-1ist flow export_acl extended pernit object-group ProxySG Ext endedACL_30064776111 any any
fl ow export destination DVZ 10.20.20.1 2055

class-map fl ow _export_cl ass

mat ch access-list flow export_acl

class fl ow export_cl ass

fl ow export event-type all destination 10.20.20.1

pedjpk) Slo LoJé




agy 030 IJUjapd )

Ujapw Cisco o3l Idpuu s wlgwdaslp papged pu ldU@us!o 1dIds?
olUwUbyss JU@sse pawals sep JUpuwwaspisy Wis apse lual- 1deldp
wUgWop IJalyes. sjats pdlabe Iy Twusd Ojaps Tdss Ju CWgy s@sw@s Jel
og ldald pe ldYjapd Idlauyl@ss 1O (s s@pol pUjap pawyd. ads Cisco
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