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I3l Jp sop wpdse COPP. spdu el wpdswol ls cdssuel gds 1pzsd wluvegsle setup IJis) Io usluwbs wboss lzs
lJuwsluwle 1B o)l uosé 1UBsluvss sopo gsh IJodssy: copp profile [densellenientjmoderatelstrict].

Jl 889 1Jzoli €5 IUpzes wououssd 2ds 1dess) 99 odol wuvdd Lozse W Iddsle. soldelds Blo ls uvdsd Jyduo
1Jg306 Jps36 19 w190999d peso Jl sBoua, eds 03l IJobld 9spJ0 16 8, s puwess Idoede wlddled.

% adlghs: swp wudss gusluvle CoPP uyluubs gpdsle lehs wzse wuousyd 1Usld)6 IJeldes IJ8leds JJwszso
(TCAM) JJpewss: 9spdu j9swoel pouliyé wee show system internal access-list input statisticsmodule X | b CoPP is show

hardwar e access-list input entries detail.

NO9K 1# show copp status Last Config Operation: None Last Config Operation Timestamp: None Last Config Operation Status: None Policy-map attached

sle cubse puvoss IJogde

ououd CoPP 2,36 1Upy9) luwaubl lds Ideblodle IJos owsld§ pe B9lise [dozde Bs 1Usuod 1Us IPi_g MAC. yoldelds:

o0 1Jpop Bop 2,98 1pu9, IJos sop ouousdel wpe s WBiss.
Sedu 1o wouge IJBsle IJes ceops eds IJoble IUlusluvs. J3dd: pu ldpope Bop Jsdss IUezdd pu 1909

eJs uwusd IJpeld: B Nexus 9000 g Jis 1Jgled (Ton):

NIK 1# show policy-map interface control-plane



Control Plane
Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group hame copp-system-p-acl-auto-rp
match access-group hame copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes

module 1 :

transmitted 177446058 bytes;

5-minute offered rate 3 bytes/sec

conformed 27 peak-rate bytes/sec

at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

WO 03l IJpeld: copp-system-p-class-critical oo o ey g)$bs [JBss 2598 o9, ldoslule IUpoedds woygesdsdle [Jegzsoe: pod
w292999d 1Jgwbs 1239556 (BGP). 99z 18,05 puwh Iadl (OSPF). 90090999 Upszo Idpeuwe Jgwbs IslgJss (EIGRP).
9O UoPU wi9u9dydle ié)s‘ pod VPC.

ldol ol s3I0 Iuolodlz luwe Bolise Ioede B 1Us o9 1S IPIy MAC oBdyus)l sles! Jde,esdsd 19 1desis IUpguss: pe
IJolsise copp-system-p-acl-[protocol [feature].

Jeruo Wisé pesus: spdu wesswol puluiys loole wuvgsd IUle) show. eJs pwosd 1Jesld:

N9K-4# show policy-map interface control-plane class copp-system-p-class-management
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-management (match-any)
match access-group name copp-system-p-acl-ftp

match access-group name copp-system-p-acl-ntp

match access-group name copp-system-p-acl-ssh

match access-group name copp-system-p-acl-http

match access-group name copp-system-p-acl-ntp6

match access-group name copp-system-p-acl-sftp

match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6



match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftpé
match access-group name copp-system-p-acl-radius
match access-group name copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiusé
match access-group name copp-system-p-acl-tacacsé
match access-group name copp-system-p-acl-telneté
set cos 2

police cir 36000 kbps, bc 512000 bytes

module 1 :

transmitted O bytes;

5-minute offered rate O bytes/sec

conformed O peak-rate bytes/sec

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

wsupl odyy pdle og s CoPPIUIB e luoss £156 pgdss Jzie pu lJodssu IUIGe,luos: spdud 19686 Idodsy

wluwegsle show running-conf copp all:

<ffroot>

N9K 1# show running-config copp all

1Command: show running-config copp al
'Running configuration last done at: Tue Apr 26 16:34:10 2022
ITime: Sun May 1 16:41:55 2022

version 10.2(1) Bios:version 05.45

control-plane

scale-factor 1.00 module 1

class-map type control-plane match-any copp-system-p-class-critical
match access-group name

copp- system p-acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
(snip)



oubs) Brsbs IJuiss: copp-system-p-class-criticallJos op j9swol po God s zod Idoblod ldpogsss IJos cobde @slise
IJozde Ss 1dsuesd Jduble: sldos wdsu pdss wuvdd 18u)luos: 9ouvs) Ids Idooussd ldeoblod. eds wosd
lJpeld: Jos9esdsd BGP:

<#root>
N9K 1# show running-config aclmgr all | b

copp- syst em p-acl - bgp

ip access-Tlist

copp- syst em p-acl - bgp

10 permit tcp any gt 1023 any eq bgp
20 permit tcp any eq bgp any gt 1023
(snip)

903l sgus lu ls 2,98 o9, BGP whblud 030 [JWdiss 950 p wuousol Iuwd] copp-system-p-class-critical: pog zpse IJw9esdsdle

IJIg)s s 030 1Jdiss o wol.

Suvwgse Nexus 7000 Lusé o536 CoPP peleJs el J Nexus 9000:

N77-A-Admin# show policy-map interface control-plane
Control Plane
service-policy input copp-system-p-policy-strict

class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp

match access-group name copp-system-p-acl-rip

match access-group name copp-system-p-acl-vpc

match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-lisp

match access-group name copp-system-p-acl-ospf

match access-group name copp-system-p-acl-rip6

match access-group name copp-system-p-acl-rise

match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-lisp6
match access-group hame copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-rise6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-otv-as
match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-ldp
match access-group hame copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert



set cos 7

police cir 36000 kbps bc 250 ms
conform action: transmit

violate action: drop

module 1:

conformed 300763871 bytes,
5-min offered rate 132 bytes/sec
peak rate 125 bytes/sec at Sun May 01 09:50:51 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 2:

conformed 4516900216 bytes,
5-min offered rate 1981 bytes/sec
peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated O bytes,

5-min violate rate O bytes/sec
peak rate O bytes/sec

module 6:

conformed O bytes,

5-min offered rate O bytes/sec
peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

00 1Jpop pdlzbs 1o s Nexus 7000. 2o 1ol peodle peshiss: spdod IUIbJle eds 1JBisé pdu9pd euve 19296 IJuploss.
908 3JY: subud CIR eds wzpese gose IUspslo IJopbss: ssubw CoPP gds lJosdd wlddled. spdu pdlzhbs 1oz 8l pu
CoPP 9ot zle 03l 1dwulpe Wb pu Lusld 1Jzols IUbloys (VDC) IIG e, luos 19 pusld 1JsLs.

pu ldpop wuvdd ¢luo 1Joz 8 po CoPP eds Nexus 7000 |31 boyo puildd Bs puweys Idozde: Jio e3p lJlwo @) eds VDC
08 2398 1pu9, IJpyoulos woess Ipeldes 1Jpsdiss (CPU) 1U5ksss IJos couvew B lowoldle CoPP spdu lu wde, eds

lovedl polds IJoslole 1Jig)s.

wodud IJusle W Nexus 5600. yoldolds Blo w99999d wlwd 1Uzs9s (BGP) sped Wiswo IJpudoJs:

N5K# show policy-map interface control-plane
Control Plane

(snip)

class-map copp-system-class-bgp (match-any)
match protocol bgp

police cir 9600 kbps, bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated O bytes;

(snip)

eJs Nexus 3100: ool 3 Bisle Juy9e9dsd Ideszso: 3 JJdwzdd pu lJss BGPIJos cuces [Jsol Be wldyzee IJs
Slispsd 1dozdp B 1UsLo9d J COPPIJ 4 1Jpuil, lJsol:



Sop lJogled pg EIGRP L9l ubs Wiswo 1Ugl o gJs Nexus 3100.

<{froot>

N3K-C3172# show policy-map interface control-plane
Control Plane

service-policy input: copp-system-policy

class-map copp-s-routingProto2 (match-any)

match access-group name copp-system-acl-routingproto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-v6routingProto2 (match-any)

match access-group name copp-system-acl-v6routingProto2
police pps 1300

OutPackets 0

DropPackets 0

class-map copp-s-eigrp (match-any)

match access-group name copp-system-acl-eigrp

match access-group name copp-system-acl-eigrp6

police pps 200

OutPackets 0

DropPackets 0

class-map copp-s-routingProtol (match-any)

match access-group name

copp-systenmacl -routi ngprotol

match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 0

DropPackets 0

N3K-C3172# show running-config aclmgr

!Command: show running-config acimgr
INo configuration change since last restart
!Time: Sun May 1 18:14:16 2022

version 9.3(9) Bios:version 5.3.1

ip access-1list copp-system-acl-eigrp

10 permit eigrp any 224.0.0.10/32

ipv6 access-1list copp-system-acl-eigrp6
10 permit eigrp any ff02::a/128

ip access-Tist

copp-systenmacl -routi ngprotol

10 permt tcp any gt 1024 any eq bhgp

20 pernit tcp any eq bgp any gt 1024

30 permit udp any 224.0.0.0/24 eq rip



40 permit tcp any gt 1024 any eq 639

50 permit tcp any eq 639 any gt 1024

70 permit ospf any any

80 permit ospf any 224.0.0.5/32

90 permit ospf any 224.0.0.6/32

ip access-1list copp-system-acl-routingproto2

10 permit udp any 224.0.0.0/24 eq 1985

20 permit 112 any 224.0.0.0/24

ipv6 access-1list copp-system-acl-v6routingProto2
10 permit udp any ff02::66/128 eq 2029

20 permit udp any ff02::fb/128 eq 5353

30 permit 112 any ff02::12/128

ipv6 access-1ist copp-system-acl-v6routingprotol
10 permit 89 any ff02::5/128

20 permit 89 any ff02::6/128

30 permit udp any ff02::9/128 eq 521

WO 030 IJzldé: wwp pblw§sé wy9e999d BGP L §slise IJoedpe B 1J9uo9d (ACL). copp-system-acl-routingprotolyoldelds wde
w9w999J BGP is6 CoPP s wlble copp-s-routingProtol.

eblo gleolssle wubse puvess Jogde

S3¢p COPP [z olissle 2936 1Jg206 Jogdo 1Jesble IUlzeldss Jeuds 1de)e) Ides wdds s wowed pesd IJbgld 1dedese wo
(CIR) JWdisé peswo: JUJ 9226 uplbse.

oo JJ gysbd Bisé 2yUs 09, b 9236 1pgldzs IJeydjss (CPU). [uweobl [Js 1JWiss Idos oulb)ol 90,088 pg 58 Bisé
IJps,> (CIR) Jzese Ieie Idos ode wopu 03l Idouousd. eds pwwsd Idpdld: sop luveisle 19iss 1Upoed 86 woods p)9)

B Nexus 9000 Ie Jis 1Jzled (Tor) po lzJ copp-system-p-class-critical:

<ffroot>

class-map copp-system-p-class-critical (match-any)
match access-group name

copp- system p-acl - bgp

match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps , bc 1280000 bytes

module 1 :



transmitted 177446058 bytes;
S5-minute offered rate 3 bytes/sec
conformed 27 peak-rate bytes/sec
at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated 0 peak-rate byte/sec

Bs Suwe pu rsbs IdBse: wes goble Idpblods: ops Ilplele Idpoed$s wdd 2596 1)) dled 1JBs6. sop CessSu 20SE
oIle 1Jpus, IJpuouds slgd copp-system-p-class-critical Ll uogsle Bisé 1Jgs06 (COS) 58p 7. 908 2rJs 19, sl 1Jisass
IJedsl 9swp wubspe 030 1Udisé wlgwegsle CIR wuw,e6 36000 Jsdswo/eloss 9pesd IJluadle Idpdeje IJolJg 1280000

oop lebs wazse 2yJs 1Jp9) IJos ool pe o3l Iduoz 1Us wi9esdsd Iuizyé 1Jpod g6 (SUP) Jegldewol ssep luvdlb is

lowoldle.

<ttroot>
set cos 7

police cir 36000 kbps , bc 1280000 bytes

Sewds [Jduwp Idolds gds Idlguolissle 1Jpogd 8o oldegss [Juplbsé uldouwesd Jdeesdle (TOR) IJos swpe wydsywol ig_J.,s
IJeled: wluwesle 9236 Uelbsé 9lzas. wuvs) 1Ugers [Juplbss 11ds 1Uezed.

module 1 :

transmitted 177446058 bytes;
5-minute offered rate 3 bytes/sec
conformed 27 peak-rate bytes/sec
at Sat Apr 23 04:25:27 2022

dropped 0 bytes;
5-min violate rate 0 byte/sec
violated O peak-rate byte/sec

lo dlzuolssle Idos oop jdseel eds Idolog obhsgss: suldolds Blo 03l s98) J§bs Jdlzuolissle 1Uzldss Bs 1dsde 1J3s
sop Bso oubgsd WUie.

ould Buwpelo JJo,zed ool IUIEuwle IJpsuuds sldpluwdlow:
ot udbs Iuslole IUpunds zest 1Jzie Ipuwds IJos cosldd ee 1duoz. o3l uve pop wel lu 03 s8> L6 Sl§us
S IJuse 1Jerds e)9,) IJpuind selde.

9098 B5pd IJuwey Idpersue Idos wodé 5538lis8 ub)s pogeds eds Idperd IUelds.
899 pesd 90bst 13,96 IJpeblodso: loweldl Jigds pesd 3,96 JIJ eluss sldos Jl ol poblods e lduoz Slsde 1Uss

228 BSso.



I3l ©p 1986 3,96 238536 Bluol wed ped 030 1U§sps sldehsg.

lop 2ie Vs Idlzuolissle 09 vEbs IJuslule IJos wp luwdlbol. 9o plpl pod IUlzuolssle IJos e busldol soowe [JEuwe
IJ3s op luwdlbo 9zsle IUolse IJesldessd Idos op luwdlbol wuwew [JegldBle Jeesd IJui,bs. Jel w98, pexd IUluwold
eJld 1Ugpuw > 8lis 9 I,Ji?_t_sjé‘_go@ 1J3,96 lJpowods: gl Jluw ould 3596 Blo Idblog 1506 Jlowold 13,96 03l. 90,6 ib& 151
Op 986 3396 23836 Bluol yweed ped 030 1UBses 9ldulyst. seds pouuole i@gs‘ covlsu lJuslez sdIdu Idpub§ puiluo
JJglss.

Suvwgsp Nexus 7000 Losé poplods 98990 1Jozdd 09 b uwo: L o weup Vsl ciodd 8dsdl eds Bolisp IJopdp B
lJoo9d (ACL) 1Jpuily [Jsol:

<#root>
class-map
copp-system p-class-critica

(match-any)
match access-group name

copp- syst em p- acl - bgp

match access-group name copp-system-p-acl-rip

match access-group name copp-system-p-acl-vpc

match access-group name copp-system-p-acl-bgp6

match access-group name copp-system-p-acl-Tisp

match access-group name copp-system-p-acl-ospf

match access-group name copp-system-p-acl-rip6

match access-group name copp-system-p-acl-rise

match access-group name copp-system-p-acl-eigrp

match access-group name copp-system-p-acl-1isp6

match access-group name copp-system-p-acl-ospf6

match access-group name copp-system-p-acl-rise6

match access-group name copp-system-p-acl-eigrp6

match access-group name copp-system-p-acl-otv-as

match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mpls-Tdp
match access-group name copp-system-p-acl-mpls-rsvp
match access-group name copp-system-p-acl-mac-13-isis
match access-group name copp-system-p-acl-mac-otv-isis
match access-group name copp-system-p-acl-mac-fabricpath-isis
match protocol mpls router-alert

set cos 7

police cir 36000 kbps bc 250 ns

conformaction: transm't

violate action: drop

module 1:

conformed 300763871 bytes,

5-min offered rate 132 bytes/sec

peak rate 125 bytes/sec at Sun May 01 09:50:51 2022



violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 2:

conformed 4516900216 bytes,

5-min offered rate 1981 bytes/sec
peak rate 1421 bytes/sec at Fri Apr 29 15:40:40 2022
violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

module 6:

conformed 0 bytes,

5-min offered rate 0 bytes/sec
peak rate 0 bytes/sec

violated 0 bytes,

5-min violate rate 0 bytes/sec
peak rate 0 bytes/sec

eJs Nexus 5600:

<ffroot>

cl ass-nap copp-systemcl ass- bgp
(match-any)

mat ch protocol bgp

police cir 9600 kbps , bc 4800000 bytes
conformed 1510660 bytes; action: transmit
violated 0 bytes;

9eds Isgp pu luel Jl w9, pedsple gu 1pesd 19 108 ee: 1Jl Tuol JI ojld w98, 9esle Idulse Ipzeed polluds 9p¢)w6.

eJs Nexus 3100. sbo, Ig)lz puwess IJozde: 9250 OutPacket 9 DropPacket.

class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
match access-group name copp-system-acl-v6routingprotol
police pps 1000

OutPackets 8732060

DropPackets 0

o) Izie 1Ebess 1ds 1Jz5e Idpuppus: wsupl wuins) 1Jgse droplJs IJlocoldle 1Js CIR. B o3l IJwsobss: Jl o s
Jle s eds 1UBdss [Jpde,06.

eJes Nexus 3500, s9u0z 111z Idzip Ieolblods pe IJizess slduslee:



class-map copp-s-routingProtol (match-any)

match access-group name copp-system-acl-routingprotol
police pps 900

HW Matched Packets 471425

SW Matched Packets 471425

oubs) Idge Idpoblods |Js 1de)e ldeoblods bs HW L9luwlbos $lises Idozde W 1d9uo9d (ACL). IUgse IJpblw$é J SW
0 Iz IJos wuslid§ pe Iuog. ls ltodlble wsu IUze IJpolbluds pg HW 9 SW oS 2398 luwold.

WO o030 IJzlds: Jl wogs gpdsle luwdlb p)isss £Js 2ip WBisé wy9esdsd IJeszse 1 (8ldes couoes BGP) pse wblwd
IJSsep-

Jozdd pu 929 lowoldle wuilbs JJledle

ob)l Jiu lpuolssle cobse puvess IJozdp ohsgss: Bpo ldpop wzass ol I3l Jloe IUloweldle IJuuubs B Dasls.

IJb,586 1JBsluwss Jble 030 1Jpops 05 pdlué pirzsu Jledso sldezdd pu s lodldle.
SpJU LudS3 030 1Jpopes 395l 19 ©98, peodle Nexusisls diff IJos spdo 1o ouwles Bs pdlus 1Jpeselw.

995 280 $pdu pdbus ooz widede [Ullue Es) plbdsw Jiu IUesdss sdoues eds Ulewolele IJos op luudlibol.
soldolds: spdo ouodss ulog CoPP JJe,ds) Wb eds Idlowoldle.

_9|Jilp ) 09: show policy-map interface control-plane | egrep classjmodul ejviol ated|dropped | diff -y

% WIE: szo wubgsd IJie) proso JIs sopdo 1ddlsu po pdbus Idelds ldetrzle Iduslués.



N9K-3# show policy-map interface control-plane | egrep class|modulelviolated|dropped | diff

class-map copp-system-p- class-13uc-data (match-any)

module 1
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p-class-critical (match-any)
module 1 :
draqped 0 byt
violated O peak rate byte/sec
c]as; Tap Copp-system-p- class-important (match-any)
mo
droqped 0 byt
violated 0 peak rate byte/sec

class- map copp-system-p- class-openflow (match-any)
module
drqued 0 byt
violated 0 peak rate byte/sec

class-map copp-system-p-class-multicast-router (match-any

module 1 :
dro?ped 0 byt
violated 0 peak rate byte/sec

class- map copp system-p-class-multicast-host (match-any)

mcgul e
ropped 0 bytes;
v1OQated 0 peak-rate byte/sec
class-map copp-system-p- class-13mc-data (match-any)
module 1 :
dropped 0 bytes;
violated 0 peak-rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
dro?ped 0 bytes;
violated 0 peak-rate byte/sec
class- map capp system-p-class-ndp (match-any)
module
draqped 0 byt
violated 0 peak rate byte/sec
c1as§ Tap Copp-System-p- class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec

class- Tap copp system-p-class-normal-dhcp-relay-response

modu
dro?ped 0 bytes;
violated 0 peak rate byte/sec
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

class-map copp-system-p- c%ﬁss T3uc-data (match-any)
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
class-map copp-system-p- -class-critical (match-any)
module 1 :
droqped 0 byt
woamepﬂkrﬂebﬁamﬁ
c]asz Tap copp-system-p- -class-important (match-any)
mo
drn?ped 0 byt
violated 0 peak -rate byte/sec
class-map copp system-p-class-openflow (match-any)
module 1
dro ped 0 bytes
violated 0 peak rate byte/sec
class- map copp-system-p-class-multicast-router (match-any
module 1 :
droqped 0 byt
violated 0 peak rate byte/sec
c1asa map copp system-p-class-multicast-host (match-any)
madul
dru ped 0 bytes;
vm[fated 0 peak-rate byte/sec
class-map copp-system-p- -class-13mc-data (match-any)
module 1 :
dropped 0 bytes;
violated 0 peak-rate byte/sec
class-map copp-system-p-class-normal (match-any)
module 1 :
droqped 0 bytes;
violated 0 peak-rate byte/sec
class- map copp system-p-class-ndp (match-any)
module
draqped 0 byt
violated O peak rate byte/sec
c]asg Tap copp-system-p— -class-normal-dhcp (match-any)
modu
droj ped 0 bytes
violated 0 peak rate byte/sec
c]asg Tap copp system-p-class-normal-dhcp-relay-response
madu
dro?ped 0 bytes;
moamepukrnebﬁaBﬂ
class-map copp system-p-class-normal-igmp (match-any)
module 1
drapped 0 bytes;

SUYPT I.Ji,pJ IJuwleod o o s dJol wsu LudsU _9io o jsbé B IUluwoeld.

2\ gk Lol o [zuolissle COPP ehstss: ould w9u088 188 o puve Ilzuolele wes wuvgsd Ule JJozdd eu sess

Jsble uuibs. Jpuwe leuolissle CoPP. §p wouivgsd IJie,: cear copp statistics.

iusle &pdsle luwsllo CoPP

COPP gubé g0 wust Uoub wuusbs: 25 Sop luwdlb s I8 019, erowbs w28 1Jpeldes IJp,dsss (CPU) cuwed CIR.

) io IJQi&@jQ IJpo,oué gds o3l woolsu lds 2> Jos) wogl Jugg eldle [Jouyb.

wsupl IJpubd sles. Blue Jsuw v by IJusse Jluwdlb 2,96 1de,9) 1Jpszes |Js copp-system-p-class-critical.

class-map copp-system-p-class-critical (match-any)
match access-group hame copp-system-p-acl-bgp
match access-group hame copp-system-p-acl-rip
match access-group hame copp-system-p-acl-vpc
match access-group hame copp-system-p-acl-bgp6
match access-group hame copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group hame copp-system-p-acl-eigrp
match access-group hame copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group name copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-13-isis
set cos 7

police cir 36000 kbps, bc 1280000 bytes



pdLws weyds 1dey9) [dpuwBlos [Jp9zoed IUs rsbd |Jdiso copp-system-p-class-monitoring.

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

IJisds woedd venswsdsdle IJoszso Vs IUElJw: sleloss woedd vunsesdsd suwlsd Idoeds Bs Iloe,oe (ICMP) 1Uss
Sowwe Vless Iisdssle WIS sw9esdsd Idozde s IUloe,os (CIR). 1Jd)6 s CIR 05 pisé uoed. suldelds: pu IJpop
Bop IJBsle sldelos)le sg pdsle dozdddezdd IJpuve,J8 sldes osle.

¢sle CoPP
ol §o6 1Jdiss - copp-system-p-class-monitoring

Sogvoed 030 IJWiss gJs ICMP J IPv4 g IPV6 g traceroute Jz,ds o)) Idwslole 1deszesd |Us [Jezed Idpgos.

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

|Ju|u§_)

o IIBIL 1Uglbiss IJublisgs gudpl sIs0 B> IUzips 19 50 1dsuesd pieel JUELsS ltowl louald Ideesd po ¢JIJ pulds
IJobl @ s1gd 1Jg)es 1UElueé woi sldes odou pe936 IUpesd wluulbsé CoPP. Ll i CoPP sgwps vundd Jos) eJs wy9wsdsd
ICMP. 2o pg logdluo 2,398 1pu9, 19 1dlnzler spdo pdlzbs B@slo 1Jze pu eI ltoul IUleuold wlzole sligd IJulbl
puluiyé Bl Jlue wuwed wy9e9dyd CIR.

eds wwosd ldpeld: pu gdld ool Idleuald Cldslzele ldeeuods poluiybé gds 1deulds 1Je9zod: pg 209J6 25p6 wodé 500.
SeJu 1986 gpdsle [dlusslb wuvdd 39;6s.

<tfroot>

NIK-3# ping 192.168.1.1 count 1000 packet-size 500

---192.168.1.1 ping statistics ---
1000 packets transmitted, 995 packets received,

0. 50% packet | oss



round-trip min/avg/max = 0.597/0.693/2.056 ms

eJs Nexus. ese wp 9250 2jp ICMP. &) 1o CoPPIudbeol pse wp Idonld Idlosold 9dluw 9238 Idpeles 1e,d5sé

PTPSO!

<#froot>

N9K-4# show policy-map interface control-plane class copp-system-p-class-monitoring
Control Plane

Service-policy input: copp-system-p-policy-strict

class-map copp-system-p-class-monitoring (match-any)
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access-group name copp-system-p-acl-traceroute
set cos 1

police cir 360 kbps, bc 128000 bytes

module 1 :

transmitted 750902 bytes;

5-minute offered rate 13606 bytes/sec

conformed 13606 peak-rate bytes/sec

at Sun May 01 22:49:24 2022

dr opped 2950 byt es;

5-min violate rate 53 byte/sec

viol ated 53 peak-rate byte/sec at Sun May 01 22:49:24 2022

Jlgwed gl lgble 500 1Jsuesd Is B8 12506 sluadizol: $9uos wluwegsle Idussle 1dpupsss IJos sedo ldsuesd 1dsol
p0 edlJ 1dpzad wiluwbs pumess Ioslule: sldos Jlsope wozseol [Us 1Jpzad wdywo 1Uss uvsdss 2396 p9) wslule
puweds Idoede. cop lghs wazso/osese s o) puwess Iduslule gds puvess Idizess 390 wogd SUPsulJelds Jl soe
cubspol L9luulbd COPP. 9glss ol Jl wogrue Jis gpdsle [uuslb.

w9uosle

o Sevbwld ool lowald go) Idezad pu edld puwess Idoslule sdsuw [ds Idezad: Jdozdd pu lduclse
IJlszless 1Uglbise Jb@sly [Jg)es.

o 8p oS uble pilBus IJubuds (NMS) s IUbole Idos ouwedsp wi9esdsd ICMP undd pded 1deesd Jozow
IJlusSle goy pead 1B IJpdese wo JJBiss. o3d) o CoPP subod eds zese 0096 pa9) Idozese IJos ode Ss
|J9:sé.

bL,6 1JSisé - copp-system-p-class-management



ol 09 p9oe ouli wouppw 030 IJBiss o y9a9dsdlc s pgodds spdu luwegsleol JJlousldle (SSH 9 Telnet) 9g pdsle IJodJ
(SCPg FTP9 HTTP 9 SFTP TFTP) 9l _ulgs (NTP) s AAA (RADIUS/TACACS) slda)ldw6 (SNMP) JleualJle 1PVA 5 IPV6.

class-map copp-system-p-class-management (match-any)
match access-group hame copp-system-p-acl-ftp
match access-group name copp-system-p-acl-ntp
match access-group name copp-system-p-acl-ssh
match access-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-ssh6
match access-group name copp-system-p-acl-tftp
match access-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftpé
match access-group name copp-system-p-acl-radius
match access-group name copp-system-p-acl-tacacs
match access-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiust
match access-group name copp-system-p-acl-tacacst
match access-group name copp-system-p-acl-telnet6
set cos 2

police cir 36000 kbps , bc 512000 bytes

|.JQiCu§J

couppo W) Idusdsdsle by 2ldle 1duudsb isse! Ipdenus wose 1Jdiss el sds:
o Lbeslzos yub, IUsle, IJpeuos) £us IJleuold o SSHITEReL. 151 Il ould gldle ousb wuibs B IJBLod. 6>
odou gduwle IUlouold wbsiss goglus pu 2ldle [duw§9b.
o udd lpdYle wlgwedsle oy9u9dsdle FTP9 SCP9 SFTP g TRTP gJds [Jpz9d- 9lduvdssd Jige, uvsel IUds wpe
&0 09 pelads udd Le9) wposs IJubleluse IJogugsd woluwbs pulds IJD)6 5Igd IJublg. @5 $9>8 3JY 1Js s
9dw IJosdd seduwle IULuwld 1JpgJ§é/ldewols IJos seasol Idubld 1de)ss IUlzelds JJwWiss.
o eI pilews NTP: 030 1Jdisé pops lsuol Jivel wpdld gpdle NTPIJphdsu 19 1Jozele.
o Jol 0Bg ¢rple AAA RADIUS 9 TACACS B.s 030 1Jdiss. I3l wp Bop lJeles) eds 030 1Jisé: B9 $9) eJs édple
IJogasd 9ldpuola8s eds Ipzsd Jeuwlole IJpuueese: 91Jss spdu o suwlop lsuol B 1Jelés) eds Isle, CLI (slzod
oo, 1isl)).
o Jol sop cubspe SNMP Loey 030 1Juiss. 19e,) IJuudsdsle wwsogl lJos wop pdlzboel wuwou gpdslo

Ilowdll wuwow Siss SNMPos g £330 NMS. IJos wdse wldpuins 19 1pzesele 1pzees 1dezees 19 godslc
IJpuwz eds IJuvwds. g0s 2290 €30 luwo ol 29580 €56 pl swp Lobo Lza9d preses NMS.

wyuosle



o Blop g obe slzos Guls,y IJigle, (CLI. LlJluolds |Js 2ldle Iduwdokb B o030 1JBdss. Iuuasp 1suo9d [Us
9236 IJeedp 19 1Usu09d 1Js 1JbLs ¢z IJublg (mgmto).

o Bl sze wepsd wes) IJuble [Js 1Jpzod: Sluucgse pods 1Jb1s ghz IJobld (mgmt0) Iy I ucgse pulds USB
Juwes IJudd.

© Blop B 25 NTP Bezdd po 02 elds wbs) NTP. &p w28 pu €092 Slodss 19u09d: BJu wop wozesd ls
gpdsle lpwilb |Js 377.

o Blbo,o puldd pg g3ple AAA, Sl wegse ldpuvegspso Idpedsso Bdb Jluweduld Idigble gl odlzol: [Js To
sop e po Idusdsd.

¢SS publdd SNMP se o0 pudadl 18 £3910s6 19 p2e9es puueosds Iy wdded eluvele IUuvwds I ossss.
Bzoo IJIsBle 1Ux9,86 wasl pu Ipluwzle 1duo9isss seos IUlzsle IJos oop sl s puvess 9226 [Jpgldzé
IJpe,dss6.

wslole oo IUlzlbs po IJisé L3 - copp-system-p-class-|3uc-data

cotled 030 1JBisé wuvdd ¢luo pe 1Ueie U386 IJlugsl. wop peldzs o3l 1Juse pu 1Uze8 lsuol woluulos bele wesss pesd
IJizo36 (HWRL).

Blde sop ed bde wy9esdsd cedsd IJguslo (ARP) JJgbes IUcldss gus lebs wozso zip IP1J9)6 Bs bl $s b Wly
wbl8s 1Ugb w99p wlelhé wozso 1Uzie s 19236 IUuelbss Jdeuivyss.

SE9p Ipuind wed guslo MAC JJglbss IJeldss sswuer IJizojs.

class-map copp-system-p-class-13uc-data (match-any)
match exception glean
setcos 1

S0 03l £158 g0 luwosle IUpuuble IJolows 9836 ledloss 1Jsuesd IJs 1Jebss IJeldss 19 g3 2dol.

gw> buwld bdo ARP: s o893 Iosolez gpdss wels, 132 luwdlb B 1Jzols Jeoe 1Uzie pu lehs wozse guglu IP JJélbs
IJeldssd adgwol [Js 1Jpuiys. gudel sop ed ARP swp wpdse beld IJzoly weuslo MAC I ozse: Bl Je sep 2d béld ARP
Sod B8 Idpods: Sumsoe IJs 1DEld pu lJzol).

% pigks: sgod COPP9 HWRL zoul 1Js zow Jupelu zelss 9236 1pgldzs 1derdiss. wsuel swas iuop 9290 9blisd
peleds. Blu HWRL sz38 IoJl. suuows 1Joudss [Js IJpdlo 1Uss sop Bso wudss IUpsié 1deesé eds peodle lels
IJoszsoe eJs ASIC. swse 03l IJueg IJouwduwds ledlouss 1Ugelss pogsss ldbodle lJos o@se zese 1Jeie
lJpyoobd 9236 lJpgldzs 1Jeyd sé (CPU).

Sop wodsy HWRL JJJ posdlpe)rd lelss 1desese eds 19226 1Juplbss 9spdo €000 wluweesle 1Jie, show hardwarerate-
limiter. HWRL gLz ulbl§ o3l ldpwows IJodus.



<ffroot>

show hardware rate-limiter

Units for Config: kilo bits per second
Allowed, Dropped & Total: aggregated bytes since last clear counters

Module: 1
R-L Class Config Allowed Dropped Total
+ + + + + +

L3 glean 100 0 0 O

L3 mcast Toc-grp 3000 0 0 O
access-1list-log 100 0 O
bfd 10000 0 0 O

fex 12000 0 0 O

span 50 0 0 O

sflow 40000 0 0 O
vxTlan-oam 1000 0 0 O
100M-ethports 10000 0 0 O
span-egress disabled 0 0 0
dotlx 3000 0 0 O
mpls-oam 300 0 O
netflow 120000 0
ucs-mgmt 12000 0

0
0

0
00
00
L_Ju'ud)

o Sop Uouw 96 )9) puwess IJuslule eds 1dpuinsd Jloweld. ub)l Jive Jl spdu peldzeol B 1Jizoss.
seldolds sop logble Jogb gds 9226 IUpeldzs 1Jerdjss.

wsoosle

oo lded Idyslisg Joso IJ,ouuiJé Joddsd gldle [duwdob IJuu)se 09 lJelds pu lpdlosé 1Usuosd IJs 1Ugbys
lJoldsé sdopdsu lJodsss woluubs i,oJ IJodgsy: hardwareip glean throttle.

98 Nexus 7000 8.4(2). $>pw ls ol sgp pouive IJupes (Bloom) Jgpdsle IJezly, IJuoés,6 Joesle M3g F4. ze Is: adsd
5 Jos wozso Lo 1 izl Cisco Nexus 7000 Series NX-OS

Jlze ks edasule puvh Slows cuvatse eoldso IUgbss IJeldss IJos sogs) 1dsuesd [Jsol is cumetse wasesdsdle

[Joszse ldrsulpsdss IJos pu u’i’uiool LlJé o030 IJpuble po RIB cuudd ssulpsds.
956 2y - class-map copp-system-p-class-critical

oubs) 030 1JWss [Js wy9osdsdle puwass IJogde Uid.:u io,o@é pu puby, L3 gldos voopu wiswydedle Iugzse J IPV4A
9 IPV6. (RIP. OSPF. EIGRP. BGP). 9 Auto-RP. g Virtua Port-channel (vPC). 9 L2pt 9 IS-IS.


/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
/content/en/us/td/docs/switches/datacenter/sw/nx-os/unicast/configuration/guide/b-7k-Cisco-Nexus-7000-Series-NX-OS-Unicast-Routing-Configuration-Guide-Release/n7k_unicast_config_ipv4.html#concept_4B4BF5FE17DE443EAAD710690FE670EB
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class-map copp-system-p-class-critical (match-any)
match access-group name copp-system-p-acl-bgp
match access-group name copp-system-p-acl-rip
match access-group name copp-system-p-acl-vpc
match access-group name copp-system-p-acl-bgp6
match access-group name copp-system-p-acl-ospf
match access-group name copp-system-p-acl-rip6
match access-group name copp-system-p-acl-eigrp
match access-group name copp-system-p-acl-ospf6
match access-group name copp-system-p-acl-eigrp6
match access-group hame copp-system-p-acl-auto-rp
match access-group name copp-system-p-acl-mac-12pt
match access-group name copp-system-p-acl-mac-13-isis
set cos 7
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class-map copp-system-p-class-important (match-any)
match access-group name copp-system-p-acl-hsrp
match access-group name copp-system-p-acl-vrrp
match access-group name copp-system-p-acl-hsrp6
match access-group name copp-system-p-acl-vrrp6
match access-group name copp-system-p-acl-mac-lldp
set cos 6
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class-map copp-system-p-class-12-unpoliced (match-any)
match access-group name copp-system-p-acl-mac-stp

match access-group name copp-system-p-acl-mac-lacp

match access-group name copp-system-p-acl-mac-cfsoe

match access-group name copp-system-p-acl-mac-sdp-srp
match access-group name copp-system-p-acl-mac-12-tunnel
match access-group name copp-system-p-acl-mac-cdp-udid-vtp
set cos 7
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class-map copp-system-p-class-multicast-router (match-any)
match access-group name copp-system-p-acl-pim

match access-group name copp-system-p-acl-msdp

match access-group name copp-system-p-acl-pim6é

match access-group name copp-system-p-acl-pim-reg

match access-group name copp-system-p-acl-pim6-reg
match access-group hame copp-system-p-acl-pim-mdt-join
match exception mvpn

set cos 6

police cir 2600 kbps, bc 128000 bytes


/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
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/content/en/us/td/docs/dcn/nx-os/nexus9000/102x/configuration/layer-2-switching/cisco-nexus-9000-nx-os-layer-2-switching-configuration-guide-102x/m-configuring-stp-extensions.html
https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
https://www.cisco.com/c/ar_ae/support/docs/ios-nx-os-software/nx-os-software/213906-nexus-9000-mac-move-troubleshooting-and.html
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Class Multicast Host - copp-system-p-class-multicast-host
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class-map copp-system-p-class-multicast-host (match-any)
match access-group name copp-system-p-acl-mid

set cos 1

police cir 1000 kbps, bc 128000 bytes
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copp-system-p-class-13mcv6-data
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class-map copp-system-p-class-|3mc-data (match-any)
match exception multicast rpf-failure

match exception multicast dest-miss

setcos 1

police cir 2400 kbps, bc 32000 bytes

class-map copp-system-p-class-|3mcv6-data (match-any)
match exception multicast ipv6-rpf-failure

match exception multicast ipv6-dest-miss

set cos 1

police cir 2400 kbps, bc 32000 bytes
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class-map copp-system-p-class-normal-igmp (match-any)
match access-group name copp-system-p-acl-igmp

set cos 3

police cir 3000 kbps, bc 64000 bytes
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class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

setcos 1

police cir 1400 kbps, bc 32000 bytes
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match access-group name copp-system-p-acl-ndp
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class-map copp-system-p-class-normal-dhcp (match-any)
match access-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6
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match access-group name copp-system-p-acl-dhcp-rel ay-response
match access-group name copp-system-p-acl-dhcp6-relay-response

set cos 1
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class-map copp-system-p-class-nat-flow (match-any)
match exception nat-flow

set cos 7
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class-map copp-system-p-class-exception (match-any)
match exception ip option

match exception ip icmp unreachable

match exception ipv6 option

match exception ipv6 icmp unreachable

set cos 1
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class-map copp-system-p-class-redirect (match-any)
match access-group name copp-system-p-acl-ptp
match access-group name copp-system-p-acl-ptp-12
match access-group name copp-system-p-acl-ptp-uc
set cos 1
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class-map copp-system-p-class-openflow (match-any)
match access-group name copp-system-p-acl-openflow

set cos5
police cir 1000 kbps, bc 32000 bytes

|Joi\:lg$_)

SpJu 1o wdss gpdsle IUluwdlb s 030 1JWdiss [Us 2290 punlIdd gds 1JsdJle 1Usso Jl suvadeso IJogdsele 1Jshss po
526 Idogdp Jbls puwegs lehs Idogzse JJubods wuvdd Lozse sseldesvol

w9osle

o olds pu g3p o3, 28 p)9) pdyu6 eds IJubuds s ls zols sebod IJleuold wsw 9236 1oz sldsdle.

© 83 pu o Ubods L2l czess eds ee luvedib (STPIY pddle Idad)l).

Iwedul Igble gpdsle luwslle CoPP gl odlzol

IJgbsle 1Jisds Jluwedild Iglole CoPP gl oJlzol o5 weaso:

o e,y IJpuulds soublgol.
o 0B eds wrBdB 2,98 1Upus, pu edIJ IJusiss 99, 1deesd B IJlouold 1dpcle,.

o 2 pl Bl Iluw ould luwoldle JJBiss [dpde,us Idpuvowo ol 9o, gus 1duo,9)6.



eds uwwsd Ipold: op 1Jo ol Iduwded 1dpse:

o soes eds IJizoss Ilouold lzoss Te)s ehe uvwdool sJJo spdu v wouad pedsl.
o oepgdldoles) s louald psze ¢z uiwdd VLAN. 9sepd 1Jpesd Juslus lbe )l oss.

o Subs) Weuo IJizess IUpuosds 1Us e3p @aywol gds leoul) louald IJuslus. wes 1Jozdd pu 229d ARPIJEILo
o b 12l Ieslus £s) pdopd

o Jleslze zese IJizoss 1dpuosds 1Jig s Idos Jasol pd 1dwslus ls puildd B 1dleold. suivs) Beue CoPP gds
IJpeod 1U3s sepd Jouslus |Us 929> luweldle gds copp-system-p-class-normal.

<tfroot>

class-map copp-system-p-class-normal (match-any)
match access-group name copp-system-p-acl-mac-dot1x
match protocol arp

set cos 1

police cir 1400 kbps, bc 32000 bytes

module 1 :
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w2ale Ethanalyzer lJoble I _wl s Nexus Joz, s 2,36 o9 oz o wslole
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