Debug Secure Shell (SSH) gJs NCS1K

lJpzogsle

wuozsz itble SSH
lowz o Ll ol sé

lJp 95,00

S 03l lJp s pphuwle Tuved il IJigble ol odlzol IJluluss J Secure Shell (SSH)
eJs puuod NCS1K.

IJecbdole IJlgul jusé

SOy o3l Idp e [JIBles pe ig]'oroé lJouvesd dpuweowsd |Js XR gds iao;é pod wble
oldbo Juvedle (NCS) 1002.

lJeobdolo
w9os Cisco ;_,i.;, oJ9o s pgy96 wldesluose Idoldss Jpobdolo louold SSH:

* 2jpod k9sec sle IJuods Juo9,y6 XR
* 0J9su SSH p9z9> eds zol; Cisco
* louble pBelz vlez 9owhbd pVClz 90Vl CULAS) wsu Idpuasd 9lUE e
lJpdouvlo 1dpuuweispd
ouwowd Idpedypele 1Uglyo WO o3l ldpuwens 1Js luesble Idolez ldedsole 1Jpebss Ideldss:

- NCS1002 pg XR 7.3.1
» NCS1004 g XR 7.9.1



op lugile lJpgdsele 191,28 B o3l ldpuwens po 1JIz056 1J 92956 Bs wisisé pgpdséd ¢luos.
wlo zese Ilzejd IJpuwogrpd Os o3l 1Jpuwows wodssu peuwdz (IB)lus). Bl dlve
wedod 98 ldogvgsd Wolds po Vopd Jdules) Idpzepd Jis le).

IJozld pu ldeie IJpowws

| Jisle, show install active 9 show install committed IJ g 50 S 929> 2506 KISEC. La90 oo wsw 030 Iz 06
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<ttroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show install active

Wed Jul 19 09:31:18.977 UTC
Label : 7.3.1

Node 0/RPO/CPUO [RP]

Boot Partition: xr_1v58

Active Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mp1s-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

RP/0/RPO/CPUO:NCS1002_1#

show install commtted

Wed Jul 19 09:31:37.359 UTC
Label : 7.3.1

Node 0/RPO/CPUO [RP]

Boot Partition: xr_1v58

Committed Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mp1s-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

lJodosy

swbdu NCSIK gJs I IJodssy shsever vz Jduwplz wlouoldle SSH. g showrunssh J o plo
929> o3l lJodysu:

<tfroot>
RP/0/RP0O/CPUQ:NCS1004_1#

show run ssh



Wed Jul 19 13:06:57.207 CDT
ssh server rate-Timit 600

ssh server v2

ssh server netconf vrf default
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<#froot>
RP/0/RPO/CPU0:NCS1002_1#

show crypto key nypubkey rsa

Wed Jul 19 10:30:09.333 UTC
Key label: the_default

Type : RSA General purpose
Size : 2048

Created : 11:59:56 UTC Tue Aug 23 2022

Data : <key>
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DSA 512.768. 1024 , 1024
ECDSA nistp256 9 nistp384 9 nistp521 |none
>.]. 25519 256 256
RSA ou 912 |Js 4096 2048
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<#froot>
RP/0/RPO/CPU0:NCS1004_1#

show ssh server

Wed Jul 19 13:28:04.820 CDT

Current supported versions := v2

SSH port := 22

SSH vrfs := vrfname:=default(v4-acl:=, v6-acl:=)
Netconf Port := 830

Netconf Vrfs := vrfname:=default(v4-acl:=, vb6-acl:=)
Algorithms

Hostkey Algorithms := x509v3-ssh-rsa,ecdsa-sha2-nistp521,ecdsa-sha2-nistp384,ecdsa-sha2-nistp256,rsa-sh
Key-Exchange Algorithms := ecdh-sha2-nistp521,ecdh-sha2-nistp384,ecdh-sha2-nistp256,diffie-helIman-grou
Encryption Algorithms := aesl28-ctr,aesl92-ctr,aes256-ctr,aesl128-gcm@openssh.com,aes256-gcm@openssh.com
Mac Algorithms := hmac-sha2-512,hmac-sha2-256,hmac-shal

Authentication Method Supported
PublicKey := Yes

Password := Yes
Keyboard-Interactive := Yes
Certificate Based := Yes

Others

DSCP := 16

RateTlimit := 600
Sessionlimit := 64

Rekeytime := 60

Server rekeyvolume := 1024
TCP window scale factor := 1
Backup Server := Disabled
Host Trustpoint :=

User Trustpoint :
Port Forwarding := Disabled

Max Authentication Limit := 20
Certificate username := Common name(CN)
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Cateqgory
Keyboard Options controlling S5H key exchange
""" Bel Key exchange algaorthm options
P Features P .
=) Window gnEl: l;nHE: = mnhpn icy:
ey exchange
ﬁppea.ran::e Diffie-Hellman group exchange U
Behaviour Diffie-Hellman group 14 P
- Translation RSA-based key exchange D
- Selection ~wam below here - oL
: . Colours Diffie-Hellman group 1
=1- Connection B Attempt GSSAPI key exchange
Proxy Options controlling key re-exchange
=- S5H Max minutes before rekey (0 for no limit) &0
- Host keys Minutes between GSS checks (D fornever) 2
- Cipher Max data before rekey (0 for no limit) 1G
" Auth {Use 1M for 1 megabyte, 1G for 1 gigabyte etc)
..... %11
----- Tunnels
..... Eugs
----- More bugs
About Help Open Cancel

J8bs Ubluws Jgsble PUTTY SSH
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wellb g9l e Linux gho gds 1Ugsljpsle 1Jp>89,06 O fetc/sshissh_config pJ9. ._Suu.u| o3l ldpeld pu
¢be Ubuntu 18.04.3.

Host *

ForwardAgent no

ForwardX1l no
ForwardX11Trusted yes
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPIAuthentication no
GSSAPIDelegateCredentials no
GSSAPIKeyExchange no
GSSAPITrustDNS no

BatchMode no

CheckHostIP yes

AddressFamily any
ConnectTimeout O
StrictHostKeyChecking ask
IdentityFile ~/.ssh/id_rsa
IdentityFile ~/.ssh/id_dsa
IdentityFile ~/.ssh/id_ecdsa
IdentityFile ~/.ssh/id_ed25519
Port 22

Protocol 2

Ciphers aesl128-ctr,aesl192-ctr,aes256-ctr,aes128-cbc,3des-chc
MACs hmac-md5,hmac-shal,umac-64@openssh.com
EscapeChar ~

Tunnel no

TunnelDevice any:any
PermitLocalCommand no
VisualHostKey no

ProxyCommand ssh -q -W %h:%p gateway.example.com
# RekeyLimit 1G 1h

SendEnv LANG LC_*

HashKnownHosts yes
GSSAPTIAuthentication yes
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olze eduwle SSH 1Jslys6 9ldols,6 [JglJss eg show sshsession details.

<tfroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show ssh session details

Wed Jul 19 13:08:46.147 UTC



SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac

Incoming Sessions

128733 ecdh-sha2-nistp256 ssh-rsa aes256-ctr aes256-ctr hmac-sha2-256 hmac-sha2-256
128986 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal
128988 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal

Outgoing sessions

couoew eduwle god SSH IJuwlu@s eelsdle louold Bluuds eg |Jle, show ssh history detail.

<ffroot>
RP/0/RPO/CPU0:NCS1002_1#

show ssh history details

Wed Jul 19 13:13:26.821 UTC
SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac start_time end_time

Incoming Session
128869diffie-hellman-groupl4-shalssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal 19-07-23 11:28:55 19

998, Toly w9099 buds IUiely (SSH) puvess Hlisel pu IJowluosd 29d £pdss IUlouold
wluwwgsle show sshiraceal.

<ttroot>
RP/0/RP0O/CPUQ:NCS1002_1#

show ssh trace al

Wed Jul 19 13:15:53.701 UTC

3986 wrapping entries (57920 possible, 40896 allocated, 0 filtered, 392083 total)

Apr 29 19:13:19.438 ssh/backup-server/event 0/RPO/CPUO t6478 [SId:=0] Respawn-count:=1, Starting SSH Se
Apr 29 19:13:19.438 ssh/backup-server/shmem 0/RP0O/CPUO t6478 [SId:=0] Shared memory does not exist duri

odssu Bsp lelss pslosz SSH

S22 wdasy lghs pulz SSH 9 8w 9g35 9zsle IJulse Bod 2290 wubd plluse zos. Jlee
lJose [Jgldss oluuegsle show sshrekey.

<ffroot>



RP/0/RPO/CPUO:NCS1004_1#

show ssh rekey

Wed Jul 19 15:23:06.379 CDT
SSH version : Cisco-2.0

id RekeyCount TimeToRekey(min) VolumeToRekey(MB)

Incoming Session
1015 6 6.4 1024.0
1016 0 58.8 1024.0

Outgoing sessions

in order to oo IJ rekey zep. luweg pdo 1o, sshserver rekey-volume [ size]. 1zz o IJId el os Jlglhé
lJpdelz 09 1024 psélolse.

<#froot>
RP/0/RP0/CPU0:NCS1004_1(config)#

ssh server rekey-vol unme 4095

RP/0/RP0/CPUO:NCS1004_1(config)#

comni t

ldpodi 9p LUESSU BSpo p9 9w re-key pg sshserver rekey-time[ time]. IJ 8 p0 |JIOe,)los6 os 60
29:5.96.

RP/0/RPO/CPU0:NCS1004_1(config)# ssh server rekey-time 120
RP/0/RP0O/CPU0:NCS1004_1(config)# commit
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<tfroot>
RP/0/RP0O/CPUQ:NCS1002_1#

debug ssh server



Swuopeu PUTTY psjé Jogwesd gie SSH |L)”L9'-J Session > Logging.

ﬁ PuTTY Configurahion ? W
Categary:
[=]- Session Options controlling session logging
- Teminal Session logging:
. i Keyboard (_) None () Printable output
Bell (") Al session output 0 55H packets
: ‘... Features () 55H packets and raw data
=) Window Log file name:
.~ /ppearance putty log Browse...
- Behaviour
Translation (Log file name can contain &Y, &M, &0 for date, &T for
__ Selaction time, &H for host name, and &P for port number)
Colours What to do if the log file already exists:
EI c . () Always overwrite it
;:unne e () Always append to the end of it
Data O 4sk the user every time
o EFST 8 Flush log file frequently
+|--
Serial B Include header
Telnet Options specific to S5H packet logging
""" ElLIDgIBI_IP B Omit known password fields
[ ] Omit session data
About Help Open Cancel

Jébé Uil s Jouwzsd PUTTY SSH

Ss Jsudyw: sh-w (wuvdd wosrse JJELSS) $98) pedsple wdLosdss 29d gpdss louald
SSH.

<#root>
ubuntu-18@admin:/$

ssh -vv adm n@92. 168. 190. 2
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SW9p 1JEd8> pu Vulus IUgHue wldedlb pedyple pdss6 eJs SSH.

* show tech { ncslk | ncs1001 | ncs1004 } detail

* show tech crypto session

* show tech ssh

® admin show tech { ncslk | ncs1001 | ncs1004 }-admin
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