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Cisco Secure ACS o awwlwl 49,20 -

dox3imall & lgSall
bl dplall GlsSally poll Slyluol Il xiuwall 13id (8 65,l0)l &logleall xiiuws

&V olhluoYlg 8.4 Hlasl (Cisco Adaptive Security Appliance jlg> -
Microsoft Windows Server 2003 SP1 il ol -
&>l laol 91 5.4 laol (Cisco o oYl Jewosll aSxill plls -
3.1 ,laoYl .Cisco AnyConnect Secure Mobility -
5 ,)laoyl (Cisco o VPN éSus Jaac -
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//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/dial-access/integrated-services-digital-networks-isdn-channel-associated-signaling-cas/10374-debug.html

General

= Name: cisco Stalus: Enabled ~ ©
Description’

& [dentity Group: All Groups Select |
Account Disable

Disable Account if Date Exceeds: 2013-Dec-01  fill(yyyy-Mmm-dd)

Password Information
Password muskt

* Contain 4 - 32 characlers

= Password Type: Internal Usars Select |
o Password: ETTITIT]
& Confirm Password:

[¥] Change password on nexd login

User Information
Thera are no additional identity atributes defined for user records

Jilas iy 9,00l dalS 4>Moo elgsl am Jball Juw e . cmortiall BIS) 59,0l dalS pg oSS <iSay
90l dalS s HLl puais AiSay 91 (Jo3 I Jazus alSol (92, agio) pastimall Llus



system Administration = Users = Authentication Settings

Account Disable

@ Mever

Disable account if.
Date Exceeds: Emw—rﬂmm—dd}
Days Exceed:
Failed Attempts Exceed:

Reset current failed attempts count on submit

Password History

FPassword must be different from the previous 1 Versions

Password Lifetime

Users can be required to periodically change password

| If password not changed after G0 days :

Disable user account

@' Expire the password

Display reminder after days

Jolell olslacyl e da,6)9Vl L) passuumall doll olbslaeyl

.piuol| 4,90 dl>1> daw ACS-RESERVED-Never-Expired



L

o Aftribute:; |ACS-RESERVED-Never-Expirad
Description: l

Attribute Type
> [, Maenitaring ar Attribute Type: Boolean
. System Administration Default Valus:

Sdministrator
Attribute Configuration
[ add Policy Condition
Paolicy Condition Display Nim&:l

& = Required fields

Internal U'sers

o09)l Llull &Moo elgsl ohblae] Jiasil lgolatim] ¢Sars easiuall Jd oo ol 03D (Sas i
1008 ol vy ail ) iy plell gl OIS 131 Li> olusdl Jiass iy ¥ olaedl 138 plasiwl,

5 an " Identty Stores > Users > Create
General

= Name: [eisco Status: Enabled [v| ©

Description: ]

# |dentity Group: ]NI Groups M
Account Disable

[ pisable Account if Date Exceeds: [2013-Dac-02 (& (yyy-Mmm-dd)
Password Information

Password must

& Contain 4 - 32 characters

= Password Type: |internal Users  Select |
# Password: |

& Confirm Password: |

O Change password on next login

User Information
ACS-RESERVED-Mever-Expired: Trug f'l

& = Raquired fialds




Active Directory 9 ACS goaztiuwe

2 1,859 19,00l dalS &> clgsl ac> ai; AD obly 838 (3 (poximall (axal ACS (usSs oSan
Jus e>1) (MSCHAPV2) 2 l.o¥1 Microsoft J szl dags; JuasVl 5T @85kanll JoSei9, plasiwl
a85Lanll JoSa59 39l :ACS 5.4 _ a8skaall :Cisco 5.4 o oYl Jawall aSxill pliai) pasimell

Jwolss e Jgaxl dogll ¢ 509

plaziw] e ASA LY (JWI puill 5 pings 6 oS 9,0l dalS 6,15] 65u0 plasiuwl diSay ASA le
MSCHAPV2

s (CIFS) plall cowyl wlale pliad (DCE/RPC) sl el,>Yl/ac jonll dnug=ll iy clexiw] ACS pasium,
19,0l @alS usd (DC) Jlroll, aSxill 639 Joa allasl

80 192,168.18, 152 16.48.66, 128 SAMR 324 ChangePasswordUser2 request
83 10.48.66,128 192,168, 10,152 SAMR 178 ChangePasswordlUser2 response
dl
b Frame 80: 324 bytes on wire (2592 bits), 324 bytes captured (2592 bits)
¢ Ethernet II, Src: CadmusCo 65:a0:ff (08:00:27:65:a0:ff), Dst: 62:9d:c3:ad:cd:cB (62:9
¢ Internet Protocol Yersion 4, Src: 192.168.10.152 (192.168.10.152), Dst: 10.48.66.128
¢ Transmission Contrel Protocol, Src Port: 35986 (35986), Dst Port: microsoft-ds (445),
¢ [? Reassembled TCP Segments (806 bytes): #79(536), #B0(270)]
¢ NetBIOS Session Service
¥ SMB (Server Message Block Protocol)
¢ SMB Pipe Protocol
¢ Distributed Computing Environment / Remote Procedure Call (DCE/RPC) Request, Fragment
= SAMR (pidl), ChangePasswordUser2
Operation: ChangePasswordUser2 (55)
[Response in frame: 83]
Encrypted stub data (672 bytes)

AD ;9,0 dalS uei) ACS o JlasW +TACACS 9 RADIUS V655591 o MS ASA pastia ol Say

RADIUS .c ACS go ASA

plaia] piy 23905 19,00l dalS s 91 19,0l dalS &>V elgil lginpla, RADIUS JgSei9,: e Y
s a9 wsole Lai (9 aalSy username JI ASA JI Juw s .RADIUS J (PAP) 9,0l dalS a8s5Lan JoSsi9,:
_w JHliy, RADIUS JI 0 Jlasiaw] SN 0 dolSUl iy

i ASA JIRADIUS a8, dlw, ACS &>, «paziumall )90 dolS d4>Vuo elgil dic >3905 gs)liw 9
:JI ACS


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/user/guide/eap_pap_phase.html#wp1014889
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Authentication Summary

Logged At: October 2,2013 5:24:52 446 AM

RADIUS Status: Authentication failed : 24203 User need to change passwaord
MNAS Failure:

Username: CISCo

MAC/IP Address: 192 168.10.67

Metwork Device: ASAI - 192.166.11.250 -

Access Senvice: Default Network Access

l[dentity Store: Internal Users

Authorization Profiles:
CTS Security Group:
Authentication Method: PAP ASCI

adslaall Jinasg cdlomw RADIUS [ad) dllu) lgld ASA | duuil,

' gaill dcgozo 19S5 w0 password-management o plaziwl, ASA zouw (dlSinall 03 J=J

tunnel -group RA general -attributes
aut henti cati on-server-group ACS
password-management

.Radius Jlb Le_.9

VPN Sais paiano lagd 15] i) 19 5001 dalS ussy 190l olS &Moo clgsl MSCHAPV2 JsSei9 1 ey
'MS-CHAP Lazs oY1 ceuaiy ASA 0 Radius wlb o8 Xauth al> e clil 63120l §aidl dcgazo (9

= Attribute Value Pairs
» AVP: 1=7 t=User-Name(l): cisco
» AVP: 1=6 t=NAS-Port(5): 3979366400
b AVP: 1=6 t=Service-Type(6): Framed(2)
> AVP: 1=6 t=Framed-Protocol(7): PPP(1)
# AVP: 1=15 t=Called-Station-Id(30): 192.168.1.250
# AVP: 1=15 t=Calling-Station-Id(31): 192.168.10.67
b AVP: 1=6 t=NAS-Port-Type(61): Virtual(5)
b AVP: 1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
= AVP: 1=24 t=Vendor-Specific(26) v=Microsoft(311)
» YSA: 1=18 t=MS-CHAP-Challenge(1l): 205d20e2349fe2bbl5e3ed5c570d354c
= AVP: 1=58 t=Vendor-Specific(26) v=Microsoft(31l)
b VSA: 1=52 t=MS-CHAP2-Response(25): 0000fb52f2f8dcc50b0fe2aa79b2cdd428
> AVP: 1=6 t=NAS-IP-Address(4): 192,168.11.250
» AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)

MSCHAPV2 llas o Radius ad, dlw, g, 618 (9,0l dolS s J| zlizy paimall ol ACS basY 13|
648



v Attribute Value Pairs
v AVP: 1=57 t=Vendor-Specific(26) v=Microsoft(311)
P VSA: 1=51 t=MS-CHAP-Error(2): \O00E=648 R=0 C=20"

w9 Cisco VPN Ul o 32> delSIl cullb MODE_CFG in order to Josiuw9 dlw, ol ASA U vy

,Cct 02 06:22:26 [IKEvl DEBUG Group = RA, Username = cisco, |P = 192.168.10.67
IReceived Password Expiration from Auth server

16202 49,0 dalS Loy Jlg> g4 ,0 Cisco VPN e pad,

& status: Disconnected | VPN Client - Version 5.0.07.0290 o (|3 | 22 |

Connection Entries  Status Certificates Log Options Help

S % N

Cancel Connect Mew Impart Modify Delete CISCO
Connection Entries l Certificates l Log ]

| Connection Entry | Host | Transport
152 168.1.250 192 168 1.250 IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" @ :Eg:gjﬂgﬁ
Your password expired :i’iﬁ?ﬁ;P
aliei]yy New Password: | IPSec/UDP
A Confirm Password: | Foee/LF
DK Cancel
4 | B
Authenticating user... AN ENERNEEN

(63031 49,0l dalS) dga> MS-CHAP-NT-ENC-PW 9 MS-CHAP-CPW g ,31 Radius b ASA



b AVP:
b AVP:
b AVP:
= AVP:
P VSA: 1=36 t=MS-CHAP-NT-Enc-PW(6): 060000034d57f459fe6d4875c
AVP:
b VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 06000001a3a32falcad97b38
AVP:
b VSA: 1=249 t=MS-CHAP-NT-Enc-PW(6): 0600000275b374dfc58T4816
AVP:
b VSA: 1=18 t=MS-CHAP-Challenge(11l): 5f16e4b7338b4b8117b50896
v AVP:
b VSA: 1=70 t=MS-CHAP2-CPW(27): 07004efba53521c47b1046bbca851
AVP:
AVP:

!

q

q

A

1=15 t=Calling-Station-Id(31): 192.168.10.67

1=6 t=NAS-Port-Type(61): Virtual(5)

1=15 t=Tunnel-Client-Endpoint(66): 192.168.10.67
1=42 t=Vendor-Specific(26) v=Microsoft(311)
1=255 +t=Vendor-Specific(26) v=Microsoft(311)
1=255 +t=Vendor-Specific(26) v=Microsoft(311)
1=24 t=Vendor-Specific(26) v=Microsoft(311)

1=76 t=Vendor-Specific(26) v=Microsoft(311)

1=6 t=NAS-IP-Address(4): 192.,168.11.250
1=34 t=Vendor-Specific(26) v=Cisco(9)

:MS-CHAP2-SUCCESS go RADIUS Jg:$ a9 llall ACS 1535

< AVP: 1=51 t=Vendor-Specific(26) v=Microsoft(311)
P YSA: 1=45 t=MS-CHAP2-Success(26): 00533d324144414

"> iy 24204 59,00l dalS uss" | win s3I ACS e el,aVl 3D o Gasdl oSy



EliSteps
11001 Received RADIUS Access-Request
11017 RADIUS created a new session
Evaluating Service Selection Policy
15004 Matched rule
15012 Selected Access Service - Default Network Access
= i ity Pol
15006 Matched Default Rule
15013 Selected Identity Store - Internal Users
24214 MSCHAP is used for the change password request in the internal users identity store.
24212 Found User in Internal Users IDStore
24204 Password changed successfully
22037 Authentication Passed
15006 Matched Default Rule
Evaluating Exception Authorization Policy
15042 No rule was matched
i ization Poli
15006 Matched Default Rule
15016 Selected Authonzation Profile - Permit Access
22065 Max sessions policy passed
22064 New accounting session created in Session cache
11002 Returned RADIUS Access-Accept

{(QM) gl giogll dlac Juolgg dxWl a8skaall o, el a2y ASA gl

,Cct 02 06:22:28 [I KEvl] G oup = RA, Usernane = cisco, |P = 192.168.10.67
.User (cisco) authenticated

+TACACS . ACS go ASA

Y 9l dalS 6,050 &3m0 5629 a5k Y .1B,usi9 49,0l dalS 4>Mo clgsY +TACACS plasiw| oSay «Jialls
MSCHAPV2 0 Y, ASCIl @85Las o go +TACACS pastiuy Jli ¥ ASA

163522 )90 dalS ACS Lllnyg 63300 pj> Sl pis



v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 20
Server message: Enter new password:
Data length: 0

19,0 dalS Llla, (RADIUS dauwls, pasimsll lexll oo aliy) lo> g0 CiSCO (o VPN dSuis Jsac o,

0>

& status: Disconnected | VPN Client - Version 5.0.07.0290 | o || =] 22 |
Connection Entries  Status Certificates Log Options Help

3 = £ = i
4%3 = o Eﬁa Eﬁﬁ v
Cancel Connect Mew Fpnrt Maodify Delete CISCO
Connection Entries l Cerfficates ] Log ]

| Connection Entry | Host | Transport
152 1681 250 152 168.1 250 IPSec/UIDP
i i IPSec/UDP
&) VPN Client | User Authentication for "192.168.1.250" = IPSec/LIDP
IPSec/UDP
Enter new password: |P;:::CJ'UDP
Mmir = _ “ IPSec/UDP
cISCoO E3ponse. IPSec/UDP
QK Cancel
* | o
Authenticating user... ANEEEEEEENEEEEEEDN

165231 59,0)1 dals 25T ACS Ll

v Decrypted Reply
Status: 0x3 (Send Data)
Flags: 0x01 (NoEcho)
Server message length: 33
Server message: Enter new password confirmation:
Data length: ©

;45T g0 Cisco VPN Jwoc paiy



& status: Disconnected | VPN Client - Version 5.0.07.0290 o ||= | &= |

Connection Entries  Status Certificates Log Options Help

é%? = ﬁég ) Eﬂﬁ o]

Cancel Connect Mew Impart Madify Delete CISCO
Connection Entries I Cerfficates ] Log ]

| Connection Entry | Host | Transport
192.168.1.250 152.168.1.250 IPSec/UDP
i 0 IPSec/LDP
& VPN Client | User Authentication for "192.168.1.250" = IPSec/LUDP
IPSec/UDP
Enter new password confimation: IPSec/UDP
IPSec/UDF
alin Response: ||
QK Cancel
‘ | B
Authenticating user... ENNEEEREEER

:ax>b @9skas (e ACS gly (Luzwo Al oS 13

v Decrypted Reply
Status: 0x1 (Authentication Passed)
Flags: 0x00
Server message length: 0
Data length: ©

2l o)l dalS Juei ad pi Ga> Jazaui el a=y ACS pgsy



Evaluating ldentity Policy
Matched Default Rule
Selected Identity Store - Internal Users

Looking up User in Internal Users IDStore - cisco
User need to change password

Found User in Internal Users IDStore

Invalid workflow sequence type

TACACSH will use the password prompt from global
TACACSH configuration.

Returned TACACSH Authentication Reply
Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

ldentity Policy was evaluated before; Identity Sequence
continuing

Looking up User in Internal Users IDStore - cisco

User need to change password

Found User in Internal Users IDStore

TACACSH ASCIH change password request,

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request
Using previously selected Access Service

Returned TACACSH Authentication Reply

Received TACACSH+ Authentication COMTINUE Request
Using previously selected Access Service

Identity Policy was evaluated before; Identity Sequence
continuing

PAP is used for the change password request in the
internal users identity store,

Found User in Internal Users IDStore
Password changed successfully
Authentication Passed

x> Wl @85kaolly JolSIL JlaiwYl dlac ASA clas] auai el

,OCct 02 07:44:40 [1 KEvl DEBUG G oup

RA, Usernane = cisco, |IP = 192.168.10.67

| Received challenge status
,Cct 02 07:44:40 [I KEvl DEBUG G oup = RA, Usernane = cisco, |IP = 192.168.10.67
Iprocess_attr(): Enter

,Cct 02 07:44:40 [I1 KEvl DEBUG G oup RA, Usernane = cisco, |IP = 192.168.10.67



,Cct 02 07:44:40 [1KEv1l DEBUG G oup
,Cct 02 07:44:40 [|KEv1l DEBUG G oup
,Cct 02 07:44:40 [|KEv1l DEBUG G oup

,Cct 02 07:44:41 [|I KEv1] G oup

£ 2 3

RA,

Processi ng MODE_CFG Reply attributes

Usernane = cisco, |P = 192.168.10.67
| Received challenge status

Usernane = cisco, |P = 192.168.10.67

I process_attr(): Enter

Usernane = cisco, |P = 192.168.10.67

. Processing MODE_CFG Reply attributes

Usernane = cisco, |P = 192.168.10.67
.User (cisco) authenticated

3,9 ol o3> o 30)l g0 +TACACS dud> (o Wuld Jgbol ASA J bolos Bl 13D ,9,,0)l dolS s

090l 4alS jusiy o8, S pasiwall I lgavasi ping VPN ac dawls, gl pin iy

LDAP go ASA

.Sun LDAP § Microsoft AD p315 lalake dawlg, JolSJL B,us59 19 00l dalS d>Mo clgil acs oo
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29,0l
PRCTAN| 775

‘LDAP p)t$(gigih pé

aaa-server LDAP protocol |dap
aaa-server LDAP (outside) host 10.48.66.128
| dap- base-dn CN=USer s, DC=t est - ci sco, DC=com
| dap- scope subtree
| dap- nam ng-attri bute sAMAccount Nane
**x%%x | dap-1 ogi n- passwor d
| dap-1 ogi n-dn CN=Admi ni strator, CN=users, DC=t est - ci sco, DC=com
server-type mcrosoft

590l dalS 6,151 65409 §adl dcgoza) (oSl 13D paziwl

tunnel-group RA general -attributes
addr ess- pool POCL

aut henti cati on-server-group LDAP
def aul t - group-policy My
password-management

09,0l dalS juss ol W3 AD pasiuus (oS @9



cisco-test Properties ﬂ

Published Certificates | MemberOF | Diakin | Object | Security
Envirnnmentl SEssinnsl Remate n:u:untn:ull Temninal Services F'ru::filel COM+
General I Address  Account | Priafile I T elephones I Organization

Uzer logon name:

(Atezt-clzco.com j

Uzer logon name [pre-indows 2000):
|TEST-CISCOY cisco-test

Logon Hours... Log On To...

[T Account iz locked out

Account options:

v Uszer must change password at nest logon -

[ User cannot change password

[ Paszsword never expires

[ Store password using reversible encryption j

—Account expires

% Mever

" End of; Saturday . Movember 02, 2013 |~
1] Cancel Spply

lixgo € 9,0 dolS e ASA gly (Cisco VPN Jsac plaiuw| pasimall Jylx, losic

ASA(config-tunnel -general )# debug | dap 255
<sonme output onmited for clarity>

Session Start [111]
New request Session, context 0xbd835cl10, reqType = Authentication [111]
Fi ber started [111]
Creating LDAP context with uri=Ildap://10.48.66.128:389 [111]
Connect to LDAP server: |dap://10.48.66.128:389, status = Successful [111]
support edLDAPVer si on: value = 3 [111]
support edLDAPVer si on: value = 2 [111]
Bi ndi ng as Administrator [111]
Performing Sinple authentication for Admi nistrator to 10.48.66.128 [111]
: LDAP Search [111]
[ Base DN = [ CN=USer s, DC=t est - ci sco, DC=com
[Filter = [sAMAccount Nane=ci sco-t est
[ Scope = [ SUBTREE
[User DN = [ CN=ci sco-test, CN=Users, DC=t est - ci sco, DC=com [ 111]
Talking to Active Directory server 10.48.66.128 [111]
, Readi ng password policy for cisco-test, dn: CN=cisco-test, CN=Users [111]



DC=t est - ci sco, DC=com
Read bad password count 2 [111]
Bi ndi ng as cisco-test [111]
Performng Sinple authentication for cisco-test to 10.48.66.128 [111]
Sinpl e authentication for cisco-test returned code (49) Invalid [111]
credential s

: Message (cisco-test): 80090308: LdapErr: DSI D 00090334, comment [111]

Accept SecurityContext error, data 773, vece
Invalid password for cisco-test [111]

:52e Uasl ygla, cdxymuo e slaiel olily cils 3]

: Message (cisco-test): 80090308: LdapErr: DSI D 00090334, comment [110]

Accept SecurityContext error, data 52e, vece

90l @alS ues U3 as, Cisco VPN Juae o,

Gl status: Disconnected | VPN Client - Version 5.0.07.0290 | o || = || &
Connection Entries  Status Certificates Log Options Help

% 1T

Import Maodify Delete CISCO

S u

Cancel Connect Mew

Connection Entries lCert'rfiI:ates ]Lng ]

| Connection Entry

| Host | Transport

1

192.163.1.250

192.168.1.250 |PSec/UDF

CISCO

&) VPN Client | User Authentication for "192.168.1.250" = IPSec/UDP
IPSec/UDP
You need to change your password =c
Enter new password {minimum length 7 characters): IPSec/UDP
' IPSec/UDF
vt]iei]r, New Passwond: || IPSec/UDP

Confirm Passwaord: |

i |PSec/UDF

K Cancel |

| D

Authenticating user...

5 -dwlud] Lo ,95 lgY RADIUS 9l TACACS b (0 pactismall Lloxll g0 o8 030 Lol dbliv caliss

oy duw 90l dalS Jola) sl 1> dwluall (Jlio 13

:Jsb LDAP JI ¢o @l §las] 13 canlisw] S0l ASA JI waalSUl Josiwall s ol Lo

Modi fy Password for cisco-test successfully converted password to unicode [113]

nmodi fy failed, no SSL enabled on connection [113]

il & 9,0l 4l Jyami) (SSL) @iodl Juogill 35l dib plaiw] Microsoft ag wllai,

aaa-server LDAP (outside) host 10.48.66.128
ldap-over-ssl enable

SSL J Microsoft LDAP

SiguaSIl Gl 83lgis st Ly dagbgll 03D Sad .SSL e Microsoft LDAP Jas, ¥ « ol ,idl JSuin



Lle Jsazll a5 dgx) @b §aa0 g2 40 plasiwl SSL e LDAP S0 &isS g2l .auxall plicall §3lay

Jwolail o 50

CisCo oo ellasYl puuas 20 @21y LDAP 63lgin oo i Y ASA oY Lils dedgs 63lgil eSi ol Say
alo 55 Lz b le Jgaxll "LDAP o315 o 63lgidl dxu0 oo 3axilly ASA plawdl” (CSCui40212

aa>WI ohlaoYly 5.5 5luoYl 5 LDAP 6>lgis o ACS (g ‘ala>Vo

iguaSJl

Lise this page to add or remave & stand-slons snap-in fram the consols,

1
' i Add/Remove Snap-in Ed

d4 ﬂﬂﬁt'm|

Enap-ing added to: [:‘ Console Rook

Add Standalone Snap-in

Aovalable standalone snap-ins:
49 .NET Framework 1.1 Confi
D Active Directory Domains &
54 Active Dirsctory Skes and
&5 Active Directory Users anc
w5 Activex Control

<4 ADSI Edt

T4 authorization Manager

[ certificate Templates
EPCertificates
@cﬁtfmm Authority

rDescription——
The Certificates snap-in allow:
certificate stores for yourself,

Certificates snap-in

This snap-in vall always manage cedificates for;

(" My user account
" Service account

 (Gonpiersccourt

~| @l

¢ Back Nest » Cancel |

(CA) wisall Samall g2 ol 63lgis Jaiy pd o5 i pasid] ol LI 6slgatdl Shsials p89 «lxo yiguaS 52>

g Ssiso 8lgidl Ol Lo 38 a0 Gsisall wiall I


http://support.microsoft.com/kb/321051
https://tools.cisco.com/bugsearch/bug/CSCui40212

Tm Consolel H= e
Flo Acion Vew Favorkes Window Hep |

|
o OE L0 XEFR RE
‘ta Console Root\Certificates {(Local Computer)\Pé General | Detads | Certification Path ﬂ

(] Console Root | Issued To /
=1 P Certificates (Local Comg | [Elwin2003-mga.test-ci Certification path

=] Personal & Tac

' Certificates [E] win2003-mga.test-cisco.com

-] Trusted Root Certifi

#- ] Enterprise Trust
) Intermediste Certifi
[Z] Trusted Publishers
1] Untrusked Certificat
[_] Third-Party Root Ce
[ Trusted People
7L Certificate Enrolimes
® (2] sPC

)

=5

e

)

il—l LI ll Yiew Gertificate

Personal store contains 1 certificate,

# Domain Controller & Directory Certificate status:
This certificate is K,

Dornain conbrolers use Active Directory bo manage
resources such as users, computers, and applicatic

oF.

:SSL ue LDAP plaziw] Jobs boaie Uaxl 13D gl>)] oy 28 cu> ASA 8.4.2 1ol 6 las Il

ASA(config)# debug | dap 255

Connect to LDAP server: |daps://10.48.66.128:636, status = Successful [142]
support edLDAPVer si on: value = 3 [142]
support edLDAPVer si on: value = 2 [142]
Bi ndi ng as Administrator [142]
Perform ng Sinple authentication for Admnistrator to 10.48.66.128 [ 142]
: LDAP Search [ 142]
[Base DN = [ CN=Users, DC=t est - ci sco, DC=com
[Filter = [sAMAccount Nane=Adm ni strator
[ Scope = [ SUBTREE
Request for Administrator returned code (-1) Can't contact LDAP server [ 142]

Jid oVl dll g5 .l LDAP ol JUd aws (oSl go o JSuin ASA oo 9.1.3 laoYl Jas,
90l dalS ued) agl] dwlsl plasiw] ai; Loy (@Ml dsgiio @nlS) 773 0,)l go

Session Start [53]

New request Session, context Oxadebe3d4, reqType = Mddify Password [53]

Fi ber started [53]

Creating LDAP context with uri=Idaps://10.48.66.128:636 [53]

Connect to LDAP server: |daps://10.48.66.128:636, status = Successful [53]
support edLDAPVer si on: value = 3 [53]

support edLDAPVer si on: value = 2 [53]

Bi ndi ng as Admini strator [53]

Perform ng Sinple authentication for Administrator to 10.48.66.128 [53]

: LDAP Search [53]



[ Base DN = [ CN=User s, DC=t est - ci sco, DC=com
[Filter = [sAMAccount Nane=ci sco-t est
[ Scope = [ SUBTREE
[User DN = [ CN=ci sco-test, CN=Users, DC=t est - ci sco, DC=com [ 53]
Tal king to Active Directory server 10.48.66.128 [53]
, Readi ng password policy for cisco-test, dn:CN=cisco-test, CN=Users [53]
DC=t est - ci sco, DC=com
Read bad password count 0O [53]
Change Password for cisco-test successfully converted old password to [ 53]
unicode
Change Password for cisco-test successfully converted new password to [ 53]
unicode
Password for cisco-test successfully changed [ 53]
:Retrieved User Attributes [53]

<nmost attributes details ommtted for clarity....>
accountExpires: val ue = 130256568000000000 <----- 100ns intervals since
(January 1, 1601 (UTC

cla) Wireshark Ui o LDAP o313 Loldl phiasll plasiw] oSy 053 @21 (9,a)l dalS Luss oo il
:SSL )90 AS,> udini

75 18.48.67.229 18.48 . 66. 128 LDAP 239 modifyRequest(7) "CH=cisco-test,CN=Users,DC=test-cisco,DC=com"
76 10.48.66.128  10.48.67.229 LDAP 113 modifyResponse {7} success

1

- Frame 75: 239 bytes on wire (1912 bits), 239 bytes captured (1912 bits)

¢ Ethernet 1L, Src: Cisco bB:6b:25 (00:17:5a:b8:6b:25), Dst: Veware_90:69:16 (00:0c:29:90:69:16)
b Internet Protocel Version 4, Src: 19.48.67.229 (10.48.67.229), Dst: 10.48.66.128 (10.48.66.128)
b Transmission Control Protocol, Src Porl: 31172 (31172), Dst Port: ldaps (636), Seq: 4094749281, Ack: 1574938153,
b Secure Sockets Layer
= Lightweight Directory Access Protocol
= LDAPHessage modityRequest(7) "(CH=cisco-test,CH=lsers, =test-cisco,Di=com’
nessagelld: 7
= protocoldp: modifyRequest (6
= modifyRequest
ohject: CN=cisco-test CHN=lUsers,C=test-cisco, DC=com
= modification: 2 items
= modification item
operation: delete (1}
P modification unicodePwd
- modification item
operation: add (8}
b modification unicodePwd
[Response In: T6G]

b go LuS 3> _JI ASA _le (AAA) duwlxally Saygailly d8skaall/(IKE) cowyl plise Jols clasl Jilos
RADIUS @85Las g1,luw 9 dorioll

a>Naall elgsl S agidly LDAP

clgil Ui pastiauall iy ASA pody . giis 190 dolS b i Juw 0l dow clasiwl gibisy cil LDAP J
Dl 13 plasiwl log 90 o 59,0l dalS d>Mo

tunnel -group RA general -attributes
password-management password-expire-in-days 90

093 0l sl Jasiamally ps: 42 S sl dolS g Lo

ASA# debug | dap 255
<some outputs renoved for clarity>



Bi ndi ng as test-cisco

Perform ng Sinple authentication for test-cisco to 10.48.66. 128
Processi ng LDAP response for user test-cisco

Password expires Sat,

: (Message (test-cisco

Checki ng password policy
Aut henti cation successful for test-cisco to 10.48.66.128

now. Fri, 04 Cct 2013 09:41:55 GWII, |lastset: Fri,
GMT, delta=2072, maxage=1244139139

expire in: 3708780 secs, 42 days

04 Cct 2013 09:07:23

[ 84]
[ 84]
[ 84]
[ 84]
[ 84]
[ 84]
[ 84]
Secs
[ 84]

16 Nov 2013 07:54:55 GMI [ 84]

Password expiring in 42 day(s),threshold 90 days [ 84]

Dus dalS J )Ll pagy9 iz ASA Ul

F

@ status: Disconnected | VPN Client - Version 5.0.07.0290 | o || = | 28]
Connection Entries  Status Certificates Log Options  Help
S 24 alol,
Cancel Connect Mew Import Modify Delete CISCO
Connection Entries l Certificates l Log l
| Connection Entry | Host | Transport
10.43.67.229 10.43.67.229 IFSec/UDP

G VPN Client | User Authentication for "10.48.67.229"

] IPSec/UDP

@ IPSec/UDP

IPSec/UDP
Your Password expires in 42 days IF'SEE,-’LIDF'
Wauld you like to change it now? Y/N P DP
alve]n Response: “ IPSec/UDP
cIsco PO IPSec/UDP
oK Cancel
1 | o
Authenticating user... HEEN

uss aolS sole el2Vl g iz delS) o )y D dalsl e, ol Josimall Hlisy o

L2TP g ASA

IPSec 0 VPN a9 (IKE (IKEV (o 1 5laoYl dslull dioVl caoad

5529 o3 .a8s5Laall JaiS PPP plazwl ai (PSec 9 (L2TP) 2 addall _aadl JlasVl JgSgio) dmmlly
9,00l dalS us Jo=s Li> PAP 0 Y3, MSCHAPV2

ci scoasa(config-tunnel -general )# tunnel-group DefaultRAGroup ppp-attributes
ci scoasa(confi g- ppp) # authentication ms-chap-v2

‘MSCHAPV2 s> Loglaill pi; PPP dwl> J3> L2TP 3 dsuwgall &>Laal



¢ Ethernet II, Src: Receive 24 (20:52:45:43:56:24), Dst: Receive 24 (20:52:45:43:56:24)
= PPP Link Control Protocol
Code: Configuration Request (1)
Identifier: 1 (8x01)
Length: 15
= Options: (11 bytes), Authentication Proteocol, Magic Number
= Authentication Protocol: Challenge Handshake Authentication Protocol (Bxc223)
Type: Authentication Protocol (3)
Length: 5
Authentication Protocol: Challenge Handshake Authentication Protocol (8xc223)
Algorithm: MS-CHAP-2 (129)
b Magic Number: 0x56lad534

1648 3o )y Jid gl pit cpaiamall 19,0 dalS d>Wo olgil xic

¥ PPP Challenge Handshake Authentication Protocol
Code: Failure (4)
Identifier: 1
Length: 17
Message: E=648 R=0 V=3

MSCHAPV2 plaziwl, RADIUS gy, lisud 13> dlilas g0 dsdas)l dsi; Lol y9,a)l dalS Lusi ol o

oo & o glivs 0S5 Jlo plasiwl, PIX/ASA 7.2 9 Windows 2000/XP PC - IPsec uc L2TP g>l,
L2TP 0655 aanS Jo> adlol Juwolas e Jgaxll

ASA SSL VPN Uioc

(EOL) sl g 9®9 Cisco VPN ey IKEV1 JI as,Lull dioVl ol

sluoyl pazi sillg (Cisco AnyConnect Secure Mobility ¢ i, ¢,¢ Jowogl VPN Sl a, _uogall J=I
J blos daay,lall Guaiy dax>Nall elgily j9,0)l dalS jusi Oljwe Josi .SSL wY¥95659 19 (IKE (IKEVZ (40 2
.Cisco VPN =) ciles oS Cisco AnyConnect

1.5 dl>,0ll (9 VPN Jwacg ASA - a>Nall elgisly H9,0)l dalS juss obly Jols w5 JKEVT J duuill,
.(Xauth/mode config)

.CFG_REQUEST/CFG_REPLY 0> config g9 ek, ¢ Jilas 8 (KEV2 J duull,

(DTLS) "aSxll &bl lalazo (8 Jaidl aado olol" Jac duwl> (8 olbl 068 (SSL J il
ASA Jl J duuis 9 oSl

:SSL _uc LDAP 0515 plaziwl, SSL g9 Cisco AnyConnect JgSgi9. plaziwl (oSl Ll Jlo 13D
aaa-server LDAP protocol |dap

aaa-server LDAP (outside) host wi n2003-nga.test-cisco.com
| dap- base-dn CN=Users, DC=t est - ci sco, DC=com


/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/71028-l2tp-w2kxp-pix72-pre.html

| dap- scope subtree

| dap- nami ng-attri bute sAMAccount Nane

***%x | dap-1 ogi n- passwor d

| dap-1 ogi n-dn CN=Admi ni st rator, CN=user s, DC=t est - ci sco, DC=com
| dap- over-ssl enabl e

server-type mcrosoft

webvpn

enabl e outsi de

anyconnect image di sk0:/anyconnect-w n-3.1.02040- k9. pkg 1
anyconnect enable

tunnel -group-1ist enable

group-policy M internal
group-policy MY attributes
vpn-tunnel - protocol ikevl ikev2 |2tp-ipsec ssl-client ssl-clientless

tunnel -group RA type renpte-access
tunnel -group RA general -attributes
addr ess- pool POCL

aut henti cati on-server-group LDAP
def aul t - group-policy My
passwor d- menagenent

tunnel -group RA webvpn-attributes
group-alias RA enable

wi t hout - csd

ip local pool POOL 192.168.11.100-192.168.11. 105 nask 255. 255. 255.0
190 dols Ly JLasVl Cisco AnyConnect Jslx, «(lga>Mo gl Lill) dxuall 49,0l dalS 95 5,5

05>



'Y Cisco AnyConnect | 10.48.67.229

Mew Password:

Verify Password:

Connection Banner

Password change required, you must enter a new -
password with minimum length 7 to continue.

[ Continue ]| Cancel

@' Cisco AnyConnect Secure Mobility Client

10.498.67.229 Connect

e pacismall slaiel obily S]] oMol uis



') Cisco AnyConnect Secure Mobility Client = = |

NIl
CISCO

AnyConnect Secure-Mobility Iient

Preferences | Statistics | Route Details | Firewall | Message History

[2013-10-04 09:13:54] Ready to connect,

[2013-10-04 09:15: 14] Contacting 10.48.67. 229,

[2013-10-04 09:15:22] User credentials entered.

[2013-10-04 09:15:44] User credentials entered.

[2013-10-04 09: 15:46] Establishing VPN session...

[2013-10-04 09:15:47] Checking for profile updates. ..
[2013-10-04 09:15:47] Chedking for product updates...
[2013-10-04 09:15:47] Chedking for customization updates...
[2013-10-04 09:15:47] Performing any required updates...
[2013-10-04 09:15:47] Establishing VPN session...

[2013-10-04 09: 15:47] Establishing VPN - Initiating connection...
[2013-10-04 09: 15:47] Establishing VPN - Examining system...
[2013-10-04 09:15:47] Establishing VPM - Activating WPM adapter...
[2013-10-04 09: 15:48] Establishing VPN - Configuring system. ..
[2013-10-04 09: 15:48] Establishing VPN...

[2013-10-04 09:15:48] Connected to 10.48.67. 229,
[2013-10-04 09:15:48] Connected to 10.48.67. 229,

{(DART) dpasisll AnyConnect ;e 6151 (9 Nuadi 1T oMo L9

ASA SSL ool 4l

fengll diloy (S Jo3 I S dllac uas &



= |E https://10.48.67.229/+CSCOE+ logon html
Cases~ [T Parformances DDoce [THR* [DTech Tools= TNon Tech Tools= W IWE [DLicensess TWLC DlkevZ= &

Lasin

=

Pleage enlar your usemams and password.

GRAP: A=

LISERMAME: teshcisco
PASEWIRD: asassenes]

Logn |

uilly 9 0ll dolS 4o clgil dlac Luss axs

4 | & hitps://10.48.67.229/+CSCOE+ logon. htmi?reason=28&a0=62&al=37ka2 =f&a3=0&next=8auth_handle=35&stat.
FiCases= FiPerformance~ FDoce FOHR= FiTech Tools~ FiNon Tech Tools= %L IWE Filicenses= FIWLC~ Silkev2= [

Hew Password Reguired

Pakswead d chaige equired, poin miosl enler a new password
with minimum lengih 7 to continue,

How Passweord |
varity Passward [

Cantinug I Cancal |

ACS J paziaoll jusi 59,0 dolS

2990 caw S (UCP) dalS ,u2, Jasiwo ACS Jl closiuwl gabaiuw, <ol VPN JI e aalSIl i, ol oSoy V ol
UCP 9 wloas plaiw| :Cisco 5.4 0 oIl Jaoalb aSxill plai) ol l jolnae s Llail .doas

auall oo Gaxil

oSl 13D & oo gazill eh>] W a2, Y


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_system/5.4/sdk/ucp.html

le>Nol9 ellasVl BLiSiwl

oSl Lig) lg>Nooly clasVl Blisiwy 63320 wlogles Hl> 895 Y

dlo old Ologleo

sle> pasims oyl 2yl o315 146S5 :8.6 9 CLI 8.4 plaziuwl Cisco ASA 5500 alubu oS5 s -
Y

Cisco Systems - claiiwollg sl acall -



//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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