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Cisco 6400 LAC (Airelle nrp3) -

Cisco 7204 LNS (l_wpe lJp _o59) *

Cisco 677 -«

Cisco 6400 LAC (Airelle_nrp3)

Building configuration...

Current configuration : 125008 bytes

|

! Last configuration change at 02:11:30 UTC Mon Jun 18 2001
! NVRAM config Tast updated at 00:43:51 UTC Mon Jun 18 2001
|

version 12.1

no service single-slot-reload-enable

service timestamps debug datetime msec

service timestamps log uptime

no service password-encryption

I

hostname arielle_nrp3

I

boot system tftp c6400r-g4p5-mz.121-5.DC1 172.17.247.195
Togging rate-1imit console 10 except errors
aaa new-model

aaa authentication login default none

aaa authentication login tty enable

aaa authentication ppp ayman group radius

aaa nas port extended

enable password ww

I

username ayman@cairo.com password O ayman
redundancy

main-cpu

auto-sync standard

no secondary console enable

ip subnet-zero

ip cef

no ip finger

no ip domain-lookup

I

I

vpdn enable

no vpdn logging

vpdn search-order domain

I

I

ssg enable

ssg default-network 10.200.56.0 255.255.255.0
ssg service-password cisco

ssg radius-helper auth-port 1645 acct-port 1646
ssg radius-helper key cisco

ssg next-hop download nxthoptbl cisco

ssg bind direction downlink Virtual-Template66

ssg service-search-order remote local
I




interface Loopback3

ip address 200.200.200.1 255.255.255.252
|

!

interface ATM0/0/0.61 point-to-point
description LAC L2TP connection to Ior
ip address 14.14.14.6 255.255.255.252
pvc 61/61

broadcast

encapsulation aal5snap

|

|

!

interface ATM0/0/0.5555 multipoint

pvc 66/66

encapsulation aal5mux ppp Virtual-Template66
|

|

!

interface Ethernet0/0/1

no ip address

|

interface Ethernet0/0/0

ip address 3.0.0.2 255.255.255.0

no ip mroute-cache

shutdown

tag-switching ip

|

interface FastEthernet0/0/0

ip address 10.200.56.6 255.255.255.0

no ip mroute-cache

half-duplex

|

!

interface Virtual-Template66

ip unnumbered Loopback3

peer default ip address pool ayman

ppp authentication pap ayman

|

!

router eigrp 5

network 14.14.14.4 0.0.0.3

no auto-summary

no eigrp log-neighbor-changes

|

ip local pool ayman 212.93.193.114 212.93.193.126
ip route 10.0.0.0 255.255.255.0 212.93.193.114
|

radius-server host 10.200.56.16 auth-port 1645 acct-port 1646
radius-server retransmit 3

radius-server attribute 25 nas-port format d
radius-server attribute nas-port format d
radius-server key cisco

|

!

Tine con O

exec-timeout 0 O

Togin authentication tty

transport input none

Tine aux 0

Tine vty 0 4




exec-timeout 0 O
password ww

Togin authentication tty
|

end

Cisco 7204 LNS (luwp IJpuo59)

Building configuration...

Current configuration : 6769 bytes

I

version 12.2

no service single-slot-reload-enable
service timestamps debug datetime msec Tocaltime show-timezone
service timestamps log datetime localtime show-timezone
no service password-encryption

I

hostname 1or

I

boot system flash c7200-is-mz.122-1.b1in
Togging buffered 16384 debugging

Togging rate-1imit console 10 except errors
aaa new-model

aaa authentication login default none

aaa authentication login tty enable

aaa authentication ppp ayman Tlocal

aaa nas port extended

enable password 7 03134C

I

username ayman@cairo.com password 0 ayman
clock timezone GMT+1 1

clock summer-time PDT recurring

ip subnet-zero

no ip source-route

ip cef

!

!

no ip finger

ip tcp window-size 8192

ip ftp username tftp

ip ftp password 7 061118

ip host rund 172.17.247.195

ip host PAGENT-SECURITY-V3 57.63.30.76 95.26.0.0
!

vpdn enable

no vpdn logging

vpdn search-order domain
1

vpdn-group 1
accept-dialin

protocol 12tp
virtual-template 24




terminate-from hostname nap

local name cairo

12tp tunnel password 7 052827261363
|

!

interface Loopbackl

ip address 212.93.194.5 255.255.255.252
|

interface Loopback?2

ip address 15.15.15.5 255.255.255.252
|

!

interface FastEthernet0/0

ip address 10.200.56.2 255.255.255.0
ip ospf network point-to-multipoint
no ip mroute-cache

load-interval 60

duplex half

no cdp enable

|

interface ATM2/0

no ip mroute-cache

atm pvc 1 0 5 gsaal

atm pvc 2 0 16 ilmi

no atm 1ilmi-keepalive

|

interface ATM2/0.61 point-to-point
description L2TP tunnel Tink

ip address 14.14.14.5 255.255.255.252

pvc 61/61

broadcast

encapsulation aal5snap

|

!

interface ATM2/0.5555 multipoint

pvc 55/55

encapsulation aal5mux ppp Virtual-Template24
|

|

!

interface Virtual-Template24

ip unnumbered Loopbackl

peer default ip address pool SSG-L2TP

ppp authentication pap ayman

|

!

router eigrp 5

network 14.14.14.4 0.0.0.3

network 15.15.15.4 0.0.0.3

no auto-summary

no eigrp log-neighbor-changes

|

!

ip route 212.93.193.112 255.255.255.252 14.14.14.6
ip Tocal pool SSG-L2TP 212.93.197.114 212.93.197.126
radius-server host 10.200.56.16 auth-port 1645 acct-port 1646
radius-server retransmit 3

radius-server attribute 25 nas-port format d




radius-server attribute nas-port format d
radius-server key cisco
radius-server vsa send accounting
radius-server vsa send authentication
|

|

|

!

Tine con 0

exec-timeout 0 O

password 7 010411

Togin authentication tty
transport input none

Tine aux 0

password 7 021113

Tine vty 0 4

exec-timeout 0 O

password 7 010411

Togin authentication tty

Tine vty 5 15

|

end
!

Sew edsd lghs sowlb Cisco 677 |Js IJodssy Il e,)luos 1UElue wo Yod oudss Idodysy
IJzos3. Jlgweghs IJedsso IJIde,lgos: luvegse 1Jie, set nvram erase: gJs pvosd [polJ:

<tfroot>

cbos#

set nvram erase

Erasing running configuration.
You must use "write" for changes to be permanent.

cbos#
wite
NVRAM written.

cbos#

r eboot

SIS wpIdsu 86 b DHCP gds uble ouvgsd Idublg 1Jw)ss 1Jg)suo (CBOs) o0 Cisco
677 oJilissl lJs logile ogpg wluwp "pool0” sogssy Jvwds Wyess pu 10.0.0.0 L ule
255.255.255.0. v v IdJ IV u,lgos swp wesso suwdlu IP 1UElLe wslzos lse,uw Cisco 677 gds
lJewsly 10.0.0.1: 900 &p Spdu J "pool0” oia§J culssu IP wsw 10.0.0.2 9 10.0.0.254
Jepdleldposo) 1o ds IUpedss (LAN) Idpzdss.

Cisco 677




!I--- This configuration must be done !--- after NVRAM has been erased.

set ppp wanipcp 0.0.0.0

set ppp wan0-0 login hisham
set ppp wan0-0 passward hisham
set dhcp server enabled

set nat enabled

set int wan0-0 close

set int wan0-0 vpi 1

set int wan0-0 vci 60

set int wan0-0 open

write

reboot

o9uosSle RADIUS

pJOle ©g)HsW 06 bdo louold Idpuwedse IJegss (RADIUS) IJeldss ¢lues wldeuwedse
lJegss 9ld@gsple.

WO og)s9 | wgdp l)ogs> Hisham o

pJV og)sV lJpuwedse IUogs> Hisham

root@canonball[/opt/csecure/CLI]ViewProfile -p 9900 -u hisham
User Profile Information
user = hisham{
profile_id = 119
profile_cycle = 11
member = ayman
radius=SSG-6400 {
check_items= {

2=hisham

}

reply_attributes= {

6=2

7=1

9,250="GTravelling"

S




pdSd oeHsS W) preses IJgdele

root@canonball[/opt/csecure/CLI]ViewProfile -p 9900 -u Travelling
User Profile Information
user = Travelling{
profile_id = 165
profile_cycle = 3

member = Services
radius=SSG-6400 {
check_items= {

2=cisco

}

reply_attributes= {

6=5

9,250="IMiddle East"
9,250="GCities"

S

PJS ©E)sS e pepstle IUBple

User Profile Information
user = Cities{
profile_id = 167
profile_cycle = 3
member = Services
radius=SSG-6400 {
check_items= {
2=cisco

}

reply_attributes= {
6=5

9,250="ICairo"
9,250="Ncairo.com"

(SIS}

pJW ©g s g>p0 cairo.com

root@canonball[/opt/csecure/CLI]ViewProfile -p 9900 -u cairo.com
User Profile Information

user = cairo.com{

profile_id = 144

profile_cycle = 17

member = Services

radius=SSG-6400 {

check_items= {

2=cisco

}




reply_attributes= {

6=5

9,1="vpdn:tunnel-id=nap"
9,1="vpdn:12tp-tunnel-password=CAIRO"
9,1="vpdn:tunnel-type=12tp"
9,1="vpdn:ip-addresses=15.15.15.5"
9,251="0cairo.com"
9,251="R15.15.15.4;255.255.255.252"
9,251="TT"

9,251="IEgyptian Capital”
9,251="Gcairo.com_key"

(o]

pJ wg)ysW 2a9d IJgbys IJoldso

root@canonball[/opt/csecure/CLI]ViewProfile -p 9900 -u nxthoptbl
User Profile Information

user = nxthoptb1{

profile_id = 168

profile_cycle = 2

member = Services

radius=SSG-6400 {

check_items= {

2=cisco

}

reply_attributes= {

6=5
9,253="Gcairo.com_key;14.14.14.5"
}

}

}

IJozdd eu lduogs

Jl s9z> el ol JJozdd po Loz o3l Idodssu.
lpwod ol 1JIzble 9l odlzol

Pl os psi6 uwzsd Isgsd Iizhs Jeydle IUIE)10o 1Jpi956 w3ldy6 puowuses pu
2J90le Lodus (SSD) b,l; 2.5.1¢

cuboud 030 lJps)jo eds gbp SSD. guspl swgd) eds élbpe SSD Idewy) eds Jlisu puosd Vs
Sless wslule 31956 1dogisu 1desde 1Uelues o Jepsd wess Suuwd 2odé o9y HTTP. Vlue
Souvd bdo 9029d |Js SSG. bl Jlpe SSG wewss eds Jlisu puosd: Bluol eyuwd Huwlds
Iw9d 9029 [Js SSD. spdu JJpuwere wes 3JY pue 2l IJauesd Ids U ele.



B 2lJs £30 929> Jlisw puosd® s SSD 19 SSG. Bszuw £Js ldpuwaésp lJpuolb 86 s SSD
wluwedsle lplele puol> 86 o uwesd 2¢9d SSD IJglbss.

ol 1Uss szw o g0 Bud wdssy SSG 9 SSDS

Sod ©doso SSD Iy SSG. see IJwzdd el sdis:

Swp wuvésd JJ pu SSD 9 SSG 9ldpeuolb§6 9ldoss e 9ldpeluwed (AAA) 9spdy
Jeese Jslole Idgveds ool logold veuool IUogo.

Spdo Jdpuwosp lduess ool louald s puosed B IduvwJs IJlb el osé (SSG. »
SSD: AAA) Yod ouwesd 1U>ged IUs ¢glbe SSD.

Spdo Jeod, 1UsLosd 1Us Idubods (NAP) (s 030 IJzlJs: I s @9 Cisco 6400 NRP1,
lteoly leuold Gvods 9206 1Ugsp6.

Swed) eds ldgpsd Idogss lool) logold guodé 9206 [Ugspd IJogsr6.
ol3l lded wgs wae pduwé £od PPPOA 9JJu Bud wessy wuwesd >¢9d SSDE

08> o950 2ot 9y SSG: szw IJeedd po cussd 229d IJebsle 1Jeldss Jgople
lJpuweesp voele. Op wluosl 1Ule, show ssg binding.

<#root>

arielle_nrp3#

show ssg bi ndi ng

cairo.com_key -> 14.14.14.5 (NHT)
arielle_nrp3#

show ssg next-hop

Next hop table loaded from profile nxthoptbl:
cairo.com_key -> 14.14.14.5
End of next hop table.

U299 pU ig zese oslob IJloglo uuulbs eJs SSG.

<#root>

arielle_nrp3#

show ssg direction
Virtual-Template66: Downlink

!--- You can verify this by enabling

debug ssg ctrl-events



after the !--- remote user tries to initiate its PPPoA session to access the NRP.

Jun 18 02:13:12.791: SSG-CTL-EVN: Handling PPP logon for user hisham.

Jun 18 02:13:12.791: SSG-CTL-EVN: Locate/create SSG sub-block from/for Virtual-Access3.
Jun 18 02:13:12.791: SSG-CTL-EVN: Checking for old HostObject in the sub-block.
Jun 18 02:13:12.791: SSG-CTL-EVN: SSG: pppterm: NO extra data for PPP logon
Jun 18 02:13:12.791: SSG-CTL-EVN: Authenticating user hisham for PPP Tlogon.

Jun 18 02:13:12.799: SSG-CTL-EVN: Creating HostObject for the PPP user hisham.
Jun 18 02:13:12.799: SSG-CTL-EVN: Set Host Mac Address

Jun 18 02:13:12.799: SSG-CTL-EVN: ** attr->type =

Jun 18 02:13:12.799: SSG-CTL-EVN: ATTR_LOOP =

Jun 18 02:13:12.799: SSG-CTL-EVN: ** attr->type =

Jun 18 02:13:12.799: SSG-CTL-EVN: ATTR_LOOP =

Jun 18 02:13:12.799: SSG-CTL-EVN: ATTR_LOOP =

Jun 18 02:13:12.799: SSG-CTL-EVN: ATTR_LOOP =

Jun 18 02:13:12.799: SSG-CTL-EVN: PPP Togon for user hisham is accepted.

The 1ink is Virtual-Access3

Jun 18 02:13:12.799: SSG-CTL-EVN: Bind the HostObject to Virtual-Access3.

A WNNRE O -

!I--- Downlink binding success.

Jun 18 02:13:12.867: SSG-CTL-EVN: IPCP 1is up. Locate SSG sub-block from Virtual-Access3.
Jun 18 02:13:12.871: SSG-CTL-EVN: Locate HostObject from the sub-block.
Jun 18 02:13:12.871: SSG-CTL-EVN: Set Host IP 212.93.193.114.

!--- Host object is created.

Jun 18 02:13:12.879: SSG-CTL-EVN: Host Mac Address Tookup failed
Jun 18 02:13:12.879: SSG-CTL-EVN: Activate the HostObject.
Link=Virtual-Access3

!I--- Host object is active.

Jun 18 02:13:12.879: SSG-CTL-EVN: ##### ssg_l12tp_ip_up:
03:49:01: %LINEPROTO-5-UPDOWN: Line protocol on Interface Virtual-Access3,
changed state to up

ewpl 899 IJgpsd wude gduws god HTTP |Us glspe SSD. )6 Idpuwwdse IJuowdzo
lyissuwsé Jouwesd 1J>29d 1Us élse SSD.

pdlzbé: w3d) wie gpds6 ¢lbe SSD py gJIJ luosl) IJio, UNIX Shell
root@crazyball[/export/home/ssd251/ssd]startSSD.sh.

ISP $pduus ool psis ouwesd 1Usgsd Idizbs Jezydle 1J1E)lue 1J05956
W36 po0Es pu pIdsule Lodw 6t

Ip wodssu Idpedpo (reauthenticate=off) Ws pJwd dashboard.conf. IJ9sps IUlWo, )l oso1.
o reauthenticate=on.

 8p womzsd Wigad s s po2s 95w £Jss e IIluo SSD. £dis pwesd Iaelli2
loole ouuzsd >89dY IJs 1duowes |U)ssuwso J:J@pé cairo.com. IgJ38 lJpwog)ruo: &p
Bp b0 o6 I2,6 Lluwegsle http://10.200.56.40:8080.

IJJliso 1dpuosed 1Jp9g9s E:Js SSD Jl sjld W 31956 IJegiso 1Upsdde: J3JY sgow I oopdy
p0 wuwzsd 1Us¢9d 00 1358 1Js oo 3006 SSD IJos we ouwesd 1J>¢9d [Jsol puwedl.



$Ip0 IUudsd 11l e lelss 1Jpuol 86 g SSD. lis desd 1s,o9J s 1oz
lyissuvsd Jouwesd »¢9d SSD.

Jdsd spdous oubgsd ouoest lgble SSDS
lJo o https://10.200.56.40:8443/log Vs Jiysb IJgulssy wldpuwog,uo.1.

108y 9938 ¢shy IJogssu: sop wusgsd JIBs gpdsle wuszse Iigble IJos g ool.2.
Iswpe ouwesd IJIB)lz Vs pdd wed. cuuwsd luwe pdwd [duwzd 09 yy_mm_dd. request. Tog.

loedd [Js 1Usdsd 1desess eds ¢bp SSD pse wozs pdle IJywrd-3.

cluwogsle pzyy UNIX lwez 1dedws lexport/home/ssd251/ssd/logs]vi yy_mm_dd.request.log4.
Jers [ole cuopse Iigble.

lLle wuorse Iigble JJesus

I¢,lz NRP1

<#root>
arielle_nrp3#
show debuggi ng

SSG:

SSG data path packets debugging is on

SSG control path events debugging is on

SSG control path packets debugging is on

SSG packets debugging is on

Radius protocol debugging is on

Just before the SSD logon, the output of these debugs are :

Jun 18 23:30:08.414:

SSG-DATA: CEF-SSGSubB1ock=0(AT0/0/0.61:0.0.0.0->0.0.0.0)

Jun 18 23:30:09.530:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)
Jun 18 23:30:11.142:

SSG-DATA: CEF-SSGSubB1ock=0(AT0/0/0.61:0.0.0.0->0.0.0.0)

Jun 18 23:30:11.494:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)
Jun 18 23:30:12.482:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)
Jun 18 23:30:13.310:

SSG-DATA: CEF-SSGSubB1ock=0(AT0/0/0.61:0.0.0.0->0.0.0.0)

Jun 18 23:30:14.462:

Jun 18 23:39:39.610: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 18 23:39:39.638:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 18 23:39:39.638:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 18 23:39:39.642: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 18 23:39:39.642:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 18 23:39:39.646: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)



Jun

Jun
Jun
Jun
Jun
Jun
Jun
Jun

18

18
18
18
18
18
18
18

Jun 18 23:39:39.674:

SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 18 23:39:39.678:

SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)
23:39:39.678: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)

Jun 18 23:39:39.682:

SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 18 23:39:39.686:

SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

23:
23:
23:
23:
23:
23:
23:

39:
39:
39:
39:
39:
39:
39:

39.686: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
39.698: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
39.742: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
39.926: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
39.926: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
39.926: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
39.926: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)

Jun 19 00:39:17.477: RADIUS: Initial Transmit 1id 18 10.200.56.16:1645,

Access-Request, len 58
Attribute 4 6 D45DC301
Attribute 61 6 00000000
Attribute 1 8 68697368
Attribute 2 18 31B0OCDC2

Jun 19 00:39:17.477:
Jun 19 00:39:17.477:
Jun 19 00:39:17.477:
Jun 19 00:39:17.477:

Jun 19 00:39:17.481: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 19 00:39:17.481: RADIUS: Received from id 18 10.200.56.16:1645,

Jun 19 00:39:17.481:
Jun 19 00:39:17.481:

Access-Accept, len 70
Attribute 6 6 00000002
Attribute 7 6 00000001
Attribute 26 20 00000009FAQE4754
Attribute 26 18 00000009FAQC4742

Jun 19 00:39:17.481:
Jun 19 00:39:17.481:

Jun 19 00:39:17.481: RADIUS: saved authorization data for user 61E73934 at

61E72A58

Jun 19 00:39:17.481: SSG-CTL-EVN: Creating HostObject for host

212.93.193.114.
Jun 19 00:39:17.489: SSG-CTL-EVN: Set Host Mac Address

Jun 19 00:39:17.489: SSG-CTL-EVN: ** attr->type =
Jun 19 00:39:17.489: SSG-CTL-EVN: ATTR_LOOP =
Jun 19 00:39:17.489: SSG-CTL-EVN: ** attr->type =

Jun 19 00:39:17.493: SSG-CTL-EVN: ATTR_LOOP =

Jun 19 00:39:17.493: SSG-CTL-EVN: ATTR_LOOP =

Jun 19 00:39:17.493: SSG-CTL-EVN: ATTR_LOOP =

Jun 19 00:39:17.493: SSG-CTL-EVN: Account logon is accepted
(212.93.193.114,hisham).

A WNNRE O -

arielle_nrp3#

show ssg host 212.93.193.114

———————————————————————— HostObject Content --------------—-——————-

Activated: TRUE

Interface: Virtual-Access3

User Name: hisham

Host IP: 212.93.193.114

Msg IP: 10.200.56.40 (9902)

Host DNS IP: 0.0.0.0

Maximum Session Timeout: O seconds

Host Idle Timeout: 0 seconds

Class Attr: NONE

User logged on since: 01:54:33.000 UTC Tue Jun 19 2001
User Tlast activity at: 01:54:33.000 UTC Tue Jun 19 2001
Default Service: NONE

DNS Default Service: NONE



Active Services: NONE
I--- No Services are active yet.

AutoService: NONE
Subscribed Services:

The following output also results from the debug commands that are turned on before the SSD Togon.

Jun 19 02:06:39.529:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)
Jun 19 02:06:40.789:
SSG-DATA:CEF-MulticastDest=1(AT0/0/0.61:14.14.14.5->224.0.0.10)
Jun 19 02:06:41.581:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)
Jun 19 02:06:42.509:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)
Jun 19 02:06:43.313:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)
Jun 19 02:06:43.313: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 19 02:06:43.349:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)
Jun 19 02:06:43.353:

arielle_nrp3#
show ssg host 212.93.193.114

———————————————————————— HostObject Content --------------—-——————-
Activated: TRUE

Interface: Virtual-Access3

User Name: hisham

Host IP: 212.93.193.114

Msg IP: 10.200.56.40 (9902)

!--- Message server IP & port adddress, and TCP port used. !--- This is configured in the dashboard.con

Host DNS IP: 0.0.0.0

Maximum Session Timeout: O seconds

Host Idle Timeout: 0 seconds

Class Attr: NONE

User logged on since: 01:54:33.000 UTC Tue Jun 19 2001
User Tlast activity at: 01:54:33.000 UTC Tue Jun 19 2001
Default Service: NONE

DNS Default Service: NONE

Active Services: NONE

AutoService: NONE

Subscribed Services:

arielle_nrp3#
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<#root>
arielle_nrp3#
show debuggi ng
SSG

SSG data path packets debugging is on
SSG control path events debugging is on
SSG control path packets debugging is on
SSG packets debugging is on

VPN

L2X protocol events debugging is on
L2X data packets debugging is on
L2X control packets debugging is on
L2TP data sequencing debugging is on
Radius protocol debugging is on

Jun 19 02:34:48.121:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)

Jun 19 02:34:48.157:
SSG-DATA:CEF-FIB_FLAG_RECEIVE=1(Vi3:212.93.193.114->10.200.56.6)

Jun 19 02:34:49.681:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 19 02:34:49.685: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 19 02:34:49.717:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 19 02:34:49.725:
SSG-DATA:CEF-UP-DefaultNetwork=1(Vi3:212.93.193.114->10.200.56.40)

Jun 19 02:34:49.725: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 19 02:34:49.777: SSG-DATA:CEF-SSGSubBlock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 19 02:34:49.777: SSG-CTL-PAK: Received Packet:

sIP=10.200.56.40 sPort=37638 dIP=10.200.56.6 dPort=1645

Jun 19 02:34:49.777: header: code=1, id=19, len=102,
auth=3F53BB3F2939DAA1E5D9435792491CD3

Jun 19 02:34:49.777: attr: type=1l, len=17, val=ayman@cairo.com

Jun 19 02:34:49.777: attr: type=2, len=18, val=(89)(C4)/}(BB) (8F)

Jun 19 02:34:49.777: attr: type=6, len=6, val=(00) (00) (00) (02)

Jun 19 02:34:49.777: attr: type=26, len=23,

Jun 19 02:34:49.777: SSG-CTL-EVN: Downloading service profile for service
cairo.com.

Jun 19 02:34:49.777: RADIUS: ustruct sharecount=1

Jun 19 02:34:49.777: RADIUS: Initial Transmit id 73 10.200.56.16:1645,
Access-Request, len 67

Jun 19 02:34:49.777: Attribute 4 6 D45DC301
Jun 19 02:34:49.777: Attribute 61 6 00000000
Jun 19 02:34:49.777: Attribute 1 11 63616972
Jun 19 02:34:49.777: Attribute 2 18 51CF64B7

Jun 19 02:34:49.777: Attribute 6 6 00000005

Jun 19 02:34:49.785: SSG-DATA:CEF-SSGSubBTock=0(Fa0/0/0:0.0.0.0->0.0.0.0)
Jun 19 02:34:49.785: RADIUS: Received from id 73 10.200.56.16:1645,
Access-Accept, len 275

Jun 19 02:34:49.785: Attribute 6 6 00000005



Jun 19 02:34:49.785: Attribute 26 27 0000000901157670

Jun 19 02:34:49.785: Attribute 26 40 0000000901227670
Jun 19 02:34:49.785: Attribute 26 30 0000000901187670
Jun 19 02:34:49.785: Attribute 26 37 00000009011F7670

Jun 19 02:34:49.789: SSG-CTL-EVN: ##### ssg_l2tp_disc_cause: termCause=1026
Jun 19 02:34:49.789: SSG-CTL-EVN: ssg_12tp_disc_routine:

Jun 19 02:34:49.801: SSG-CTL-EVN: Checking service mode.

Jun 19 02:34:49.801: SSG-CTL-EVN: ServicelLogon: Enqueue request of service
cairo.com

arielle_nrp3#
show ssg host 212.93.193.114

———————————————————————— HostObject Content ---------------—-—-——-—-
Activated: TRUE

Interface: Virtual-Access3

User Name: hisham

Host IP: 212.93.193.114

Msg IP: 10.200.56.40 (9902)

Host DNS IP: 0.0.0.0

Maximum Session Timeout: O seconds

Host Idle Timeout: 0 seconds

Class Attr: NONE

User logged on since: 01:54:33.000 UTC Tue Jun 19 2001
User Tlast activity at: 02:34:49.000 UTC Tue Jun 19 2001
Default Service: NONE

DNS Default Service: NONE

Active Services: cairo.com

I--- A service is active.

AutoService: NONE
Subscribed Services:

arielle_nrp3#
show ssg service cairo.com

———————————————————————— ServiceInfo Content ----------—————————————
Uplink IDB:

Name: cairo.com

Type: TUNNEL

Mode: CONCURRENT

Service Session Timeout: 0 seconds
Service Idle Timeout: O seconds
Authentication Type: CHAP

Next Hop Gateway Key: cairo.com_key
DNS Server(s):

TunnelId: nap

TunnelPassword: CAIRO

HomeGateway Addresses: 15.15.15.5
Included Network Segments:
15.15.15.4/255.255.255.252

Excluded Network Segments:
ConnectionCount 1

Full User Name not used

Domain List: cairo.com;

Active Connections:

1 : RealIP=212.93.197.114, Subscriber=212.93.193.114
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<#froot>

arielle_nrp3#

show ssg connection 212.93.193. 114 cairo. com

———————————————————————— ConnectionObject Content ----------—-—-—---—————-——-

User Name: ayman@cairo.com Owner

Host: 212.93.193.114 Associated Service: cairo.com Connection State: 0 (UP) Connection
Started since: 02:34:51.000 UTC Tue Jun 19 2001 User Tlast activity at: 02:34:51.000
UTC Tue Jun 19 2001 Connection Real IP: 212.93.197.114 L2TP VIDB: Virtual-Access4

L2TP Session Key: 0 Connection Traffic Statistics: Input Bytes = 0 (HI = 0), Input
packets = 0 OQutput Bytes = 0 (HI = 0), Output packets = 0

2,1z LNS

<#root>

_i

or#

show debuggi ng VPN

L2X protocol events
L2X data packets

L2X control packets
L2TP data sequencing

debugging
debugging
debugging
debugging

is
is
is
is

on
on
on
on

*Jun 18 19:27:09.851 PDT: L2X: Parse AVP 0, len 8, flag 0x8000 (M)
*Jun 18 19:27:09.851 PDT: L2X: Parse SCCRQ

*Jun 18 19:27:09.851 PDT: L2X: Parse AVP 2, Ten 8, flag 0x8000
*Jun 18 19:27:09.851 PDT: L2X: Protocol Ver

*Jun 18 19:27:09.851 PDT: L2X: Parse AVP 3, Ten 10, flag 0x8000
*Jun 18 19:27:09.851 PDT: L2X: Framing Cap

*Jun 18 19:27:09.851 PDT: L2X: Parse AVP 4, Ten 10, flag 0x8000
*Jun 18 19:27:09.851 PDT: L2X: Bearer Cap

*Jun 18 19:27:09.855 PDT: L2X: Parse AVP 6, len 8, flag

)
256
m
0x0
m
0x0
0x0

*Jun 18 19:27:09.855 PDT: L2X: I SCCRQ, flg TLS, ver 2, len 128, tnl 0, c1 0, ns 0, nr O
C8 02 00 80 00 00 00 OO0 00 OO OO 00 80 08 00 0O

00 00 00 01 80 08 00 00 00 02 01 00 80 OA 00 00

00 03 00 00 00 00 80 OA 00 00 00 04 00 00 00 ...

*Jun 18 19:27:09.855 PDT: L2TP: I SCCRQ from nap tnl 13552

*Jun 18 19:27:09.855 PDT: Tnl 4818 L2TP: Got a challenge in SCCRQ, nap

*Jun 18 19:27:09.855 PDT: Tnl 4818 L2TP: New tunnel created for remote nap,
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