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Private Network Public Network
| |
I 192.168.0.254 I 171.68.1.1
{inside local) {outside local)
PC EQ ATIMO
192.168.0.1 *“1—-—‘ Internet ———
Cisco 827
Internet
User

Weh Server
192.168.0.5

oSl

Cisco 827

:Current Configuration

!

version 12.1

service timestamps debug uptime

service timestamps log uptime

1

hostname 827

!

ip subnet-zero

no ip domain-lookup

1

bridge irb

!

interface EthernetO

ip address 192.168.0.254 255.255.255.0

ip nat inside

This is the inside local IP address and it is a ---!
private IP address. ! interface ATMO no ip address no
atm ilmi-keepalive pvc 0/35 encapsulation aal5snap !
bundle-enable dsl operating-mode auto bridge-group 1 !
interface BVI1 ip address 171.68.1.1 255.255.255.240 ip
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nat outside

This is the inside global IP address. !--- This is ---!
your public IP address and it is provided to you by your
ISP. ! ip nat inside source list 1 interface BVI1l
overload

This statement makes the router perform PAT for all ---!
the !--- End Stations behind the Ethernet interface that
uses !--- private IP addresses defined in access 1list

#1. ip nat inside source static tcp 192.168.0.5 80
171.68.1.1 80 extendable

This statement performs the static address ---!
translation for the Web server. !--- With this
statement, users that try to reach 171.68.1.1 port 80
(www) are !--- automatically redirected to 192.168.0.5
port 80 (www). In this case !--- it is the Web server.
ip classless ip route 0.0.0.0 0.0.0.0 171.68.1.254 !---
IP address 171.68.1.254 is the next hop IP address, also
l--- called the default gateway. !--- Your ISP can tell
you what IP address to configure as the next hop
address. ! access-list 1 permit 192.168.0.0 0.0.0.255
This access 1list defines the private network !--- --- !
that is network address translated. bridge 1 protocol
ieee bridge 1 route ip ! end

woll P13 diues a9 augSs a5 SAI IP Glgic 9@ Inside local (65, « show ip nat translation oVl gl,3| (0
Y Ll ages oSay ¥ awoll lgisll d>lus (9 Glgic o8 192.168.0.5 ol o> .als |l asuill e
98 Vlgiell 13® a2 ) Bl dsuidl e selay oS gl 015 989 (31l carinoll IP lsic 9@ 31> ogac
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JPI o leggi (Sou Lloic @ Lo o lganazs el (SJ9

oo Olsisll Jonass piy awaall o Jd oo a3l dSuidl Ll yina) aives @i s3I IP olgic 0 ulsis|
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827#

827#show ip nat translation

Pro Inside global Inside local Outside local Outside global

-— -— tcp 171.68.1.1:80 192.168.0.5:80

tep 171.68.1.1:80 192.168.0.5:80 198.133.219.1:11000 198.133.219.1:11000
827#

Le>MNolg eliasVl OLiSiwl

zbuuall _le ol Juads debug ip nats mon all.aall ool gidaiuy il (o> 5 Glgie s in order to
98 gl 353 I Jswosll uz Bl ueasiual) _isall IP Glgic aums JSuin o2 lsidl ol & ol aass
u.J! Joogll uelolxy il wi i)W pledl il o uoaiawall azgi 6sle] pi (Jladl Juw e .171.68.1.1
ol e Al 0id 9 9 silg (www) 80 192.168.0.5 iaiall JI Lilali (www) 80 isiall 171.68.1.1
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827#term mon
827#debug ip nat detailed

IP NAT detailed debugging is on
827#

NAT: creating portlist proto 6 globaladdr 171.68.1.1 :03:29:49
NAT: Allocated Port for 192.168.0.5 -> 171.68.1.1: wanted 80 got 80 :03:29:49

[NAT: o: tcp (198.133.219.1, 11000) -> (171.68.1.1, 80) [0 :03:29:49
<... snipped ...>
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