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Cat6K-IOS#conf t
? CatbK-IOS(config) #monitor session 50 source vlan 100 , 200
Specify another range of VLANs
Specify a range of VLANs -
both Monitor received and transmitted traffic
rx Monitor received traffic only
tx Monitor transmitted traffic only
<cr>
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Default is to monitor both received and transmitted traffic ---!

CatbK-I0S(config) #monitor session 50 source vlan 100 , 200
# (Catb6K-IO0S(config

2950 8,> Lad e JIJ cliso dlel cie 2
Catb6K-I0S (config) #monitor session 50 destination interface Fa3/30
# (CatbK-IOS (config

ol .Fa3/30 cluo JI <w,l9 VLAN 200 9 VLAN 100 _JI casiiy Ol 49,0 &5,> 2 asuall JS cduw i go
clivo @lol o LBy Ol 49,0 &S, .monitore e ;9 0 aS,> S VLAN awss Jl (o 5> 0oSs clivo dylell
wad ey

ol warso o, g0 S ol e v i

Cat6K-IO0S#show monitor detail
Session 50

Type : Local Session
: Source Ports

RX Only : None

TX Only : None

Both : None
: Source VLANsS

RX Only : None

TX Only : None

Both : 100,200

Source RSPAN VLAN : None
Destination Ports : Fa3/30
Filter VLANSs : None
Dest RSPAN VLAN : None

VACL plasiwly oS3l

S pitd] J9guso (o 83azi0 Slillaie JUD 13D ¢Sl Jlio

29, VLAN aSais 5 (25/10.20.20.128) dawnnll 362V (o dcgazo o HTTP 59,0 aS,> blaill o5l -
VLAN 100 &Sy 5 (10.10.10.101) 3120 315 _JI 200

dcgazo J J 120 olxl transmit JI 5 ;9,0 aS,> (UDP) JoSsig» wlily lalazs Jasiwe multicast -
VLAN 100 0 b 095y ol glizy 239.0.0.100 olgic

Jelzdl ) Llwly Lesuws pisw (il plaid 6siall 59,0)l 45,5 32> .1
Catb6K-I0S(config) #ip access-list extended HTTP_UDP_TRAFFIC
Catb6K-I0S (config-ext-nacl) #permit tcp 10.20.20.128 0.0.0.127 host 10.10.10.101 eqg www
CatbK-I0S (config-ext-nacl) #permit udp any host 239.0.0.100
Catb6K-I0S (config-ext-nacl) #fexit

2 SV H9ell &S ,> g usid 45,9 (ACL) Jowogll (9 oS5 dasle sa>
Cat6K-I0S (config) #ip access-list extended ALI_TRAFFIC

Cat6K-I0S(config-ext-nacl) #permit ip any any

Catb6K-I0S (config-ext-nacl) #exit

VLAN Sy _JI Jswogll dlay,> 32> .3
Cat6K-IO0S (config) #vlan access-map HTTP_UDP MAP 10
CatbK-I0S (config-access-map) #match ip address HTTP UDP_TRAFFIC
Catb6K-I0S (config-access-map) #faction forward capture
Cat6K-IO0S (config) #vlan access-map HTTP_UDP _MAP 20
Cat6K-I0S (config-access-map) #match ip address ALL_TRAFFIC
Cat6K-I0S (config-access-map) #faction forward
Catb6K-I0S (config-access-map) #fexit



.dswliall VLAN olSui le VLAN aSuis I Jowgll day >  gubes 4
Cat6K-I0S(config)#vlan filter HTTP_UDP_ MAP vlan-list 100
.Here 100 is the ID of VLAN on which the VACL is applied ---!

JolaidVl daio oS fdé.S
CatbK-I0S (config) #int £a3/30
? Catb6K-IOS(config-if) #switchport capture allowed vlan

WORD VLAN IDs of the allowed VLANs when this po
add add VLANs to the current list
all all VLANs

except all VLANs except the following
remove remove VLANs from the current list

Catb6K-IO0S (config-if) #switchport capture allowed vlan 100
Catb6K-I0S (config-if) #switchport capture
Catb6K-IOS (config-if) #exit

2o JSuiy oueSil Jac 4Tl punsl] 138 oozl

w22 (OIT) L3Vl a2 i 8151 pazkiawl .ShOW Lolol Lasy (Jaad ulxwalleVasl)) 2151 a2 is 6131 ac
. show oVl 2,50 Jul>s

VLAN &S JI Jeogll bl > olgize o2 — show vlian access-map -
Cat6K-I0S#show vlan access-map HTTP_UDP_MAP
Vlan access-map "HTTP_UDP_MAP" 10
match: ip address HTTP_UDP_TRAFFIC
action: forward capture
Vlan access-map "HTTP_UDP_MAP" 20
match: ip address ALL_TRAFFIC
action: forward

VLAN aai Jolge Jg> wlogles Lo 2, — show vlan filter -
Cat6K-IOS#show vlan filter
:VLAN Map HTTP_UDP_MAP
Configured on VLANs: 100
Active on VLANs: 100
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