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Switch(config)# radius-server host 192.168.1.3 key ciscol23

2 oIl 13D 351 802.1X daudy (- uSail

Switch(config)# dotlx system-auth-control
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Switch(config)# aaa new-model

Switch(config)# aaa authentication dotlx default group radius

awitch (Config)# aaa authorization network default group radius
Switch(Config)# aaa accounting dotlx default start-stop group radius

Switch(config-if)# switchport mode acces

Switch(config-if)# switchport access vlan

(Switch(config-if)# authentication port-control auto (12.2.50 SE and later
(Switch(config-if)# dotlx port-control auto (12.2.50 SE and below
(Switch(config-if)# dotlx pae authenticator (version 12.2(25)SEE and below
Switch(config-if)# dotlx timeout quiet-period

Switch(config-if)# dotlx timeout tx-period

ACS ;055

1 0id U355 AAA client Js] @lio] < &Syl oue85 JI Jasl ACS U5 AAA LuasS Joall ddloY
& Logleall
(RADIUS (Cisco I0S®/PIX 6.0 : plaziwl, @dsLaall<key> :J uire uw <IP: <IP &lgic



Network Conhguration

(-] i
Frou cen sne the wikdosrd arterisi [*) for es
"‘ AAM Client Hostname wwibch it in tha [P acki=vm, Por sarrpie. iF pew
I — o Mt oty
Jrim b Nark aniy. 52,960, 90.% in T R4
== AA4 Cliant TP Addrass Ciment 17 bdoean b
L o g dares on rgaa it nn ookt of an 1B
S wirofil Sdeann. Far mple. i e gl
] bty :m:-lmm':?mr— ::n :;;Tu.u 12
[rer— Sharad Sacrak ceenl2d ard I.R-LH.-:I! L1 ko bw reapresarted by o
Gl - o ARA dhard aelry, svlad 1900881003300
— in It AR Chent 15 At B
E e RADIUS Key Wrap Lewck bo Tog
Contrpeim ¥ey Encryption Key W i
Tha Shacad Sacrat i uned tn esory TACKCS4
b Y Message Authenticator Code Key e S RADIUE i.u:lu-t--d HOH, The skersd
ﬁg | [P —p— Key Inpul Formal ASCTI & Hexadecimal I ﬂ"" B e “:"."'""i,'.",”" Bk plimet gnd
[
== e | Authenticate Using HADILES (Cisco 105/PIX 6.0] =
Habeursi B
e ] 11 Single Connect TACACS+ AAA Clent (Record stop in sccounting on Failure) it G e ek s AR Pt
§I::|';""“' I Log Update/Watchdog Packets fram this A% Client e
Motes a eudee NDGE ool $ider e
B | Brnneentation 1 Lag RADIUS Tunneling Packets frarm this AAA Client Custiguration: Adesnced Optians: Network
1 Replace RADIUS Fart info with Username from this A8 Client = Db i Tl
U1 Match Framed-IP-Address with user [P address for accounting packets from this AA4& Client L ey o

2 sV & 113 oo Bax9 cdolell @8skaall slag] < plail ¢ueSs I il @8skaall slac oSl
2 )10yl MS-CHAP 8>Laay 2lawl

aleels,  Syslem Configuration

cisco EAR- | LS 5055500 timaout |mimstas): 120 ]
| Ao
warr Salect one of the Following options for setting usemame during R R et e e '
= | |authentication: i g
pli: | % Use Outer Identity 2 EsEEacT
Uz CN 2= Ldentity & pap
* RaAEwgs
Lise SAN as Identity * 5P GAP Beses Tasud
* 5 CHAP Cordiguration
LEAP BAP Canfagaratian
Tl Allove LEAP (For Alranet anly) EAR b s bl rquit- maparas Qrobond or Brteaey d thes boatian | nformatian (RRC
TR, [P in lwparesd 2 bop of @eckher protscal guch mn UDE, 02, Uk o LADIUS ard
sumporty meaBirls “mcbharbizsien bpe
EAP-MD5
[Hack to Tool
Fallaw EAP-MDS S
. PRAR is e gustar Lapar protesal o the sasurs b rnsl
e || AP EAP request timesut {seconds): P
gl aceand Wabes PLA is & baned P emn sozur only it
o L TR | Fru A CamoiEted B reTweY pen o th ACS Certificats Seha pepe.
= M5-CHAP Configuration m 4 B Al BAP-HECHA PV — Liss 16 saakies BAP-MECHART mithin b FEAR suth sntcalios. Frable this
o o Al MG-CHAR on 1 Authentication ::::l:“m rapCaitany Sk puspans ME-CHAPE. guch s Micmacf AL and the A0S [nesrma
“m
Fallawe MS-CHAP Version 2 Authentication = Al RAF-ETE — Use In arabls BAP-0TG nfftin Gaon PEAT susherboalios. Erable this pratoond fe

APt Rby dlaba e Tl dupaens PP, mnduding LOAF, OTF Sereer, bred the ACE Soiesnal

1 sk SnHale I Datutats.

-l ® Alkvw Dashers YabkdsHan =i b b= gmahis W DRLD RSI-TIV mirdvend e mesdors validaben ml

;W olglazdl JasT o6 aoslall (9 pasimall slag] (999 Ll (pasiiuwe (uoSH .

J98uo :auanll pwdl S35, mlcasiay dalnib. <username> aSuill J9dumo :pasimall ologleo J3ol
J551.ad3101 ACS Ul 81208 59,0l dalS @8skas 33>, <) Lis /> 1oy &Ll <_ 509 awl> il
Jlwy] e Lail.<password> :39,,0)l dalS 3S1.<password> ........ 9,0l dals

User Selup

williaalis

CISCO o] ™ Calbmch
User: Network-aAdmin (New User) *
: Advanesl Selimay
Retmick A Besle by
IETER 1* | | Account Disabled | 1J * i
Grilll o R
———— * Aadvasced TACACE Gettings
& | Supplementary User Info i d| .
- J ® TACACI' Enabls Papwweed
e rl Mamea . i
ot wpar | Etm ‘ At hivel Camnal St rs sl
n-ﬂ-'m * TRCACS (iknpsn Sersiay
. ® QETF RADIUS Attrisvkey
:.H mm“_ | : AT LS W b S e i A il lins
| St | User Setup | .
Hiy | Mt 3
[ty Password Authenbication; Sbict T Accoaint Dams b chack Bow bo JEaBh Thit Sount) dis e ek ba b anab
ALS tritmal Databass . o
ClscoSecure PAP (Also used for CHAR/MS-CHAPARAP, if P e
the Separate field is not checked.) i
|ty Password s L i e S e bl S Y et e e e
T' cnlﬂ'.-m "..l dak Debele. Whes sdkad Lo dorrberm e sabar, il 108
E ommreistion. Pass [ITEETTTTTY
7 Separate [CHARMS5-CHARARAF) S proserin ey thee e Fafa
DaccisnrdAd Tisna e L TP e L J e nd s thar mrssar




auall o gaxdl

Jilzi o2 "3Vl a2 sio 8151" pasiawl .ShOW Lolol ae: (10ad ulzuwelleNasl)) 21,3Y] a2 io S| acs
.show oVl g5l

o Sy Jasy dlSuis ol waslin order to ol 13 <l

show dot1x -

wade show dot1x -

yd show dot1x -

<show authentication session interface <interface -
<show authentication interface <interface -

Switch(config)# show dotlx

Sysauthcontrol Enabled
Dotlx Protocol Version 3

Switch(config)# show dotlx summary

Interface PAE Client Status

FaO/4 AUTH

Switch(config)# show dotlx interface fa0/4 detail

Dotlx Info for FastEthernet0/4

PAE = AUTHENTICATOR
PortControl = FORCE_AUTHORIZED
ControlDirection = Both
HostMode = SINGLE_HOST
QuietPeriod = 5

ServerTimeout = 0

SuppTimeout = 30

ReAuthMax = 2

MaxReq = 2

TxPeriod = 10
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debug dot1x all -
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