)96 Catalyst 9400 Dual Supervisor |Js Cisco
IOSRg. XE |Jl_o>l) 16.6.2

lJpzogsle

121096 2. 1y yw? 6 2,556 | Jis flash

Szoo lJodily
<)l RPR

wd)l, SSO

lJp 95,00

$952¢2 03l IUpuwews lple 1desdss po IUluosl, 16.6.1 |Js 16.6.2.
IJecbdole 1Jlul jusé

lJeobdolo

CisCo 9,2 b sedds luw pg )86 oo TFTP g FTP.

lJpedovle IJpuweispsd

ouvows Idpedsple 1Ugl)o s 03l IUpuwews IJs luoshle Ideslez sldpdsole 1debse Ioldso:

« 1Jizojé : C9410R



* |Joyulpe: cat9k_iosxe.16.06.01.SPA.bin

WO o3l ldpelde yogyod 1Jzldss os cat9k_iosxe.16.06.01.SPA.bin 9ldo9,6 1Jo>9 os
cat9k_iosxe.16.06.02.SPA.bin. sgpd o3l IJlz)le lsuol 131 o Jssd o sIJ C9407R Lol pus
osJd C9410R.

~ pdlzbo: Jl oB8p woydso Idpuiy sy Ideirezsy pu wuleg Cisco IOS® XE Everest oy
lJluosl) 16.6.1 |Js 1Jluesl) 16.6.2 Bs v w U9 8w, B vl puinyd 9lz> s JJ p)o
loole IJe,B8s8 oo 16.6.1 |Js 16.6.2.

e logule U,ogg.Jg,olo 1J9l,36 B 03l IJpuwaws oo 1Jiz036 10092936 B wsisé pg pJsé ¢luob.
wlo zese IJlzejd IJpuwogrpd Os o3l lJpuwows wodssu peuwdz (IVlus). Bl dlue
wredod 98 ldogvgsd Wolds po Wopd Jdules) Idpzepd Jis le).

IJo,l8s6 IJoddlisss Jbls wppsd lJoposs 90,856 CPLD

888 wdidlisss Jbls wepsd IJoposs

e 1Jes8s6 po luosly Cisco I0S® XE IJelds eJs 1Jpzsd Jssd lJs luosh) lese Is lese JJp)é
IJlsds: spdu endss bls wzesd IJoposs oddlssl luvaubl IJs luosh IJzols pu 1eesd. b3l
opo ©8ss b8 czesd IJoposs uusdse IJpuind cdilss! wlehs vepsd Jopdso bbls
oepsd [Joposs 1Uzass. Il jzew 1Js Iluosh 1Jl@sp wgs 03l Blo 1l wepsd IJoposs Jl swpe
eV ool. $3gp 16 wepsd IJoposs IUpeses gese IUluosble IUuwlw@é.

wldouwed Jlueshle Cisco IOS® XE Everest 16.x.x IJoldss: 31 Jly ould zoly wepsd wepsd
238> Vs o3l IJluosly spdu o_)Lé.___soo: odylissl luvoobl [ds luosh [dzol) pu 1dezsd gus wposs
IJp2od cluwesle 1Juo9,6 1Uers26 Jlad p)6.

Bs 1o 1U3s wB9pe Vo wldo,9so pu IUluosl) Cisco IOS® XE Everest 16.6.1 |Js [Jluosl)
16.6.2. spdu o cuweHrd IJeudss weur 1U38e weupl s83p IJuble Llghs Idjoub ol
el 93JY vumwoo IJo,dss s Ulzejs IUpulb$ss (CPLD) IUublisgs 9ldee$26 1J8loJé
Jdepes. sop sep Iezsd 39 1JzlJs eu Cisco IOS® XE Everest. 1] oo, 16.6.2.

b)Y peods Juposs Idpyuy
B plxs 28136 9400 plulz. lue suvobse pose Idpuind e IUluvoepldpu brsdosy:

* 9uee ldosuse
s Idb,ys@o lJogdssss Jopoess IJzoly pu pJud .bin.

gwpl Sgpd ldpesd Vs 928 IJovuso sup wEisu pdIle gjpes Cisco IOS® XE (.pkg) 9pJw
IJle>l> (packages.conf) W 31,6 Flash IJglos wJ9zs [Jouble (flash:). guspel pose pdelz pe
IJluwogpldpy .bin puysc spos Cisco IOS® XE )p0zs6 2jed (bin) puyd giue Vs uble J9zo
w9 3lY,6 (flash:).

w8 1Je,y 966 16.6.20 sgpd IJlp)le weuo IJub, g0 bys9s ldopoess IJos wp luuwegsleol



Joposs Idpesd eds 1due9s6 1Jeldss 16.6.1. 9pg 3JI. Wl IUl)le ool s99p wondso
Supervisor Engine (e, lJpui,y8) Joowse lUsuoe.

ebole 1o, 9s6 JJpui s Uiu”'u”@

IUgboss 1. 1516 1zse £, 1Jprese Besol

S pdlebs: Jl oot 030 1Jgbos. wlds Iu Jssd puwles 1 zszlulse eds Il b Flash
JUINSE U290 23836, LubsW pdVdle IJoewse IU@rspe6 WO glds g0 Jlso
IJpuwlzs.

Switch#install remove inactive

Cleaning up unnecessary package files
No path specified, can use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.
Preparing packages 1ist to delete ...
cat9k-cc_srdriver.16.06.01.SPA.pkg
File is in use, cannot delete.
cat9k-espbase.16.06.01.SPA.pkg

File is in use, can not delete.
cat9k-rpbase.16.06.01.SPA.pkg

File is in use, cannot delete.
cat9k-rpboot.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.B16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.16.06.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.
done.

The following files will be deleted:
[RO]:
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-webui.16.06.01.SPA.pkg
/flash/cat9k_1.bin
/flash/cat9k_1.conf
/flash/cat9k_2.1.conf
/flash/cat9k_2.bin
/flash/cat9k_2.conf
/flash/cat9k_iosxe.16.06.01.SSA.bin
/flash/packages.conf.00-



Do you want to remove the above files? [y/n]y

[RO]:

Deleting file flash:cat9k-cc_srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.01.SPA.pkg ... done.
Deleting file

Deleting file flash:cat9k-rpbase.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-rpboot.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipbase.B16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k_1.bin ... done.

Deleting file flash:cat9k_1.conf ... done.

Deleting file flash:cat9k_2.1.conf ... done.

Deleting file flash:cat9k_2.bin ... done.

Deleting file flash:cat9k_2.conf ... done.

Deleting file flash:cat9k_iosxe.16.06.01.SSA.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.

--- Starting Post_Remove_Cleanup ---

Performing Post_Remove_Cleanup on Active/Standby
[RO] Post_Remove_Cleanup package(s) on RO

[RO] Finished Post_Remove_Cleanup on RO

Checking status of Post_Remove_Cleanup on [RO]
Post_Remove_Cleanup: Passed on [RO]

Finished Post_Remove_Cleanup

SUCCESS: install_remove Tue Jun 20 14:16:29 PDT 2017

lJgb9é 2. luuwg Lo9,6 22826 |Js flash

Bes 03l 1Jpeld ©i9p wouws 1Juo9,6 po tlse TETP s 51,6 1w powss [Upséws (bootflash)
JJpuinS.

Switch#copy tftp: bootflash:

Address or name of remote host []? 172.16.53.46
Source filename []? cat9k_iosxe.16.06.02.SPA.bin
Destination filename [cat9k_iosxe.16.06.02.SPA.bin]?

Accessing tftp://172.16.53.46//cat9k_iosxe.16.06.02.SPA.bin...

Loading /cat9k_iosxe.16.06.02.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0): !lllltirrrrrrrrrrrrrrrinl
[OK - 601216545 bytes]

601216545 bytes copied in 50.649 secs (11870255 bytes/sec)

Step 3. Use the dir flash command to confirm that the image has been successfully copied to flash.

Switch#dir bootflash:*.bin
Directory of bootflash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 26 2017 10:18:11 -07:00 cat9k_iosxe.16.06.02.SPA.bin
11353194496 bytes total (8976625664 bytes free)



IJglb9o 3. Wz o Jvd [Jwpos>

WPPLL o pudJo 2ed wslu .___sngcJ:!Jgs packages.conf §od o oo o686 16.6.2 NN
lovd9w- U Coww 09 lds .bin puys lue suwgs Es)yw 09 IJs packages.conf.

<#froot>

Switch#show boot

BOOT variable = bootflash:cat9k_iosxe.16.06.01.SPA.bin;
Configuration Register 1is 0x102

MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable does not exist

CONFIG_FILE variable does not exist

Change boot variable to point to packages.conf

Switch(config)#no boot system
Switch(config)#boot system bootflash:packages.conf
*Nov 14 15:12:50.043: %SYS-5-CONFIG_I: Configured from console by consol

Pl ease save the configuration to reflect the new boot vari abl e.

Switch#wr mem

Building configuration...

[OK]

Switch#show boot

BOOT variable = bootflash:packages.conf;
Configuration Register 1is 0x102
MANUAL_BOOT variable =

no
>>

If manual variable is set to no, it neans systemis set to auto boot

BAUD variable = 9600
ENABLE_BREAK variable does not exist
CONFIG_FILE variable does not exist

You can set the system to auto boot or manual boot by setting the variables:

Changi ng systemto auto boot

Switch(config)#no boot manual

Changi ng systemto manual boot



Switch(config)#boot manual

If your switches are configured with auto boot, then the switch will automatically boot up with the new
reloaded. If your switches are not configured with auto boot and the switch is reloaded, you will recei
where you must then manually boot the new image flash:packages.conf

Switch: boot flash:packages.conf"

IJ¢b9s 4. 09,0 wowse lJulee |Js Flash

Iuwegspe IJie, install add file activate commit Joowse 1dues,é [Josdd | s flash. spdud
IJ1usb6 [Js 1Juo906 1Jpeuoss eds élbp TFTP g B 319,6 Boot Flash (1U314,6 1Je38w8) 131 8 e
o 1Jues,s 1Js 151,68 1Jesdws (flash). O o3l Ideeldc J8> Spo vouuwe IJuesss [Js
131,61 ps8ws (flash) ol d.

<ffroot>

Switch#install add file bootflash:cat9k_josxe.16.06.02.SPA.bin activate commit install_add_activate_com

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/n]ly

--- Starting Add ---

Performing Add on Active/Standby
[RO] Add package(s) on RO

[RO] Finished Add on RO

Checking status of Add on [RO]
Add: Passed on [RO]

Finished Add

install_add_activate_commit: Activating PACKAGE

*Nov 13 22:37:09.730: %IOSXE-4-PLATFORM: RO/0: kernel: ISOFS: Unable to identify CD-ROM format.Followin
/flash/cat9k-wlc.16.06.02.SPA.pkg
/flash/cat9k-webui.16.06.02.SPA.pkg
/flash/cat9k-srdriver.16.06.02.SPA.pkg
/flash/cat9k-sipspa.16.06.02.SPA.pkg
/flash/cat9k-sipbase.16.06.02.SPA.pkg
/flash/cat9k-rpboot.16.06.02.SPA.pkg
/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshel1.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/nly
--- Starting Activate ---

Performing Activate on Active/Standby

[RO] Finished Activate on RO

Checking status of Activate on [RO]

Activate: Passed on [RO]

Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby



*Nov 13 22:38:40.654: %IOSXE-5-PLATFORM: RO/0: Nov 13 22:38:40 rollback_timer.sh: %INSTALL-5-INSTALL_AU
[RO] Finished Commit on RO

Checking status of Commit on [RO]

Commit: Passed on [RO]

Finished Commit

Install will reload the system now

SUCCESS: 1install_add_activate_commit Mon Nov 13 22:39:07 UTC 2017
*Nov 13 22:39:07.715: %IOSXE-5-PLATFORM: RO/0: Nov 13 22:39:07 install_engine.sh: %INSTALL-5-INSTALL_CO
Initializing Hardware...

System Bootstrap, Version 16.6.1r [FC2], RELEASE SOFTWARE (P)
Compiled Sat 07/15/2017 10:06:12.23 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctrl1-C to interrupt] O
attempting to boot from [bootflash:packages.conf]

Located file packages.conf

#

HHARHHHHBHBHBHRHHH AR R R HRHHH AR AR AR HRH R HRHRHRHRHHR AR AR HRH R R R AR HRH R AR AR AR HRH R R R AR AR HRH R AR AR AR AR AR
Validate packages: SHA-1 hash:

calculated 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA

expected 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA
Warning: ignoring ROMMON var "USER_BOOT_PARAM"

% OSXEBQOOT- 4- BOOTLOADER _UPGRADE: (rp/ 0): ### Mon Nov 13 22:42:05 Universal 2017 PLEASE DO NOT POVER CYCl

% OSXEBOOT- 4- BOOTLOADER _UPGRADE: (rp/0): boot | oader upgrade successful <<< Bootl|loader upgrade done

% OSXEBQOOT- 4- BOOTLOADER UPGRADE: (rp/0): Rel oadi ng the Supervisor to enabl e the New BOOTLOADER

Initializing Hardware...
Initializing Hardware...
Initializing Hardware...

System Bootstrap, Version 16.6.2r[FC1], RELEASE SOFTWARE (P)
Compiled Tue 10/31/2017 11:38:44.98 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory



Preparing to autoboot. [Press Ctrl1-C to interrupt] O
attempting to boot from [bootflash:packages.conf]

Located file packages.conf
#
HHARHHHHBHBHBHRHHH AR AR HRH R AR AR AR HRH A HR AR HRHRHRR AR AR HRH R R R AR AR H R AR HR AR HRH R R R AR AR H R R AR AR AR AR AR

Validate packages: SHA-1 hash:

calculated 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA
expected 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA
Warning: ignoring ROMMON var "USER_BOOT_PARAM"

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (i) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S® Software [Everest], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.6.2, RELEASE SOFTW
Technical Support: http://www.cisco.com/techsu

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Wed 01-Nov-17 07:26 by mcpre

lJglo9é 5. IJoz 99 pu lJ2ie 1Jzrs36 9lduoy) wed 1Je)9ss

w8 CusS Idwvler vurle wdd pu 1o uwe 1031856 1JpdEes Szoss eds pdusle .pkg
123826, Spdud 59656 wpe9de ldpdrzle oul.

Switch#dir bootflash:*.pkg
Directory of bootflash:/*.pkg

Directory of bootflash:/

405607 -rw- 5186504 Nov 13 2017 22:36:25 +00:00 cat9k-cc_srdriver.16.06.02.SPA.pkg
405608 -rw- 76649412 Nov 13 2017 22:36:27 +00:00 cat9k-espbase.16.06.02.SPA.pkg
405609 -rw- 1536964 Nov 13 2017 22:36:27 +00:00 cat9k-guestshell.16.06.02.SPA.pkg
405610 -rw- 380625856 Nov 13 2017 22:36:38 +00:00 cat9k-rpbase.16.06.02.SPA.pkg
405616 -rw- 29580684 Nov 13 2017 22:36:48 +00:00 cat9k-rpboot.16.06.02.SPA.pkg
405611 -rw- 27612100 Nov 13 2017 22:36:39 +00:00 cat9k-sipbase.16.06.02.SPA.pkg
405614 -rw- 12268480 Nov 13 2017 22:36:41 +00:00 cat9k-webui.16.06.02.SPA.pkg
405612 -rw- 54981568 Nov 13 2017 22:36:40 +00:00 cat9k-sipspa.16.06.02.SPA.pkg
405613 -rw- 6521796 Nov 13 2017 22:36:40 +00:00 cat9k-srdriver.16.06.02.SPA.pkg
405615 -rw- 1536960 Nov 13 2017 22:36:41 +00:00 cat9k-wlc.16.06.02.SPA.pkg
11250098176 bytes total (8812113920 bytes free)


https://www.cisco.com/c/ar_ae/support/index.html

IJ¢1096 6. 1Joedd pu ldluosl sblé weesd IUoposs 1Jzss6

g0 ©p0s> 1Juo9,6 1Uers36: 0l pu luosl) 1Jue9rs 1Uesssé wluwagsle 1Jle, show version:

) pdlelbs: g0 ©pos 1Juo9,6 1Jz3s36: wop v dss bls wpesd IJoposs oJdlkss!.

<#froot>

Switch#show version
Cisco I0S® XE Software, Version

16. 06. 02

Cisco I0S® Software [Everest], Catalyst L3 Switch Software (CAT9K_IOSXE),

Version 16.6. 2

, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Wed 01-Nov-17 07:26 by mcpre

Cisco I0S® XE software, Copyright (c) 2005-2017 by Cisco Systems, Inc.
A1l rights reserved. Certain components of Cisco I0S®-XE software are
Ticensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the I0S-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM | OS- XE ROMVON
BOOTLDR: System Bootstrap, Version 16.6.2r[ FCl], RELEASE SOFTWARE (P)

Switch uptime is 20 minutes

Uptime for this control processor is 22 minutes
System returned to ROM by reload

System image file is "bootflash:packages.conf"
Last reload reason: EHSA standby down

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compTliance with U.S. and Tocal country laws. By using this product you
agree to comply with applicable Taws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. Taws governing Cisco cryptographic products can be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.



Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9410R (X86) processor (revision VO1) with 869104K/6147K bytes of memory.
Processor board ID FXS2130Q28F

2 Virtual Ethernet interfaces

192 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.
15958488K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.
1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

Configuration register is 0x2

Switch#show module
Chassis Type: C9410R

Mod Ports Card Type Model Serial No.
———t----- e Fommmmmmmmmmm - Fommmmmmmm -

1 48 48-Port 10/100/1000 (RJ-45) C9400-LC-48T  JAE212409NQ

2 48 48-Port 10/100/1000 (RJ-45) C9400-LC-48T  JAE212409N2

3 48 48-Port UPOE 10/100/1000 (RJ-45) C9400-LC-48U  JAE21270C1R

4 48 48-Port UPOE 10/100/1000 (RJ-45) C9400-LC-48U  JAE21270C1C

5 10 Supervisor 1 Module C9400-SUP-1 JAE2124023Z

Mod MAC addresses Hw Fw Sw Status
e Fommmmmmmmmmmmmo- Fommmmmmm - it

1 E4AA.5D59.8420 to E4AA.5D59.844F 1.0 16.6.2r[FC1 16.06.02 ok
2 E4AA.5D59.85AC to E4AA.5D59.85DB 1.0 16.6.2r[FC1 16.06.02 ok
3 E4AA.5D59.BCOC to E4AA.5D59.BC3B 1.0 16.6.2r[FCl 16.06.02 ok
4 E4AA.5D59.B72C to E4AA.5D59.B75B 1.0 16.6.2r[FC1 16.06.02 ok
5 2C5A.0F1C.4F2C to 2C5A.0F1C.4F35 0.6 16.6.2r[FC1 16.06.02 ok

Mod Redundancy Role Operating Redundancy Mode Configured Redundancy Mode
e e bt o mmmmmmmmm e o mmmmmmmmm o
5 Active active sso

ebosle 1Jes8s6 Jdpuind IJoluss

e UlJs 1Upuin d pu 1JBe2s 5 l1Jos wpe crdswol B IJgbsle Iduwluds gbbgd 1dpui,d
Vs 9uoe Idlguegsh Ws 1Jveezs 6 Vs ldosdd. wes gpdss Ii1Js e iyd UigJ 00006 L)l
Jendss puidso wsuel sop bEld Idsopl Bs 1dosdd Es) 3890 Jpl 09 p399) uwludl. los
Sunobse Jyo 1 udume ceunsy steps $9ed oul Iu seuwu IJ 2288l SULSD e,



Iglogs 1. ilJs 1Jzipe €5y 1Jeré9w Ssol

~ edlebs: Jl cogbs 030 IUgbgs. wlds o ssd puwled 1 zselulse eds 1JisJ W Flash
JUIwSE U290 23836, wubsw pdudle IJoewse 1Ug>8006 Vs 2lds £30 Jlso
IJpuwles.

Switch#install remove inactive

Cleaning up unnecessary package files
No path specified, will use booted path flash:packages.conf
Cleaning flash:

Scanning boot directory for packages ... done.
Preparing packages Tist to delete ...
cat9k-cc_srdriver.16.06.01.SPA.pkg
File is in use, will not delete.
cat9k-espbase.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-rpbase.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-rpboot.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-sipbase.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-sipspa.16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-srdriver.B16.06.01.SPA.pkg

File is in use, will not delete.
cat9k-webui.16.06.01.SPA.pkg

File is in use, will not delete.
packages.conf

File is in use, will not delete.
done.

The following files will be deleted:
[RO]:
/flash/cat9k-cc_srdriver.16.06.01.SPA.pkg
/flash/cat9k-espbase.16.06.01.SPA.pkg
/flash/cat9k-rpbase.16.06.01.SPA.pkg
/flash/cat9k-rpboot.16.06.01.SPA.pkg
/flash/cat9k-sipbase.16.06.01.SPA.pkg
/flash/cat9k-sipspa.16.06.01.SPA.pkg
/flash/cat9k-srdriver.16.06.01.SPA.pkg
/flash/cat9k-webui.16.06.01.SPA.pkg
/flash/cat9k_1.bin
/flash/cat9k_1.conf
/flash/cat9k_2.1.conf
/flash/cat9k_2.bin
/flash/cat9k_2.conf
/flash/cat9k_iosxe.16.06.01.SSA.bin
/flash/packages.conf.00-

Do you want to remove the above files? [y/nly

[RO]:

Deleting file flash:cat9k-cc_srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-espbase.16.06.01.SPA.pkg ... done.
Deleting file

Deleting file flash:cat9k-rpbase.16.06.01.SPA.pkg ... done.

Deleting file flash:cat9k-rpboot.16.06.01.SPA.pkg ... done.



Deleting file flash:cat9k-sipbase.B16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-sipspa.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-srdriver.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k-webui.16.06.01.SPA.pkg ... done.
Deleting file flash:cat9k_1.bin ... done.

Deleting file flash:cat9k_1.conf ... done.

Deleting file flash:cat9k_2.1.conf ... done.

Deleting file flash:cat9k_2.bin ... done.

Deleting file flash:cat9k_2.conf ... done.

Deleting file flash:cat9k_iosxe.16.06.01.SSA.bin ... done.
Deleting file flash:packages.conf.00- ... done.

SUCCESS: Files deleted.

--- Starting Post_Remove_Cleanup ---

Performing Post_Remove_Cleanup on Active/Standby

[RO] Post_Remove_Cleanup package(s) on RO

[RO] Finished Post_Remove_Cleanup on RO

Checking status of Post_Remove_Cleanup on [RO]
Post_Remove_Cleanup: Passed on [RO]

Finished Post_Remove_Cleanup

SUCCESS: install_remove Tue Jun 20 14:16:29 PDT 2017

lJgb9é 2. [uuwg Lo9,6 22826 |Js flash

k_9.,5 o3l |JroG|J; Qé}p cUUVE |Ju0_9_)6 U tbro TFTP |Js 1J31Y,6 lJr".9L9U° Jdrouu_)d

Switch#copy tftp: bootflash:

Address or name of remote host []? 172.16.53.46
Source filename []? cat9k_iosxe.16.06.02.SPA.bin
Destination filename [cat9k_iosxe.16.06.02.SPA.bin]?

Accessing tftp://172.16.53.46//cat9k_iosxe.16.06.02.SPA.bin...

Loading /cat9k_iosxe.16.06.02.SPA.bin from 10.8.0.6 (via GigabitEthernet0/0):
EEREERERRR RN RN R RN RN R RN R R RN RN R RN R RN R RN RN RN RN RN RN T

[OK - 601216545 bytes]
601216545 bytes copied in 50.649 secs (11870255 bytes/sec)
Step 3 Use the dir flash command to confirm that the image has been successfully copied to flash.

Switch#dir bootflash:*.bin
Directory of bootflash:/*.bin

Directory of flash:/

434184 -rw- 601216545 Jul 26 2017 10:18:11 -07:00 cat9k_iosxe.16.06.02.SPA.bin
11353194496 bytes total (8976625664 bytes free)

lJglogs 3. Wz o Jvd IJoposs

LOPU o G dJo 2ipé wslo sI9u lJs packages.conf $o.J o loe erds 16.6.2 513 sydu
luvdye. o sIsu duow [Js .bin puyd lue suvés sy 09 |Us packages.conf.



Switch#show boot

BOOT variable = bootflash:packages.conf;
Configuration Register is 0x2
MANUAL_BOOT variable = no

BAUD variable = 9600

ENABLE_BREAK variable =

BOOTMODE variable does not exist
IPXE_TIMEOUT variable does not exist
CONFIG_FILE variable =

If your switches are configured with auto boot, then the switch automatically boots up with the new ima
If not, you can manually boot flash:packages.conf
Switch: boot flash:packages.conf

|Jglogs 4. Jo9,06 vowse IJuslez IJs Flash

lwegse o) cowse luols pJud wugisb cldss Joouse IUuo,é 1Josdd |Js flash. spdod
Ilubh 1Jes 100906 1deuos) £dis ebe TETP 1JglLo wd Iy B 31,6 [eposs Bootflash [l §ec
o 1Jues)s [Js 1313,56 1Jesdws (flash). O o3l Ideeld 8> Spo vouwe IJue9ss [Js
1U51),8 1J 0 808 (flash) LlJe.

Switch#install add file bootflash:cat9k_iosxe.16.06.02.SPA.bin activate commit
install_add_activate_commit: START Mon Nov 13 23:24:02 UTC 2017

System configuration has been modified.

Press Yes(y) to save the configuration and proceed.

Press No(n) for proceeding without saving the configuration.

Press Quit(q) to exit, you can save configuration and re-enter the command. [y/n/qly
Building configuration...

[OKIModified configuration has been saved

*Nov 13 23:24:09.935: %SYS-2-PRIVCFG_ENCRYPT: Successfully encrypted private config file
*Nov 13 23:24:11.314: %IOSXE-5-PLATFORM: R1/0: Nov 13 23:24:11 +install_engine.sh: %INSTALL-5-INSTALL_S

This operation requires a reload of the system. Do you want to proceed?
Please confirm you have changed boot config to flash:packages.conf [y/nly

--- Starting Add ---
Performing Add on Active/Standby
[R1] Add package(s) on R1
[R1] Finished Add on R1
Checking status of Add on [R1]
Add: Passed on [R1]
Finished Add

install_add_activate_commit: Activating PACKAGE

*Nov 13 23:25:28.589: %IOSXE-4-PLATFORM: R1/0: kernel: ISOFS: Unable to identify CD-ROM format.Followi
/flash/cat9k-wlc.16.06.02.SPA.pkg

/flash/cat9k-webui.16.06.02.SPA.pkg

/flash/cat9k-srdriver.16.06.02.SPA.pkg

/flash/cat9k-sipspa.16.06.02.SPA.pkg

/flash/cat9k-sipbase.16.06.02.SPA.pkg

/flash/cat9k-rpboot.16.06.02.SPA.pkg



/flash/cat9k-rpbase.16.06.02.SPA.pkg
/flash/cat9k-guestshel1.16.06.02.SPA.pkg
/flash/cat9k-espbase.16.06.02.SPA.pkg
/flash/cat9k-cc_srdriver.16.06.02.SPA.pkg

This operation requires a reload of the system. Do you want to proceed? [y/n]ly

--- Starting Activate ---

Performing Activate on Active/Standby
[R1] Activate package(s) on R1

head: invalid number of lines: '/tmp/Activate.rp-1-1-1.20171113232845.0out.log'’
[R1] Finished Activate on R1

Checking status of Activate on [R1]

Activate: Passed on [R1]

Finished Activate

--- Starting Commit ---
Performing Commit on Active/Standby

*Nov 13 23:28:47.521: %IOSXE-5-PLATFORM: R1/0: Nov 13 23:28:47 rollback_timer.sh: %INSTALL-5-INSTALL_A
[R1] Finished Commit on R1

Checking status of Commit on [R1]

Commit: Passed on [R1]

Finished Commit

Install will reload the system now!
SUCCESS: install_add_activate_commit Mon Nov 13 23:29:14 UTC 2017

Switch#
*Nov 13 23:29:14.578: %IOSXE-5-PLATFORM: R1/0: Nov 13 23:29:14 1install_engine.sh: %INSTALL-5-INSTALL_C

Initializing Hardware...

System Bootstrap, Version 16.6.1r [FC2], RELEASE SOFTWARE (P)
Compiled Sat 07/15/2017 10:06:12.23 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctr1-C to interrupt] O
attempting to boot from [bootflash:packages.conf]

Located file packages.conf
#
HHARHHHHBHBHBHRHHH AR AR HRH R AR AR AR HRH AR R AR HRHRHHR AR AR HRH R R R AR AR H R AR AR AR AR AR R AR AR HRH R AR AR AR AR AR

Validate packages: SHA-1 hash:

calculated 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA

expected 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA
%IOSXEBOOT-4-BOOTLOADER_UPGRADE: (rp/1): ### Mon Nov 13 23:32:20 Universal 2017 PLEASE DO NOT POWER CYC
%IOSXEBOOT-4-BOOTLOADER_UPGRADE: (rp/1): boot Toader upgrade successful << Bootloader upgrade done
%IOSXEBOOT-4-BOOTLOADER_UPGRADE: (rp/1): Reloading the Supervisor to enable the New BOOTLOADER
Initializing Hardware...
Initializing Hardware...

Initializing Hardware...

System Bootstrap, Version 16.6.2r[FC1], RELEASE SOFTWARE (P)



Compiled Tue 10/31/2017 11:38:44.98 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareResetTrig
C9400-SUP-1 platform with 16777216 Kbytes of main memory

Preparing to autoboot. [Press Ctr1-C to interrupt] O
attempting to boot from [bootflash:packages.conf]

Located file packages.conf
#
HHARHHHHBHBHBHRHHH AR AR HRH R AR AR AR HRH AR R HRHRHHHRR AR AR HRH R R R AR AR H R AR AR AR HRH R R R AR AR HRH R AR AR H R R AR

Validate packages: SHA-1 hash:
calculated 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA
expected 550C9730:667B2788:DD6F6B06:DOFFA819:01A315DA

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (i) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S® Software [Everest], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.6.2, RELEASE SOFTW
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Wed 01-Nov-17 07:26 by mcpre

lJelb9s 5. IJwz 89 pu IJzie IJz2828 91duoy) wes IJo,9sé

08> wiuse IUuolee vuzle ©2dd po 1o uwe 131956 1Upd8es szoss eds pdile .pkg
123826, Spdud 49656 wpedde ldeéizle oul.

Switch#dir bootflash:*.pkg
Directory of bootflash:/*.pkg

Directory of bootflash:/

405607 -rw- 5186504 Nov 13 2017 22:36:25 +00:00 cat9k-cc_srdriver.16.06.02.SPA.pkg
405608 -rw- 76649412 Nov 13 2017 22:36:27 +00:00 cat9k-espbase.16.06.02.SPA.pkg
405609 -rw- 1536964 Nov 13 2017 22:36:27 +00:00 cat9k-guestshell.16.06.02.SPA.pkg
405610 -rw- 380625856 Nov 13 2017 22:36:38 +00:00 cat9k-rpbase.16.06.02.SPA.pkg
405616 -rw- 29580684 Nov 13 2017 22:36:48 +00:00 cat9k-rpboot.16.06.02.SPA.pkg
405611 -rw- 27612100 Nov 13 2017 22:36:39 +00:00 cat9k-sipbase.16.06.02.SPA.pkg
405614 -rw- 12268480 Nov 13 2017 22:36:41 +00:00 cat9k-webui.16.06.02.SPA.pkg



405612 -rw-
405613 -rw-
405615 -rw-
11250098176

wel 1o IINJpuin®d e ordsoe wuvdd Wns: Bbed 1y, IUsd Bs IJdwes 5. sew o

54981568 Nov 13 2017 22:36:40 +00:00 cat9k-sipspa.1l6.06.02.SPA.pkg
6521796 Nov 13 2017 22:36:40 +00:00 cat9k-srdriver.16.06.02.SPA.pkg
1536960 Nov 13 2017 22:36:41 +00:00 cat9k-wlc.16.06.02.SPA.pkg

bytes total (8812113920 bytes free)

wuuoe Jpuind Bs 9 og IJluweesh.

Checking module status with both supervisors inserted Switch#show module
Chassis Type: (C9410R

Mod Ports Card Type Model Serial No.
—— - e e L e L TR Fomm Fommmmmmm -
1 48 48-Port 10/100/1000 (RJ-45) C9400-LC-48T  JAE212409NQ
2 48  48-Port 10/100/1000 (RJ-45) C9400-LC-48T  JAE212409N2
3 48 48-Port UPOE 10/100/1000 (RJ-45) C9400-LC-48U  JAE21270C1R
4 48 48-Port UPOE 10/100/1000 (RJ-45) C9400-LC-48U  JAE21270C1C
5 10 Supervisor 1 Module C9400-SUP-1 JAE21240235
6 10 Supervisor 1 Module C9400-SUP-1 JAE21240235
Mod MAC addresses Hw Fw Sw Status

1 E4AA.5D59.8420 to E4AA.5D59.844F 1.0 16.6.2r[FC1 16.06.02 ok
2 E4AA.5D59.85AC to E4AA.5D59.85DB 1.0 16.6.2r[FC1 16.06.02 ok
3  E4AA.5D59.BCOC to E4AA.5D59.BC3B 1.0 16.6.2r[FC1l 16.06.02 ok
4  E4AA.5D59.B72C to E4AA.5D59.B75B 1.0 16.6.2r[FC1l 16.06.02 ok
5 2C5A.0F1C.4F2C to 2C5A.0F1C.4F35 0.6 16.6.2r[FC1l 16.06.02 ok
6 2C5A.0F1C.4F36 to 2C5A.0F1C.4F3F 0.6 16.6.2r[FC1 16.06.02 ok

Mod Redundancy Role Operating Redundancy Mode Configured Redundancy Mode

e e e e e e e e
5 Standby standby hot sso

6 Active active sso

Vzue Idedsl
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B 2lds wonsd prrd Upuind: sup websd 298 pu9) IJuslule Jive B 9 oe RPR sop
lgls cubgsd zese IJeulds 1ebss Jive JI woes 2lds pedsbs wsu pedle Ieuind cogdd
Llosle 1Jsesle IJupbss szldeol. gus Idogasd: g0 1depld wosss Supervisor Engine (pz,d
IJpuinyB) B e IUluwosls Bluo sdl pedsele 1izess puluing pu 1Usess IJupbss

98U we Supervisor Engine (pg)d 1Jpuiyd) Ws Idsuoe IJuuilb.

C)ﬁ{ﬂ) E*SC)

el sepd peud Supervisor Engine (pz)d [Jpuinyd) B 908 SSO. swsl oz, Supervisor
Engine (o2, 1Jpuinyd) O 9 oe [Jlgweesh Vs 2lds wosiss Jlpds 95)lew pe lJodssy
lJeuvep) sldedsy 1dzbs Jeeyd Supervisor Engine (o2, 1Jpeuinyd) Vs 1sgoe Idugil. Jel
seldb Bspl es eds Ields eds 1denswsdsdie [ps,zs ool 9swp pileus zese IJogssle
WO eldle I._Jig_o_jé slduslpz Jdpsjlo lJos wigp gpdslo lJowssd IJos wess 1JzlJs.

suldelds: Bluo $98) péllbgs Low)so Jeduwle gpd IJbw 86 2 Vs wdsu pzyd pUivyd
lzeslbs.

ub)l Jio e Idpuiyd Vs 9 og IJluwoesh sogyw eds elds hoolb 1dzol; JIJ Loolb.
Iy IJpulds IJos Jlve wuvbs dod Idogssd: wbd uuvbs 9ldos wogops pulds Iy oJs.
popli JIu 19 Lot psule sdso buses! eds Idpuinsd perd: op suvobse Juo Suade lo
lJeuind pzyd sJ9u i_on.

Vs glde wyvd Supervisor Engine (o) 1Jpuiyd) WOs Idsuog 1ol suowz Supervisor
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<ttroot>

IOVD is | nput Qutput Mdule Driver software process. Check if 1OWds are ready and have initialized Softyv

Switch# show platform software iomd redundancy
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Local RF state = ACTIVE
Peer RF state = STANDBY HOT

slot PSM STATE  SPA INTF  HA_STATE HA_ACTIVE

1 ready started ready 00:10:49
2 ready started ready 00:10:49
3 ready started ready 00:10:48
4 ready started ready 00:10:49
5 ready started ready 00:10:54
6 ready started ready 00:10:53 ***active RP

Switch#show redundancy
Redundant System Information :
Available system uptime = 31 minutes
Switchovers system experienced = 0
Standby failures = 0

Last switchover reason = none



Hardware Mode = Duplex
Configured Redundancy Mode = sso
Operating Redundancy Mode = sso
Maintenance Mode = Disabled
Communications = Up

Current Processor Information :

Active Location = slot 6

Current Software state = ACTIVE

Uptime in current state = 31 minutes

Image Version = Cisco I0S ®Software [Everest], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.6
RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Wed 01-Nov-17 07:26 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x2

Peer Processor Information :

Standby Location = slot 5

Current Software state = STANDBY HOT

Uptime in current state = 26 minutes

Image Version = Cisco I0OS ®Software [Everest], Catalyst L3 Switch Software (CAT9K_IOSXE), Version 16.6

RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2017 by Cisco Systems, Inc.
Compiled Wed 01-Nov-17 07:26 by mcpre

BOOT = bootflash:packages.conf;

CONFIG_FILE =

Configuration register = 0x2
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