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key chain kal

Name a key chain. A key chain may contain more than ---!
one key for added security. !--- It need not be
identical on the remote router. key 1

This is the Identification number of an ---!
authentication key on a key chain. !--- It need not be
identical on the remote router. key-string 234

The actual password or key-string. !--- It needs to ---!
be identical to the key-string on the remote router. !

i nterface LoopbackO ip address 70.70.70.70
255.255.255.255 | interface Serial O ip address

141. 108. 0. 10 255. 255. 255. 252 ip rip authentication key-
chain kal

Enables authentication on the interface and ---!

configures !--- the key chain that will be used. !
router rip version 2 network 141.108.0.0 network
70.0.0.0

RB

key chain kal
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key 1
key-string 234

i nterface LoopbackO

i p address 80.80.80.1 255.255.255.0

interface SerialO
i p address 141.108.0.9 255. 255. 255. 252
ip rip authentication key-chain kal

cl ockrate 64000

router rip
version 2
network 141.108.0.0

network 80.0.0.0

.Cisco 10S IP 4ol 2210 JI &2, oloVl Jo> dduasi ologles e Joaxl
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a8 20l AoVl solell Lail éskas J| Cisco dawly aislo] pi s Wis| éskas g9 & MD5 &8slas

dsy o) bliVl (il WS e wlgzgall 0lg2l9 19SS omoasiuuall le o . authentication mode md5
oINS e quilaa)] dubiwg zlicall 09 ds,las o aSWI go (MD5 d95Las

()

key chain kal
Need not be identical on the remote router. key 1 ---!

Needs to be identical on remote router. key-string ---!
234

Needs to be identical to the key-string on the ---!
remote router. ! interface LoopbackO ip address
70.70.70.70 255.255.255.255 ! interface SerialO ip
address 141.108.0. 10 255. 255. 255. 252 ip rip
authentication mode md5

Specifies the type of authentication used !--- in ---!
RIPv2 packets. !--- Needs to be identical on remote
router. !-- To restore clear text authentication, use

the no form of this command. ip rip authentication key-
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chain kal

router rip
version 2
network 141.108.0.0

network 70.0.0.0
RB

key chain kal
key 1

key-string 234

i nterface LoopbackO

i p address 80.80.80.1 255.255.255.0

interface SerialO

i p address 141.108. 0.9 255. 255. 255. 252
ip rip authentication mode md5

ip rip authentication key-chain kal

cl ockrate 64000

router rip
version 2
network 141.108.0.0

network 80.0.0.0
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show ipg debug ip rip ,el9l (o e Jsaxdl iy (il ol ,30ll a8le SN (o eVl 13D o §axill
.route

a3Vl znai olol 9 dagall wlogleall @21, a3Vl apnas jolsl jlan] Jid dla>Vo

RB#debug ip rip
Rl P protocol debugging is on
Mar 3 02:11:39.207: RIP: received packet with text authentication 234*
Mar 3 02:11:39.211: RIP: received v2 update from 141.108.0. 10 on Seri al 0*
Mar 3 02:11:39.211: RIP: 70.0.0.0/8 via 0.0.0.0 in 1 hops*
RB#show ip route
R 70.0.0.0/8 [120/1] via 141.108.0.10, 00:00:25, SerialO
is subnetted, 1 subnets 80.0.0.0/24
C 80.80.80.0 is directly connected, LoopbackO
is subnetted, 1 subnets 141.108.0.0/30
C 141.108.0.8 is directly connected, SerialO
pi il agill olyaxs aSlol gie $ub e dSuill proai G I solell paill @95kas pladiw] 529
oo Eoill 13D o8 w3 2o dgkxall agill ol ddac 9 &S)Lisall gy xaiy o) (il lgzsall dlawlg, 1@ Lis]
doguy ade eWiwVl (a9 .sole Lai L9 (Jlall 13D 5 234) 19,0)l dalS Usls pis .ol e d85Lasll

U9e boaic solell Laill 495kas Je MD5S d9sbas Juasi vy s 6)LbYl cai oS .alMsiw| JL9
LalSlie oLV

MD5 @8skas 0 gl

Sy lglad b azgill uaxs Jsls ollac ga> d8skas piiw oMel aiogs 9 laS RB 9 RA wlgg0 oS
.show ip routeg debug ip rip 9l 0 ale Jgaxll pi SAI g3V 4o M o eV 3D (o gaxill

RBi#debug ip rip
Rl P protocol debugging is on
Mar 3 20:48:37.046: RIP: received packet with MD5 authentication*
Mar 3 20:48:37.046: R P: received v2 update from 141.108.0.10 on Seri al 0*

Mar 3 20:48:37.050: 70.0.0.0/8 via 0.0.0.0 in 1 hops*

RB#show ip route
R 70.0.0.0/8 [120/1] via 141.108.0.10, 00:00:03, SerialO
is subnetted, 1 subnets 80.0.0.0/24

C 80.80.80.0 is directly connected, LoopbackO
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is subnetted, 1 subnets 141.108.0.0/30
C 141.108.0.8 is directly connected, SerialO
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Le>Nols RIPV2 d8s3kas cliasi lisiwy debug ip rip LoVl plasiw| oS,
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Sl Bsbaally dall ol wlalsall o sl G:los pac sic .debug ip rip oY1 21,31 Lo Jbo L lad dla>Mo
L luall LogdlS 91 lezgall a1 s pac LI lls 538, 38 6,910l clezgnll oy dilaio 0955 ol ol
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RA#debug ip rip

RI P protocol debugging is on

Mar 1 06:47:42.422: RIP: received packet with text authentication 234*

(Mar 1 06:47:42.426: R P: ignored v2 packet from 141.108.0.9 (invalid authentication*
RB#debug ip rip

RI P protocol debugging is on

Mar 1 06:48:58.478: R P: received packet with text authentication 235*

(Mar 1 06:48:58.482: RIP: ignored v2 packet from 141.108.0.10 (invalid authentication*

RIP juc ollus sl als, ¥ azg0ll ol show ip route ;oY1 o0 JWI 213V g,

RB#show ip route
Codes: C - connected, S - static, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- GOSPF, |A - OSPF inter area
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S, su- ISI1Ssumary, L1 - IS 1S level-1, L2 - IS-IS level-2
ia- IS ISinter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downl oaded static route
Gateway of last resort is not set
is subnetted, 1 subnets 80.0.0.0/24
C 80.80.80.0 is directly connected, LoopbackO
is subnetted, 1 subnets 141.108.0.0/30

C 141.108.0.8 is directly connected, SerialO

#RB
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