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pfr master



!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 externa
interface Ethernet0/0 interna
|

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 interna
interface Ethernet0/1 externa
!

node nonitor passive

Isuog Iogil

pfr master
|

border 10.4.4.4 key-chain pfr
interface Ethernet0/ 1 externa
interface Ethernet0/0 interna
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 interna
interface Ethernet0/ 1 externa
!

node nonitor active

lJsoe lJpeodl

03l 09 IUs_og Il os. o ol po luudsw 33, ey SI90: 0zse Iuvdse Jouo wusb 19 1le,
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pfr master

!

border 10.4.4.4 key-chain pfr
interface Ethernet0/1 externa
interface Ethernet0/0 interna
!

border 10.5.5.5 key-chain pfr
interface Ethernet0/0 interna
interface Ethernet0/1 externa

odlebd: 3l ©p 098, pildwé 9,28 1Ulo) 398l BJu swp g0 B IJodsse Jivo I,

lJoz2dd pu lJuors

sop cudss pebe b9le) 1o dd po 1Juoes eds MC. spdo lguogsle 030 1Jlsle, JJozdd pu
IJeed pu lsuole peodos.

IJos og 1Jgled

R3#show pfr master
<Qut put suppressed>
Default Policy Settings:
backof f 90 900 90
delay relative 50
hol ddown 90



periodic O

pr obe frequency 56

nunber of jitter probe packets 100
nmode route contro

mode monitor passive

|l oss relative 10

jitter threshold 20

nmos threshold 3. 60 percent
unreachabl e rel ative 50
trigger-log percentage 30

Bovl) 1-0ie o398 TCP oy IJghe

30

R3#show pfr master traffic-class
CER Prefix Statistics:
Pas - Passive, Act - Active, S -
P - Percentage bel ow threshold, Jit
MOS - Mean Opi nion Score

Short term L -
- Jitter (ms),

Long term Dy -

Del ay (ns),

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),
E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackholed Prefix
% - Force Next-Hop, ™ - Prefix is denied
Dst Prefi x Appl _I D Dscp Prot SrcPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActLDly ActSUn  ActLUn ActSJit ActPMOS ActSLos ActlLos
10. 20. 20.0/ 24 N N N N N N
I NPOLI CY 0 10.4.4.4 Et0/1 BGP
46 46 0 0 35502 35502 2 1
N N N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPOLI CY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1
N N N N N N
IJIgouly 2 - wie 38§ UDP oy 1l e
R3#show pfr master traffic-class
OER Prefix Statistics:
Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (mns),
P - Percentage bel ow threshold, Jit - Jitter (ns),
MOS - Mean Opi nion Score
Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),
E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable
U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackholed Prefix
% - Force Next-Hop, ™ - Prefix is denied
Dst Prefi x Appl _I D Dscp Prot Sr cPor t Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PasLLos EBw IBw
ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos
10. 20. 20. 0/ 24 N N N N N N
I NPOLI CY 0 10.5.5.5 Et0/1 BGP
U U 0 0 0 0 13 0
N N N N N N



10. 30. 30. 0/ 24 N N N N N N

I NPCLI CY 0 10.5.5.5 Et0/1 BGP
U U 0 0 0 0 14 0
N N N N N N

Jel 09 p9 02 puwwdl Jerds @19, TCP. sedud publess exble "ldelgs,” 9"swes) Il
lJso" swp pddol lsuol 9JIJo Vs 2lds wrd § UDP. spdud Wb j956 esxble IJubly IJe)sss
Swe pddol.

lUsuoe IJuubb

R3#show pfr master

<Cut put suppressed>

Default Policy Settings:
backof f 90 900 90

delay relative 50

hol ddown 90

periodic O

probe frequency 56

nunber of jitter probe packets 100
node route contro

mode monitor active

loss relative 10

jitter threshold 20

nmos threshold 3.60 percent 30
unreachabl e rel ative 50
trigger-log percentage 30

Bovl) - e &3 TCP oy 1Ugbe

eJs 9z08 IJoede Issuvss:

R3#show pfr master traffic-class
CER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (mns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-mllion),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe al
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot Sr cPor t Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protoco
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 10. 20. 0/ 24 N N N N N N
I NPOLI CY 0 10.4.4.4 Et0/1 BGP
N N N N N N N N
54 54 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
I NPOLI CY 0 10.4.4.4 Et0/1 BGP
N N N N N N N N
54 54 0 1000 N N N N

s BR1:



R4#show pfr border active-probes
CER Bor der active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not appl icable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.10.20.11 N 192.168.1.1 Et0/1 3 3
0

echo 10.30.30.12 N 192.168.1.1 Et0/1 3 3
0

s BR2:

R5#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.10.20.11 N 192.168.2.1 Et0/1 3 3
0

echo 10.30.30.12 N 192.168.2.1 Et0/1 3 3
0

wPRd wdSd Isle 2)ds o9, Idoslule gds 9226 IJogdpe s L IJgveds (MC) O zlds
"InPolicy" 9 BR1 gJs luel BR JLhuwld JJ 2596 1Jp)9) sw9 89 BR2 g huwld IJpuved vl :

R4#show pfr border active-probes
CER Bor der active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not appl icable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.10.20.11 N 192.168.1.1 Et0/1 10 10
0

echo 10.30.30.12 N 192.168.1.1 Et0/1 10 10
0

R5#show pfr border active-probes
CER Border active-probes
Type = Probe Type



Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP
lJoog IJpeodlb

R3#show pfr master
CER state: ENABLED and ACTI VE
<Cut put Suppressed>
Default Policy Settings:
backof f 90 900 90
delay relative 50
hol ddown 90
periodic O
probe frequency 56
nunber of jitter probe packets 100
node route contro
mode monitor both
|l oss relative 10
jitter threshold 20
nmos threshold 3.60 percent 30
unreachabl e rel ative 50
trigger-log percentage 30

Bovl) - e 038 TCP oy 1Ugbe

wsupl see Jsluw Bisé 2yds 19, (TC) 9dl wdyy IUelds wes "INpolicy”. gueyund IJ pu
gl ldpeldes 1Upydisé puveduvasle uuubé |Js Idobsle IJos we wgpseol oo NetFlow.
903l Jugsss yuygb IULoolb 1Jgluos.

eJs MC:

R3#show pfr mas traffic-class

OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (ns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),

E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot SrcPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw



ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20. 0/ 24 N N N N N N
HOLDDOWN 61 10.5.5.5Et0/ 1 BGP
1 1 0 0 0 0 16 1
1 1 0 0 N N N N
10. 30. 30. 0/ 24 N N N N N N
HOLDDOWN 61 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 16 1
4 4 0 0 N N N N
s BR1:

R4#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.20.20.1 N 192.168.1.1 Et0/1 1 1
0

echo 10.30.30.1 N 192.168.1.1 Et0/ 1 1 1
0

s BR2:

R5#show pfr border active-probes
CER Bor der active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP

echo 10.20.20.1 N 192.168.2.1 Et0/1 1 1
0

echo 10.30.30.1 N 192.168.2.1 Et0/1 1 1

gw luwoole 9226 IJoede 9s bbé lddpussc, (MC) wogs) IJzlds [Js "INpolicy”.
IS99 JJ pu spdle ldopde O 1d9uosd v wed (BRs) eu huwld puwedyvole uuibs.
suwewzyd Idpldws IJpdleds IUs 1dssog [duwdoes (wluwegsle NetFlow).

R3#show pfr master traffic-class

OER Prefix Statistics:

Pas - Passive, Act - Active, S - Short term L - Long term Dy - Delay (nmns),
P - Percentage bel ow threshold, Jit - Jitter (ns),

MOS - Mean Opi nion Score

Los - Packet Loss (percent/10000), Un - Unreachable (flows-per-million),



E - Egress, | - Ingress, Bw - Bandw dth (kbps), N - Not applicable

U - unknown, * - uncontrolled, + - control nore specific, @- active probe all
# - Prefix nonitor node is Special, & - Blackholed Prefix

% - Force Next-Hop, ™ - Prefix is denied

Dst Prefi x Appl _I D Dscp Prot Sr cPort Dst Port SrcPrefix
Fl ags State Ti me CurrBR Currl/F Protocol
PasSDly PasLDly PasSUn PasLUn PasSLos PaslLos EBw | Bw

ActSDly ActlLDy Act SUn ActLUn ActSJit ActPMOS ActSLos ActlLos

10. 20. 20.0/ 24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 3 1
1 1 0 0 N N N N
10. 30. 30.0/ 24 N N N N N N
INPOLICY 0 10.5.5.5 Et0/1 BGP
1 1 0 0 0 0 14 1
1 1 0 0 N N N N

Jpl 09 p9 o2 Spdud H9s6 e3ble JIJ pu Idpdsule 1Ugleds sldoivbs. Jel jueoy 9
lJeuwlosy eds gpdsle IULuwld sldlwedold wezss loodld eold; IdLunld [Js 2lde "INpolicy”.

R4#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target | P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP

R5#show pfr border active-probes
CER Border active-probes

Type = Probe Type

Tar get = Target |P Address

TPor t = Target Port

Sour ce = Send From Source | P Address
Interface = Exit interface

At t = Nunber of Attenpts

Conps = Nunber of conpletions

N - Not applicable

Type Tar get TPort Source Interface At t Conps
DSCP
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