odysu puob 96 OSPF gds houwlb bloys

Slhgizall

doaéoll
bVl o llniall

o llnia)|

doa3iwall oLgSoll

oMol

aSwill _Jaudasill auw ]

oLy oSl

axoll o daxill

Solell ol a85bas e - o2l Lol 21,3 23gas

MD5 adsbas peSi—show oVl 21,3 2300

le>Nuolg ellas VI lisSiuwl

oLl Lol d85kas peSi—auell clasVl auai ol 21,31
MD5 a8>bas - peSi—ausell clasVl auai ol 21,31

o old ologles

doasoll

aslaioll) s, 28]l >0l ddlnia, Lylo (OSPF) Yol jLue uasdl zis) 1l pladdl (8 bliol] gaaz> Juas ol vy
JlasW s,0Wb bl plasiw] diSay (Soo e $slall JlasVl 13D Led 0oy (il oYl (8 ol go9 .(0
S8l dgasll o iz Jwogil &l 8l LMoy pladiw| diSes oS . duus ) e ddlaio VS o S84l d902ll,
Al olbls Yl le OSPF déslas (uSos Loyl cliSay . 5,89 3908 Lo Soixs Y ddlnio e pumisoll

S U9 5,0 bls)l e (Digest 5 (MD5 Jiluw,Jls sslell Ladl @shas ¢uSes &S riuall 1id auos,
i83La0 (955 dxaS Jo> wlogleall o Ao Lle Jguaxll OSPF 6 @8staall oSl 23905 g1, .OSPF
.OSPF

apwlwdl ozl

o bllaiall
(oSl 13D el Job ol Jsd alll o bllaiall elagiwl oo 35T
wllacy OSPF azgi JoS9i9 49,20 -

OSPF J i ,alall olols Yl pogio a9 ,20 -

esani J> | g2l (OSPF (9 4,2l laylg )l pggany OSPF agi JsSei9» Jo=> wlesleall (o 250
.OSPF


//www.cisco.com/en/US/tech/tk365/technologies_configuration_example09186a0080094069.shtml
//www.cisco.com/en/US/tech/tk365/technologies_white_paper09186a0080094e9e.shtml
//www.cisco.com/en/US/tech/tk365/technologies_white_paper09186a0080094e9e.shtml

doaiall &LoSall

a4kl elgSally aoll ellaol L simwall 13 U5 65)le)l & logleall i

Cisco 0 2500 dbwbidl oo wlg>goll -
Cisco 0 (27)12.2 ;100 ®IOS ol -
65e> VI o> ol aols dlaso &y (9 639>90J1 632V o imwall 13D (8 65,lo)l wlogleall elis| s
Y Joaizoll Ll ogd o a5T8 16,uilo cliSuis cilS 13 .(Liol,i81) pouian (oS i)l 13D 9 dorziwoll
ol
Mool

Ol oMawl Jo> wlogleall o 10 e Jaaxl dusill Cisco wluali obWMawl g1,

Aol 138 9 dxiogall olisall (e85 wlogles U padi «pudll 1id 9

aoxzimoll ,oloVl Jo> wlogleall o jo Lle joiell (laad ulzuiall eMoell) LoloVl ey 81l pasiwl tdla>Mo
Aiiwoll 13D 9

iyl _ladasill puw )l
W1 Sl shac] siuall 13D o2y

_— ) e Transit Area 1 o
Arega 0 ’ ) _— =
\ 6.0.0.38 _ Area 2
.- . Aoous 5.0.0.2/8 6.0.0.278
| '
|\ appue 12.0.0,318
LY
Rowuber
1.4) p 1333 73533
11,1 - S )
~ — _Virtual link BT o
<l oSl

AUl O lueSl aiwall 13D ooy

Sl ail a95Lao 1SS -
MD5 a9sbas oS5 -

SS)'.SJI N @.J I 19)[‘0‘ l'ﬂQ&;

Ll 3.3.3.3 azgall soix ¥ oSl 1id LS . aioly LasS aSaidl e 9,0l Slals soledl Lol @8skas Juw
i@l dsliall 3> a>g0 3.3.3.3 azgall oueSil 13D Jozxy .0 ddlaiall, Lled Juan, aisly (0 dabaisll L dg>l9

oadl @3kas (050 oloYl awall 13id L9, .3.3.3.3 a>gall e 0 dalniall dd>lanll (Sas oy i) (ABR)


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/RPF/register/register.do
//tools.cisco.com/Support/CLILookup/cltSearchAction.do

52 bl or)law (9 oLl

by 9 6,ulo azly] ey S (9,0l dalS) plicoll (peSill doasiiuy SVl @9sLanll glico sax, dla>Ne
o diSay .a>gill JgS9i9 4 o> clinl Cisco 10S gol  posy boaic quJJI 9 gliaall JBs| piy .OSPF
WMI&ngbdlu@wl&wsg@ulux apngSuuhulJcaLwJﬁngyqolS
.OSPF vlogleos Jsbd lgmas j9,0ll dalS e

1.1.1.1 azg0ll

hostname r1.1.1.1

i nterface LoopbackO
ip address 1.1.1.1 255.0.0.0

interface EthernetO

ip address 4.0.0.1 255.0.0.0

ip ospf authentication-key cisco

This command configures the authentication key ---!
(password) !--- on the interface as "cisco". interface
Serial0 ip address 5.0.0.1 255.0.0.0 cl ockrate 64000 !
router ospf 2 network 4.0.0.0 0.255.255.255 area 0
network 5.0.0.0 0.255.255.255 area 1 area 0

authentication
This command enables plain authentication for area ---!
0 !--- on the router. area 1 virtual-link 3.3.3.3

authentication-key cisco

This command creates the virtual link between ---!
Router !--- 1.1.1.1 and Router 3.3.3.3 with plain text
.authentication enabled

3.3.3.3 azgall

hostname r3.3.3.3

i nterface LoopbackO
ip address 3.3.3.3 255.0.0.0

interface EthernetO
ip address 12.0.0.3 255.0.0.0

interface SerialO
ip address 6.0.0.3 255.0.0.0

router ospf 2

0.0 0. 255. 255. 255 area 2
0.0 0. 255.255.255 area 1
area 0 authentication

This command enables plain authentication for area ---!
0 !--- on the router. area 1 virtual-link 1.1.1.1

network 12.0.
network 6.0.

authentication-key cisco

This command creates the virtual link to area 0 via ---!
!--- transit area 1 with plain text authentication
.enabled
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1.1.1.1 azgall

hostnanme r1.1.1.1

i nterface LoopbackO
ip address 1.1.1.1 255.0.0.0

interface EthernetO

ip address 4.0.0.1 255.0.0.0

ip ospf message-digest-key 1 md5 cisco

This command configures the MD5 authentication key ---!
!--- on the interface as "cisco". interface SerialO ip
address 5.0.0.1 255.0.0.0 cl ockrate 64000 ! router ospf
2 network 4.0.0.0 0.255.255.255 area 0 network 5.0.0.0
0. 255. 255. 255 area 1 area 0 authentication message-
digest

This command enables MD5 authentication for area 0 ---!
!--- on the router. area 1 virtual-link 3.3.3.3
message-digest-key 1 md5 cisco

This command creates the virtual link between ---!
Router !--- 1.1.1.1 and Router 3.3.3.3 with MD5
.authentication enabled

3.3.3.3 azgoll

hostnane r3.3.3.3

i nterface LoopbackO
ip address 3.3.3.3 255.0.0.0

interface EthernetO
ip address 12.0.0.3 255.0.0.0

interface Serial O
ip address 6.0.0.3 255.0.0.0

router ospf 2

network 12.0.0.0 0. 255. 255. 255 area 2

network 6.0.0.0 0.255.255.255 area 1
area 0 authentication message-digest

This command enables MD5 authentication for area 0 ---!
!--- on the router. area 1 virtual-link 1.1.1.1 message-
digest-key 1 md5 cisco

This command creates the virtual link to area 0 via ---!
.!-—- the transit area 1 with MD5 authentication enabled
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.a@UaJl OSPF wlbls,y aJll dily wleleall o ,2—show ip ospf virtual-links -
a>gill Joax) aJlxJl Al Lo 2, —show ip route -

Sl Laill é95Las -

r3.3.3.3# show ip ospf virtual-links

Virtual Link OSPF_VLO to router 1.1.1.1 is up
The status of the virtual link displays. Run as demand circuit ---!

DoNotAge LSA allowed
This specifies that OSPF runs as a demand circuit over virtual links, !--- and so link- ---!
state advertisements (LSAs) are not refreshed (not aged out). Transit area 1, via interface
Serial 0, Cost of using 128 Transnit Delay is 1 sec, State PO NT_TO PO NT, Tiner intervals
configured, Hello 10, Dead 40, Wait 40, Retransmit 5 Hello due in 00:00:01 Adjacency State FULL
((Hello suppressed
The status of the neighbor adjacency displays. Index 1/2, retransm ssion queue |length 0, ---!
nunmber of retransmi ssion 1 First 0x0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransmi ssion scan
length is 1, maximumis 1 Last retransmi ssion scan time is 0 nsec, maxinumis O nsec Simple
password authentication enabled
The type of authentication that is enabled displays. !--- The authentication type is simple ---!
password. r3.3.3.3#

Dl 2 Y 1ol 5l bl oy of b @l e, 1309 OSPF Jss> gio @i ail gl 3V g, rila>Vo
J5 i Jilwy OSPF Juwpy cbole o il i, Uall laylg )l sy Y ayll dlile OSPF gais .zl

a9 o€ 0 u€ 9,0ll a5, o pSUI 13D > «l> o9 .a8u9> 30 JS @y a3l LSAS cuaxiy poayg wlgs 10
Vel dxi9 LSA-refresh 9 HELLO _il> gad _JI OSPF (b 6l ol plaiuw] &35 .ol Jlgs xie

ddac ol plaziwl, OSPF dlac muuss podi > Jo=aall d,lw OSPF adslas e lg pois ohuss sl auas
wlgzgall e a95Lanll 95 jusi 9@ Jlall .clear ip ospf

r3. 3. 3. 3# show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is not set

C 3.0.0.0/8 is directly connected, LoopbackO

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:31:08, Serial0

0 5.0.0.0/8 [110/128] via 6.0.0.2, 22:55:44, SerialO

C6.0.0.0/8 is directly connected, SerialO

C 12.0.0.0/8 is directly connected, EthernetO

r3.3.3.3#

MD5 a8>Law +sS5—Show ;oY 21,3] 23905

r3.3.3.3# show ip ospf virtual-links

Virtual Link OSPF_VL1l to router 1.1.1.1 is up
The status of the virtual link displays. Run as demand circuit ---!

DoNotAge LSA allowed
This specifies that OSPF runs as a demand circuit over virtual links, !--- and so LSAs are ---!
not refreshed (not aged out). Transit area 1, via interface Serial 0, Cost of using 128 Transmt
Delay is 1 sec, State PO NT_TO PO NT, Tinmer intervals configured, Hello 10, Dead 40, Wait 40,
(Retransmit 5 Hello due in 00:00: 01 Adj acency State FULL (Hello suppressed
The status of the neighbor adjacency displays. Index 1/2, retransm ssion queue |length 0, ---!



number of retransm ssion O First 0xO0(0)/0x0(0) Next 0x0(0)/0x0(0) Last retransni ssion scan
length is 0, maxinumis O Last retransm ssion scan tine is O nsec, maxinumis O nsec Message
digest authentication enabled

The type of authentication that is enabled displays. !--- The authentication type is MD5. ---1!
Youngest key idis 1

r3. 3. 3. 3# show ip route

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1SI1S L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS ISinter area
candi date default, U - per-user static route, o - ODR - *
P - periodic downl oaded static route

Gateway of last resort is not set

C 3.0.0.0/8 is directly connected, LoopbackO

0 4.0.0.0/8 [110/138] via 6.0.0.2, 00:02:41, Serial0

05.0.0.0/8 [110/128] via 6.0.0.2, 00:02:51, SerialO

C6.0.0.0/8 is directly connected, SerialO

C 12.0.0.0/8 is directly connected, EthernetO

Le>MNolg eliasVl OLiSiwl

Le>Molg oSl ellas] BliSiwy puus)l 13D pasiwl

.debug olol plaziw| Jd zuaill 4olol Jo> dago wlogles J &>l :da>Ve

290Jl OSPF {9l elis] adac clasl zuxuai—debug ip ospf adj -

Sole)l Laill éslas ueSi—iuall elasVl auuai ol 21,51

r3.3.3.3# debug ip ospf adj

OSPF: Interface OSPF_VLO going Up :23:31:41

OSPF: Build router LSA for area O, router ID 3.3.3.3, seq 0x8000002E :23: 31: 41

OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x8000002E :23: 31: 41

OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000031 :23:31:41

OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO0 seq 0x887 opt 0x62 flag 0x7 :23:31:51

len 32 mtu 0 state INIT

OSPF: 2 Way Communication to 1.1.1.1 on OSPF VL0, state 2WAY :23:31:51

OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag Ox7 len 32 :23:31:51

OSPF: First DBD and we are not SLAVE :23:31:51

OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2102 opt 0x62 flag 0x2 :23:31:51

len 172 mtu 0 state EXSTART

OSPF: NBR Negotiation Done. We are the MASTER :23:31:51

OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag Ox3 len 172 :23:31:51

OSPF: Dat abase request to 1.1.1.1 :23:31:51

OSPF: sent LS REQ packet to 5.0.0.1, length 12 :23:31:51

OSPF: Rcv DBD from1.1.1.1 on OSPF_VLO seq 0x2103 opt 0x62 flag Ox0 len 32 :23:31:51

nu O state EXCHANGE

OSPF: Send DBD to 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag Ox1 len 32 :23:31:51

OSPF: Rcv DBD from 1.1.1.1 on OSPF_VLO seq 0x2104 opt 0x62 flag 0x0 :23:31:51

len 32 mtu 0 state EXCHANGE

OSPF: Exchange Done with 1.1.1.1 on OSPF_VLO :23:31:51

OSPF: Synchronized with 1.1.1.1 on OSPF_VLO, state FULL :23:31:51

This indicates the establishment of neighbor adjacency. 23:31:51. %SPF-5- ADJCHG Process ---!
2, Nor 1.1.1.1 on OSPF_VLO from LOADI NG to FULL, Loading Done 23:31:52: OSPF: Build router LSA
for area 0, router ID 3.3.3.3, seq 0x8000002F 23: 32:23: OSPF: Dead event ignored for 1.1.1.1 on
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demand circuit OSPF_VLO r3.3.3.3#%
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r3.3. 3. 3# debug ip ospf adj

OSPF: Interface OSPF_VL1 going Up

OSPF: Send with youngest Key 0

OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000001
OSPF: Build router LSA for area 2, router ID 3.3.3.3, seq 0x80000033
OSPF: Build router LSA for area 1, router ID 3.3.3.3, seq 0x80000030

1 23:48:
1 23:48:
1 23:48:
1 23:48:
1 23:48:

06
06
07
07
07

OSPF: 2 Way Communication to 1.1.1.1 on OSPF VL1, state 2WAY :23:48:14

OSPF: Send DBD to 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag Ox7 |en32

1 23:48:

14

OSPF: Send with youngest Key 1 :23:48:14

OSPF: Rcv DBD from 1.1.1.1 on OSPF VL1 seq 0x3FB opt 0x62 flag 0x7

:23:48:

14

len 32 mtu 0 state EXSTART

OSPF: First DBD and we are not SLAVE

OSPF: Send with youngest Key 1

OSPF: Send DBD to 1.1.1.1 on OSPF_VL1 seq Ox1EA opt 0x62 flag Ox7 |len 32
OSPF: Send with youngest Key 1

[OSPF: Retransmitting DBD to 1.1.1.1 on OSPF_VL1 [1

OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox3FB opt 0x62 flag O0x7 |len 32

1 23:48:
1 23:48:
1 23:48:
1 23:48:
1 23:48:
1 23:48:

14
16
19
19
19
19

mu O state EXSTART
OSPF: First DBD and we are not SLAVE :23:48:19

OSPF: Rcv DBD from 1.1.1.1 on OSPF VL1 seq OxX1EA opt 0x62 flag 0x2

:23:48:

19

len 172 mtu 0 state EXSTART

OSPF: NBR Negoti ation Done. We are the MASTER

OSPF: Send DBD to 1.1.1.1 on OSPF_VL1 seq Ox1EB opt 0x62 flag Ox3 len 112
OSPF: Send with youngest Key 1

OSPF: Send with youngest Key 1

OSPF: Dat abase request to 1.1.1.1

OSPF: sent LS REQ packet to 5.0.0.1, length 48

OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox1EB opt 0x62 flag Ox0 | en 32
nu O state

OSPF: Send DBD to 1.1.1.1 on OSPF_VL1 seq Ox1EC opt 0x62 flag Ox1 | en 32
OSPF: Send with youngest Key 1

OSPF: Build router LSA for area 0, router ID 3.3.3.3, seq 0x80000030
OSPF: Rcv DBD from1.1.1.1 on OSPF_VL1 seq Ox1EC opt 0x62 flag OxO |l en 32
nu O state

OSPF: Exchange Done with 1.1.1.1 on OSPF_VL1

1 23:48:
1 23:48:
1 23:48:
1 23:48:
1 23:48:
1 23:48:
1 23:48:

19
19
19
19
19
19
19

EXCHANGE

1 23:48:
1 23:48:
1 23:48:
1 23:48:

19
19
19
19

EXCHANGE

1 23:48:

19

OSPF: Synchronized with 1.1.1.1 on OSPF_VL1l, state FULL :23:48:19
This indicates the establishment of neighbor adjacency. 23:48:19: % SPF-5- ADJCHG Process ---!
2, Nor 1.1.1.1 on OSPF_VL1 from LOADI NG to FULL, Loading Done
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