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lJuwoiso R2-2503

interface Loopback0
ip address 10.70.70.70 255.255.255.255
!

interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf authentication-key c1$cO

I--- The Key value is set as "cl1$c0 ". !--- It is the password that is sent across the network.

|
router ospf 10

Tog-adjacency-changes

network 10.70.0.70 0.255.255.255 area 0
network 192.168.10.10 0.0.0.255 area O
area 0 authentication

!I--- Plain text authentication is enabled for !--- all interfaces in Area O.

R1-2503

interface Loopback0

ip address 172.16.10.36 255.255.255.240
|
interface Serial0

ip address 192.168.0.10 255.255.255.0
ip ospf authentication-key c1$cO




!I--- The Key value is set as "cl$cO0 ". !--- It is the password that is sent across the network.

I
router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication

I--- Plain text authentication is enabled !--- for all interfaces in Area O.
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+ R1-2503

lJwoiso R2-2503

interface Loopback0

ip address 10.70.70.70 255.255.255.255
!

interface Serial0
ip address 192.168.64.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key value (password) is set as "cl$c0 ".

router ospf 10

network 192.168.10.10 0.0.0.255 area 0
network 10.70.0.70 0.255.255.255 area 0
area 0 authentication message-digest

I--- MD5 authentication is enabled for !--- all interfaces in Area O.

R1-2503

interface Loopback0

ip address 172.16.10.36 255.255.255.240
I

interface Serial0
ip address 192.168.0.10 255.255.255.0
ip ospf message-digest-key 1 md5 c1$cO

!--- Message digest key with ID "1" and !--- Key (password) value is set as "c1l$c0 ".

|

router ospf 10

network 172.16.0.0 0.0.255.255 area 0
network 192.168.10.10 0.0.0.255 area 0
area 0 authentication message-digest

I--- MD5 authentication is enabled for !--- all interfaces in Area O.
. odlebé: sose oy pu01386 lpnl 86 0 0p L yuwlisd B o3l IJoIdosu & pdslo
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<#root>
R1-2503#
show i p ospf interface serialO

Serial0 is up, line protocol is up
Internet Address 192.168.0.10/24, Area O
Process ID 10, Router ID 172.16.10.36, Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:04
Index 2/2, flood queue length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 4 msec
Neighbor Count is 0, Adjacent neighbor count 1is 0
Suppress hello for 0 neighbor(s)

Si npl e password aut henticati on enabl ed

SEHUP IJiroJ show ip ospf neighbor 1Jz>9d IJpezly) 1U3s sodsy pu IJodlosd 1Jpzless: Jel
Shbo, o3l 1JIE)lz.

<#root>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:31 192.168.64.10 Serial0


/content/en/us/td/docs/ios-xml/ios/iproute_ospf/command/iro-cr-book/ospf-a1.html#wp9750141680

s&uo IJle) show ip route za9J IJegzso. Jpl 9,0z 03l 1UIE)lz.

<{froot>
R1-2503#

show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets

0 10.70.70.70 [110/65] via 192.168.64.10, 00:03:28, Serial0
172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, LoopbackO

C 192.168.10.10/24 1is directly connected, SerialO

IJeedd oo puold§s MD5

Iuwegse Ile, show ip ospf interface Jg, 0 wage 1Upuols 968 1Uss wp odasuo JJslzos. Joal
S9uoe o3l IJI)lz. ouli wp wd9sy 1J9lzes 0 IUouwduwdss Jpuolb 86 MD5 Cpg 08 IJpwdwlz "1

<#root>
R1-2503#

show i p ospf interface serialO

Serial0 is up, line protocol is up

Internet Address 192.168.0.10/24, Area O

Process ID 10, Router ID 172.16.10.36 , Network Type POINT_TO_POINT, Cost: 64

Transmit Delay 1is 1 sec, State POINT_TO_POINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Index 2/2, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 4 msec

Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 10.70.70.70

Suppress hello for 0 neighbor(s)

Message di gest authentication enabl ed
Youngest key idis 1

s&ue IJle, show ip ospf neighbor IJzsed 1 ezle, 1J3s sods pu ldodluosd Iezlos: Jeol



Sbo, o3l 1JIE)lz.

<{froot>
R1-2503#

show i p ospf nei ghbor

Neighbor ID Pri State Dead Time Address Interface
10.70.70.70 1 FULL/ - 00:00:34 192.168.64.10 Serial0
R1-2503#

s&ue 1Jle, show ip route za9J 1Jegzsoe: Jpl s9002 03l 1JIE)lz.

<tfroot>
R1-2503#

show i p route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS Tevel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of Tast resort is not set

10.70.0.70/32 is subnetted, 1 subnets

0 10.70.70.70 [110/65] via 192.168.64.10, 00:01:23, SerialO
172.16.0.0/28 is subnetted, 1 subnets
C 172.16.10.32 1is directly connected, Loopback0

C 192.168.10.10/24 is directly connected, Serial0

lwodul IJIgble 9l odlzol
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<#root>
R1-2503#
debug i p ospf adj

00:50:57: %LINK-3-UPDOWN: Interface SerialO, changed state to down

00:50:57: OSPF: Interface SerialO going Down

00:50:57: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO 1is dead,
state DOWN

00:50:57: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO 1is dead,
state DOWN

00:50:57: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from
FULL to DOWN, Neighbor Down: Interface down or detached

00:50:58: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000009

00:50:58: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialoO,
changed state to down

00:51:03: %LINK-3-UPDOWN: Interface SerialO, changed state to up

00:51:03: OSPF: Interface SerialO going Up

00:51:04: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000A

00:51:04: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialoO,
changed state to up

00:51:13: OSPF: 2 Way Communication to 10.70.70.70 on SerialO,
state 2WAY

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2486 opt 0x42
flag 0x7 Ten 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x19A4 opt 0x42
flag Ox7 Ten 32 mtu 1500 state EXSTART

00:51:13: OSPF: First DBD and we are not SLAVE

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2486 opt 0x42
flag Ox2 Ten 72 mtu 1500 state EXSTART

00:51:13: OSPF: NBR Negotiation Done. We are the MASTER

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2487 opt 0x42
flag 0x3 Ten 72

00:51:13: OSPF: Database request to 10.70.70.70

00:51:13: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2487 opt 0x42
flag 0x0 Ten 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag Ox1 Ten 32

00:51:13: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2488 opt 0x42
flag Ox0 Ten 32 mtu 1500 state EXCHANGE

00:51:13: OSPF: Exchange Done with 10.70.70.70 on Serial0

00:51:13: OSPF: Synchronized with 10.70.70.70 on Serial0O, state FULL

!I--- Indicates the neighbor adjacency is established.

00:51:13: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from LOADING
to FULL, Loading Done

00:51:14: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000B

R1-2503#

03l 09 pErz Ui,o_) debug ip ospf adj guspl Y90 ould 30 wblu® Vs uIe Idpob 8o IJos wp
odsuwol geds 1Jpgeole. s9oe o3l IUIE)le o lJe9zo R1-2503 s wwese puolb 86 1duse 1 wsupl
Swp wdosu lJpsge R2-2503 Jeol> 96 IJuge 0. o3l sgus lwo wp wId9sy lJe9zo R1-2503
Jeuohb e Iduuo IJgbs (Iduge 1) BOs esu wp wdsy Idpsze R2-2503 JJpuolb$6 1JglJso



(IJuse 0).

<#root>

R1-2503#

debug i p ospf adj

00:51:23: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

!I--- Input packet specified type 0, you use type 1.

03l 09 pere IJio, debug ip ospf adj g pl 8Y9u ould g3p wblu® VS Bsp pClz [Jpuolb 80
(JJpo 1Jp,9)). B o030 1Jzlds wp odsse JJl IUpszosu Jpuolr 9o Iduue 1dgbs (IJuge 1)
9JIu ould 30 wblud Bs Bsp Ipdelz (JJps 1Je)9)).

<#root>
R1-2503#
debug i p ospf adj

00:51:33: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - Clear Text

lweduld lgble pLol> 36 MDS5 9| oJlzol

03l 09 e,z IJie, debug ip ospf adj J R1-2503 gu el sy, puols 86 MD5 olzzs.

<#root>
R1-2503#
debug i p ospf adj

00:59:03: OSPF: Send with youngest Key 1

00:59:13: OSPF: Send with youngest Key 1

00:59:17: %LINK-3-UPDOWN: Interface SerialO, changed state to down

00:59:17: OSPF: Interface SerialO going Down

00:59:17: OSPF: 172.16.10.36 address 192.168.0.10 on SerialO 1is dead,
state DOWN

00:59:17: OSPF: 10.70.70.70 address 192.168.64.10 on SerialO 1is dead,
state DOWN

00:59:17: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from
FULL to DOWN, Neighbor Down: Interface down or detached

00:59:17: OSPF: Build router LSA for area 0, router ID 172.16.10.36,



seq 0x8000000E

00:59:18: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to down

00:59:32: %LINK-3-UPDOWN: Interface Serial0O, changed state to up

00:59:32: OSPF: Interface Serial0 going Up

00:59:32: OSPF: Send with youngest Key 1

00:59:33: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x8000000F

00:59:33: %LINEPROTO-5-UPDOWN: Line protocol on Interface SerialO,
changed state to up

00:59:42: OSPF: Send with youngest Key 1
00:59:42: OSPF: 2 Way Communication to 10.70.70.70 on SerialO,
state 2WAY

!--- Both neighbors configured for Message !--- digest authentication with Key ID "1".

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag Ox71en 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq Ox11F3 opt 0x42
flag 0x7 len 32 mtu 1500 state EXSTART

00:59:42: OSPF: First DBD and we are not SLAVE

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2125 opt 0x42
flag 0x2 len 72 mtu 1500 state EXSTART

00:59:42: OSPF: NBR Negotiation Done. We are the MASTER

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x3 Ten 72

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Database request to 10.70.70.70

00:59:42: OSPF: sent LS REQ packet to 192.168.64.10, length 12

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2126 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Send DBD to 10.70.70.70 on Serial0 seq 0x2127 opt 0x42
flag Ox1llen 32

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Send with youngest Key 1

00:59:42: OSPF: Rcv DBD from 10.70.70.70 on Serial0 seq 0x2127 opt 0x42
flag 0x0 len 32 mtu 1500 state EXCHANGE

00:59:42: OSPF: Exchange Done with 10.70.70.70 on Serial0

00:59:42: OSPF: Synchronized with 10.70.70.70 on Serial0, state FULL

00:59:42: %0SPF-5-ADJCHG: Process 10, Nbr 10.70.70.70 on Serial0 from
LOADING to FULL, Loading Done

00:59:43: OSPF: Build router LSA for area 0, router ID 172.16.10.36,
seq 0x80000010

00:59:43: OSPF: Send with youngest Key 1

00:59:45: OSPF: Send with youngest Key 1

R1-2503#

03l 09 pg e IJie, debug ip ospf adj gus el .___s;iJgg ould g3p wbleu@ Vs wg IJpob 86 IJos wp
odsuol eds IJpgeole. s9uoe o3l Il 1o 1Jeze R1-2503 suwwgse puol> 86 IJuse 2 (MDS)
wsupel suvese ldpsze R2-2503 ool §6 IJuge 1 (puob 36 IJuue IJebs).

<#root>

R1-2503#



debug ip ospf adj
00:59:33: OSPF: Rcv pkt from 192.168.64.10, SerialO :

M smat ch
Aut henti cation type

!I--- Input packet specified type 1, you use type 2.

03l 09 pg,z IJlo, debug ip ospf adj guspl sI9u o0l £3p whblud B pe e Idpdlose IJos
Swp lugwwgsleol Jdpuol>86. s9uoz o3l UGz 1o IJesge R1-2503 suwwese puol> 96 MD5 og
&) IJpdulz 10 wsupl suvwgse IJpsze R2-2503 pol> 96 MD5 og peyd IJpwle 2.

<#root>
R1-2503#
debug i p ospf adj

00:59:33: OSPF: Send with youngest Key 1
00:59:43: OSPF: Rcv pkt from 192.168.64.10, Serial0 : Mismatch
Authentication Key - No message digest key 2 on interface

sbo, 181z 1le, debug ip ospf adj o3l J R1-2503 g5 wdase JJ pu ldpele 19ldpdule 2
Jr"uol-)uéé MD5 -_‘Ja)'c V-19) |JQ_)&§J.

<#root>
R1-2503#
debug ip ospf adj

00:59:43: OSPF: Send with youngest Key 1
00:59:53: OSPF: Send with youngest Key 2

!I--- Informs that this router is also configured !--- for Key 2 and both routers now use Key 2.
01:00:53: OSPF: 2 Way Communication to 10.70.70.70

on Serial0, state 2WAY

R1-2503#

PEJBP'&:) Slo uoJé

* lpeds odasy, OSPFE
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