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he available valid addresses which we can
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172.16.10.63
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p9z0 NAT

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.

interface ethernet 1
ip address 10.10.20.1 255.255.255.0
ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool no-overload 172.16.10.1 172.16.10.63 prefix 24

!--- Defines a NAT pool named no-overload with a range of addresses
l---172.16.10.1 - 172.16.10.63.

ip nat inside source list 7 pool no-overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has

!--- the source address translated to an address out of the

I--- NAT pool "no-overload".

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.
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p9z0 NAT

interface ethernet 0
ip address 10.10.10.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 0 with an IP address and as a NAT inside interface.

interface ethernet 1
ip address 10.10.20.1 255.255.255.0
ip nat inside

!--- Defines Ethernet 1 with an IP address and as a NAT inside interface.

interface serial 0
ip address 172.16.10.64 255.255.255.0
ip nat outside

!--- Defines serial 0 with an IP address and as a NAT outside interface.
ip nat pool ovrld 172.16.10.1 172.16.10.1 prefix 24

!--- Defines a NAT pool named ovrild with a range of a single IP
!I--- address, 172.16.10.1.

ip nat inside source list 7 pool ovrld overload

!--- Indicates that any packets received on the inside interface that
!I--- are permitted by access-1ist 7 has the source address

!--- translated to an address out of the NAT pool named ovrid.

!I--- Translations are overloaded, which allows multiple inside

!--- devices to be translated to the same valid IP address.

access-1list 7 permit 10.10.10.0 0.0.0.31

access-1list 7 permit 10.10.20.0 0.0.0.31

I--- Access-1ist 7 permits packets with source addresses ranging from
/---10.10.10.0 through 10.10.10.31 and 10.10.20.0 through 10.10.20.31.
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In the abowve topology, devices on the
outside need the ahility to originate
communication with the mailserver on

the inside.
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In the abowve topology, devices on the
outside are sending wehb traffic to TCP
port 80 bt the wehserver on the inside

is only listening on TCP port 8080

Edw sEsu lue ISLo Jel 09 p9oe S Iduwled vwds suve wslos: lue suwobse S
lo loe wys> NAT Iy sgss yob pu lJéEbz pe> J 172.16.10.8:80 |Js 172.16.10.8:8080. luw
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UuIdJo NAT Iy sess TCP 2,36 o9, [Js T, TCP psule I gosle

p9z0 NAT

interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat inside

!I--- Defines Ethernet 0 with an IP address and as a NAT inside interface.

interface serial 0
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ip address 10.200.200.5 255.255.255.252
ip nat outside

I--- Defines serial 0 with an IP address and as a NAT outside interface.

ip nat inside source static tcp 172.16.10.8 8080 172.16.10.8 80

I--- Static NAT command that states any packet received in the inside
!I--- interface with a source IP address of 172.16.10.8:8080 1is
!I--- translated to 172.16.10.8:80.

A odlebé: sUbs) 9, IJodase Jiey NAT IJoluw s |s 2506 puvades B 1J9lzos
151z Js6 pe g09l0 puosy 172.16.10.8:8080 )zpw lJs 172.16.10.8:80. o3l sgus lsual o
ls swb suvede eds IJBLU Ebes pe £lss gusly 172.16.10.8:80 sodBds 1UElss souzp
lJs 172.16.10.8:8080.

1J 096 1Ji5,6 052808 o e NAT & _ —

show ip nat translations
Pro Inside global Inside local Outside Tlocal Outside global

tcp 172.16.10.8:80 172.16.10.8:8080 --- ---

4. |oweesle NAT Jodd IJuvods
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p9z0 NAT

interface ethernet 0
ip address 172.16.10.1 255.255.255.0
ip nat outside

!I--- Defines Ethernet 0 with an IP address and as a NAT outside interface.
interface ethernet 1
ip address 172.16.50.1 255.255.255.0

ip nat inside

I--- Defines Ethernet 1 with an IP address and as a NAT inside interface.




interface serial 0
ip address 10.200.200.5 255.255.255.252

!I--- Defines serial 0 with an IP address. This interface is not
I--- participating in NAT.
ip nat inside source static 172.16.50.8 172.16.10.8

!I--- States that any packet received on the inside interface with a
!--- source IP address of 172.16.50.8 is translated to 172.16.10.8.

A edlebs: seuopu IUle) slgds 1Jpuos, NAT B o3l Ipold lsuol 1o 1Uz5e 1dpuweded eds
lJ9lzo6 1UEzss pe £09l0 9206 172.16.10.8 wzwys eJds gwslu 1J9zod IUpesze IUs
172.16.50.8.
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5. luwwesle NAT Jduvodle Idos wwslgd

suoz tu ldubudle IJos coslgd sus wiuosue gulssy IP JJizoss IUslgdss lJos sop
luwegslpol LIJWed wsluulbs Tz06 1256 slgd 1dloe,ue. Jel suoe g 030 Iduvudle Bsle
JnJdoso wldsez 9ddolopl oguegsely gulysu IP 1Jgluoo o REC 1918 W b Jlwopl.
seole ooly IJuvodosy s Ileuold ss8uod 1o sI9u 3JY 590 lelé Lowb zpse lzojeopl.

U938 wsu IJotbsb pu sles 1Us sles 9yuwe IJSlsb oo 856
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JJp s Osu 1d380 892090 2rple Idobosile pod Idesss Sldsse 9 FTP 9l 1ds 3J9. eds
wosd ldeold:

<#root>
Router(config)#

ip nat inside source static 10.3.2.11 10.41.10.12

Router(config)#

ip nat inside source static 10.3.2.12 10.41.10.13
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eds uwosd ldpold: idpJ IJgbsle IJeldss pu ldodsse IJodosds:

1. 8p wluuile pzeses pu lJeuliso.

<#root>
Router(config)#

i p nat pool MYPOOLEXAMPLE 10.41.10.1 10.41.10.41 netnmask 255.255.255.0

2. §p vlouvle Blisps 9,09d JJuvedle IdsIEJss Idos sge wesswol.

<#root>
Router(config)#

access-list 100 permit ip 10.3.2.0 0.0.0.255 any

3. Lub $lises U9 o9d 100 IJos o Iduveds IUslgdss 10.3.2.0.0.0.255 IJos ywswe
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<#root>
Router(config)#

ip nat inside source list 100 pool MYPOOLEXAMPLE overl oad
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