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IJwele Jpuos sy IbslRJssu wldsuesd [Js IUuvedle 1Ughass wigwodsle
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1. 120 oubdsd>2l gelsé>nat §lgss. b 9o 96 sLoSWO 908> 3JY Sgol) vwds Jlisy in
order to _vJJo gyJds nat 9lgss.

N " i
Maonitaring | D Save @ Refresh | o Back \_/] | Lﬂ) Help | l CISCO
Confiquration = Firewall = NAT Rules O Addresses rﬁervices ]
dp add - [ Edit [f Delete + £ % Addresses ol B X

g add -|[Z Edit [[f Delete @ ‘Where Used Q Not Used

Match Criteria: Original Packet

Source Inkf Dest Intf Source _,'n_l, Network Object...
=) "Network Object” NAT (Rule 1) [ S !
Fl.rr;.-' =I-Metwork Ohjects
@ any
@ anyd
@ anye

2. 8p wodysu Iduvedo/ldposdldulbl$ 1Uss sdie lole voyw dsulpsds Jo. Wb ol
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F= Add Network Object

WET=F obj_172.16.11.0

Type: Mebwark, A

IP Yersion: (#)IPvd () IPvE

IF Address: 172.16.11.0

Metmask: 255.255.255.0 w

Description:

MAT >
| o, | | Cancel | | Help

3. w9uwse nat. g ;Igé IJIgosl) luolds sle> oeed IJeolosu IJod@lisss. s IJﬁéI;s,oé
IJeouwsds usg: It yosw dsulpsds (I8Vle). o, Vs I souze peld: 1Jesh 1u seduw
IJSbu Ehes. bibds podse.



%= Add Network Object

Mame: obj_172.16.11.0

Type: Mekwaork,

P Wersion: () IPvd () IPvE

IP Address: 172,16.11.0

Metmask: 255,255,255.0

Descripkion:

MAT

Add Autornatic Address Translation Rules

Type: Crynamic PAT (Hide) I&

Translated Addr: |outside

IUse one-to-one address translation

PAT Paoal Translated address:

Round Robin

Exkend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports into flat range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest intf):

[ ] Use IPv& For interface PAT

| Advanced. .. |

2K, | | Cancel

4. Bs 1J@slksp 1Jpouwsds Jslzos IUeuos) 9ldozos: ige, IUslzole IJpoluwws. 1o, 99,6
P9IV G 9lu8) V9 chbwsd Juvesd IJugsslo.



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

Ik | | Cancel

03l 09 pg 2z CLI IJpIls Jodgsy PAT osl:

object network obj_172.16.11.0
subnet 172.16.11.0 255.255.255.0
nat (inside,outside) dynamic interface

IJuwele JJpuosIsu IslRdss wldsuesd s IUuvedle 1Ughrss wluvoisle
NAT

luw suwobse weew pzeses pu ldsltd puosSlubeds o susds 1elde 1Jghes pe
IJouvdsd pu ldeyds nat Bless. ol PAT: sguouo NAT 2,ds 1deolyso Idpezesd pu
e Euldsu. Sueses J3JY sup wessu ldpuos eds ewdlu IP Idpe e IUElLe wo 9
Sedu JJpuosIsu pubhds GO guslu IP 1dpe ze.

9p0 lzd ©2d8d 3JY: sdipd cesss Iewslo Idedsds JUpupsdsulduvodle IJos pusop
puzol 28 1U9uosd 900 e soesu cessuel lUs ogpe pu guldsy IP 1Jpo,zes.

lope 03l steps in order to Lwezw sleds puos® puwds [Js Uvwds ghesé o NAT:

1. i'acuo oubdsd>l) gelso>nat $lgrs. b db o suosY 9o8s 3JY sl Juwds Jlisy in
order to uvJdJo gyds nat gless.



Monitoring | D Save @ Refresh | o Back. O | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, 31 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 5 Mebwork Object, ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L
F'.n';.-' outside = Inside_h [=-Mebwork Objects
gy any
@ and
- P anyh

2. 8p wodssu Iduvedo/ldposdldulbl g 1Uss sdie 929 uow dsulpsds Jo. W ol
JeolJ: oo w8 Iy s I3 Js6 LIJIled.

% Add Network Object

Mame: obj_172,16.11.0

Type: Metbworlk, W
IP Yersion: [% (#1IPvd () IPvE

IP Address: 172.16,11.0

Metrnask.: 255,255,255.0 v
Description:

INAT D

[ (n] 4 ][ Zancel H Help ]

3. w9 wSE nat. g ';IL',E: IJIzosl) luolds @gles> oyeps IJgulssy JJoJJI;s.__sé. O IJ8lispo
lJpouwado u9g « Ige) ssulpsds. Vs zdd IJewslu Idpasze lRo) Idozyss Idpuluve.
bbb §6 peddp.



§ Edit Network Object (%]

Mame: obj_172.16.11.0
Type: Mebwark, w
IP Version: (*)IPvd () IPvE
IP Address: 172.16.11.0
Metrnask: 255,255,255.0 v
Descripkion:
NAT ~
Add Automatic Address Translation Rules
Type: Dwnamic W
Translated Addr: E]

Ilse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP ports into Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Use IPvE Faor interface PAT

| Advanced. .. |

| 0] 4 | | Cancel | | Help

4.169,) eds luolws Jlolws Jlisy I.Jub._;,dé. WO 1JB@lises IJpuuwsdo u9e: i'ao) ubld. Vs
zOJds guslu Idwslss 9guglo IJuoelss: bed suglo IJwslsé slduoelssé Jeulssu IP JJuo)e.
slud, B98 OK.



%= Add Network Object

%me: obj-my-range

Type: Fange

IP Wersion: () IPvd () IPvE

Start Address: |203.0.113.10

End address: 203.0.113.20

Descripkion:

5. B 2dd 1dewslo Iponze: 2o, Jliso 1deuslo. o8y B9 gsble poddpes Jozsss slzole
IJpuo3) 91d9zos.



% Edit Network Object

Mame: Q‘ obj_172.16.11.0
Type: Metwork,

IP Yersion: (%) IPvd () IPve
IP Address: 172.16.11.0
Metrnask: 255.255.255.0
Description:

MAT

Add Aukomatic Address Translation Rules

Twpe: Dwnarnic W

Translated &ddr: |obj-ry-range

IUse one-to-one address translation

[ ] PAT Pool Translated Address:

Round Robin

Exktend PAT unigueness to per destination instead of per interface

Translate TCP and UDP ports inka Flak range 1024-65535 Include range 1-1023
[ ] Fall through to interface PAT(dest inkF):

Ise IPw6 For inkerface PAT

| Advanced. .. |

6. Vs 1J8slksp IJpouwsds Jolzos IUpuos) 8ldszos: ige, IUslzole IJpoluwws. 1o, 99,6
P13 91u§) B8 wbwsd Jodesd IJugssle.



E= Advanced NAT Settings

3

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

| | Cancel

03l 09 |81z lz06 wlo, 1Jisle, (CLI) IJpdldes Jodsss ASDM o3l:

object network obj-my-range
range 203.0.113.10 203.0.113.20

object network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0

nat (inside, outside) dynamic obj-my-range

998! Josl lJodesu: wwp o)z pd Ui@_o_jé lJpos96 Vs JvwJs 172.16.11.0 |Js Ls eusly IP

PU UEPE NAT. 203.0.113.10 - 203.0.113.20. |3l Jly, IJuapg_ lJ3s wp wgsswo STWIS eds

gulasu 18J pu 1Upzeses Uz 8886 Spdu o oo IJeulssu. suwses Jsdd. e suwobse

2lode b sbud 2rds Nat g Loyw wuwed leoslbss Iy lue suvebse zlode 1o ssuwe Izlds
3Jo.

<)

1.9y, Idgbsle pu 11ds 3 Vs IJodysy |Jw|\fé 9lug) W98 |olss o0 ié)s J!u'oln_éé
sy yvods. Vs 1UB8lses [Jpouwddo usg « 1o, puosd. Vs z28d guslu 1P bgd suslo
IP JJouwg IJleoslbs J PAT. slud) Wed OK.



= Add Network Object

Marme; {optional)
Tvpe:

IP Version:

IP Address:
Metrnask.:

FODN:

Descripkion:

obj-pat-ip

Hosk

(&) IPvd () IPwE

203.0,113.21

£55,255,255.0

INAT

| | Zancel

2.168) eds l_u'olv._'96 Jluol86 pepses Jlisw yuwds. B 2dd luwp [Upeeses: bgd luup
IJpze9es 9o JJI Jlisus IJewuslo (0bld 1dubeds (NAT) seuslo IP Jduosw) Ss

lJeoz09€g0.

¥ &dd Network Ohjerct Group

:¢
Group Meme: net-pek-group

Deserption;

(=) Exkbing e bmork Ofje s Sroups:

Nams - U [P fddress Hetmass Lo pior
B -Metwark Objecls
@ any
P syt
: & oy
ol irmiceermt... 19,019,190 755,255.255.0
L i7zasdl0  (:sasszsso ||

Mambers inGroup:
U BT
& ahipadp

= ohry-range

-
!

3. lgwne IJ subdd nat §less e 1 seore ewslo 1o $dsu I easel suvdd pzeses ' nat-

pat-group' (Jlo wlo @l 'obj-my-range’). 9lu§, 99,9 OK.




#® Browse Translated Addr

& Edit [ Delete € Where Used ) Nok Used

Filker: | |Filter | Clear

| Mame w TP Address Metmask Descripkion Objeck MAT Address |
- Network Objects
o mB objrny-ra,., 203.0.113,10-203,..
i E objpat-ip 203011321
lé -Mebwork Object Groups

= Intetfaces
Ef backup
~ 2 inside
- B cutside

Selected Translated Addr

l Trarslsted &ddr -= ] |nat-p-ﬂt-gfﬂ'-l:' |

[ QK ] [ Cancel

4. b sl s ok in order to Io e 1J nat $less. 108, W9 gsble pedde6 Jozass 9lzole
lJeuo3) 919z 0s.



% Edit Network Object

Mame: obj_172.16.11.0

Type: % Mebwark

IP Yersion: @1 IPvd () IPwE

IP Address: 172.16.11.0

Metmask: £55.255,255.0

Descripkion:

MAT

Add Autormatic Address Translation Rules

Twpe:

Translated addr:

Ilse one-to-one address translation

Dwniarnic

W

nak-pat-group

[ ] PAT Pool Translated Address:

Found Rabin

Extend PAT unigueness ko per destination instead of per interface

Translate TCP and UDP parks into Flat range 1024-65535 Include range 1-1023

[ ] Fall through ko interface PAT(dest inkF):

IUse IPvE For inkerface PAT

[ advanced, .. ]

8]4

][ iZancel ][

5. B 1J8slsp 1Jpuuwsds Jolzos 1Jpu0s, 91d9zes. Iz, 1Uslzole IJpuluws. slud,) 9.8 OK.



E= Advanced NAT Settings

%D Translate DMNS replies For rule

Interface

Source Interface:

Deskination Interface:

inside W

autside

W

Ik

| | Cancel

6. 1ud) V898 wbusd Joesd IUugss)lo.

i (}% Canfigration

20

_Firesail

R

Ej Manitoring LB Tave Bm‘rashl 0 Eack -J

=4 frcess Pules

] Davce st |

&-ﬂ Deice Sebup
EL'; Frawal

£ Remete Access UPN

o
W

i

m]
% acd - [F cdt ) Del=e= & K Fa 01 -
[ Mabch Criteria: Dnginal Packet ]

Soirca Intf Digek Intf S
= ik Chiect” AT (Ruk: 1)

dl."’n’.ddras&as [ 3aices |

ClIsco

Addresses
& nid - @ A

o B
], Mt Lzed

Fiker:

M
= MemMnrk Cnjecks
- g Ay
= [ TR
' - gk Ak
- i nside-retnrs] 24
' ) cby-my-range
Lol b 17216110

031 09 I8z 9lz06 Lulo, IJisle, (CLIY 1Jpdldes Jodose, ASDM ol

object network obj-my-range
range 203.0.113.10 203.0.113.20

object network obj-pat-ip

host 203.0.113.21

object-group network nat-pat-group
network-object object obj-my-range
network-object object obj-pat-ip

object network obj_172.16.11.0

subnet 172.16.11.0 255.255.255.0

Eu

|




nat (inside,outside) dynamic nat-pat-group

IJuwele JJpuosBso £ 1Jpsesd wop wIdsuesd IJs IJizess IJposds gds
Srodod 1Jpsess wol

Sedu ©2dsd 3JY pu dld cbusd wized Sluos J NAT 88less 9,09d JJuwele Joso 1Jize 6
Ipuos96. luw pbldo wodsso o3l ddpl HEw puwcre thes Os 1Jsuesd [Us Ls Elbe p9z9>
VIS yvodod Idslgdss. spdu lo sYss JJghbe 1Ueszes Ws Iduveds IUsIgdss gusly IP gluo
£y Slod Jdogese eds ldlue,ue. suoses Jsddo sdipd wiges guslu IP 1UEluo 0dl ds
£0910 P glp o0 2010 8less NAT locs. 18e,0o o Jasd ghal sledsl (172.16.11.5). in order to
gedu odl gpdiluw weolz lu sosze 03l wlbd glue guslu 1Us glp ip guslu. s9uog 03l ldpeeld
Jsso wudsy NAT IJelow euliss Idlegle Joszes 172.16.11.5 |Js 203.0.113.5.

1. i'acuo oubdsd>l) gelso>nat $lgrs. b db 9o sLoSW 9ogd> 3JIY i'a-:uo o Jlsy in
order to wJdJo wldy | woelosds nat gless. w9 wse nat.

#& Add Network Object Ed
WET=F obj_172.16.11.5
Twpe: Hosk W
IP Yersion: (#)IPvd () IPvE
IF Address: 172.16.11.5
Descripkion:
NAT N 0
| ] 4 | | Cancel | | Help

2.2 tlﬁoé IJIzosl) luolws @gles oyepes IJeulssy IJoddlisss. Vs [JElses [Jpoguwsdo
09E« ey Wl lwolosds. sede Ss Id seuze peld: IJewslo. 1od) 998 ésble
o906 Jupass Sleole IUpuos) sldszos.



= Add Network Object

WE=H
Tvpe:
IF Yersion:

IP Address:

Description:

MAT

Tvpe:

abi_172.16.11.5

Hiosk L

@ 1Pvd () IPvE

172.16.11.5

Translated Addr: |203.0,113.5 (]
Use one-to-one address kranslation

PAT Pool Translated address:

»r

Add Automatic Address Translation Rules

Skatic W

Found Robin

Extend PAT unigueness ta per destination instead aof per interface

Translate TCP and IUDP porks into Flak range 1024-65535 Include range 1-1023
Fall through ta interface PAT(dest inkF):

Use IPw& For inkerface PAT

| Advanced. .. |

| ] 4 | | Cancel | | Help

3. Vs 1JBslise IJpouwsJs Jslzos 1Jeuos, 91Uz os: i'acu IJglzole IJpuluves. slud, W99 OK.



E= Advanced NAT Settings

Interface

Source Interface: v

Destination Interface: | outside W

[ ] Translate DNS replies For rule

Ik | | Cancel

4. lvo suvobse Jlso I suvdd wldo luvolosds nat pogd oul. bdb §6 sl in order
to L wJo 03l [Js 1J ASA.

Confiquration = Firewall = NAT Rules [;3 =]
op add - 3 [ | + 4+ t BB }, Find B Diagram )
Match Criteria: Driginal Packet Action: Translated Packet
x
Source Intf Dest Drif SOurce Destinaton Service Source Destination Sarice
T
1 ireide oubside M} obj_172.16.... & any @ anvy Bl 205.0.1135 (5) - Qrigna Qriginal - g
oiitside insids &P any 2 203.0.113.5 G any -- Qriginal - (3} = obj_172.16.... --Orginal —
4 ¥

| dpoy | Reset |

03l 09 15,12 lz06 wlo, 1Jisle, (CLI) IJpdldes Jodsss NAT o3l:

object network obj_172.16.11.5
host 172.16.11.5
nat (inside,outside) static 203.0.113.5

NAT IJ¢loo olJesss IUeluoé

o NAT Exempt Lupo 0985 2o Selad Urouuua.)rogu PU |._J.>|2_.J lJoe9d 1Us puosd/éle VPN
UESS |_9 w2 Idpuosd/lJghe IUpuvooled gJud ILs 9lzod |E,)-.S J ASA 190 |Jpeld NAT. in order



to 299w o3l 1J >I3_J5‘ Ls Sodds gudlo gluos suvclbse Juo 09sé wizpo lds wOwo 9lJds
w390 SUNPL i Sus IJglso i Suz) NAT.

B o3l IUpeld: seolz IUpuosd 1Uslsds 172.16.11.15 | 1d9 09 1Js ese VPN IJogso
172.20.21.15.

lope 03l steps in order to Lwezw 3lgds puosd puds [Js wess VPN Juuds eg luzls nat:

1. gy ogudsd>l) eplsé>nat $lgss. b db 96 suos in order to LuJJe nat sgds

9le>6.
@ Home G% Configuration [ﬂ FMonitoring LB Save @-F‘.&‘res“ oﬁar.k -J | "? H:elp|
Firewall S Configuration > Firewall = NAT Rules O | Ad
-8 Acoess Rules % add - 2 Find 59 Diagram 00 W
o = JNAT Rules e | 4+ 4 % Ba B - Q Find B Diagram i
O, Service Policy Rtlixs R Match Criteria: Original Packet Filte
' ﬁ ?tn' R;'f:ﬁ Source Intf | DestIntf Source Destination Service Na
ool ﬁ | :r u F—- = 2 . = e e e e -
: =
- -'—"—;— URL Flterng Servers
] Threat Detectian
e Identity Opbions

: %' Tdenitity by TrustSec

[+ ) Bobnst Traffic Fibsr
[ Objects

I+ Unified Commuricabions
- m Advanced

+

2. Vs |J,_§_9|=£5p lJpouwsds J9lzoo IJe o) 91d9z o6 iaoj lJslzole IJpulwwd. WS 28d guslu
IJpuos) e, 1Jbeld 1dpoluve.



F= Add NAT Rule

Source Inkerface:

Source Address:

Source MAT Type:

Source Address:

Found Robin

Match Criteria; Original Packet

Action: Translated Packek

Is2 one-to-one address translation

PAT Poal Translated Address:

Extend PAT uniqueness to per destinal
Translate TCP and IUDP ports inkao Flak
Fall through to inkerface PAT

=2 IPv6 for source interface PAT

X

|inside

v | Destination Inkerface: ||:u_|l:5in:le

any

E] Destination Address:  |any

GG =

Service: any

E= Browse Original Source Address

-- 2riging

Options
Enable rule

[ ] Translate DMS replies that match this ruls

lolws Jlsy

E= Add Network Object

Twpe:
IFP Yersion:
IP Address:

Description:

& add -~ @ Edr T Delete

0, where Used € Mot Used

Filker: |

IP &ddress Metmask

Mame al
[=)-Metwork Objects

abj_172.16.11.15

Hosk L
E} 1P l::} IPvE
172.16.11,15

4. UlJped: oo guglu 1J9gos. lu@) eds luolds Jluolws Jliso gvwds. $p wodso



= Add Network Object E]
Name: obj_172.20.21.15
Twpe: Hosk W
IF Yersion: (#) IPvd () IPwE
IP Address: 172.20.21.15
Descripkion:
NAT ¥
QK Cancel | | Help |

5. 120 1d suvdd puosy £u9lu 9Elss gusly Jliso. 2> ogbsd ARP JJsdsd s 9lzod
IJé,92 9229J IJwes gu ldpuwl) Jogsss p9de puwele IJIgesh Jolzes [JE)9e. 9lud, 998
OK.




#= Add NAT Rule

Match Crikeria: Original Packet

Source Interface: inside W | Destination Interface: | outside v |
Source Address: obj_172,16.11.15 E] Destination Address;  |obj_172,20.21.15 E]
Service: any E]

Action: Translaked Packet

Source MAT Type: Skatic W |

Source fddress: -- CQriginal -- E] Destination Address: |- Qriginal -- E]

[] Use one-to-one address translation

PAT Poal Translated address: -~ || SErvice: -- riginal -- E]

Round Fobin

Extend PAT uniqueness to pet destination instead of per interface

Translake TCP and UDP parts inka flak range 1024-65535 Include range 1-1023
Fall through toinkerface PAT

IUse IPveE for source inkerface PAT Use IPwE for destination interface PAT
Options
Enable rule

Translate DMS replies that match this rule

Disable Proxy ARF on egress interface

Lookup route kable ko locake eqgress inkterface

Descripkion: |

[ K, ]’ Cancel H Help

6. lud) WY wbusd Juvesd lJugsslo.
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':_}%] Cunflgurzi:lon|@ Moaltoeing | a Save @HEﬁEﬁh | c Back | J . ? Hedlp I CIS
G f [}Is Comfiquration = Firewall = MAT Rules O Acldresses al
G | B Mo s ¢ 4 m@ o | #4E0 Bo o Q
sin= Policy Rules Mabch Criberia: Original Packet Filter: |
L Rules Source Intf Dest Intf | Sawce Desting e
1 inside sutside = abj_17z.16.... = ook | =-Nebwork Objects
“miatviork Obpact”® NAT (Mo neles) @ ary

el L anye
i mEh inside-nebearkz

e Access WRN P
| o okj_172.16.11.15
-G WPH Lo mloohj 1772007115
| £ »
= Management: — L
: oo [

031 09 &)1z 9lz06 Lwulo, IJisle, (CLIY 1Jpdldes Jedsse, NAT Exempt Iy Identity NAT:

object network obj_172.16.11.15
host 172.16.11.15
object network obj_172.20.21.15
host 172.20.21.15

nat (inside,outside) source static obj_172.16.11.15 obj_172.16.11.15

destination static obj_172.20.21.15 obj_172.20.21.15 no-proxy-arp route-lookup

lebs wozso IJpuds (Jehs 1Uoozse) wipwodsle eloo

lebo w9zso IJpud> I3 leo w9zs0 1Jpuds 05 pSjd p9556 TS Selod IJpuw e e
IJe¢hzsu 1dauead 1Js Ebe slgds eJs pouds pgsu. in order to Iu,ou o3l IJulsd >ICJ§‘ Ls
sodids guslo gluo: suvobse Juo izes IJs g0l le s w950 suwpe puds Jdpsule
eluo.

B 03l 1Jpold: $x8> IJpuwese 1JEbas IUsuesd 1s ¢be SMTP. 203.0.113.15 gJis I puds
25. 95w 9l 3JI Vs gbyusu:

1. yged Ebp IUesss Ilgds: 172.16.11.15 gds 1Jpwwds 250 |Js guslu IP 1Jgl e
203.0.113.15 W5 IJpud> 25.
2. 1duwpelz wldsuosd 1Js Ebe Idesss IJglp 203.0.113.15 gds 1Jpunds 25.
s pl sglad IJpuwedse IUghzs 1suosd 1Js 1UEb e 203.0.113.15 WO [Jpuds 25 wwp lels
w9zso 2yJs )9 Idoslulw 030 IUs e 1Uwsyss 1UsIEJs: 172.16.11 15 W6 [J e 25.

1. gy oubdsd>al) eelsé>nat $lgss. b §b 96 sLoSD 9ues 3JY o, Ui ds Jlsy in
order to JuJdJo wldy luwolosds nat gless.



Monitoring | D Save @ Refresh | o Back. O | ? Help | CISCO

Confiquration = Firewall = NAT Rules O fddresses rServices ]
, 31 ¥
dp add - [ Edit [f] Delete + & % Addresses o #
g Add - Edit Delete Where Used Mok Used
Match Criteria: Original Packet Ef ﬁ 2 Q
# 5 Mebwork Object, ..
Source Inkf Dest Intf Source EEI'I’ ] |
= "Metwork Object” NAT (Rule 1) f Nebwork Object Group.., L
F'.n';.-' outside = Inside_h [=-Mebwork Objects
gy any
@ and
- P anyh

= Edit Network Object

obj_172.16.11.15

Tvpe: Hiost

IP Yersion: () IPvd () IPwE

IP Address: 172.16,11.15

Description:

3. woymsg nat. 2> Elus IIResh luol9s @9le> wyzed IJeulysy IJoddlisss. Ws 1JBlkises
lJeuuwsds u9g « 1oy wwldo luwolosds. >gde Bs Id sosge pzld Idewslo. byb§s
PO p inorder to za>e 1Jg>p6 9p,05) 9816 YL U.



F= Edit Network Object

Mame: obj_172.16,11.15

Tvpe: Hiost

IF Siar; IPw4 IPvE
{¥ @1Pv O

IP Address: 172.16,11.15

Descripkion:

Add Automatic Address Translation Rules

Tvpe: Skakic W

Translated Addr: |203.0.115.15

[ ] Use one-to-one address translation

PAT Pool Translated Address:

F.ound Robin

Extend PAT uniqueness to per deskination inskead of per interface

Translake TCP and UDP ports inka flak range 1024-65535 Include range 1-1023
Fall through ko interface PAT{dest inkf):

Use IPv6E Far inkerface PAT

| Advanced. .. |

QK | | Zancel

4. Os lJslise |dpouwsdé Jslzod |Upe o>, 9lJ9zod. i'acu IJslzolo lpuluwed. 9p wodssy
IJg>p6. 5l W96 OK.



F= Advanced NAT Settings

Translate DS replies For rule

Lookup rouke kable ko locate egress inkerface

Interface

Source Interface: inside

Destination Inkerface: | outside

Service

Praotocol: Itk bop
Real Port: amkp
Mapped Port: amkp

QI | | iZancel | | Help

5. 1u9) B98 wbwsd Jovesd lJogss)lo.

o o Configuration > Firewall > NAT Rules m] Addresses £
Match Criteria: Original Packet Filter:
= Source Intf Dask Inkf Source Dweskinag Marme
S | o) "Hebwork Object” NAT (Rule 1) = Network Objects
outside inside @ any & 203 - g anyd
@ anyd

o2 inside-nekwark 24
= ohi 172.16.11.15
8l 203.0.115.15

. (o] R

031 09 1251z 9lz06 Lulo, IJisle, (CLIY 1Jpdldes Jedose NAT o3l:

object network obj_172.16.11.15
host 172.16.11.15
nat (inside,outside) static 203.0.113.15 service tcp smtp smtp

IJo2dd po lJuoes
lgucgse 03l IUBuwe Joldss gpd IUedssy wuvdd Lozse.

s>&p Cisco CLI Analyzer lz06 wlbo, I JIsle, oy, Cisco le IJpwzdse W8b) lole,


https://cway.cisco.com/cli
http://tools.cisco.com/RPF/register/register.do

show pgsué. luwogse Cisco CLI Analyzer (pzdd 9lzed ywb, Ulgl,oJ ou Cisco) Jg) o wedsd
Jp@a IJle, show.

IJsuo9d Ids e3¢ 95w ewy HTTP Llgweiodle puwotruo 95w suvwgsp odl ldpcld p9del swp
lovouoldwoe Vs 198.51.100.100. 31 wvee IJleuold: spdu H9s6 03l IUIE)lz eJs 9lzos yulo, 191,
ASA.

IUlouold

ASA (config)# show connection address 172.16.11.5

6 in use, 98 most used

TCP outside 198.51.100.100:80 inside 172.16.11.5:58799, idle 0:00:06, bytes 937,

flags UIO

ASA 09 23y zelsé 39 elJé: sswp Iduwple Jouds pi9) Idoslole Ideglsss po ehe lUssw ews @b
Izpelss Jlue sblod louoldl Ss z29d louald 2ol Izelss. suwer woodd Ipss) IJos oblod
lowold p929> puvedl po edld 2ob Izelss 290 1o sop 2ol woluwbs Blises IJoede Vs

IUs 29J (ACL) JJslzo6.

O Il Iduwlode Bl 1depsd 1dp9zes eds 1slzos 1sIRJss clouusle logold oldpuosd
198.51.100.100 1J 929> ¢bz IJ9lzos. swpe lg)le o3l IUloold wlgwedsle wy9e9ded TCP 99> Jly
tledl Jpd6 wo oslu. wuvs) edlple IUlouold |Js 1delds [dgldsé Joil ldlouold. spdo 1Jg ey,
eJs £38> pu ldpedyple 29d edlple IUlouold B gdlole o ol) ASA TCP.

Syslog

ASA(config)# show log | in 172.16.11.5

Apr 27 2014 11:31:23: $ASA-6-305011: Built dynamic TCP translation from inside:
172.16.11.5/58799 to outside:203.0.113.2/58799

Apr 27 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:172.16.11.5/58799 (203.0.113.2/58799)
5§_9,o b aroLSO ASA uluuulc syslog ieole I.Juuu(c_&J Ings ubl g syslogs -_95 IJuJoI._g
puuugs w9 'information’ puuugs

B 03l peld: ould ool syslog sJse. 1JIsds os Huwlds ywed wuivsy s 1o 23l Izpelss Sle
wlogble ©)zeé 9¢lues wyzed TCP ssulpsdss (PAT). o9 subs) Idpuos) guslu 9p0e95 9lJ
Seoze 89U 9003 el lu 1Jyds p)9) sews pu IDIRJ IS Tslzele 1UEhzss.

9sUinsy syslog IJelus [ds 1o 23b Idzelss @le wloble louold B z9d Idleuald 1Uglue wo
JerJé 1de,s) UPC»° 030 wsu Idgpsd 9lJeghbe. Bl wp wdysu gol) IJa!olso Jeb,) pango
IUleuold 0309 Gl glod 25 pug loble 03l lJleuold (8893 1Jeshs 19 1z eld 239¢ 2lol s
IJedssu) OJu sd9e 22b IJzelss vluuble pved subs) IJs logile IJlogold. 9osdl po 3JI.
WwSI9p vouwrsd wow sOUo Idleuold 9 pduis eds IUeled 1Uss pug lugble IJloold.

obys 9§ Packet Tracer

ASA (config)# packet-tracer input inside tcp 172.16.11.5 1234 198.51.100.100 80


http://tools.cisco.com/RPF/register/register.do
/content/en/us/support/docs/security/asa-5500-x-series-next-generation-firewalls/113602-ptn-113602.html

--Omitted--

Result:

input-interface: inside

input-status: up

input-line-status: up

output-interface: outside

output-status: up

output-line-status: up

Action: allow

cuse JJ 9bses wgde IJzies eds ASA wpass 2jed poldss 95956 zpse IUgbsle
9|Jua§§|u3|J>3lJ lJpodo lJos spy wol 2o Idzelss guspel selde C)-Jo o9 Idoslule.
luwwgdle oo |.J|>|o‘ U IJpdss wpass peld Jp)yds ey Idos wew @ /Uo 5pdu lJuwele Jol
uUwJ pU aJU @b Izelsé: slwesle ©Jd 1Uzips 6 Jeeldls 0,96 1essy. B Upuu

- ouod |Jajp6 |J|pa|d|<") IJs |J.>|E_J

1Jes90999d IJpuwegsp o9 TCP.

 £09lu IP 1o wlde psd IUpzlds 09 172.16.11.5.

- Souwd IJgpsd 2098 p)9) Lol)6 pu 1Jpods 1234,

- SUp w9eSo 2I6 Idp)e) IUs e eds guslo IP 198.51.100.100.

- Yo 1dp,9) pozod |Js puds 80.
Jleb luo Jp sop 33, 1slz06 10092956 ¢lz 1die. 03l oo gJIJ Lol wuopspe tracer. ogo,d 1Jib16
ORIERYS pE_UQO b 1deplss Jodl 1duse pu pelodle Ul Lol 3|._JU§ ooy JSISo6
292500l 900 s 9lz0s. $pIu IUgs, es e3> pu Idpedsple 29d 1316 wowe IJeie B e
IJoowe vlawegsle bl wedo 1Jese.

")

cbosd IJodlb

ASA# capture capin interface inside match tcp host 172.16.11.5 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA#show capture capin
3 packets captured

1: 11:31:23.432655 172.16.11.5.58799 > 198.51.100.100.80: S 780523448:
780523448 (0) win 8192 <mss 1460,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 172.16.11.5.58799: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>
3: 11:31:23.712884 172.16.11.5.58799 > 198.51.100.100.80: . ack 2123396068
win 32768

ASA#show capture capout
3 packets captured

1: 11:31:23.432869 203.0.113.2.58799 > 198.51.100.100.80: S 1633080465:
1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712472 198.51.100.100.80 > 203.0.113.2.58799: S 95714629:
95714629 (0) ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>
3: 11:31:23.712914 203.0.113.2.58799 > 198.51.100.100.80: . ack 95714630
win 32768/pre>

Spdu o sdodb el) 2plss ASA 2,96 0,9, Iduslole Idos wsgd Idslzole I woydol. 9lbsuds
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IJIJuLéllo 0o ,lisgd Jiuol KYION iu ooow wundd 8lbg BBl ysode 2yIdé 1dp)9) [Js il 1Uzelss
Iy gbyo puo. s9uo Idpeld Iduwloy odyse [dogbsy suveslo Capin g capout gds 1Jglzolw
IJ)ICJso slJgbess eds Iduslds. Iwungu |!o_) IJIJodlb 1JdJpes [Jpdelz plole$o. Ls SuYeT
|uu |u '.S'JSU alua CSJ pl C)-Jo ©J9) |uu <)Sd |u UJULSJDO

J Capture capin qulJu IJs o loe S i sblog e)Js p)9) sus eds IUsbu >|3.J§ (p2¢d |_9
ee2) I 5b|uL9 TCP pLos5W 172.16.11.5 pos9 198.51.100.100. L psus |a)‘ [ S

IJo Bl I§ I8 039, TCP IJos swp huwldol pu U,ou;og,sd 172.16.11.5 |Js 1Jpuo S0
198.51.100.100 Iy Idg Jyw. suwpe luwesle 1IJes [Jlgwlgusd 1pblo§s Jeols IUzelss
cldoylb 2,96 1, odd wuvdd woliss ldlogle. Jlsubs) e 1UIdo @b lJpg s JJglzos
IUghzss Is guslo IP Jdgpsd Idsleds Jlu @b 1dzelss s99p wlole voow eds gwslu IP
IJglue oldepsd. suwses J3dd. Jl spdud Idpblo$s pe guslu IP o3l Idgpsd. wadl pu 3JI.
Sowwerp o3l 1dpold ls JIuvbs [Js o zese eolaso IP IJppdus 3> wblud ol 1dyib.

ngslu IJIJuaIb quuaalp UI,oJ show capture <capture name>. \8s ol IquU 5PJUJ i

& 16 Wgasd o Sl s Iloueld wldle Jel 09 p9 oz po el puslidzs TCP 3-Way

lweduuld IJizble 9] oJlzol
Jl o9, eldsl pedsple pgsé Jluweduuled IJigble 9l odlzol Jodl IJedssy.

pedsple dlo Lodé
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