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Customer B

Cuslumerﬁ

8,50 IP digic cllabso lagd) Jroe VPN (i (o &S5t do35 Cininnl dgzsall pjal g, 6, ISl
Loyl i .88.1.88.8 _le o pol3) dggo 172.31.1.1 jra0 Gloisy A Jsasll (3 Lisss doj> JSiul pivs
w90 | @3l Juos losie & jisnall o3BT s ] sxaall IP Gloie guss go B Jrasll o 5,3 dos> Jlu)|
(FIB) agill 3le] ologlen 61cl8 5 dgzoll IP @Suid 3 dagall (e ey el,>| oy PE

apounsil] e oty olaws LuiSe plasiwl PE 2,%all I 9,6l 45,5 agi éslel, PE azgs FIB JlSs| i,
iguana a>gall poi, Al 04d 3 .dgsll PE a>go dlawle LuaSall L9 dxclall

#iguana
show ip cef vrf custA 88.1.88.8

version 47, epoch 0, cached adjacency 88.1.3.2 ,88.1.88.8/32
packets, 0 bytes 0

tag information set

local tag: VPN-route-head

{fast tag rewrite with Et1/0, 88.1.3.2, tags imposed: {24
via 88.1.11.5, 0 dependencies, recursive

next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32

valid cached adjacency

{tag rewrite with Et1/0, 88.1.3.2, tags imposed: {24

iguana# show ip cef vrf custB 88.1.88.8
version 77, epoch 0, cached adjacency 88.1.3.2 ,88.1.88.8/32
packets, 0 bytes 0
tag information set
local tag: VPN-route-head
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{fast tag rewrite with Etl1/0, 88.1.3.2, tags imposed: {28
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
{tag rewrite with Etl1/0, 88.1.3.2, tags imposed: {28
#iguana

P33l Olg (0X18) 24 1D lréo jmes doMe dasd Lo yoSuw VRF CUSHA o o5l ul dilinl (o s ol liSay
(0X1C) 28 1®,lxio juas dodc dasd lg) LoSuw VRF CUstB 0

Ole2go JUd cilS o) .adlo] wloMe &l Jo,8 aiy ¥ LS (8 "P" wle>90 3929 pas) [las I 0d® 9
a0l aSuidl J3 15 o> 28 dwounill Jold anlell ddosll cilsly )5 dwusi (0,9 a5 28 ilsd gl

pe 2ol Jl dojll Juai >

189 sl (S gdlo] e ol Jd gl dodll ol 55 il PE 2,50l go 6 ,iblo Juaio Gila age ol Loy

#gila
show tag-switching forwarding-table
Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
Pop tag 88.1.1.0/24 0 Etl/1 88.1.2.2 16
Pop tag 88.1.1.0/24 0 Et1l/0 88.1.3.2
Pop tag 88.1.4.0/24 0 Etl/1 88.1.2.2 17
Pop tag 88.1.10.0/24 0 Etl/1 88.1.2.2 18
Pop tag 88.1.11.1/32 0 Etl/1 88.1.2.2 19
Pop tag 88.1.5.0/24 0 Et1l/0 88.1.3.2 20
Etl/1 88.1.2.2 0 88.1.11.10/32 19 21
Etl/0 88.1.3.2 0 88.1.11.10/32 22
Etl/1 88.1.2.2 0 172.18.60.176/32 20 22
Etl/0 88.1.3.2 0 172.18.60.176/32 23
Untagged 172.31.1.0/24[Vv] 4980 Fa0/0 10.88.162.6 23
Aggregate 10.88.162.4/30[V] 1920 24
Aggregate 10.88.162.8/30[V] 137104 25
Untagged 172.31.1.0/24[v] 570 Etl/2 10.88.162.14 26
\ [Aggregate 10.88.162.12/30[V 27
273480
Pop tag 88.1.11.5/32 0 Et1l/0 88.1.3.2 30
Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2 31
Etl/0 88.1.3.2 0 88.1.97.0/24 16 32
Pop tag 88.1.99.0/24 0 Et1l/0 88.1.3.2 33
#gila

gila# show tag-switching forwarding-table 88.1.88.0 detail

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
Pop tag 88.1.88.0/24 0 Et1/0 88.1.3.2 31

{}MAC/Encaps=14/14, MRU=1504, Tag Stack
005054D92A250090BF9C6C1C8847
No output feature configured
Per-packet load-sharing
#gila

le E1/0/5 ag=lgll aic) Egress PE NAT azg0 dlawly ldbsiwl o5 WS slai)Vl o> dJWl olblidl jg.ai9
.(Iguana

:From CustA


//www.cisco.com/en/US/docs/ios/12_0/switch/command/reference/xrtag.html#wp1018132

————— DLC: ----- DLC Header

:DLC
(DLC: Frame 1 arrived at 16:21:34.8415; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C
(DLC: Ethertype = 8847 (MPLS
:DLC
————— MPLS: ----- MPLS Label Stack
:MPLS
MPLS: Label Value = 00018
MPLS: Reserved For Experimental Use = 0
(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .e.. ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 175

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol = 1 (ICMP

(IP: Header checksum = 5ECO (correct

[IP: Source address = [172.31.1.1

[IP: Destination address = [88.1.88.8
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 8 (Echo
ICMP: Code = 0
(ICMP: Checksum = 4AF1 (correct
ICMP: Identifier = 4713
ICMP: Sequence number = 6957
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

:From CustB

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 11 arrived at 16:21:37.1558; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C
(DLC: Ethertype = 8847 (MPLS
:DLC
————— MPLS: ----- MPLS Label Stack

:MPLS



IP:

MPLS: Label Value

0001C

MPLS: Reserved For Experimental Use = 0

(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP
IP: Version header length 20 bytes
IP: Type of service = 00
IP: 000. = routine
IP: .0 .... = normal delay
IP: 0... = normal throughput
IP: .0.. = normal reliability
.0. = ECT bit - transport protocol will ignore the CE
bit
IP: = CE bit - no congestion
IP: Total length = 100 bytes
IP: Identification = 165
IP: Flags = 0X
IP: .0.. .... = may fragment
IP: .0. .... = last fragment

Fragment offset = 0 bytes
IP: Time to live = 254 seconds/hops
(IP: Protocol = 1 (ICMP
(IP: Header checksum = 5ECA (correct
[IP: Source address = [172.31.1.1
[IP: Destination address = [88.1.88.8
IP: No options
:IP

————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 8 (Echo
ICMP: Code = 0
(ICMP: Checksum = ADSE (correct
ICMP: Identifier = 3365

[."ICMP:

ICMP:

[Normal end of

[ICMP:

Sequence number
[72 bytes of data

= 7935

: ICMP

"ICMP header

iguana 3 zluus PE 2,50 9 NAT Joax 8 @9lis] ai, alldl oYY (3 JLasVl s 1id
Lo Lo ICMP (8,20, oMel dxingall ozl B3Lis] a5 Ll 53132a)l oYY dayllas Sy

Pro Inside global

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

192.168.1.3:3365
192.168.1.3:3366
192.168.1.3:3367
192.168.1.3:3368
192.168.1.3:3369
192.168.1.1:4713
192.168.1.1:4714
192.168.1.1:4715
192.168.1.1:4716
192.168.1.1:4717

Inside local

172.31.1.1:3365
172.31.1.1:3366
172.31.1.1:3367
172.31.1.1:3368
172.31.1.1:3369
172.31.1.1:4713
172.31.1.1:4714
172.31.1.1:4715
172.31.1.1:4716
172.31.1.1:4717

#iguana

show ip nat translations

Outside local
88.1.88.8:3365
88.1.88.8:3366
88.1.88.8:3367
88.1.88.8:3368
88.1.88.8:3369
88.1.88.8:4713
88.1.88.8:4714
88.1.88.8:4715
88.1.88.8:4716
88.1.88.8:4717

Outside global
88.1.88.8:3365
88.1.88.8:3366
88.1.88.8:3367
88.1.88.8:3368
88.1.88.8:3369
88.1.88.8:4713
88.1.88.8:4714
88.1.88.8:4715
88.1.88.8:4716
88.1.88.8:4717

#iguana

show ip nat translations verbose
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Pro Inside global Inside local Outside local Outside global

icmp 192.168.1.3:3365 172.31.1.1:3365 88.1.88.8:3365 88.1.88.8:3365
,create 00:00:34, use 00:00:34, left 00:00:25, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.1.3:3366 172.31.1.1:3366 88.1.88.8:3366 88.1.88.8:3366
,create 00:00:34, use 00:00:34, left 00:00:25, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.1.3:3367 172.31.1.1:3367 88.1.88.8:3367 88.1.88.8:3367
,create 00:00:34, use 00:00:34, left 00:00:25, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.1.3:3368 172.31.1.1:3368 88.1.88.8:3368 88.1.88.8:3368
,create 00:00:34, use 00:00:34, left 00:00:25, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.1.3:3369 172.31.1.1:3369 88.1.88.8:3369 88.1.88.8:3369
,create 00:00:34, use 00:00:34, left 00:00:25, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.1.1:4713 172.31.1.1:4713 88.1.88.8:4713 88.1.88.8:4713
,create 00:00:37, use 00:00:37, left 00:00:22, Map-Id(In): 1

Pro Inside global Inside local Outside local Outside global
:flags

extended, use_count: 0, VRF : custA

icmp 192.168.1.1:4714 172.31.1.1:4714 88.1.88.8:4714 88.1.88.8:4714
,create 00:00:37, use 00:00:37, left 00:00:22, Map-Id(In): 1
:flags

extended, use_count: 0, VRF : custA

icmp 192.168.1.1:4715 172.31.1.1:4715 88.1.88.8:4715 88.1.88.8:4715
,create 00:00:37, use 00:00:37, left 00:00:22, Map-Id(In): 1
:flags

extended, use_count: 0, VRF : custA

icmp 192.168.1.1:4716 172.31.1.1:4716 88.1.88.8:4716 88.1.88.8:4716
,create 00:00:37, use 00:00:37, left 00:00:22, Map-Id(In): 1
:flags

extended, use_count: 0, VRF : custA

icmp 192.168.1.1:4717 172.31.1.1:4717 88.1.88.8:4717 88.1.88.8:4717
,create 00:00:37, use 00:00:37, left 00:00:22, Map-Id(In): 1
:flags

extended, use_count: 0, VRF : custA
#iguana

alo¥I VPN aSeis I 8,31 630 aSaianll daoasdl oo dojall 395
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Shared Senvice

- To 192 168,11
| : Ta 192.168.1.3

MNAT-PE
Inside plobal Inside lozal  ed Dutside glakal

'”5":'5 192 16811 [ 1723111 Jcusta | 881888
192.168.1.3 | 172.31.1.1 |cusi® | B6.1.86.8
L3 | MPLS
NETWORK

Customer C

From 1723111
Customer A

Fram 1723111
Customer B

ellas da> 5 JBo| e giell NAT dawls, Yol sx5lell 49,0l 45,5 Laxd i 7 ISl (S aiogs B LaS
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.nat J31 o b 1ol VRF G20

iguana# show ip cef vrf custA 172.31.1.0
version 12, epoch 0, cached adjacency 88.1.3.1 ,172.31.1.0/24
packets, 0 bytes 0
tag information set
local tag: VPN-route-head
{fast tag rewrite with Etl1/0/5, 88.1.3.1, tags imposed: {23
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl/0/5 via 88.1.11.9/32
valid cached adjacency
{tag rewrite with Et1/0/5, 88.1.3.1, tags imposed: {23

iguana# show ip cef vrf custB 172.31.1.0
version 18, epoch 0, cached adjacency 88.1.3.1 ,172.31.1.0/24
packets, 0 bytes 0
tag information set
local tag: VPN-route-head
{fast tag rewrite with Et1/0/5, 88.1.3.1, tags imposed: {26
via 88.1.11.9, 0 dependencies, recursive
next hop 88.1.3.1, Ethernetl/0/5 via 88.1.11.9/32
valid cached adjacency
{tag rewrite with Et1/0/5, 88.1.3.1, tags imposed: {26
#iguana

agounsil] plaziw] a9 VRF CUStA (9 24/172.31.1.0 J dg>gall 19,all &,2) (0x17) 23 dsoussil] plasiw] ai

VRF custB _,9 24/172.31.1.0 J dg=gall o=l (0x1A) 26



iguana 2,55 2 o Juw layy 3 sao JI L9 13D el

:To custA

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 2 arrived at 16:21:34.8436; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 0090BF9C6C1C
DLC: Source = Station 005054D92A25
(DLC: Ethertype = 8847 (MPLS
:DLC
————— MPLS: ----- MPLS Label Stack
:MPLS
MPLS: Label Value = 00017
MPLS: Reserved For Experimental Use = 0
(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .... ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 56893

IP: Flags = 4X

IP: .1.. .... = don't fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol = 1 (ICMP

(IP: Header checksum = 4131 (correct

[ITP: Source address = [88.1.88.8

[IP: Destination address = [172.31.1.1
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 0 (Echo reply
ICMP: Code = 0
(ICMP: Checksum = 52F1 (correct
ICMP: Identifier = 4713
ICMP: Sequence number = 6957
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

e bl Ju ol )89 cawlisll VRF xaxi) dyanid] cdasiawl (dg>g)l PE ag0 Jl dojxl Juai loxic

#gila

show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface
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Pop tag 88.1.1.0/24 0 Etl/1 88.1.2.2 16
Pop tag 88.1.1.0/24 0 Et1l/0 88.1.3.2
Pop tag 88.1.4.0/24 0 Etl/1 88.1.2.2 17
Pop tag 88.1.10.0/24 0 Etl/1 88.1.2.2 18
Pop tag 88.1.11.1/32 0 Etl/1 88.1.2.2 19
Pop tag 88.1.5.0/24 0 Et1l/0 88.1.3.2 20
Etl/1 88.1.2.2 0 88.1.11.10/32 19 21
Etl/0 88.1.3.2 0 88.1.11.10/32 22
Etl/1 88.1.2.2 0 172.18.60.176/32 20 22
Etl/0 88.1.3.2 0 172.18.60.176/32 23
Untagged 172.31.1.0/24[V] 6306 Fa0/0 10.88.162.6 23
Aggregate 10.88.162.4/30[V] 1920 24
Aggregate 10.88.162.8/30([V] 487120 25
Untagged 172.31.1.0/24[V] 1896 Etl/2 10.88.162.14 26
\ [Aggregate 10.88.162.12/30[V 27
972200
Pop tag 88.1.11.5/32 0 Et1l/0 88.1.3.2 30
Pop tag 88.1.88.0/24 0 Et1l/0 88.1.3.2 31
Etl/0 88.1.3.2 0 88.1.97.0/24 16 32
Pop tag 88.1.99.0/24 0 Et1l/0 88.1.3.2 33
#gila

o liyeSill

aW olygSil o d2) Bl Clogleall jasy dlj| e

: IGUANA
!
ip vrf custA
rd 65002:100
route-target export 65002:100
route-target import 65002:100
1
ip vrf custB
rd 65002:200
route-target export 65002:200
route-target import 65002:200
!
ip cef
mpls label protocol 1ldp
tag-switching tdp router-id Loopback0
1
interface Loopback0
ip address 88.1.11.5 255.255.255.255
no ip route-cache
no ip mroute-cache
1
interface Loopbackll
ip vrf forwarding custA
ip address 172.16.1.1 255.255.255.255
1
interface Ethernetl/0/0
ip vrf forwarding custB
ip address 10.88.163.5 255.255.255.252
no ip route-cache
no ip mroute-cache
1
interface Ethernetl/0/4
ip address 88.1.1.1 255.255.255.0
ip nat inside
no ip mroute-cache



tag-switching ip

|
interface Ethernetl/0/5

ip address 88.1.3.2 255.255.255.0
ip nat inside

no ip mroute-cache

tag-switching ip

|

!
interface FastEthernetl/1/0

ip address 88.1.88.1 255.255.255.0
ip nat outside

full-duplex

!
interface FastEthernet5/0/0

ip address 88.1.99.1 255.255.255.0
speed 100

full-duplex

!
router ospf 881
log-adjacency-changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area O
!
router bgp 65002

no synchronization

no bgp default ipv4d-unicast

bgp log-neighbor-changes

neighbor 88.1.11.1 remote-as 65002
neighbor 88.1.11.1 update-source Loopback0
neighbor 88.1.11.9 remote-as 65002
neighbor 88.1.11.9 update-source Loopback0
neighbor 88.1.11.10 remote-as 65002
neighbor 88.1.11.10 update-source Loopback0
no auto-summary

!

address-family ipv4 multicast

no auto-summary

no synchronization
exit-address-family

!

address-family vpnv4

neighbor 88.1.11.1 activate
neighbor 88.1.11.1 send-community extended
neighbor 88.1.11.9 activate
neighbor 88.1.11.9 send-community extended
no auto-summary

exit-address-family

!

address-family ipv4

neighbor 88.1.11.1 activate
neighbor 88.1.11.9 activate
neighbor 88.1.11.10 activate

no auto-summary

no synchronization
exit-address-family

!

address-family ipv4 vrf custB
redistribute connected

redistribute static

no auto-summary

no synchronization

exit-address-family
|



address-family ipv4 vrf custA

redistribute static

no auto-summary

no synchronization

exit-address-family

|

ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1l vrf custA overload
ip nat inside source list 181 pool SSPOOL1l vrf custB overload
ip classless

ip route 88.1.88.0 255.255.255.0 FastEthernetl/1/0

ip route 88.1.97.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 88.1.99.0 255.255.255.0 FastEthernet5/0/0 88.1.99.2
ip route 192.168.1.0 255.255.255.0 NulloO

ip route vrf custA 88.1.88.8 255.255.255.255 FastEthernetl/1/0 88.1.88.8 global
ip route vrf custB 10.88.208.0 255.255.240.0 10.88.163.6

ip route vrf custB 64.102.0.0 255.255.0.0 10.88.163.6

ip route vrf custB 88.1.88.8 255.255.255.255 FastEthernetl/1/0 88.1.88.8 global
ip route vrf custB 128.0.0.0 255.0.0.0 10.88.163.6

no ip http server

|

access-1list 181 permit ip any host 88.1.88.8
|

:GILA

|
ip vrf custaA
rd 65002:100
route-target export 65002:100
route-target import 65002:100
|
ip vrf custB
rd 65002:200
route-target export 65002:200
route-target import 65002:200
|
ip cef
mpls label protocol 1ldp
tag-switching tdp router-id Loopback0
|
interface Loopback0
ip address 88.1.11.9 255.255.255.255
|
interface FastEthernet0/0
ip vrf forwarding custA
ip address 10.88.162.5 255.255.255.252
duplex full
|
interface Ethernetl/0
ip address 88.1.3.1 255.255.255.0
no ip mroute-cache
duplex half
tag-switching ip
|
interface Ethernetl/1
ip address 88.1.2.1 255.255.255.0
no ip mroute-cache
duplex half
tag-switching ip
|

interface Ethernetl/2



ip vrf forwarding custB

ip address 10.88.162.13 255.255.255.252
ip ospf cost 100

duplex half

!
interface FastEthernet2/0

ip vrf forwarding custA

ip address 10.88.162.9 255.255.255.252
duplex full

!
router ospf 881

log-adjacency-changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area O
default-metric 30

!
router bgp 65002

no synchronization

no bgp default ipv4-unicast

bgp log-neighbor-changes

neighbor 88.1.11.1 remote-as 65002
neighbor 88.1.11.1 update-source Loopback0
neighbor 88.1.11.1 activate

neighbor 88.1.11.5 remote-as 65002
neighbor 88.1.11.5 update-source Loopback0
neighbor 88.1.11.5 activate

no auto-summary

!

address-family ipv4 vrf custB
redistribute connected

redistribute static

no auto-summary

no synchronization

exit-address-family

!

address-family ipv4 vrf custA
redistribute connected

redistribute static

no auto-summary

no synchronization

exit-address-family

!

address-family vpnv4

neighbor 88.1.11.1 activate

neighbor 88.1.11.1 send-community extended
neighbor 88.1.11.5 activate

neighbor 88.1.11.5 send-community extended
no auto-summary

exit-address-family

!
ip classless

ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88.162.6

ip route vrf custB 172.31.1.0 255.255.255.0 Ethernetl/2 10.88.162.14
1
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gila# show ip cef vrf custA 88.1.88.0
version 45, epoch 0, cached adjacency 88.1.3.2 ,88.1.88.0/24
packets, 0 bytes 0
tag information set
local tag: VPN-route-head
{fast tag rewrite with Etl1/0, 88.1.3.2, tags imposed: {24
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
{tag rewrite with Et1/0, 88.1.3.2, tags imposed: {24
#gila

gila# show ip cef vrf custB 88.1.88.0
version 71, epoch 0, cached adjacency 88.1.3.2 ,88.1.88.0/24
packets, 0 bytes 0
tag information set
local tag: VPN-route-head
{fast tag rewrite with Etl1/0, 88.1.3.2, tags imposed: {24
via 88.1.11.5, 0 dependencies, recursive
next hop 88.1.3.2, Ethernetl/0 via 88.1.11.5/32
valid cached adjacency
{tag rewrite with Et1/0, 88.1.3.2, tags imposed: {24

#gila

#iguana

show tag-switching forwarding vrftags 24

Local Outgoing Prefix Bytes tag Outgoing Next Hop
tag tag or VC or Tunnel Id switched interface

Aggregate 88.1.88.0/24[V] 10988 24

#iguana

VRF custB 9 VRF CustA 0 JSJ 24 doM=ll dayd 0,9 @S la>Y tda>Ne

"sserver" aS ol doaxll VRF Jibia) ax>gill J9a> Loyl 13D o e,

#iguana
show ip route vrf sserver 172.31.1.1
Routing entry for 172.31.1.0/24
Known via "bgp 65002", distance 200, metric 0, type internal
Last update from 88.1.11.9 1d01lh ago
:Routing Descriptor Blocks
Default-IP-Routing-Table), from 88.1.11.9, 1d0l1h ago) 88.1.11.9 *
Route metric is 0, traffic share count is 1
AS Hops 0

.(PE Router (iguana z ;5o jglaio 0 dgzgll aSuill 1aad a>19 Hlus 224, :dla>Vo

VPN Sy Il 6x5lell 49,0l 8,5 Jguo9 yissg eMasll 63asi0 VPN &lSuis (o 1940l 4,5 juei yiss wllil
PE J30 JI NAT dagsg Jis oz VRF JsieS a8 aiiaall doasdl 302 lged o Ll Al 9 - dglial|
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Ol o sl

NAT gazs 335 e .NAT J dragons gila aodell Joxs _dl ,9gall a81> ole>go (neSs pi (Jliall 13D 9
cawliall gazill plakiw] g .48 uisall dox3l I Jgogll | 2lizs Ll 428 ,a)l Jsa=lly dols VPN aSus JSI
a0l Capinna) dg>gall o)l e lnad NAT iai piy NATed 855 Lill Jrasll &uib cuolic oo olgie JS
88.1.88.8 _lc &S il

ip nat pool SSPOOL1l 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool SSPOOL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1l vrf custA overload

ip nat inside source list 181 pool SSPOOL2 vrf custB overload

adayy Sy (pe el Ud) lan doxs J,lin JI ol .48 il oleaxil acs aiy Y o ladl 13D 9 tdla>e

oSl S galaiuuy 45, nat JI s agy ele )8 JVS o

Neuse o dbaioll oSl o aSuiv JS J31s (172.31.1.1) 1,80 olsic o banimall JlasVl i | alas;

Pro Inside global

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

192.168.1.1:2139
192.168.1.1:2140
192.168.1.1:2141
192.168.1.1:2142
192.168.1.1:2143

192.168.2.2:676
192.168.2.2:677
192.168.2.2:678
192.168.2.2:679
192.168.2.2:680

Inside local

172.31.1.1:2139
172.31.1.1:2140
172.31.1.1:2141
172.31.1.1:2142
172.31.1.1:2143
172.31.1.1:676
172.31.1.1:677
172.31.1.1:678
172.31.1.1:679
172.31.1.1:680

:0d® NAT oV e zi, CapFear8y

M> 0

#gila

show ip nat translations

Outside local
88.1.88.8:2139
88.1.88.8:2140
88.1.88.8:2141
88.1.88.8:2142
88.1.88.8:2143
88.1.88.8:676
88.1.88.8:677
88.1.88.8:678
88.1.88.8:679
88.1.88.8:680

Outside global
88.1.88.8:2139
88.1.88.8:2140
88.1.88.8:2141
88.1.88.8:2142
88.1.88.8:2143
88.1.88.8:676
88.1.88.8:677
88.1.88.8:678
88.1.88.8:679
88.1.88.8:680

VRF ja.00l) 89 6333l cleazill o gazs JS I (172.31.1.1) auis _lxall Glgiell da> 5 pis ila>No
ol dax>,5 ip nat o=l (9 wul) wiS gidaiwy VRF JI

Pro Inside global
icmp 192.168.1.1:2139

,create 00

icmp 192.168.1.1:2140

,create 00

icmp 192.168.1.1:2141

,create 00

icmp 192.168.1.1:2142

,create 00

gila# show ip nat translations verbose

Inside local
172.31.1.1:2139

:00:08, use 00:00:

172.31.1.1:2140

:00:08, use 00:00:

172.31.1.1:2141

:00:08, use 00:00:

172.31.1.1:2142

:00:08, use 00:00:

Outside local
88.1.88.8:2139

left 00:00:51,

extended, use_count:

88.1.88.8:2140

left 00:00:51,

extended, use_count:

88.1.88.8:2141

left 00:00:51,

extended, use_count:

88.1.88.8:2142

left 00:00:51,

extended, use_count:

Outside global
88.1.88.8:2139

Map-Id(In): 3

:flags
0, VRF custA
88.1.88.8:2140

Map-Id(In): 3

:flags
0, VRF custA
88.1.88.8:2141

Map-Id(In): 3

:flags
0, VRF custA
88.1.88.8:2142

Map-Id(In): 3

:flags
0, VRF custA
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icmp 192.168.1.1:2143 172.31.1.1:2143 88.1.88.8:2143 88.1.88.8:2143
,create 00:00:08, use 00:00:08, left 00:00:51, Map-Id(In): 3

:flags

extended, use_count: 0, VRF : custA

icmp 192.168.2.2:676 172.31.1.1:676 88.1.88.8:676 88.1.88.8:676
,create 00:00:10, use 00:00:10, left 00:00:49, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.2.2:677 172.31.1.1:677 88.1.88.8:677 88.1.88.8:677
,create 00:00:10, use 00:00:10, left 00:00:49, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.2.2:678 172.31.1.1:678 88.1.88.8:678 88.1.88.8:678
,create 00:00:10, use 00:00:10, left 00:00:49, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.2.2:679 172.31.1.1:679 88.1.88.8:679 88.1.88.8:679
,create 00:00:10, use 00:00:10, left 00:00:49, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

icmp 192.168.2.2:680 172.31.1.1:680 88.1.88.8:680 88.1.88.8:680
,create 00:00:10, use 00:00:10, left 00:00:49, Map-Id(In): 2
:flags

extended, use_count: 0, VRF : custB

‘B Jwollg A Jwo=ll Wxo dlaio (VPN) 4 Wb dols éSuin JSJ azgill wlogleos wlblidl 0id Lo ;=i

gila# show ip route vrf custA
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
I - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
candidate default, U - per-user static route, o - ODR - *
P - periodic downloaded static route

Gateway of last resort is 88.1.11.1 to network 0.0.0.0

is subnetted, 2 subnets 172.18.0.0/32

B 172.18.60.179 [200/0] wvia 88.1.11.1, 00:03:59
B 172.18.60.176 [200/0] wvia 88.1.11.1, 00:03:59
is subnetted, 1 subnets 172.31.0.0/24
S 172.31.1.0 [1/0] via 10.88.162.6, FastEthernet0/0
is variably subnetted, 5 subnets, 2 masks 10.0.0.0/8
B 10.88.0.0/20 [200/0] wvia 88.1.11.1, 00:03:59
B 10.88.32.0/20 [200/0] wvia 88.1.11.1, 00:03:59
C 10.88.162.4/30 is directly connected, FastEthernet0/0
C 10.88.162.8/30 is directly connected, FastEthernet2/0
B 10.88.161.8/30 [200/0] via 88.1.11.1, 00:04:00
is subnetted, 2 subnets 88.0.0.0/24
B 88.1.88.0 [200/0] wvia 88.1.11.5, 00:04:00
B 88.1.99.0 [200/0] wvia 88.1.11.5, 00:04:00
S 192.168.1.0/24 is directly connected, NulloO

B* 0.0.0.0/0 [200/0] via 88.1.11.1, 00:04:00

gila# show ip route vrf custB

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2



E1l - OSPF
I - IS-IS, L1 - IS-IS level-1

candidate default,

external type 1, E2
L2 - IS-IS level-2,
U - per-user static route,

- OSPF external type 2

ia - IS-IS inter area
o - ODR -
P - periodic downloaded static route

’

*

Gateway of last resort 1is not set

is subnetted, 1 subnets 64.0.0.0/16

B 64.102.0.0 [200/0] via 88.1.11.5, 1d21h
is subnetted, 2 subnets 172.18.0.0/32
B 172.18.60.179 [200/0] via 88.1.11.1, 1d21h
B 172.18.60.176 [200/0] via 88.1.11.1, 1d21h
is subnetted, 1 subnets 172.31.0.0/24
S 172.31.1.0 [1/0] via 10.88.162.14, Ethernetl/2
is variably subnetted, 6 subnets, 3 masks 10.0.0.0/8
B 10.88.194.16/28 [200/100] via 88.1.11.1, 1d20h
B 10.88.208.0/20 [200/0] via 88.1.11.5, 1d21h
B 10.88.194.4/30 [200/100] via 88.1.11.1, 1d20h
B 10.88.163.4/30 [200/0] via 88.1.11.5, 1d21h
B 10.88.161.4/30 [200/0] via 88.1.11.1, 1d21h
C 10.88.162.12/30 is directly connected, Ethernetl/2
is subnetted, 1 subnets 11.0.0.0/24
B 11.1.1.0 [200/100] via 88.1.11.1, 1d20h
is subnetted, 2 subnets 88.0.0.0/24
B 88.1.88.0 [200/0] via 88.1.11.5, 1d21h
B 88.1.99.0 [200/0] via 88.1.11.5, 1d21h
S 192.168.2.0/24 is directly connected, NulloO
B 128.0.0.0/8 [200/0] wvia 88.1.11.5, 1d21h

lagd dxe ol olSpinll 03D sl piy . calil] (oSl

oo NAT Gleaxs oo gas JSI luo @8Lio] cans ilasMo

‘PE Router iguana iaiall (9 & uisall o315l Lol3)l VRF dals Jl 2z,

Codes:

D - EIGRP, EX - EIGRP external,
N1 - OSPF NSSA external type 1,

El - OSPF
I - IS-IS, L1 - IS-IS level-1

candidate default,

C - connected, S - static,

iguana# show ip route vrf sserver

Routing Table:
R - RIP, M - mobile,
O - OSPF, IA - OSPF inter area
N2 - OSPF NSSA external type 2
external type 1, E2
L2 - IS-IS level-2,
U - per-user static route,

sserver
B - BGP

- OSPF external type 2

ia - IS-IS inter area
o - ODR -
P - periodic downloaded static route

’

*

Gateway of last resort is not set

is subnetted, 1 subnets 64.0.0.0/16

B 64.102.0.0 [20/0] via 10.88.163.6 (custB), 1d20h
is subnetted, 2 subnets 172.18.0.0/32
B 172.18.60.179 [200/0] via 88.1.11.1, 1d20h
B 172.18.60.176 [200/0] via 88.1.11.1, 1d20h
is subnetted, 1 subnets 172.31.0.0/24
B 172.31.1.0 [200/0] via 88.1.11.9, 1d05h
is variably subnetted, 8 subnets, 3 masks 10.0.0.0/8
B 10.88.194.16/28 [200/100] via 88.1.11.1, 1d20h
B 10.88.208.0/20 [20/0] via 10.88.163.6 (custB), 1d20h
B 10.88.194.4/30 [200/100] wvia 88.1.11.1, 1d20h
B 10.88.162.4/30 [200/0] via 88.1.11.9, 1d20h



10.88.163.4/30 is directly connected, 1d20h, Ethernetl/0/0
B 10.88.161.4/30 [200/0] via 88.1.11.1, 1d20h
B 10.88.162.8/30 [200/0] via 88.1.11.9, 1d20h
B 10.88.162.12/30 [200/0] via 88.1.11.9, 1d20h
is subnetted, 1 subnets 11.0.0.0/24
B 11.1.1.0 [200/100] via 88.1.11.1, 1d20h
is subnetted, 1 subnets 12.0.0.0/24
S 12.12.12.0 [1/0] via 88.1.99.10
is subnetted, 3 subnets 88.0.0.0/24
C 88.1.88.0 is directly connected, FastEthernetl/1/0
S 88.1.97.0 [1/0] via 88.1.99.10
C 88.1.99.0 is directly connected, FastEthernet5/0/0
B 192.168.1.0/24 [200/0] via 88.1.11.9, 1d20h
B 192.168.2.0/24 [200/0] via 88.1.11.9, 01:59:23
B 128.0.0.0/8 [20/0] via 10.88.163.6 (custB), 1d20h

oliygSill

Lbais W o lugSil o a3l Clogleall jas, a5l s

:GILA

ip vrf custA

rd 65002:100

route-target export 65002:100
route-target export 65002:1001
route-target import 65002:100
!

ip vrf custB

rd 65002:200

route-target export 65002:200
route-target export 65002:2001
route-target import 65002:200
route-target import 65002:10

!

ip cef

mpls label protocol 1ldp

|

interface Loopback0

ip address 88.1.11.9 255.255.255.255
!

interface FastEthernet0/0

ip vrf forwarding custA

ip address 10.88.162.5 255.255.255.252
ip nat inside

duplex full

!

interface Ethernetl/0

ip address 88.1.3.1 255.255.255.0
ip nat outside

no ip mroute-cache

duplex half

tag-switching ip

|
interface Ethernetl/1

ip address 88.1.2.1 255.255.255.0
ip nat outside

no ip mroute-cache

duplex half

tag-switching ip

|

interface Ethernetl/2



ip vrf forwarding custB

ip address 10.88.162.13 255.255.255.252

ip nat inside

duplex half

!
router ospf 881

log-adjacency-changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area O

default-metric 30

!
router bgp 65002

no synchronization

no bgp default ipv4-unicast

bgp log-neighbor-changes

neighbor 88.1.11.1 remote-as 65002

neighbor 88.1.11.1 update-source Loopback0

neighbor 88.1.11.1 activate

neighbor 88.1.11.5 remote-as 65002

neighbor 88.1.11.5 update-source Loopback0

neighbor 88.1.11.5 activate

no auto-summary

!

address-family ipv4 vrf custB

redistribute connected

redistribute static

no auto-summary

no synchronization

exit-address-family

!

address-family ipv4 vrf custA

redistribute connected

redistribute static

no auto-summary

no synchronization

exit-address-family

!

address-family vpnv4

neighbor 88.1.11.1 activate

neighbor 88.1.11.1 send-community extended

neighbor 88.1.11.5 activate

neighbor 88.1.11.5 send-community extended

no auto-summary

exit-address-family

|
ip nat pool SSPOOL1l 192.168.1.1 192.168.1.254 prefix-length 24
ip nat pool SSPOOL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1l vrf custA overload
ip nat inside source list 181 pool SSPOOL2 vrf custB overload
ip classless

ip route vrf custA 172.31.1.0 255.255.255.0 FastEthernet0/0 10.88.162.6
ip route vrf custA 192.168.1.0 255.255.255.0 NulloO

ip route vrf custB 172.31.1.0 255.255.255.0 Ethernetl/2 10.88.162.14
ip route vrf custB 192.168.2.0 255.255.255.0 NulloO

|

access-1list 181 permit ip any host 88.1.88.8
|

olezly Lawass piy LS a3 lI" NAT olels Ll Lle eVasll olSui azlss il olezloll uss pi taka>Vo
Maz, " NAT clely el _le MPLS

:iguana
ip vrf custB



rd 65002:200

route-target export 65002:200
route-target export 65002:2001
route-target import 65002:200
route-target import 65002:10

!

ip vrf sserver

rd 65002:10

route-target export 65002:10
route-target import 65002:2001
route-target import 65002:1001
|

ip cef distributed

mpls label protocol 1dp
|

interface Loopback0

ip address 88.1.11.5 255.255.255.255
no ip route-cache

no ip mroute-cache

!

interface Ethernetl/0/0

ip vrf forwarding custB

ip address 10.88.163.5 255.255.255.252
no ip route-cache

no ip mroute-cache

!

interface Ethernetl/0/4

ip address 88.1.1.1 255.255.255.0

no ip route-cache

no ip mroute-cache

tag-switching ip

|

interface Ethernetl/0/5

ip address 88.1.3.2 255.255.255.0

no ip route-cache

no ip mroute-cache

tag-switching ip

|

interface FastEthernetl/1/0

ip vrf forwarding sserver

ip address 88.1.88.1 255.255.255.0
no ip route-cache

no ip mroute-cache

full-duplex

!
router ospf 881

log-adjacency-changes

redistribute static subnets

network 88.1.0.0 0.0.255.255 area O
!

router bgp 65002

no synchronization

no bgp default ipv4-unicast

bgp log-neighbor-changes

neighbor 88.1.11.1 remote-as 65002
neighbor 88.1.11.1 update-source Loopback0
neighbor 88.1.11.9 remote-as 65002
neighbor 88.1.11.9 update-source Loopback0
neighbor 88.1.11.10 remote-as 65002
neighbor 88.1.11.10 update-source Loopback0

no auto-summary
|



address-family ipv4 multicast
no auto-summary

no synchronization
exit-address-family

!

address-family vpnv4

neighbor 88.1.11.1 activate
neighbor 88.1.11.1 send-community extended
neighbor 88.1.11.9 activate
neighbor 88.1.11.9 send-community extended
no auto-summary
exit-address-family

!

address-family ipv4

neighbor 88.1.11.1 activate
neighbor 88.1.11.9 activate
neighbor 88.1.11.10 activate
no auto-summary

no synchronization
exit-address-family

!

address-family ipv4 vrf sserver
redistribute connected

no auto-summary

no synchronization
exit-address-family

!

address-family ipv4 vrf custB
redistribute connected
redistribute static

no auto-summary

no synchronization
exit-address-family

M) 1> aylie iy azgall i oS

PE NAT g1l e, Central PE _J| 65,l0)l o)1

6,0 VRF JgiaS dg>oll &S yuirall dors)l dSuis o055 aic 6a,4)l NAT cleazs olllais obsl olylusll auogs

IP MPLS dg>lg JI Lo elisl obsl axingall o5l blaidl a5 .5 JSuidl 8 ladasil puwdl J &2l w531
.a>g0ll Iguana 9 E1/0/5

VPN (045 30 SX0

I naall olsic da> 5 cs VRF CustA U5 IP 172.31.1.1 olgic ,nan oo il a0 wlb 55 (Ld
NAT oS5 alauwlgs 3330 68 LaS 192.168.1.1

ip nat pool SSPOOL1 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1l vrf custA overload

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 1 arrived at 09:15:29.8157; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C

(DLC: Ethertype = 8847 (MPLS



:DLC
————— MPLS: ----- MPLS Label Stack
:MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experimental Use = 0
(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .e.. ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 0

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol = 1 (ICMP

(IP: Header checksum = 4AE6 (correct

[IP: Source address = [192.168.1.1

[IP: Destination address = [88.1.88.8
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 8 (Echo
ICMP: Code = 0
(ICMP: Checksum = 932D (correct
ICMP: Identifier = 3046
ICMP: Sequence number = 3245
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header
: ICMP

B Jwell doliJl VPN dSub 0 €cho

I naall Glsic da> 5 cas VRF CustB (5 172.31.1.1 ulaic Haan oo il sao b 5,5 Ld
NAT (555 alauwlgs 3330 68 LoS 192.168.2.1

ip nat pool SSPOOL2 192.168.2.1 192.168.2.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL2 vrf custB overload

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 11 arrived at 09:15:49.6623; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C

(DLC: Ethertype = 8847 (MPLS



:DLC
————— MPLS: ----- MPLS Label Stack
:MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experimental Use = 0
(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .e.. ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 15

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol = 1 (ICMP

(IP: Header checksum = 49D6 (correct

[IP: Source address = [192.168.2.2

[IP: Destination address = [88.1.88.8
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 8 (Echo
ICMP: Code = 0
(ICMP: Checksum = AB9A (correct
ICMP: Identifier = 4173
ICMP: Sequence number = 4212
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

oVMel dxogall o)l WS 9 0019 & MPLS dwous dnasd tda>Vo
VPN vosi  Jl S0 >
olsic 4lell o5 VRF CustA 9 192.168.1.1 ulgic alall Jl Gl Jl o s 5 @i ol asy

-Jac PE nat Jsxall, 172.31.1.1 _J|

:To VRF custA

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 2 arrived at 09:15:29.8198; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 0090BF9C6C1C
DLC: Source = Station 005054D92A25
(DLC: Ethertype = 8847 (MPLS

:DLC



(MPLS:

IP: ce.. ..0.

MPLS: Label Value

MPLS Label Stack
:MPLS
= 0001A

MPLS: Reserved For Experimental Use = 0

Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00
IP: 000. .... = routine
IP: .0 .... = normal delay
IP: .... 0... = normal throughput
IP: ... .0.. = normal reliability
= ECT bit - transport protocol will ignore the CE
bit
IP: .0 = CE bit - no congestion
IP: Total length = 100 bytes
IP: Identification = 18075
IP: Flags = 4X
IP: R AR = don't fragment
IP: .0. .... = last fragment
IP: Fragment offset = 0 bytes
IP: Time to live = 254 seconds/hops
(IP: Protocol = 1 (ICMP
(IP: Header checksum = C44A (correct
[IP: Source address = [88.1.88.8
[IP: Destination address = [192.168.1.1
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 0 (Echo reply
ICMP: Code = 0
(ICMP: Checksum = 9B2D (correct
ICMP: Identifier = 3046
ICMP: Sequence number = 3245
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header
: ICMP

B Jwell dolJI VPN aSub  JI slai)Vl >,

Ll olsic &l ca>,i VRF CustB 6 192.168.1.1 lgic alall I @l | wdiy S0 3) 5 Ld

.DLC:

Frame 12 arrived at

09:15:49.6635; frame size
DLC: Destination
DLC: Source
(DLC: E

MPLS: Label Value

-Joc PE nat J3xall, 172.31.1.1

:To VRF custB

————— DLC ----- DLC Header
:DLC
is 118 (0076 hex) bytes
= Station 0090BF9C6C1C

= Station 005054D92A25

thertype = 8847 (MPLS
:DLC

MPLS: ----- MPLS Label Stack
:MPLS
= 0001D



MPLS: Reserved For Experimental Use = 0

(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS
————— IP: ----- IP Header
:IP

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE bit
IP: .e.. ...0 = CE bit - no congestion
IP: Total length = 100 bytes

IP: Identification = 37925

IP: Flags = 4X

IP: 1., .... = don't fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol =1 (ICMP

(IP: Header checksum = 75BF (correct

[IP: Source address = [88.1.88.8

[IP: Destination address = [192.168.2.2
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 0 (Echo reply
ICMP: Code = 0
(ICMP: Checksum = B39A (correct
ICMP: Identifier = 4173
ICMP: Sequence number = 4212
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

.VRF custB J 001D9 VRF custA J 001a :alizig MPLS Sl pud uoiai pis (g2 ) o3> (9 tdla>No

dole dg>ly _® dg>oll - A VPN Lasll 0 echo

ig>ly i uiall doaxll anll LAN iSuis | dgzlell 0985 boxie §,all o33l (o allil degacnall 030 gl
2o 2o VPNS clow 3> _le J iino & Jaziy ol Sl o pué id VRF Jio oo lej> cauly dole
olsic J31x

ip nat pool SSPOOL1l 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1l vrf custA overload
ip nat inside source list 181 pool SSPOOL1l vrf custB overload

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 1 arrived at 09:39:19.6580; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C
(DLC: Ethertype = 8847 (MPLS

:DLC



————— MPLS: ----- MPLS Label Stack
:MPLS
MPLS: Label Value = 00019
MPLS: Reserved For Experimental Use = 0
(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops
:MPLS

————— IP: ----- IP Header
:IP
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .e.. ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 55

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol = 1 (ICMP

(IP: Header checksum = 4AAF (correct

[IP: Source address = [192.168.1.1

[IP: Destination address = [88.1.88.8
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 8 (Echo
ICMP: Code = 0
(ICMP: Checksum = 0905 (correct
ICMP: Identifier = 874
ICMP: Sequence number = 3727
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

dole dg>ly B dgzoll - B VPN Lasll 40 echo

I naall Glsic da> 5 cas VRF CustB (5 172.31.1.1 ulaic Haan oo il sao b 5,5 Ld
INAT (1055 dlawlgs 3330 68 oS (SSPOOL1 & iinall gazill o) 192.168.1.3

ip nat pool SSPOOL1l 192.168.1.1 192.168.1.254 prefix-length 24
ip nat inside source list 181 pool SSPOOL1l vrf custA overload
ip nat inside source list 181 pool SSPOOL1l vrf custB overload

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 11 arrived at 09:39:26.4971; frame size is 118 (0076 hex
.bytes
DLC: Destination = Station 005054D92A25
DLC: Source = Station 0090BF9C6C1C
(DLC: Ethertype = 8847 (MPLS

:DLC



IP:

————— MPLS: ----- MPLS Label Stack
:MPLS

MPLS: Label Value = 0001F

MPLS: Reserved For Experimental Use = 0

(MPLS: Stack Value = 1 (Bottom of Stack
(MPLS: Time to Live = 254 (hops

:MPLS
————— IP: ----- IP Header
:IP
IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

.0. = ECT bit - transport protocol will ignore the CE
bit

.0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 75

IP: Flags = 0X

IP: .0.. .... = may fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol = 1 (ICMP

(IP: Header checksum = 4A99 (correct

[IP: Source address = [192.168.1.3

[IP: Destination address = [88.1.88.8
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 8 (Echo
ICMP: Code = 0
(ICMP: Checksum = 5783 (correct
ICMP: Identifier = 4237
ICMP: Sequence number = 977
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

oy il lowidl G955 (VRF Jsio Lunl9) dole dg>ly Egress PE (3 635>gall dg>loll (655 loic tala>Mo

Ox1Fy 0x19 | 03D _$ .aakiso Lein,9

dole ag>lg D dgx9oll - VPN iasll _J| ECHO »,

ulsic 4l&)l o>, VRF CustA 9 192.168.1.1 ulgic ale)l J| wlxdl JI @ S0 > adliv ol 2y

(DLC:

Frame 2 arrived at

-Jac PE nat Jsxall, 172.31.1.1 _J|

————— DLC: ----- DLC Header
:DLC
09:39:19.6621; frame size is 114 (0072 hex

.bytes
DLC: Destination = Station 0090BF9C6C1C
DLC: Source = Station 005054D92A25
(DLC: Ethertype = 0800 (IP
:DLC
————— IP: ----- IP Header

:IP



IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: ... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .e.. ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 54387

IP: Flags = 4X

IP: 1., .... = don't fragment

IP: ..0. .... = last fragment

IP: Fragment offset = 0 bytes

IP: Time to live = 254 seconds/hops

(IP: Protocol =1 (ICMP

(IP: Header checksum = 3672 (correct

[IP: Source address = [88.1.88.8

[IP: Destination address = [192.168.1.1
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP
(ICMP: Type = 0 (Echo reply
ICMP: Code = 0
(ICMP: Checksum = 1105 (correct
ICMP: Identifier = 874
ICMP: Sequence number = 3727
[ICMP: [72 bytes of data
: ICMP
[."ICMP: [Normal end of "ICMP header

dolc dg>l9 D dg=oll - B iaell dwol)l VPN éSubs _Je ECHO >,

Ll olsic g,lall ca>,i VRF CustB 6 192.168.1.3 lgic alall I lsdl | wdiy S0 3) & Ld
-Joc PE nat J3xall, 172.31.1.1

————— DLC: ----- DLC Header
:DLC
(DLC: Frame 12 arrived at 09:39:26.4978; frame size is 114 (0072 hex

.bytes
DLC: Destination = Station 0090BF9C6C1C
DLC: Source = Station 005054D92A25
(DLC: Ethertype = 0800 (IP
:DLC
————— IP: ----- IP Header

:IP

IP: Version = 4, header length = 20 bytes
IP: Type of service = 00

IP: 000. .... = routine

IP: ...0 .... = normal delay

IP: .... 0... = normal throughput

IP: .... .0.. = normal reliability

IP: .... ..0. = ECT bit - transport protocol will ignore the CE
bit

IP: .... ...0 = CE bit - no congestion

IP: Total length = 100 bytes

IP: Identification = 61227

IP: Flags = 4X



IP:
IP:

IP: Time to live =
(IP:
(IP: Header checksum =

[TP:

[IP: Destination address =

(ICMP: Checksum =

[."ICMP:

oo ol =

(ICMP: Type = 0

ICMP:

[Normal end of

don'
0. oL =

Fragment offset

t fragment

last fragment

= 0 bytes

254 seconds/hops

Protocol = 1 (ICMP
1BB8 (correct
Source address = [88.1.88.8
[192.168.1.3
IP: No options
:IP
————— ICMP: ----- ICMP header
: ICMP

(Echo reply

ICMP: Code = 0

5F83 (correct
ICMP: Identifier = 4237
Sequence number = 977

[ICMP:

[72 bytes of data

: ICMP

"ICMP header

VRF clows (0,9 i ¥ (0908 Ulgie I dg>g0 395,)1 &Y Ll tda>Ve

o goziy plowl] iy cdole dg>leS 3axall &S juinall doazll LAN aSuis glaio J| 29,31 dg>ly plasiwly
'gila 2355 2luue (9 03® NAT oV L6 JlasVl L] e i

Pro Inside global

192.168.1.3:4237
192.168.1.3:4238
192.168.1.3:4239
192.168.1.3:4240
192.168.1.3:4241
192.168.1.1:874
192.168.1.1:875
192.168.1.1:876
192.168.1.1:877
192.168.1.1:878

icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp
icmp

Pro Inside global
icmp 192.168.1.3:4237

,create 00:

icmp 192.168.1.3:4238

,create 00:

icmp 192.168.1.3:4239

,create 00:

icmp 192.168.1.3:4240

,create 00:

icmp 192.168.1.3:4241

,create 00:

00:08,

00:08,

00:08,

00:08,

00:08,

Inside local

172.31.1.1:4237
172.31.1.1:4238
172.31.1.1:4239
172.31.1.1:4240
172.31.1.1:4241
172.31.1.1:874
172.31.1.1:875
172.31.1.1:876
172.31.1.1:877
172.31.1.1:878

Inside local
172.31.1.1:4237

172.31.1.1:4238

172.31.1.1:4239

172.31.1.1:4240

172.31.1.1:4241

use 00:00:

use 00:00:

use 00:00:

use 00:00:

use 00:00:

gila# show ip nat translations

Outside local
88.1.88.8:4237
88.1.88.8:4238
88.1.88.8:4239
88.1.88.8:4240
88.1.88.8:4241
88.1.88.8:874
88.1.88.8:875
88.1.88.8:876
88.1.88.8:877
88.1.88.8:878

gila#

Outside local
88.1.88.8:4237
left 00:00:51,

extended, use_count: O,

88.1.88.8:4238
left 00:00:51,

extended, use_count: O,

88.1.88.8:4239
left 00:00:51,

extended, use_count: O,

88.1.88.8:4240
left 00:00:51,

extended, use_count: O,

88.1.88.8:4241
left 00:00:51,

Outside global
88.1.88.8:4237
88.1.88.8:4238
88.1.88.8:4239
88.1.88.8:4240
88.1.88.8:4241
88.1.88.8:874
88.1.88.8:875
88.1.88.8:876
88.1.88.8:877
88.1.88.8:878

#gila

show ip nat tr ver
Outside global
88.1.88.8:4237
Map-Id(In): 2
:flags
VRF custB
88.1.88.8:4238
Map-Id(In): 2
:flags
VRF custB
88.1.88.8:4239
Map-Id(In): 2
:flags
VRF custB
88.1.88.8:4240
Map-Id(In): 2
:flags
VRF custB
88.1.88.8:4241
Map-Id(In): 2
:flags



icmp 192.168.1.1:874
,create 00:
Pro Inside global

172.31.1.1:874
use 00:00:
Inside local

00:16,

extended, use_count: 0,
88.1.88.8:874
left 00:00:43,

Outside local

16,

extended, use_count: 0,

VRF custB

88.1.88.8:874
Map-Id(In): 3

Outside global
:flags

VRF custA

icmp 192.168.1.1:875 172.31.1.1:875 88.1.88.8:875 88.1.88.8:875
,create 00:00:18, use 00:00:18, left 00:00:41, Map-Id(In): 3
:flags

extended, use_count: 0, VRF custA

icmp 192.168.1.1:876 172.31.1.1:876 88.1.88.8:876 88.1.88.8:876
,create 00:00:18, use 00:00:18, left 00:00:41, Map-Id(In): 3
:flags

extended, use_count: 0, VRF custA

icmp 192.168.1.1:877 172.31.1.1:877 88.1.88.8:877 88.1.88.8:877
,create 00:00:18, use 00:00:18, left 00:00:41, Map-Id(In): 3
:flags

extended, use_count: 0, VRF custA

icmp 192.168.1.1:878 172.31.1.1:878 88.1.88.8:878 88.1.88.8:878
,create 00:00:18, use 00:00:18, left 00:00:41, Map-Id(In): 3

extended, use_count: 0,

:flags
VRF custA
#gila

debug ip nat vrf

IP NAT VRF debugging is on

#gila

Jan 2 09:34:54 EST: NAT-TAGSW(p) Tag Pkt s=172.18.60.179, d=10.88.162.9, vrf=custA.
Jan 2 09:35:02 EST: NAT-TAGSW(p) Tag Pkt s=172.18.60.179, d=10.88.162.13, vrf=custB.
Jan 2 09:35:12 EST: NAT-ip2tag : Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA.

Jan 09:35:12 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:12 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA.

Jan 09:35:12 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:12 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA.

Jan 09:35:12 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:12 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA.

Jan 09:35:12 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:12 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custA.

Jan 09:35:12 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:19 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB.

Jan 09:35:19 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:19 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB.

Jan 09:35:19 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:19 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB.

Jan 09:35:19 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:19 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB.

Jan 09:35:19 EST: NAT-ip2tag: Punting to process.

Jan 2 09:35:19 EST: NAT-ip2tag Tag Pkt s=172.31.1.1, d=88.1.88.8, vrf=custB.

Jan 09:35:19 EST: NAT-ip2tag: Punting to process.

#gila

do 23| o
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