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Jul 24 11:04:50.568: LDAP: Check the default map for aaa type=usernane*
Jul 24 11:04:50.568: LDAP: Ldap Search Req sent*

Id 1054176200

base dn DC=csco, DC=com

scope 2

filter (& objectclass=*)(cn=xyz))I|dap_req_encode

"((put _filter " (& objectclass=person)(cn=xyz

put _filter: AND

"(put _filter_list "(objectclass=person)(cn=xyz

"(put _filter "(objectclass=person

put _filter: sinple

"(put_filter "(cn=xyz

put _filter: sinple
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(Jul 24 11:04:50.568: LDAP: LDAP search request sent successfully (reqid: 13*
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OCct 4 13:03:08.503: LDAP: LDAP: Queuing AAA request O for processing
Oct 4 13:03:08.503: LDAP: Received queue event, new AAA request

OCct 4 13:03:08.503: LDAP: LDAP aut hentication request

Oct 4 13:03:08.503: LDAP: Attenpting first next avail abl e LDAP server
Cct 4 13:03:08.503: LDAP: Got next LDAP server :ss-I|dap

OCct 4 13:03:08.503: LDAP: First Task: Send bind req

Oct 4 13:03:08.503: LDAP: Authentication policy: bind-first

Oct 4 13:03:08.503: LDAP: Dynamic map configured

Oct 4 13:03:08.503: LDAP: Dynamic map found for aaa type=username

Oct 4 13:03:08.503: LDAP: Bind: User-DN=sAMAccountName=abcd, DC=gqwrt, DC=com
| dap_r eq_encode

Doi ng socket wite

(Qct 4 13:03:08.503: LDAP: LDAP bind request sent successfully (reqid=36
Cct 4 13:03:08.503: LDAP: Sent the LDAP request to server

Cct 4 13:03:08.951: LDAP: Received socket event

Cct 4 13:03:08.951: LDAP: Checking the conn status

Oct 4 13:03:08.951: LDAP: Socket read event socket=0

Oct 4 13:03:08.951: LDAP: Found socket ctx

(Cct 4 13:03:08.951: LDAP: Receive event: read=1, errno=9 (Bad file nunber
Oct 4 13:03:08.951: LDAP: Passing the client ctx=314BA6EC dap_result
(wai t4nsg (tineout O sec, 1 usec

(I dap_select _fd_wait (select

| dap_read_activity | c Ox296EA104

Doi ng socket read

LDAP- TCP: Bytes read = 109

| dap_mat ch_request succeeded for nsgid 36 h 0

changing Ir O0x300519E0 to COVPLETE as no continuations

removi ng request O0x300519E0 fromlist as | mO0x296C5170 all O

| dap_nsgfree

| dap_nsgfree

OCct 4 13:03:08.951: LDAP: LDAP Messages to be processed: 1

Cct 4 13:03:08.951: LDAP: LDAP Message type: 97



Cct 4 13:03:08.951: LDAP: Got |dap transaction context fromreqid
36l dap_parse_result
(Cct 4 13:03:08.951: LDAP: resultCode: 49 (I'nvalid credentials
Cct 4 13:03:08.951: LDAP: Received Bi nd Responsel dap_parse_result
| dap_err2string
,0ct 4 13:03:08.951: LDAP: Ldap Result Msg: FAILED:Invalid credentials
Result code =49
Oct 4 13:03:08.951: LDAP: LDAP Bind operation result : failed
Cct 4 13:03:08.951: LDAP: Restoring root bind status of the connection
Cct 4 13:03:08.951: LDAP: Perform ng Root-Dn bind operationl dap_req_encode
Doi ng socket wite
Cct 4 13:03:08.951: LDAP: Root Bind on CN=abcd, DC=qwrt, DC=com
initiated.|dap_mnsgfree
Cct 4 13:03:08.951: LDAP: dosing transaction and reporting error to AAA
[Cct 4 13:03:08.951: LDAP: Transaction context renpoved fromlist [|dap reqi d=36
Oct 4 13:03:08.951: LDAP: Notifying AAA: REQUEST FAI LED
Cct 4 13:03:08.951: LDAP: Received socket event
Cct 4 13:03:09.491: LDAP: Received socket event
Cct 4 13:03:09.491: LDAP: Checking the conn status
Oct 4 13:03:09.491: LDAP: Socket read event socket=0
Oct 4 13:03:09.491: LDAP: Found socket ctx
(Cct 4 13:03:09.495: LDAP: Receive event: read=1, errno=9 (Bad file nunber
Cct 4 13:03:09.495: LDAP: Passing the client ctx=314BA6EC dap_result
(wait4nmsg (tineout O sec, 1 usec
(I dap_select _fd_wait (select
| dap_read_activity | c Ox296EA104
Doi ng socket read
LDAP- TCP: Byt es read= 22
| dap_mat ch_r equest succeeded for nsgid 37 h 0
changing |r Ox300519E0 to COVPLETE as no continuations
removi ng request Ox300519E0 fromlist as | m0Ox296C5170 all O
| dap_mnsgfree
| dap_mnsgfree
Cct 4 13:03:09.495: LDAP: LDAP Messages to be processed: 1
Cct 4 13:03:09.495: LDAP: LDAP Message type: 97
Cct 4 13:03:09.495: LDAP: Got |dap transaction context fromreqid
37| dap_parse_result
Cct 4 13:03:09.495: LDAP: result Code: 0 (Success)P: Received Bind
Response
Cct 4 13:03:09.495: LDAP: Received Root Bind Response | dap_parse_result
Cct 4 13:03:09.495: LDAP: Ldap Result Msg: SUCCESS, Result code =0
Cct 4 13:03:09.495: LDAP: Root DN bind Successful on:CN=abcd, DC=qwrt, DC=com
[Cct 4 13:03:09.495: LDAP: Transaction context renpoved fromlist [|dap reqi d=37
| dap_mnsgfree
| dap_result
(wait4nmsg (tineout O sec, 1 usec
(I dap_select _fd_wait (select
| dap_err2string
Cct 4 13:03:09.495: LDAP: Finished processing |dap nsg, Result: Success
Cct 4 13:03:09.495: LDAP: Received socket event
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